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Abst r act
Thi s docunent supplements RFC 3279. It describes encoding formats,
identifiers, and parameter formats for the algorithns GOST R 34. 10-

94, GOST R 34.10-2001, and GOST R 34.11-94 for use in Internet X 509
Public Key Infrastructure (PKI).
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1. Introduction
Thi s docunent suppl enents RFC 3279 [PKALGS]. It describes the

conventions for using the GOST R 34.10-94 [ GOST3431095, GOSTR341094]
and GOST R 34.10-2001 [ G0ST3431004, GOSTR341001] signature

al gorithms, VKO GOST R 34.10-94 and VKO GOST R 34. 10-2001 key
derivation algorithns, and GOST R 34.11-94 [ GOST3431195, GOSTR341194]
one-way hash function in the Internet X 509 Public Key Infrastructure
(PKI') [ PROFI LE].

Thi s docunent provides supplenental information and specifications
needed by the "Russian Cryptographic Software Conpatibility
Agreenment" comunity.

The algorithmidentifiers and associated paraneters are specified for
subj ect public keys that enploy the GOST R 34. 10-94 [ GOSTR341094]/ VKO
GOST R 34.10-94 [CPALGS] or the GOST R 34.10-2001 [ GOSTR341001]/ VKO
GOST R 34.10-2001 [CPALGS] algorithns, as is the encoding format for
the signatures produced by these algorithms. Also, the algorithm
identifiers for using the GOST R 34. 11-94 one-way hash function with
the GOST R 34.10-94 and GOST R 34.10-2001 signature algorithns are
speci fi ed.
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This specification defines the contents of the signatureAl gorithm
si gnat ureVal ue, signature, and subjectPublicKeylnfo fields within
X. 509 Certificates and CRLs. For each algorithm the appropriate
alternatives for the keyUsage certificate extension are provided.

ASN. 1 nodules, including all the definitions used in this docunent,
can be found in [ CPALGS].

1.1. Requirement Wrds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Al gorithm Support

This section is an overview of cryptographic algorithns that may be
used within the Internet X 509 certificates and CRL profile
[PROFILE]. It describes one-way hash functions and digital signature
algorithnms that may be used to sign certificates and CRLs, and it
identifies object identifiers (O Ds) and ASN. 1 encodi ng for public
keys contained in a certificate.

Certification authorities (CAs) and/or applications conformng to
this standard MJUST support at |east one of the specified public key
and signature al gorithns.

2.1. One-Way Hash Function

This section describes the use of a one-way, collision-free hash
function GOST R 34.11-94, the only one that can be used in the
digital signature algorithm GOST R 34.10-94/2001. The data that is
hashed for certificates and CRL signing is fully described in RFC
3280 [ PROFI LE].

2.1.1. One-Way Hash Function GOST R 34.11-94

GOST R 34.11-94 has been devel oped by "GUBS of Federal Agency
Governnent Communi cation and I nformation” and "All-Russian Scientific
and Research Institute of Standardization". The algorithm GOST R
34.11-94 produces a 256-bit hash value of an arbitrary finite bit
length input. This docunent does not contain the full GOST R 34. 11-
94 specification, which can be found in [ GOSTR341194] (in Russian).

[ Schnei er95], ch. 18.11, p. 454, contains a brief technica
description in English.

This function MIST al ways be used with paranmeter set identified by
i d- Gost R3411- 94- Crypt oProParantSet (see Section 8.2 of [CPALGS]).
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2.2. Signature Algorithns

Conform ng CAs may use GOST R 34.10-94 or GOST R 34.10-2001 signature
algorithnms to sign certificates and CRLs.

These signature al gorithns MUST al ways be used with a one-way hash
function GOST R 34.11-94 as indicated in [ GOSTR341094] and
[ GOSTR341001] .

This section defines algorithmidentifiers and paraneters to be used
in the signatureAlgorithmfield in a Certificate or Certificatelist.

2.2.1. Signature Al gorithm GOST R 34.10-94

GOST R 34.10-94 has been devel oped by "GUBS of Federal Agency

Gover nment Communi cation and Information" and "All-Russian Scientific
and Research Institute of Standardization”. This docunment does not
contain the full GOST R 34.10-94 specification, which can be found in
[ GOSTR341094] (in Russian). [Schneier95], ch. 20.3, p. 495, contains
a brief technical description in English.

The ASN. 1 object identifier used to identify this signature algorithm
i s:

i d- Gost R3411-94-wi t h- Gost R3410-94 OBJECT | DENTIFIER :: =
{ iso(1l) nmenber-body(2) ru(643) rans(2) cryptopro(2)
gost R3411-94-wi t h-gost R3410-94(4) }

When the id-CGost R3411-94-with- Gost R3410-94 al gorithmidentifier
appears as the algorithmfield in an Algorithm dentifier, the
encodi ng SHALL onit the paraneters field. That is, the

Al gorithm dentifier SHALL be a SEQUENCE of one conponent: the OBJECT
| DENTI FI ER i d- Gost R3411- 94-wi t h- Gost R3410- 94.

The signature algorithm GOST R 34.10-94 generates a digital signature
in the formof two 256-bit nunbers, r’ and s. Its octet string
representation consists of 64 octets, where the first 32 octets
contain the big-endian representation of s and the second 32 octets
contain the big-endian representation of r’

This definition of a signature value is directly usable in CVM5 [ CM5],
where such values are represented as octet strings. However,
signature values in certificates and CRLs [ PROFI LE] are represented
as bit strings, and thus the octet string representation nust be
converted.
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To convert an octet string signature value to a bit string, the nost
significant bit of the first octet of the signature value SHALL
becone the first bit of the bit string, and so on through the | east
significant bit of the |last octet of the signature value, which SHALL
becone the last bit of the bit string.

2.2.2. Signature Al gorithm GOST R 34. 10-2001

GOST R 34.10- 2001 was devel oped by "GUBS of Federal Agency Governnent
Conmuni cation and Information" and "Al |l -Russian Scientific and
Research Institute of Standardi zation". This docunent does not
contain the full GOST R 34.10-2001 specification, which can be found
in [ GOSTR341001] (in Russian).

The ASN. 1 object identifier used to identify this signature algorithm
is:

i d- Gost R3411-94-wi t h- Gost R3410- 2001 OBJECT | DENTIFIER :: =
{ iso(1l) nmenber-body(2) ru(643) rans(2) cryptopro(2)
gost R3411-94-wi t h-gost R3410- 2001(3) }

When the id-Gost R3411-94-wit h- Gost R3410- 2001 al gorithmidentifier
appears as the algorithmfield in an Algorithmdentifier, the
encodi ng SHALL onit the paraneters field. That is, the
Algorithmdentifier SHALL be a SEQUENCE of one conponent: the OBJECT
| DENTI FI ER i d- Gost R3411- 94-wi t h- Gost R3410- 2001

The signature algorithm GOST R 34.10-2001 generates a digita
signature in the formof two 256-bit nunmbers, r and s. |Its octet
string representation consists of 64 octets, where the first 32
octets contain the big-endian representation of s and the second 32
octets contain the big-endian representation of r

The process described above (Section 2.2.1) MJST be used to convert
this octet string representation to a bit string for use in
certificates and CRLs.

2.3. Subject Public Key Algorithns

This section defines O Ds and public key paraneters for public keys
that enmpl oy the GOST R 34.10-94 [ GOSTR341094]/ VKO GOST R 34. 10-94

[ CPALGS] or the GOST R 34.10-2001 [ GOSTR341001]/ VKO GOST R 34.10- 2001
[ CPALGS] al gorithns.

Use of the sane key for both signature and key derivation is NOT
RECOMVENDED. The intended application for the key MAY be indicated
in the keyUsage certificate extension (see [ PROFILE], Section
4.2.1.3).
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2.3.1. GOST R 34.10-94 Keys

GOST R 34.10-94 public keys can be used for the signature algorithm
GOST R 34.10-94 [ GOSTR341094] and for the key derivation algorithm
VKO GOST R 34.10-94 [ CPALGS].

GOST R 34.10-94 public keys are identified by the followi ng QD

i d- Gost R3410-94 OBJECT I DENTIFIER :: =
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
gost R3410- 94(20) }

The Subj ect Publ i cKeyl nfo.algorithmalgorithmfield (see RFC 3280
[ PROFI LE]) for GOST R 34.10-94 keys MUST be set to id-CostR3410-94.

When the id-Gost R3410-94 algorithmidentifier appears as the
algorithmfield in an Algorithm dentifier, the encoding MAY omt the
paraneters field or set it to NULL. Oherwise, this field MIUST have
the follow ng structure:

Gost R3410- 94- Publ i cKeyPar aneters ::=
SEQUENCE {

publ i cKeyPar anSet
OBJECT | DENTI FI ER,

di gest Par antet
OBJECT | DENTI FI ER,

encrypti onPar anfSet
OBJECT | DENTI FI ER DEFAULT

i d- Gost 28147-89- Crypt oPr o- A- Par anet

}
wher e:

* publicKeyParantSet - public key paraneters identifier for GOST R
34.10-94 (see Section 8.3 of [CPALGS])

* di gestParanBet - paraneters identifier for GOST R 34.11-94 (see
Section 8.2 of [CPALGS])

* encryptionParantBet - paraneters identifier for GOST 28147-89
[ G0ST28147] (see Section 8.1 of [CPALGS])

The absence of paraneters SHALL be processed as described in RFC 3280
[ PROFI LE], Section 6.1; that is, paraneters are inherited fromthe

i ssuer certificate. Wen the working public_key paranmeters variable

is set to null, the certificate and any signature verifiable on this

certificate SHALL be rejected.
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The GOST R 34.10-94 public key MJUST be ASN. 1 DER encoded as an OCTET
STRING this encoding shall be used as the contents (i.e., the value)
of the subjectPublicKey conmponent (a BIT STRING of the

Subj ect Publ i cKeyl nfo data el ement.

Gost R3410- 94- Publ i cKey ::= OCTET STRING -- public key, Y

CGost R3410- 94- Publ i cKey MJST contain 128 octets of the little-endian
representation of the public key Y = a*x (nod p), where a and p are
public key paraneters, and x is a private key.

Sonme erroneous applications discard zero bits at the end of BIT
STRI NG containing the public key. It is RECOWENDED to pad the bit
string with zeroes up to 1048 bits (131 octets) on decoding to be
abl e to decode the encapsul ated OCTET STRI NG

If the keyUsage extension is present in an end-entity certificate
that contains a GOST R 34.10-94 public key, the foll owi ng val ues MAY
be present:

di gi tal Si gnat ure;
nonRepudi at i on;
keyEnci phernment; and
keyAgr eenent .

I f the keyAgreenment or keyEnchi perment extension is present in a
certificate GOST R 34.10-94 public key, the follow ng val ues MAY be
present as well:

enci pherOnly; and
deci pher Only.

The keyUsage extensi on MUST NOT assert both enci pherOnly and
deci pher Only.

If the keyUsage extension is present in an CA or CRL signer
certificate that contains a GOST R 34.10-94 public key, the follow ng
val ues MAY be present:

di gital Signature
nonRepudi at i on;
keyCert Si gn; and
cRLSi gn.
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2.3.2. GOST R 34.10-2001 Keys

GOST R 34.10-2001 public keys can be used for the signature algorithm
GOST R 34.10-2001 [ GOSTR341001] and for the key derivation algorithm
VKO GOST R 34.10-2001 [ CPALGS] .

GOST R 34.10-2001 public keys are identified by the followi ng O D:

i d- Gost R3410- 2001 OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) ru(643) rans(2) cryptopro(2)
gost R3410- 2001(19) }

The Subj ect Publ i cKeyl nfo.algorithmalgorithmfield (see RFC 3280
[ PROFILE]) for GOST R 34.10-2001 keys MUST be set to id-CGost R3410-
2001.

When the id-CGost R3410- 2001 algorithmidentifier appears as the
algorithmfield in an Algorithm dentifier, the encoding MAY onmit the
paraneters field or set it to NULL. Oherwise, this field MIUST have
the follow ng structure:

Gost R3410- 2001- Publ i cKeyParanmeters :: =
SEQUENCE {

publ i cKeyPar anfSet
OBJECT | DENTI FI ER,

di gest Par antet
OBJECT | DENTI FI ER,

encrypt i onPar anfSet
OBJECT | DENTI FI ER DEFAULT

i d- Gost 28147-89- Crypt oPr o- A- Par anBet

}
wher e:

* publicKeyParantSet - public key paraneters identifier for GOST R
34.10-2001 (see Section 8.4 of [CPALGS])

* di gestParanBet - paraneters identifier for GOST R 34.11-94 (see
Section 8.2 of [CPALGS])

* encryptionParantBet - paraneters identifier for GOST 28147-89
[ G0ST28147] (see Section 8.1 of [CPALGS])

The absence of paraneters SHALL be processed as described in RFC 3280
[ PROFI LE], Section 6.1; that is, paraneters are inherited fromthe

i ssuer certificate. Wen the working_public_key_paraneters variable

is set to null, the certificate and any signature verifiable on this

certificate SHALL be rejected.
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The GOST R 34.10-2001 public key MJST be ASN. 1 DER encoded as an
OCTET STRING this encoding shall be used as the contents (i.e., the
val ue) of the subjectPublicKey conmponent (a BIT STRING of the

Subj ect Publ i cKeyl nfo data el ement.

Gost R3410- 2001- Publ i cKey ::= OCTET STRING -- public key vector, Q

According to [ GOSTR341001], a public key is a point on the elliptic
curve Q = (x,Y).

Gost R3410- 2001- Publ i cKey MJUST contain 64 octets, where the first 32
octets contain the little-endian representation of x and the second
32 octets contain the little-endian representation of y. This
corresponds to the binary representation of (<y>256]|<x>256) from

[ GOSTR341001], ch. 5.3.

Some erroneous applications discard zero bits at the end of BIT

STRI NG containing the public key. It is RECOWENDED to pad the bit
string with zeroes up to 528 bits (66 octets) on decoding to be able
to decode the encapsul ated OCTET STRI NG

The sane keyUsage constraints apply for use of GOST R 34.10-2001 keys
as described in Section 2.3.1 for GOST R 34.10-94 keys.

3. Security Considerations

It is RECOWENDED that applications verify signature values and
subj ect public keys to conformto [ GOSTR341001, GOSTR341094]
standards prior to their use.

When a certificate is used to support digital signatures as an
anal ogue to nanual ("wet") signatures, in the context of Russian
Federal Electronic Digital Signature Law [ RFEDSL], the certificate
MUST contai n keyUsage extension, it MJST be critical, and keyUsage
MUST NOT i ncl ude keyEnci phernent and keyAgreenent.

It is RECOWENDED that CAs and applications nake sure that the
private key for creating signatures is not used for nore than its
allowed validity period (typically 15 nonths for both the GOST R
34.10-94 and GOST R 34.10-2001 al gorithns).

For security discussion concerning use of algorithm paraneters, see
the Security Considerations section in [CPALGS].
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4. Exanpl es
4,1. GOST R 34.10-94 Certificate

----- BEA N CERTI FI CATE- - - - -

M | CCz CCAboCECMMAA2BA STOxw k| Bguf uswCAYGKoUDAg! EMGkx HTAbBgNVBAMM
FEdvc 3RSz Qx MCOSNCBI eGRt ¢ GxI MRl WEAYDVQQKDAI Denl wd@QecnBx Cz AJBgNV
BAYTAI JVMScwI QYJKoZ! hve NAQkBFhhHb3NOUj MOMTAt OTRAZXhhbXBs ZS5j b20w
Hhc NVMDUWODE2MTT z M UnMhc NMTUWODE2MTT z M UwW Bp MROWGAY DVQQDDBRHb3NO
Uj MOMTAt OTQgZXhhbXBs ZTESMBAGAL UECgwJ] (B J 5¢ HRv UHJ v MQs wCQYDVQQGEWI S
VTENMCUGCSqGSI h3DQEJARYYR29zdFI zNDEWL TkOQGVAYWLwWhGUUY29t M G MBWG
Bi gFAWM CFDASBgcqhQMCAI ACBgcghQVICAh4BA4GEAASBgLUEZUFS5n! s02Cy Af xCo
GAZX VI 6MVCUNR28WCy d3Rpj G+0dWr ey85Ns b VCNyaE4g0Q i QOHwWx CTSs 7ESuo
v2Y5M yUi 8Co/ ht j EvYJJYf MIRVO5YNKCYJ0o01x3pg+2k BATj e M+ Jy RLGWNCOW+
eMGlwr a3Gggqi OVBkzIl ydvp7MAgGBi qFAWM CBANBABHHCHAS3ALXAI MpR3aPRyqB
glD B8zy5DEj i ULI c+Hel veF81WI OxGkZxnr Fj XBSqnj LeFKgF1hf f XOAP7z UM=
----- END CERTI FI CATE- - - - -

0 30 523: SEQUENCE {
4 30 442: SEQUENCE {
8 02 16: | NTEGER
: 23 OE E3 60 46 95 24 CE C7 OB E4 94 18 2E 7E EB
26 30 8:  SEQUENCE {
28 06 6: OBJECT | DENTI FI ER

i d- Gost R3411- 94- wi t h- Gost R3410-94 (1 2 643 2 2 4)

1 }
36 30 105: SEQUENCE {

38 31 29 SET {
40 30 27 SEQUENCE {
42 06 3: OBJECT | DENTI FI ER comnmonNane (2 5 4 3)
47 0C  20: UTF8String ' GCost R3410-94 exanpl e’

: }

: }
69 31 18: SET {
71 30 16: SEQUENCE {
73 06 3: OBJECT | DENTI FI ER organi zationName (2 5 4 10)
78 0C 9: UTF8String ' Crypt oPro’

: }

: }
89 31 11: SET {
91 30 9: SEQUENCE {
93 06 3: OBJECT | DENTI FI ER countryNane (2 5 4 6)
98 13 2: PrintableString ' RU

}

: }
102 31  39: SET {
104 30 37: SEQUENCE {
106 06 9: OBJECT | DENTI FI ER enmi | Address (1 2 840 113549 1 9 1)

Leonti ev & Shef anovski St andards Track [ Page 10]



RFC 4491

117

143
145
160

175
177
179
181
186

208
210
212
217

228
230
232
237

241
243
245
256

282
285
287
295
297

306

315
319
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16

30
17
17

30

30
06
oC

31
30

oC

31
30
06
13

31
30
06
16

30
06

30
06

06

03
04

24:

30:
13:
13:
105:
27:

20:

165:
28:

18:

132:
128:
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| A5String ' Gost R3410- 94@xanpl e. coni

}
}

}
SEQUENCE {

UTCTi me ' 0508161232507
UTCTi me ’ 1508161232507

}
SEQUENCE {
SET {
SEQUENCE ({
OBJECT | DENTI FI ER conmmon
UTF8String ' Gost R3410-94
}

}
SET {
SEQUENCE {

Nane (2 5 4 3)
exanpl e’

May 2006

OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)

UTF8String ' Crypt oPro’
}

}

SET {

SEQUENCE {

OBJECT | DENTI FI ER countryName (2 5 4 6)

PrintableString ' RU

}

}
SET {

SEQUENCE {

OBJECT | DENTI FI ER enmi | Address (1 2 840 113549 1 9 1)
| A5String ' Gost R3410- 94@xanpl e. coni

}
}

}
SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER i d- Gost R3410-94 (1 2 643 2 2 20)

SEQUENCE {
OBJECT | DENTI FI ER

i d- Gost R3410- 94- Cr ypt oPr o- A- Par antet

(12643 2 2 32 2)
OBJECT | DENTI FI ER

i d- Gost R3411- 94- Cr ypt oPr oPar antet

(12643 2 2 30 1)
}

}
BIT STRING O unused bits,
OCTET STRI NG

St andards Track
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BB 84 66 E1 79 9E 5B 34 D8 2C 80 7F 13 A8 19 66
71 57 FE 8C 54 25 21 47 6F 30 0B 27 77 46 98 C6
FB 47 55 BE B7 B2 F3 93 6C 39 B5 42 37 26 84 E2
0D 10 8A 24 OE 1F 0C 42 4D 2B 3B 11 2B A8 BF 66
39 32 5C 94 8B C1 A8 FE 1B 63 12 F6 09 25 87 CC
75 1B F4 E5 89 8A 09 82 68 D3 5C 77 A6 OF B6 90
10 13 8D E3 3E 7C 9C 91 D6 AC OD 08 2C 3E 78 C1
BS C2 B6 B7 1A A8 2A 8B 45 81 93 32 32 76 FA 7B

}
}

1 }
450 30 8 SEQUENCE {
452 06 6:  OBJECT | DENTIFIER
: i d- Gost R3411- 94- wi t h- Gost R3410-94 (1 2 643 2 2 4)

: }
460 03 65: BIT STRING O unused bits
11 C7 08 7E 12 DC 02 F1 02 23 29 47 76 8F 47 2A
81 83 50 E3 07 CC F2 E4 31 23 89 42 C8 73 E1 DE
22 F7 85 F3 55 BD 94 EC 46 91 9C 67 AC 58 D7 05
2A A7 8C B7 85 2A 01 75 85 F7 D7 38 03 FB CD 43

}

In the signature of the above certificate, r’ equals
0x22F785F355BD94EC46919C67AC58D7052AA78CB7852A017585F7D73803FBCD43
and s equal s
0x11C7087E12DC02F102232947768F472A818350E307CCF2E431238942C873E1DE

4.2. GOST R 34.10-2001 Certificate

----- BEG N CERTI FI CATE- - - - -

M | BODCCAX8CECv1xh7CEbOXx9zUYnaOLi EWCAYGKoUDAg! DM30x Hz AdBgNVBAMM
Fkdvc3RSMz Qx MCOy MDAX I GV4AYWLwb GUX Ej AQBgNVBAOMCUNy e XBOb1Bybz ELMAKG
ALUEBhMCU UxKTANnBgkghki GOwWOBCQEWGKk dv ¢ 3RSVE Qx MO0y MDAX QGVA YWLwh GUu
Y29t MBAXDTALMDgx N EOMIgy M-oXDTE1NMDgx N EOMIgy M~owb TEf MBOGAL UEAWW/
R29zdFI zNDEWLTI wivDEgZXhhbXBs ZTESMBAGA1 UECgwJ BJ 5¢ HRv UHJ v Mgs wCQYD
VQQGEWI SVTEpMCc GCSqGSI b3DQEJARYaR29zdFI zNDEWLTI wivDFAZXhhb XBs ZS5]
b20wYz Ac Bg YqhQUVCAhMrvEg YHKo UDAg I k AAYHKo UDAg I e AQNDAARANJ VodWACGK B
CMDTj DGILP3I BON6QLz0bSsP508yf | eP68WMIZW A9Caf | WiD+SN6qa7f | bHy 7 Df
D2a8yuoaYDAI BgYqhQVICAgMDQQRABL8kJRLcngeynlen7U23Swepkf EQU3uOx Fk VP
VFQ 3cHeF26NG+xxt ZPz3TaTVXdoi YkXYi DO2r Ex1bUcMB7i

----- END CERTI FI CATE- - - - -

0 30 464: SEQUENCE {
4 30 383: SEQUENCE {
8 02 16: | NTEGER
: 2B F5 C6 1E C2 11 BD 17 C7 DC D4 62 66 B4 2E 21
26 30 8: SEQUENCE {
28 06 6: OBJECT | DENTI FI ER
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38
40
42
47

71
73
75
80

91
93

100

104
106
108
119

147
149
164

179
181
183
185
190

214
216
218
223

234
236
238
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30
31
30
06
oC

31
30
06
oC

31
30
06
13

31
30
06
16

30
17
17

30
31
30

oC

31
30
06
oC

31
30
06

100:
31:
29:

22:

30:
13:
13:
109:
31:
29:

22:
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i d- Gost R3411-94-wi t h- Gost R3410-2001 (1 2 643 2 2 3)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER conmonNane (2 5 4 3)
UTF8String ' Gost R3410- 2001 exanpl e’
}

}
SET {

SEQUENCE {

OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)

UTF8String ' Crypt oPro’

}

}

SET {

SEQUENCE {
OBJECT | DENTI FI ER countryNane (2 5 4 6)
PrintableString ' RU

}
}
SET {
SEQUENCE {

OBJECT | DENTI FI ER emai | Address (1 2 840 113549 1 9 1)

| A5String ' Gost R3410- 2001@xanpl e. com

}
}

}

SEQUENCE {

UTCTi me ’ 0508161418207’
UTCTi me ’ 1508161418207’

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER conmonNane (2 5 4 3)
UTF8String ' Gost R3410- 2001 exanpl e’

}
}
SET {
SEQUENCE {

OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)

UTF8String ' Crypt oPro’

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER countryName (2 5 4 6)

St andards Track
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243 13 2: PrintableString ' RU

' }

: }
247 31  41: SET {
249 30  39: SEQUENCE {
251 06 9: OBJECT | DENTI FI ER enmi | Address (1 2 840 113549 1 9 1)
262 16 26: | A5String ' Gost R3410- 2001 @xanpl e. coni

: }

}}

290 30 99: SEQUENCE {
292 30 28: SEQUENCE {
294 06 6: OBJECT | DENTI FI ER i d- Gost R3410-2001 (1 2 643 2 2 19)
302 30 18: SEQUENCE {

304 06 7: OBJECT | DENTI FI ER
: i d- Gost R3410- 2001- Cr ypt oPr o- XchA- Par anet
: (12643 2 2 36 0)
313 06 7: OBJECT | DENTI FI ER
: i d- Gost R3411- 94- Cr ypt oPr oPar antet
(12643 22301

}}
322 03 67; BIT STRING O unused bits, encapsul ates {

325 04 64: CCTET STRI NG
: 84 95 68 75 60 02 1A 40 75 08 CD 13 8C 31 89 2C
FD E5 05 03 7A 43 5C F4 6D 2B OF E7 4F 32 7E 57
8F EB CC 16 B9 95 88 03 DO 9A 7C 85 AE OF E4 8D
EA A6 BB 7E 56 C7 CB BO DF OF 66 BC CA EA 1A 60
}
}

Co
391 30 8  SEQUENCE {

393 06 6: OBJECT | DENTI FI ER
: i d- Gost R3411-94-wi t h- Gost R3410-2001 (1 2 643 2 2 3)

C )
401 03 65: BIT STRING 0 unused bits
: 3C 2F C9 09 44 B7 27 A9 EC A7 D5 E9 FB 53 6D D2
C3 AA 64 7C 44 2E DE ED 31 16 45 4F BC 54 3F DD
Cl1 DE 17 6E 8D 1B EC 71 B5 93 F3 DD 36 93 55 77
68 89 89 17 62 20 F4 DA B1 31 D5 B5 1C 33 DE E2

}

In the public key of the above certificate, x equals
0x577E324FE70F2B6DF45C437A0305E5FD2C89318C13CD0875401A026075689584
and y equal s

0x601AEACABC660FDFBOCBC7567EBBAG6 EASDE4AOFAES57C9ADO038895B916 CCEB8F
The corresponding private key d equal s
0x0B293BEO50D0082BDAE785631A6BAB68F35B42786 D6 DDA56AFAF169891040F77
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In the signature of the above certificate, r equals
OxC1DE176E8D1BEC71B593F3DD36935577688989176220F4DAB131D5B51C33DEE2
and s equal s

0x3C2FC90944B727A9ECA7D5E9FB536DD2 C3AA647C442EDEED3116454FBC543FDD
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