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Abstract
Thi s docunent describes a nmechani smthat enables the Transport Layer
Security (TLS) server to resunme sessions and avoi d keeping per-client
session state. The TLS server encapsul ates the session state into a

ticket and forwards it to the client. The client can subsequently
resune a session using the obtained ticket.
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1. Introduction

Thi s docunent defines a way to resune a Transport Layer Security
(TLS) session without requiring session-specific state at the TLS
server. This nechanism may be used with any TLS ci phersuite. This
docunent applies to both TLS 1.0 defined in [RFC2246] and TLS 1.1
defined in [ RFC4346]. The nechani sm nmakes use of TLS extensions
defined in [ RFC4366] and defines a new TLS nessage type.

This mechanismis useful in the follow ng situations:

1. servers that handle a | arge nunber of transactions fromdifferent
users

2. servers that desire to cache sessions for a long tine

3. ability to | oad bal ance requests across servers

4. enbedded servers with little menory

2. Term nol ogy

Wthin this document, the term’ticket’ refers to a cryptographically
protected data structure that is created by the server and consuned
by the server to rebuild session-specific state.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

3. Pr ot ocol

This specification describes a mechanismto distribute encrypted
session-state information in the formof a ticket. The ticket is
created by a TLS server and sent to a TLS client. The TLS client
presents the ticket to the TLS server to resunme a session

I mpl enent ati ons of this specification are expected to support both
mechani sms. Ot her specifications can take advantage of the session
tickets, perhaps specifying alternative neans for distribution or
sel ection. For exanple, a separate specification nmay describe an
alternate way to distribute a ticket and use the TLS extension in
this docunent to resune the session. This behavior is beyond the
scope of the docunent and would need to be described in a separate
speci fication.
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3.

1. Overview

The client indicates that it supports this mechani smby including a
SessionTi cket TLS extension in the dientHell o nmessage. The
extension will be enpty if the client does not already possess a
ticket for the server. The extension is described in Section 3.2.

If the server wants to use this nechanism it stores its session
state (such as ciphersuite and master secret) to a ticket that is
encrypted and integrity-protected by a key known only to the server.
The ticket is distributed to the client using the NewSessionTi cket
TLS handshake nessage described in Section 3.3. This nessage is sent
during the TLS handshake before the ChangeC pher Spec nessage, after
the server has successfully verified the client’s Finished nessage.

Cient Server
ClientHello
(enpty SessionTicket extension)------- >

ServerHello
(enpty SessionTi cket extension)
Certificate*
Ser ver KeyExchange*
Certificat eRequest*
<-m----- Server Hel | oDone
Certificate*
C i ent KeyExchange
CertificateVerify*
[ ChangeGi pher Spec]
Finished -e------ >
NewSessi onTi cket
[ ChangeCi pher Spec]
Lommmmma Fi ni shed
Application Data S > Application Data

Figure 1: Message flow for full handshake issuing new session ticket

The client caches this ticket along with the naster secret and other
paraneters associated with the current session. Wen the client

wi shes to resunme the session, it includes the ticket in the

SessionTi cket extension within the CientHell o nessage. The server
then decrypts the received ticket, verifies the ticket's validity,
retrieves the session state fromthe contents of the ticket, and uses
this state to resune the session. The interaction with the TLS
Session IDis described in Section 3.4. |If the server successfully
verifies the client’s ticket, then it may renew the ticket by

i ncludi ng a NewSessi onTi cket handshake nessage after the ServerHello.
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dient

ClientHello
(Sessi onTi cket extension)

[ ChangeCGi pher Spec]
Fi ni shed
Application Data
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Server

ServerHel |l o

(enpty SessionTi cket extension)
NewSessi onTi cket

[ ChangeCi pher Spec]
Fi ni shed

Application Data

Figure 2: Message flow for abbreviated handshake using new
session ticket

A recommended ticket format

If the server cannot or does not want to honor the ticket,
handshake with the client.

can initiate a ful

is given in Section 4.

then it

In the case that the server does not wish to i ssue a new ticket at

this tine,
Sessi onTi cket extension or

it just conpl etes the handshake w t hout

NewSessi onTi cket handshake nessage.
is shown below (this flowis identica

including a
Thi s
to Figure 1 in RFC 2246

except for the session ticket extension in the first nmessage):

Cient

ClientHello
(Sessi onTi cket extension)

Certificate*

C i ent KeyExchange
CertificateVerify*
[ ChangeCGi pher Spec]
Fi ni shed

Application Data

Server

ServerHello
Certificate*

Ser ver KeyExchange*
Certificat eRequest*
Server Hel | oDone

[ ChangeGi pher Spec]
Fi ni shed
Application Data

handshake

Sal owey,

Fi gure 3: Message flow for server conpleting ful
W t hout issuing new session ticket
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If the server rejects the ticket, it may still wish to issue a new
ticket after performing the full handshake as shown bel ow (this flow
is identical to Figure 1, except the SessionTicket extension in the
Cient Hello is not enpty):

dient Server
CientHello
(Sessi onTi cket extension) -------- >

ServerHell o
(enpty SessionTi cket extension)
Certificate*
Ser ver KeyExchange*
Certificat eRequest*
R Server Hel | oDone
Certificate*
d i ent KeyExchange
CertificateVerify*
[ ChangeCi pher Spec]
Finished -------- >
NewSessi onTi cket
[ ChangeCGi pher Spec]
R Fi ni shed
Application Data <------ > Application Data

Fi gure 4: Message flow for server rejecting ticket, perforning ful
handshake and issuing new session ticket

3.2. SessionTicket TLS Extension

The SessionTi cket TLS extension is based on [ RFC4366]. The fornat of
the ticket is an opaque structure used to carry session-specific
state information. This extension may be sent in the dientHello and
Server Hel | o.

If the client possesses a ticket that it wants to use to resune a
session, then it includes the ticket in the SessionTi cket extension
inthe dientHello. |If the client does not have a ticket and is
prepared to receive one in the NewSessionTi cket handshake nessage,
then it MJUST include a zero-length ticket in the SessionTicket
extension. |If the client is not prepared to receive a ticket in the
NewSessi onTi cket handshake nmessage then it MJST NOT include a

Sessi onTi cket extension unless it is sending a non-enpty ticket it
recei ved through sone ot her neans fromthe server

The server uses an zero | ength SessionTicket extension to indicate to

the client that it will send a new session ticket using the
NewSessi onTi cket handshake nmessage described in Section 3.3. The
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server MUST send this extension in the ServerHello if it wishes to
issue a new ticket to the client using the NewSessionTi cket handshake
message. The server MJST NOT send this extension if it does not
receive one in the CientHello.

If the server fails to verify the ticket, then it falls back to
performing a full handshake. |f the ticket is accepted by the server
but the handshake fails, the client SHOULD del ete the ticket.

The Sessi onTi cket extension has been assigned the nunmber 35. The
format of the SessionTicket extension is given at the end of this
section.

struct {
opaque ticket<0..2"16-1>;
} SessionTi cket;

3.3. NewSessionTi cket Handshake Message

This nessage is sent by the server during the TLS handshake before

t he ChangeCG pher Spec nessage. This nessage MJST be sent if the
server included a SessionTicket extension in the ServerHello. This
message MJST NOT be sent if the server did not include a

Sessi onTi cket extension in the ServerHello. In the case of a ful
handshake, the server MJST verify the client’s Finished nessage
before sending the ticket. The client MJST NOT treat the ticket as
valid until it has verified the server’s Finished nessage. |If the
server determnes that it does not want to include a ticket after it
has included the SessionTicket extension in the ServerHello, then it
sends a zero-length ticket in the NewSessionTi cket handshake nessage.

If the server successfully verifies the client’s ticket, then it MY
renew the ticket by including a NewSessionTi cket handshake nmessage
after the ServerHello in the abbrevi ated handshake. The client
shoul d start using the new ticket as soon as possible after it
verifies the server’s Finished nessage for new connections. Note
that since the updated ticket is issued before the handshake
completes, it is possible that the client may not put the new ticket
into use before it initiates new connections. The server MJST NOT
assune that the client actually received the updated ticket until it
successfully verifies the client’s Finished nessage.

The NewSessi onTi cket handshake nessage has been assi gned the nunber 4
and its definition is given at the end of this section. The

ticket _lifetine_hint field contains a hint fromthe server about how
long the ticket should be stored. The value indicates the lifetine
in seconds as a 32-bit unsigned integer in network byte order. A

val ue of zero is reserved to indicate that the lifetine of the ticket
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A client SHOULD del ete the ticket and associ ated

A server

or longer period of tine than what

ticket lifetinme_

struct {

hi nt .

HandshakeType nsg _type
ui nt 24 | engt h;
sel ect (HandshakeType) {

It MAY delete the ticket earlier
MAY treat a ticket as valid for a shorter
is stated in the

case hell o_request: Hel | oRequest ;
case client_hello: CientHello
case server_hell o: ServerHel | o
case certificate: Certificate;

case
case

server _key_exchange
certificate_request:

Ser ver KeyExchange;
CertificateRequest;

based

case server_hel |l o_done: Server Hel | oDone;
case certificate verify: CertificateVerify;
case client_key exchange: dientKeyExchange;
case finished: Fi ni shed;
case session_ticket: NewSessi onTi cket; /* NEW*/
} body;
} Handshake;
struct {

uint32 ticket_lifetime_hint;
opaque ticket<0..2"16-1>;

} NewSessi onTi cket ;

3.4. Interaction with TLS Session ID

If a server is planning on issuing a SessionTicket to a client that
does not present one, it SHOULD i ncl ude an enpty Session ID in the
ServerHello. If the server includes a non-enpty session ID, then it
is indicating intent to use stateful session resune. |If the client
recei ves a SessionTicket fromthe server, then it discards any
Session I D that was sent in the ServerHello.

When presenting a ticket, the client MAY generate and include a
Session IDin the TLS CientHello. |If the server accepts the ticket
and the Session IDis not enpty, then it MJST respond with the same
Session ID present in the ientHello. This allows the client to
easily differentiate when the server is resuning a session from when
it is falling back to a full handshake. Since the client generates a
Session I D, the server MJUST NOT rely upon the Session ID having a
particul ar val ue when validating the ticket. |If a ticket is
presented by the client, the server MUST NOT attenpt to use the

Sal owey, et al. St andards Track [ Page 8]



RFC 4507 Statel ess TLS Sessi on Resunption May 2006

Session IDin the CientHello for stateful session resune.
Alternatively, the client MAY include an enpty Session IDin the
ClientHello. In this case, the client ignores the Session ID sent in
the ServerHello and determines if the server is resum ng a session by
t he subsequent handshake nessages.

4., Recommended Ticket Construction

This section describes a recomended fornmat and protection for the
ticket. Note that the ticket is opaque to the client, so the
structure is not subject to interoperability concerns, and

i npl enentations may diverge fromthis format. |If inplenentations do
diverge fromthis format, they nust take security concerns seriously.
Cients MUST NOT exanine the ticket under the assunption that it
complies with this docunent.

The server uses two different keys: one 128-bit key for AES [AES] in
CBC npde [CBC] encryption and one 128-bit key for HVAC SHAL [ RFC2104]
[ SHAL] .

The ticket is structured as foll ows:

struct {
opaque key_ nane[ 16];
opaque iv[16];
opaque encrypted_state<0..2"16-1>;
opaque mac[ 20];
} ticket;

Here, key nanme serves to identify a particular set of keys used to
protect the ticket. It enables the server to easily recognize
tickets it has issued. The key nane should be randomy generated to
avoid collisions between servers. One possibility is to generate new
random keys and key_nane every tine the server is started.

The actual state information in encrypted state is encrypted using
128-bit AES in CBC node with the given IV. The MAC is cal cul ated
usi ng HVAC- SHA1 over key nane (16 octets)and IV (16 octets), followed
by the length of the encrypted_state field (2 octets) and its
contents (variable |ength).
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struct {
Pr ot ocol Ver si on protocol version;
Ci pher Sui te ci pher_suite;
Conpr essi onMet hod conpr essi on_net hod,;
opaque master_secret[48];
Cientldentity client _identity;
ui nt 32 ti mest anp;

} StatePl ai ntext;

enum {
anonynous(0),
certificate based(1),
psk(2)
} dientAuthenticationType;

struct {
Qi ent Aut henticationType client_authentication_type;
sel ect (dientAuthenticationType) {
case anonynous: struct {};
case certificate based:
ASN. 1Cert certificate_list<0..2"24-1>;
case psk:
opaque psk_identity<0..2716-1>; /* from[RFC4279] */

}
} dientldentity;

The structure StatePlaintext stores the TLS session state including
the master_secret. The timestanp within this structure allows the
TLS server to expire tickets. To cover the authentication and key
exchange protocols provided by TLS, the dientldentity structure
contains the authentication type of the client used in the initial
exchange (see dientAuthenticationType). To offer the TLS server
with the same capabilities for authentication and authorization, a
certificate list is included in case of public-key-based

aut hentication. The TLS server is therefore able to inspect a nunber
of different attributes within these certificates. A specific

i mpl enentation nmi ght choose to store a subset of this information or
addi tional information. Oher authentication nechanisns, such as
Ker beros [RFC2712], would require different client identity data.

5. Security Considerations
This section addresses security issues related to the usage of a
ticket. Tickets must be authenticated and encrypted to prevent

nmodi fi cation or eavesdropping by an attacker. Several attacks
described below will be possible if this is not carefully done.
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| npl enent ati ons should take care to ensure that the processing of
tickets does not increase the chance of denial of service as
descri bed bel ow.

5.1. Invalidating Sessions

The TLS specification requires that TLS sessions be invalidated when
errors occur. [CSSC] discusses the security inplications of this in
detail. In the analysis in this paper, failure to invalidate
sessions does not pose a security risk. This is because the TLS
handshake uses a non-reversible function to derive keys for a session
so informati on about one session does not provide an advantage to
attack the master secret or a different session. |If a session

i nval i dation schene is used, the inplenentation should verify the
integrity of the ticket before using the contents to invalidate a
session to ensure that an attacker cannot invalidate a chosen

sessi on.

5.2. Stolen Tickets

An eavesdropper or man-in-the-niddle nay obtain the ticket and
attenpt to use the ticket to establish a session with the server;
however, since the ticket is encrypted and the attacker does not know
the secret key, a stolen ticket does not help an attacker resune a
session. A TLS server MJST use strong encryption and integrity
protection for the ticket to prevent an attacker fromusing a brute
force mechanismto obtain the ticket’s contents.

5.3. Forged Tickets

A nalicious user could forge or alter a ticket in order to resune a
session, to extend its lifetinme, to inpersonate as anot her user, or
to gain additional privileges. This attack is not possible if the
ticket is protected using a strong integrity protection algorithm
such as a keyed HVAC- SHA1.

5.4. Denial of Service Attacks

The key_nanme field defined in the reconmended ticket format hel ps the
server efficiently reject tickets that it did not issue. However, an
adversary could store or generate a |large nunber of tickets to send
to the TLS server for verification. To nminimze the possibility of a
deni al of service, the verification of the ticket should be
Iightweight (e.g., using efficient symmetric key cryptographic

al gorithmns).
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5.5. Ticket Protection Key Managenent

A full description of the managenent of the keys used to protect the
ticket is beyond the scope of this docunent. A list of RECOMMENDED
practices is given bel ow

0 The keys should be generated securely followi ng the randommess
reconmendati ons in [ RFC4086] .

0 The keys and cryptographic protection algorithms shoul d be at
| east 128 bits in strength.

o The keys should not be used for any other purpose than generating
and verifying tickets.

o The keys shoul d be changed regul arly.

0 The keys should be changed if the ticket format or cryptographic
protection algorithms change

5.6. Ticket Lifetine

The TLS server controls the lifetime of the ticket. Servers
determine the acceptable lifetinme based on the operational and
security requirenments of the environnments in which they are depl oyed.
The ticket lifetime may be |onger than the 24-hour lifetinme
recommended in [ RFC2246]. TLS clients may be given a hint of the
lifetinme of the ticket. Since the lifetine of a ticket may be
unspecified, a client has its own | ocal policy that deternines when
it discards tickets.

5.7. Alternate Ticket Formats and Di stribution Schenes

If the ticket format or distribution schene defined in this docunent
is not used, then great care nust be taken in analyzing the security
of the solution. |In particular, if confidential information, such as
a secret key, is transferred to the client, it MJST be done using
secure conmuni cation so as to prevent attackers from obtaining or

nmodi fying the key. Also, the ticket MJST have its integrity and
confidentiality protected with strong cryptographic techniques to
prevent a breach in the security of the system

5.8. ldentity Privacy, Anonymity, and Unlinkability

Thi s docunent mandates that the content of the ticket is
confidentiality protected in order to avoid | eakage of its content,
such as user-relevant information. As such, it prevents disclosure
of potentially sensitive information carried within the ticket.

The initial handshake exchange, which was used to obtain the ticket,

m ght not provide identity confidentiality of the client based on the
properties of TLS. Another relevant security threat is the ability
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for an on-path adversary to observe nmultiple TLS handshakes where the
sane ticket is used and therefore to conclude that they belong to the
same conmuni cati on endpoints. Application designers that use the

ti cket mechani sm described in this document shoul d consider that
unlinkability [ANON] is not necessarily provided.

While a full discussion of these topics is beyond the scope of this
docunent, it should be noted that it is possible to issue a ticket
using a TLS renegoti ati on handshake that occurs after a secure tunne
has been established by a previous handshake. This may hel p address
some privacy and unlinkability issues in sone environnments.
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The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
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