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Abstr act

The X. 500 Directory uses distingui shed nanes (DNs) as prinmary keys to
entries in the directory. This docunent defines the string
representation used in the Lightweight Directory Access Protoco
(LDAP) to transfer distinguished nanes. The string representation is
designed to give a clean representati on of comonly used

di stingui shed nanmes, while being able to represent any distingui shed
namne.

1. Background and | ntended Usage

In X 500-based directory systens [ X 500], including those accessed
using the Lightweight Directory Access Protocol (LDAP) [RFC4510],
di stingui shed names (DNs) are used to unanbi guously refer to
directory entries [ X 501] [ RFC4512].

The structure of a DN [X 501] is described in ternms of ASN. 1 [ X 680].
In the X. 500 Directory Access Protocol [X 511] (and other |TU defined
directory protocols), DNs are encoded using the Basic Encodi ng Rul es
(BER) [X.690]. In LDAP, DNs are represented in the string form
described in this docunent.

It is inmportant to have a comon format to be able to unanbi guously
represent a distinguished nane. The prinmary goal of this
specification is ease of encoding and decoding. A secondary goal is
to have nanes that are human readable. It is not expected that LDAP
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i mpl enentations with a human user interface would display these
strings directly to the user, but that they would nost |ikely be
performng translations (such as expressing attribute type names in
the | ocal national |anguage).

This docunent defines the string representation of D stinguished
Nanmes used in LDAP [ RFC4511] [ RFC4517]. Section 2 details the
RECOMVENDED al gorithm for converting a DN fromits ASN. 1 structured
representation to a string. Section 3 details howto convert a DN
froma string to an ASN. 1 structured representation

Whi | e ot her docunents nmay define other algorithnms for converting a DN
fromits ASN. 1 structured representation to a string, all algorithns
MUST produce strings that adhere to the requirenents of Section 3.

Thi s docunent does not define a canonical string representation for
DNs. Conparison of DNs for equality is to be perforned in accordance
wi th the distingui shedNaneMat ch nmatching rul e [ RFC4517].

This docunent is a integral part of the LDAP technical specification
[ RFC4510], which obsoletes the previously defined LDAP technica
specification, RFC 3377, in its entirety. This docunent obsol etes
RFC 2253. Changes since RFC 2253 are summarized in Appendi x B

This specification assunes famliarity with X 500 [ X. 500] and the
concept of Distinguished Nane [ X 501] [ RFC4512].

1.1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in BCP 14 [ RFC2119].

Character nanes in this docunent use the notation for code points and
nanes fromthe Unicode Standard [Unicode]. For exanple, the letter
"a" may be represented as either <U+0061> or <LATIN SMALL LETTER A>.

Note: a glossary of terms used in Unicode can be found in [{d ossary].

I nformation on the Unicode character encodi ng nodel can be found in
[ Char Model .
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2. Converting Distingui shedNane fromASN. 1 to a String

X. 501 [ X. 501] defines the ASN. 1 [ X 680] structure of distinguished
nane. The following is a variant provided for discussion purposes.

Di sti ngui shedNane ::= RDNSequence
RDNSequence ::= SEQUENCE OF Rel ativeDi sti ngui shedNane
Rel ati veDi sti ngui shedNane ::= SET Sl ZE (1..MAX) OF

Attribut eTypeAndVal ue

AttributeTypeAndVal ue ::= SEQUENCE ({
type AttributeType,
val ue AttributeVal ue }

This section defines the RECOWENDED al gorithmfor converting a

di stingui shed name froman ASN 1-structured representation to a UTF-8
[ RFC3629] encoded Uni code [Uni code] character string representation.

O her docunents may describe other algorithns for converting a

di stingui shed name to a string, but only strings that conformto the
grammar defined in Section 3 SHALL be produced by LDAP

i npl enent ati ons.

2.1. Converting the RDNSequence

I f the RDNSequence is an enpty sequence, the result is the enpty or
zero-length string.

O herwi se, the output consists of the string encodi ngs of each

Rel ati veDi sti ngui shedNane in the RDNSequence (according to Section
2.2), starting with the last elenent of the sequence and novi ng
backwards toward the first.

The encodi ngs of adjoining RelativeDi stingui shedNanes are separ at ed
by a comma (', U+002C) character.

2.2. Converting Rel ativebDi stingui shedNane
When converting froman ASN. 1 Rel ativeDi sti ngui shedNane to a string,
the out put consists of the string encodi ngs of each
Attribut eTypeAndVal ue (according to Section 2.3), in any order.
Wiere there is a nulti-valued RDN, the outputs from adjoi ni ng

Attribut eTypeAndVal ues are separated by a plus sign ('+ W002B)
character.
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2.3. Converting AttributeTypeAndVal ue

The AttributeTypeAndVal ue is encoded as the string representation of
the AttributeType, followed by an equals sign (’= W+003D) character,
followed by the string representation of the AttributeValue. The
encodi ng of the AttributeValue is given in Section 2.4.

If the AttributeType is defined to have a short nanme (descriptor)
[ RFC4512] and that short nanme is known to be registered [ REG STRY]
[ RFCA520] as identifying the AttributeType, that short nane, a
<descr>, is used. Oherwise the AttributeType is encoded as the
dot t ed- deci mal encodi ng, a <nunericoid> of its OBJECT | DENTI FI ER
The <descr> and <nunericoi d> are defined in [ RFC4512].

| mpl enent ati ons are not expected to dynamically update their

know edge of registered short nanmes. However, inplenentations SHOULD
provi de a nechanismto allow their know edge of registered short
nanes to be updated

2.4, Converting an AttributeValue fromASN. 1 to a String

If the AttributeType is of the dotted-decimal form the
AttributeValue is represented by an nunmber sign ('# U+0023)
character followed by the hexadeci nal encoding of each of the octets
of the BER encoding of the X 500 AttributeValue. This formis also
used when the syntax of the AttributeVal ue does not have an LDAP-
specific ([ RFC4517], Section 3.1) string encoding defined for it, or
the LDAP-specific string encoding is not restricted to UTF-8-encoded
Uni code characters. This formmy al so be used in other cases, such
as when a reversible string representation is desired (see Section
5.2).

O herwise, if the AttributeValue is of a syntax that has a LDAP-
specific string encoding, the value is converted first to a UTF- 8-
encoded Uni code string according to its syntax specification (see

[ RFCA517], Section 3.3, for exanples). |If that UTF-8-encoded Uni code
string does not have any of the follow ng characters that need
escapi ng, then that string can be used as the string representation
of the val ue.

- a space (’ ' U+0020) or nunber sign ('# U+0023) occurring at
t he begi nning of the string;

- a space (' ' U+0020) character occurring at the end of the
string;
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- one of the characters "', "+, ",', ";', '<, ">, ‘or '\
(U+0022, U+002B, U+002C, U+003B, UW+003C, U+003E, or U+005C
respectively);

- the null (U+0000) character.
O her characters nay be escaped.

Each octet of the character to be escaped is replaced by a backslash
and two hex digits, which forma single octet in the code of the
character. Alternatively, if and only if the character to be escaped
is one of
’ ,1 ,",1 ,#,1 ,+,1 ,1,1 ,;,1 ,<,1 ,:,1 ,>,1 or ,\,
(U+0020, U+0022, U+0023, U+002B, U+002C, U+003B
WU+003C, U+003D, U+003E, U+005C, respectively)

it can be prefixed by a backslash (’\' U+005C)
Exanpl es of the escapi ng mechani smare shown in Section 4.
3. Parsing a String Back to a Distingui shed Nane

The string representation of Distinguished Nanes is restricted to
UTF-8 [ RFC3629] encoded Uni code [Uni code] characters. The structure
of this string representation is specified using the follow ng
Augment ed BNF [ RFC4234] granmar

di stingui shedName = [ rel ativeDi stingui shedNane
*( COWA rel ativeDi stingui shedNane ) ]
rel ativeD stingui shedNane = attri buteTypeAndVal ue
*( PLUS attributeTypeAndVval ue )
attribut eTypeAndVal ue = attributeType EQUALS attri buteVal ue
attributeType = descr / nunericoid
attributevValue = string / hexstring

; The following characters are to be escaped when they appear
; in the value to be encoded: ESC, one of <escaped>, | eading
; SHARP or SPACE, trailing SPACE, and NULL.
string = [ ( leadchar / pair ) [ *( stringchar / pair )

( trailchar / pair ) ] ]

| eadchar = LUTF1 / UTFMB
LUTF1 = %O01-1F / %21 /| 9%24-2A | %2D-3A /
3D /| W%3F-5B / %5D 7F

trailchar = TUTF1 / UTFMB
TUTF1 = 9%O01-1F / %21 / 9%23-2A /| %2D-3A /
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%3D / %&3F-5B / 95D 7F

stringchar = SUTF1 / UTFMB
SUTF1 = %01-21 / %23-2A /| %2D 3A /
%3D /| %3F-5B / %5D 7F

pair = ESC ( ESC / special / hexpair )

special = escaped / SPACE / SHARP / EQUALS

escaped DQUOTE / PLUS / COWA / SEM / LANGLE / RANGLE
hexstring = SHARP 1*hexpair

hexpai r = HEX HEX

where t he productions <descr>, <nunericoid> <COWA>, <DQUOTE>,
<EQUALS>, <ESC>, <HEX>, <LANGLE>, <NULL>, <PLUS>, <RANGLE>, <SEM >,
<SPACE>, <SHARP>, and <UTFMB> are defined in [ RFC4512].

Each <attributeType>, either a <descr> or a <nunericoid> refers to
an attribute type of an attribute value assertion (AVA). The
<attributeType> is followed by an <EQUALS> and an <attri buteVal ue>.
The <attributeValue> is either in <string> or <hexstring> form

If in <string> form a LDAP string representation asserted val ue can
be obtained by replacing (left to right, non-recursively) each <pair>
appearing in the <string> as foll ows:

repl ace <ESC><ESC> wi th <ESCs;
repl ace <ESC><special > with <speci al >;
repl ace <ESC><hexpair> with the octet indicated by the <hexpair>.

If in <hexstring> form a BER representation can be obtained from
converting each <hexpair> of the <hexstring> to the octet indicated
by the <hexpair>.

There is one or nore attribute value assertions, separated by <PLUS>,
for a relative distinguished nane.

There is zero or nore relative distingui shed nanes, separated by
<COWR>, for a distinguished nane.

| mpl enent ati ons MJST recogni ze AttributeType nane strings

(descriptors) listed in the follow ng table, but MAY recogni ze ot her
nane strings.
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String X. 500 AttributeType

CN commonNane (2.5.4.3)

L | ocalityNane (2.5.4.7)

ST stateOr Provi nceNane (2.5.4.8)

(0] organi zati onNane (2.5.4.10)

U organi zati onal Uni t Name (2.5.4.11)

C countryNane (2.5.4.6)

STREET streetAddress (2.5.4.9)

DC domai nConponent (0.9.2342.19200300. 100. 1. 25)
ub userld (0.9.2342.19200300. 100. 1. 1)

These attribute types are described in [ RFC4519].
| mpl ement ati ons MAY recogni ze other DN string representations.
However, as there is no requirenent that alternative DN string
representations be recognized (and, if so, how), inplenentations
SHOULD only generate DN strings in accordance with Section 2 of this
docunent .

4. Exanpl es

This notation is designed to be convenient for common fornms of nane.
This section gives a few exanpl es of distinguished nanes witten
using this notation. First is a name containing three relative
di stingui shed names (RDNSs):

Ul D=j smi t h, DC=exanpl e, DC=net

Here is an exanple of a nane containing three RDNs, in which the
first RONis nulti-val ued

OU=Sal es+CN=J.  Smit h, DC=exanpl e, DC=net

Thi s exanpl e shows the nmethod of escaping of a special characters
appearing in a conmon nane:

CN=Janmes \"Jim" Smith\, |1, DC=exanpl e, DC=net

The following shows the nethod for encoding a value that contains a
carriage return character

CN=Bef or e\ 0dAf t er, DC=exanpl e, DC=net
In this RDN exanple, the type in the RDN is unrecognized, and the

val ue is the BER encoding of an OCTET STRI NG containing two octets,
0x48 and 0x69.
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1.3.6.1.4.1.1466. 0=#04024869

Finally, this exanple shows an RDN whose comonNane val ue consists of
5 letters:

Uni code Character Code UTF-8 Escaped

LATI N CAPI TAL LETTER L u+004C 0x4cC L

LATI N SMALL LETTER U U+0075 0x75 u

LATIN SMALL LETTER C WTH CARON UW+010D 0xC48D \C4\8D

LATI N SMALL LETTER | U+0069 0x69 i

LATIN SMALL LETTER C WTH ACUTE W+0107 0xC487 \ C4\ 87

This could be encoded in printable ASClI for

debuggi ng purposes) as:

[ASCI 1] (useful

CN=Lu\ C4\ 8Di \ C4\ 87

Security Considerations

The foll owi ng
di stingui shed
[ RFC4511] and
Speci fication

5.1. Disclosure

Di sti ngui shed

about the entries they nane, which can be people,
or other real-world objects.

devi ces,

of the foll ow ng kinds of

- the common name of the object (i.e.

- an emil

- its physica
- organi zationa

security considerations are specific to the handling of
nanes. LDAP security considerations are discussed in
ot her documents conprising the LDAP Technica

[ RFC4510] .

Names typically consist of descriptive information
organi zati ons,
This frequently includes sone
i nformation:

a person’s full nane)

or TCP/IP address

| ocation (country, locality, city, street address)
attributes (such as departnent nanme or

affiliation)

In sone cases
privacy |l aws exist that prohibit disclosure of certain

countri es,

ki nds of descriptive information (e.qg.

such informati on can be considered sensitive. |In nmany

emai | addresses). Hence,

server inplenenters are encouraged to support Directory Infornmation

Tree (DIT) structura

rul es and nane forns [ RFC4512], as these

provide a mechanismfor administrators to select appropriate naning

attributes for entries.
access controls,

nmechani sns,

Admi ni strators are encouraged to use
and other adm nistrative controls that

may be available to restrict use of attributes containing sensitive

information in nam ng of entries.
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5.

7.

7.

aut hentication and data security services in LDAP [ RFC4513] [ RFC4511]
shoul d be consi der ed.

2. Use of Distinguished Nanes in Security Applications

The transformations of an AttributeValue value fromits X 501 formto
an LDAP string representation are not always reversible back to the
sane BER (Basic Encoding Rul es) or DER (Distinguished Encodi ng Rul es)
form An exanple of a situation that requires the DER form of a

di stingui shed name is the verification of an X. 509 certificate.

For exanpl e, a distinguished nane consisting of one RDN with one AVA,
in which the type is conmonNane and the value is of the TeletexString
choice with the letters 'Sami, would be represented in LDAP as the
string <CN=San». Another distinguished nane in which the value is
still *Sam, but is of the PrintableString choice, would have the
same representati on <CN=Sanp.

Applications that require the reconstruction of the DER form of the
val ue SHOULD NOT use the string representation of attribute syntaxes
when converting a distinguished nanme to the LDAP format. | nstead,
they SHOULD use the hexadecinmal form prefixed by the nunber sign ('#
U+0023) as described in the first paragraph of Section 2.4.
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Appendi x A,  Presentation |ssues

Thi s appendi x is provided for informational purposes only; it is not
a normative part of this specification

The string representation described in this docunent is not intended
to be presented to humans without translation. However, at tinmes it
may be desirable to present non-translated DN strings to users. This
section discusses presentation i ssues associated with non-transl ated
DN strings. |Issues with presentation of translated DN strings are
not discussed in this appendi x. Transcoding issues are also not

di scussed in this appendi x.

Thi s appendi x provi des gui dance for applications presenting DN
strings to users. This section is not conprehensive; it does not
di scuss all presentation issues that inplenmenters may face.

Not all user interfaces are capable of displaying the full set of
Uni code characters. Sone Unicode characters are not displ ayabl e.

It is recommended that human interfaces use the optional hex pair
escapi ng nechani sm (Section 2.3) to produce a string representation
suitable for display to the user. For exanple, an application can
generate a DN string for display that escapes all non-printable
characters appearing in the AttributeValue's string representation
(as demonstrated in the final exanple of Section 4).

When a DN string is displayed in free-formtext, it is often
necessary to distinguish the DN string fromsurrounding text. Wile
this is often done with whitespace (as denonstrated in Section 4), it
is noted that DN strings may end with whitespace. Careful readers of
Section 3 will note that the characters "< (W003C) and ’'>" (U+003E)
may only appear in the DN string if escaped. These characters are
intended to be used in free-formtext to distinguish a DN string from
surrounding text. For exanple, <CN=Saml > distinguishes the string
representation of the DN conposed of one RDN consisting of the AVA
(the commonNanme (CN) value "Sam'’') fromthe surrounding text. It
shoul d be noted to the user that the wapping '<' and '>" characters
are not part of the DN string.

DN strings can be quite long. It is often desirable to |ine-wap
overly long DN strings in presentations. Line wapping should be
done by inserting whitespace after the RDN separator character or, if
necessary, after the AVA separator character. 1t should be noted to
the user that the inserted whitespace is not part of the DN string
and is to be renmobved before use in LDAP. For exanple, the foll ow ng
DN string is |ong:
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CN=Kurt D. Zeil enga, OU=Engi neeri ng, L=Redwood Shor es,
O=QpenLDAP Foundati on, ST=Cal i f or ni a, C=US

So it has been line-wapped for readability. The extra whitespace is
to be renoved before the DN string is used in LDAP

I nserting whitespace is not advised because it nay not be obvious to
t he user which whitespace is part of the DN string and which
whi t espace was added for readability.

Another alternative is to use the LDAP Data | nterchange Format (LDIF)
[ RFC2849]. For exanple:

# This entry has a long DN...

dn: CN=Kurt D. Zeil enga, OQU=Engi neeri ng, L=Redwood Shor es
O=OpenLDAP Foundati on, ST=Cal i f or ni a, C=US

CN. Kurt D. Zeilenga

SN:. Zeil enga

obj ect d ass: person

Appendi x B. Changes Made since RFC 2253

This appendix is provided for informational purposes only, it is not
a nornmative part of this specification

The foll owi ng substantive changes were made to RFC 2253

- Renoved I ESG Note. The | ESG Note has been addressed.

- Replaced all references to | SO 10646-1 with [ Uni code].

- Clarified (in Section 1) that this docunent does not define a
canoni cal string representation

- Carified that Section 2 describes the RECOMVENDED encodi ng
algorithmand that alternative algorithns are allowed. Sone
encodi ng options described in RFC 2253 are now treated as
alternative algorithnms in this specification

- Revised specification (in Section 2) to allow short nanes of any
registered attribute type to appear in string representations of
DNs instead of being restricted to a "published table". Renoved
"as an exanple" | anguage. Added statenent (in Section 3)
all owi ng recognition of additional names but require recognition
of those names in the published table. The table now appears in
Section 3.

- Renoved specification of additional requirenents for LDAPv2
i mpl enent ati ons which al so support LDAPv3 (RFC 2253, Section 4)
as LDAPv2 is now Historic.

- Allowed recognition of alternative string representations.

- Updated Section 2.4 to allow hex pair escaping of all characters
and clarified escaping for when nultiple octet UTF-8 encodi ngs
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are present. Indicated that null (W0000) character is to be
escaped. Indicated that equals sign ('= W003D) character may

be escaped as '\=".

Rewrote Section 3 to use ABNF as defined in RFC 4234.

Updated the Section 3 ABNF. Changes i ncl ude:

+ allowed AttributeType short nanes of length 1 (e.g., 'L'),

+ used nore restrictive <oid> production in AttributeTypes,

+ did not require escaping of equals sign ('= W003D)
characters,

+ did not require escaping of non-leading nunber sign ('#
U+0023) characters,

+ al | owed space (° ' U+0020) to be escaped as '\ '’

+ required hex escaping of null (U+0000) characters, and

+ renoved LDAPv2-only constructs.

Updated Section 3 to describe how to parse elenments of the

gr anmar .

Rewr ot e exanpl es.

Added reference to docunentations containing general LDAP

security considerations.

Added di scussion of presentation issues (Appendix A).

Added this appendi x.

dition, numerous editorial changes were made.
Addr ess
D. Zeilenga

DAP Foundati on

: Kurt @penLDAP. org
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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