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Abstr act

This docunent is an integral part of the Lightweight Directory Access
Protocol (LDAP) technical specification. 1t provides a technica
specification of attribute types and object classes intended for use
by LDAP directory clients for many directory services, such as Wite
Pages. These objects are widely used as a basis for the schema in
many LDAP directories. This docunent does not cover attributes used
for the administration of directory servers, nor does it include
directory objects defined for specific uses in other documents.
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1. Introduction

Thi s docunent provides an overview of attribute types and object

cl asses intended for use by Lightweight Directory Access Protoco
(LDAP) directory clients for many directory services, such as Wite
Pages. Oiginally specified in the X 500 [ X 500] docunents, these
objects are widely used as a basis for the schema in nany LDAP
directories. This docunent does not cover attributes used for the
adm ni stration of directory servers, nor does it include directory
objects defined for specific uses in other documents.

1.1. Relationship with O her Specifications

Thi s docunent is an integral part of the LDAP technical specification
[ RFC4A510], which obsol etes the previously defined LDAP technica
specification, RFC 3377, in its entirety. In ternms of RFC 2256,
Sections 6 and 8 of RFC 2256 are obsol eted by [ RFC4517]. Sections
5.1, 5.2, 7.1, and 7.2 of RFC 2256 are obsol eted by [ RFC4512]. The
remai nder of RFC 2256 is obsoleted by this docunment. The technica
specification for the "dc’ attribute type and 'dcObject’ object class
found in RFC 2247 are superseded by sections 2.4 and 3.3 of this
docunent. The renmai nder of RFC 2247 remains in force
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Thi s docunent updates RFC 2798 by replacing the infornative
description of the "uid attribute type with the definitive
description provided in Section 2.39 of this docunent.

Thi s docunent updates RFC 2377 by replacing the informative
description of the 'uidbject’ object class with the definitive
description provided in Section 3.14 of this docunent.

A nunber of schenma el enents that were included in the previous

revi sion of the LDAP Technical Specification are not included in this
revision of LDAP. PKl-related schema el enents are now specified in

[ RFC4523]. Unless reintroduced in future technical specifications,
the remai nder are to be considered Historic.

The descriptions in this docunent SHALL be considered definitive for
use i n LDAP.

1.2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.3. Ceneral I|ssues

Thi s docunent references Syntaxes defined in Section 3 of [RFC4517]
and Matching Rules defined in Section 4 of [RFC4517].

The definitions of Attribute Types and Cbject Classes are witten
usi ng the Augnent ed Backus-Naur Form (ABNF) [ RFC4234] of
AttributeTypeDescription and ObjectC assDescription given in

[ RFC4512]. Lines have been folded for readability. Wen such val ues
are transferred as attribute values in the LDAP Protocol, the val ues
will not contain |ine breaks.

2. Attribute Types
The attribute types contained in this section hold user infornation.
There is no requirenent that servers inplenment the ’'searchCuide’ and
"teletexTerminal ldentifier’ attribute types. |In fact, their use is

greatly discouraged.

An LDAP server inplenmentation SHOULD recogni ze the rest of the
attribute types described in this section.
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2.1. ' businessCategory’

The ' busi nessCategory’ attribute type describes the kinds of business
performed by an organi zation. Each kind is one value of this

mul ti-val ued attribute.

(Source: X. 520 [X.520])

( 2.5.4.15 NAME ' busi nessCat egory’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFC4517] .

Exanpl es: "banki ng", "transportation", and "real estate"
2.2. 'c

The "¢’ ('countryNane’ in X 500) attribute type contains a two-letter
| SO 3166 [ SO3166] country code.
(Source: X. 520 [X. 520])

( 2.5.4.6 NAME '’
SUP nane
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 11
SI NGLE- VALUE )

1.3.6.1.4.1.1466.115.121.1.11 refers to the Country String syntax
[ RFC4517] .

Exanpl es: "DE', "AU' and "FR'

2.3. '¢cn’
The 'cn’ (' comobnNane’ in X 500) attribute type contains nanmes of an
object. Each nanme is one value of this nulti-valued attribute. |If
t he object corresponds to a person, it is typically the person's ful
nane.

(Source: X. 520 [X. 520])

( 2.5.4.3 NAME 'cn’
SUP nane )

Exanples: "Martin K Smith", "Marty Smith" and "printer12"
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2.4, ’dc’

The 'dc’ ('’ domai nConponent’ in RFC 1274) attribute type is a string
hol di ng one conponent, a |label, of a DNS domai n name

[ RFC1034] [ RFC2181] nami ng a host [RFC1123]. That is, a value of this
attribute is a string of ASCII characters adhering to the follow ng
ABNF [ RFC4234]:

label = (ALPHA / DIGT) [*61(ALPHA / DIG T / HYPHEN) (ALPHA / DIGT)]

ALPHA = 9x41-5A / 9%61-7A D UA-tZY ) Attt
DIGT = %30-39 , "0"-" Q"
HYPHEN = 9%2D . hyphen ("-")

The encoding of | A5String for use in LDAP is sinply the characters of
the ASCII label. The equality matching rule is case insensitive, as
is today’s DNS. (Source: RFC 2247 [RFC2247] and RFC 1274 [RFC 1274])

( 0.9.2342.19200300. 100. 1. 25 NAME ' dc
EQUALI TY casel gnor el A5SMat ch
SUBSTR casel gnor el A5Subst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 26
S| NGLE- VALUE )

1.3.6.1.4.1.1466.115.121.1.26 refers to the A5 String syntax
[ RFC4517] .

Exanpl es: Valid val ues include "exanple" and "con but not
"exanple.com'. The latter is invalid as it contains nultiple domain
conmponent s.

It is noted that the directory service will not ensure that val ues of
this attribute conformto the host |abel restrictions [RFC1123]
illustrated by the <l abel > production provided above. It is the
directory client’s responsibility to ensure that the labels it stores
inthis attribute are appropriately restricted.

Directory applications supporting International Domain Nanes SHALL
use the ToASCI| net hod [ RFC3490] to produce the domai n conponent

| abel . The special considerations discussed in Section 4 of RFC 3490
[ RFC3490] shoul d be taken, depending on whether the donmai n conponent
is used for "stored" or "query" purposes.

2.5. ’'description
The ' description’ attribute type contains human-readabl e descriptive
phrases about the object. Each description is one value of this

mul ti-val ued attri bute.
(Source: X. 520 [X.520])
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( 2.5.4.13 NAME 'description
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFC4517] .

Exanpl es: "a color printer", "Miintenance is done every Mnday, at
1pm ", and "distribution list for all technical staff".
2.6. ’'destinationlndicator’

The ' destinationlndicator’ attribute type contains country and city
strings associated with the object (the addressee) needed to provide
the Public Tel egram Service. The strings are conposed in accordance
with CCTT Recommendations F.1 [F. 1] and F.31 [F.31]. Each string is
one value of this nulti-valued attribute.

(Source: X. 520 [X.520])

( 2.5.4.27 NAME ' destinationl ndicator’
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.44 )

1.3.6.1.4.1.1466.115.121.1.44 refers to the Printable String syntax
[ RFCA517] .

Exanpl es: "AASD' as a destination indicator for Sydney, Australia.
"GBLD' as a destination indicator for London, United
Ki ngdom

It is noted that the directory will not ensure that values of this
attribute conformto the F.1 and F. 31 CCITT Reconmendations. It is
the application’s responsibility to ensure destination indicators
that it stores in this attribute are appropriately constructed.

2.7. ’distingui shedNane’

The '’ di stingui shedNanme’ attribute type is not used as the name of the
object itself, but it is instead a base type fromwhich sone user
attribute types with a DN syntax can inherit.

It is unlikely that values of this type itself will occur in an
entry. LDAP server inplenmentations that do not support attribute
subt ypi ng need not recognize this attribute in requests. dient

i mpl enent ati ons MJUST NOT assume that LDAP servers are capabl e of
performng attribute subtyping.
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(Source: X. 520 [X. 520])

( 2.5.4.49 NAME ' di stingui shedNane
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )

1.3.6.1.4.1.1466.115.121.1.12 refers to the DN syntax [ RFC4517].
2.8. ’'dnQualifier’

The "dnQualifier’ attribute type contains disanbiguating information
strings to add to the relative distingui shed nane of an entry. The
information is intended for use when nerging data fromnultiple
sources in order to prevent conflicts between entries that would

ot herwi se have the same nane. Each string is one value of this

multi-valued attribute. It is recommended that a val ue of the
"dnQualifier’ attribute be the sane for all entries froma particul ar
source.

(Source: X. 520 [X.520])

( 2.5.4.46 NAME 'dnQualifier’
EQUALI TY casel gnor eMat ch
ORDERI NG casel gnor eOr der i nghat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 44 )

1.3.6.1.4.1.1466.115.121.1.44 refers to the Printable String syntax
[ RFC4517] .

Exanpl es: "20050322123345Z" - tinmestanps can be used to di sanbi guate
i nformation.
"123456A" - serial nunbers can be used to di sanbi guate
i nformati on.

2.9. ’enhancedSear chCGui de
The ' enhancedSearchGui de’ attribute type contains sets of infornation
for use by directory clients in constructing search filters. Each
set is one value of this nulti-valued attribute.
(Source: X. 520 [X. 520])

( 2.5.4.47 NAME ' enhancedSear chGui de
SYNTAX 1.3.6.1.4.1.1466.115.121.1.21 )

1.3.6.1.4.1.1466.115.121.1.21 refers to the Enhanced CGui de syntax
[ RFC4517] .
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Exanpl es: " per son#( sn$APPROX) #whol eSubt ree" and
"organi zati onal Uni t #( ou$SUBSTR) #oneLevel "

2.10. ’'facsinleTel ephoneNunber’

The ' facsim | eTel ephoneNunber’ attribute type contains tel ephone
nunbers (and, optionally, the paraneters) for facsimle termnals.
Each tel ephone nunber is one value of this multi-valued attribute.
(Source: X. 520 [X. 520])

( 2.5.4.23 NAME 'facsim | eTel ephoneNunber’
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 22 )

1.3.6.1.4.1.1466.115.121.1.22 refers to the Facsinile Tel ephone
Number syntax [RFC4517].

Exanpl es: "+61 3 9896 7801" and "+81 3 347 7418%fi neResol ution".

2.11. ’'generationQualifier’

The ’'generationQualifier’ attribute type contains nanme strings that
are typically the suffix part of a person’s nanme. Each string is one
value of this nulti-valued attribute.

(Source: X. 520 [X.520])

( 2.5.4.44 NAME ’'generationQualifier’
SUP nane )

Examples: "I1I", "3rd", and "Jr.".

2.12. 'givenNane’

The ' givenNane’' attribute type contains nane strings that are the
part of a person’s name that is not their surname. Each string is
one value of this multi-valued attribute.

(Source: X. 520 [X.520])

( 2.5.4.42 NAME '’ gi venNane’
SUP nane )

Exanpl es: "Andrew', "Charles", and "Joanne".

2.13. ’'houseldentifier’
The 'houseldentifier’ attribute type contains identifiers for a
building within a location. Each identifier is one value of this

mul ti-val ued attri bute.
(Source: X. 520 [X.520])
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( 2.5.4.51 NAME 'housel dentifier’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFC4517] .

Exanpl e: "20" to represent the house nunber 20
2.14. ’initials’

The "initials’ attribute type contains strings of initials of sone or
all of an individual’'s nanes, except the surnane(s). Each string is
one value of this multi-valued attribute.

(Source: X. 520 [X. 520])

( 2.5.4.43 NAME 'initials’
SUP nane )

Exanmples: "K. A" and "K".
2.15. ’international | SDNNunber’

The 'international | SDNNunber’ attribute type contains |ntegrated
Services Digital Network (1SDN) addresses, as defined in the

I nternational Tel econmunication Union (ITU) Reconmendation E. 164
[E. 164]. Each address is one value of this nulti-valued attribute.
(Source: X. 520 [X. 520])

( 2.5.4.25 NAME 'international | SDNNunber’
EQUALI TY nuneri cStringMatch
SUBSTR nuneri cStringSubstringsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.36 )

1.3.6.1.4.1.1466.115.121.1.36 refers to the Nuneric String syntax
[ RFC4517] .

Exanpl e: "0198 333 333"

2.16. I’

The "I’ ('localityNane’ in X 500) attribute type contains nanes of a
locality or place, such as a city, county, or other geographic
region. Each nanme is one value of this nulti-valued attribute.
(Source: X. 520 [X. 520])
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( 2.5.4.7 NAME "I’
SUP nane )

Exanpl es: "Geneva", "Paris", and "Edi nburgh".
2.17. ' menber’

The 'menber’ attribute type contains the distinguished names of
objects that are on a list or in a group. Each nanme is one val ue of
this multi-valued attribute.

(Source: X. 520 [X. 520])

( 2.5.4.31 NAME 'nenber’
SUP di sti ngui shedNane )

Exanpl es: "cn=Janmes d arke, ou=Fi nance, o=Wdget\, Inc." and
"cn=John Xerri, ou=Fi nance, o=Wdget\, Inc." may
be two nenbers of the financial team (group) at Wdget,

Inc., in which case, both of these distinguished nanes
woul d be present as individual values of the nenber
attribute.

2.18. " nane’

The 'nane’ attribute type is the attribute supertype from which user
attribute types with the nane syntax inherit. Such attribute types
are typically used for naning. The attribute type is multi-val ued.

It is unlikely that values of this type itself will occur in an
entry. LDAP server inplenentations that do not support attribute
subt ypi ng need not recognize this attribute in requests. dient

i mpl ement ati ons MUST NOT assume that LDAP servers are capabl e of
performng attribute subtyping.

(Source: X. 520 [X. 520])

( 2.5.4.41 NAME ' nane’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFC4517] .

2.19. 0o
The "o’ (’organi zationNane’ in X 500) attribute type contains the

nanes of an organi zation. Each nanme is one value of this
nmul ti-valued attribute.
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(Source: X. 520 [X. 520])

( 2.5.4.10 NAME '©O°

SUP nane )
Exanpl es: "Wdget", "Wdget, Inc.", and "Wdget, Incorporated.”
2.20. ’ou

The 'ou’ ('’ organizational UnitName’ in X 500) attribute type contains
the nanes of an organi zational unit. Each nane is one value of this
nmul ti-valued attribute.
(Source: X. 520 [X.520])

( 2.5.4.11 NAME ’'oU’
SUP nane )

Exanpl es: "Fi nance", "Hunman Resources", and "Research and
Devel oprent .

2.21. 'owner’

The 'owner’ attribute type contains the distingui shed names of

obj ects that have an ownership responsibility for the object that is
owned. Each owner’s nanme is one value of this nulti-val ued
attribute.

(Source: X. 520 [X. 520])

( 2.5.4.32 NAME ' owner’
SUP di sti ngui shedNane )

Exanpl e: The mailing |ist object, whose DNis "cn=All Enployees,
ou=Mai |l i ng List,o=Wdget\, Inc.", is owned by the Human
Resources Director

Therefore, the value of the 'owner’ attribute within the
mailing |ist object, would be the DN of the director (role):
"cn=Human Resources Director, ou=enpl oyee, o=W dget\, Inc."

2.22. ' physical DeliveryOificeNane’
The ' physical DeliveryOificeNane’ attribute type contains nanes that a

Postal Service uses to identify a post office.
(Source: X. 520 [X. 520])
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( 2.5.4.19 NAME ' physi cal Del i veryOr fi ceNane’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFC4517] .

Exanpl es: "Brenerhaven, Miin" and "Bremnerhaven, Bonnstrasse".

2.23. ' postal Address’

The ' postal Address’ attribute type contains addresses used by a
Postal Service to performservices for the object. Each address is
one value of this multi-valued attribute.

(Source: X. 520 [X. 520])

( 2.5.4.16 NAME ' post al Addr ess’
EQUALI TY casel gnor eLi st Mat ch
SUBSTR casel gnor eLi st Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.41 )

1.3.6.1.4.1.1466.115.121.1.41 refers to the Postal Address syntax
[ RFC4517] .

Exanple: "15 Main St.$OQtawa$Canada”.
2.24. '’ postal Code’

The ' postal Code’ attribute type contains codes used by a Postal
Service to identify postal service zones. Each code is one val ue of
this multi-valued attribute.

(Source: X. 520 [X. 520])

( 2.5.4.17 NAME ' post al Code’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFC4517] .

Exanpl e: "22180", to identify Vienna, VA in the USA
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2.25. 'postOficeBox’

The 'postOfFficeBox’ attribute type contains postal box identifiers
that a Postal Service uses when a custoner arranges to receive nail
at a box on the prem ses of the Postal Service. Each postal box
identifier is a single value of this nulti-valued attribute.
(Source: X. 520 [X.520])

( 2.5.4.18 NAME ' post O fi ceBox’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFCA517] .

Exanpl e: " Box 45".
2.26. 'preferredDeliveryMthod

The ' preferredDeliveryMethod’ attribute type contains an indication
of the preferred nethod of getting a nessage to the object.
(Source: X. 520 [X. 520])

( 2.5.4.28 NAME 'preferredDeliveryMethod
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 14
SI NGLE- VALUE )

1.3.6.1.4.1.1466.115.121.1.14 refers to the Delivery Method syntax
[ RFC4517] .

Exanple: If the nhs-delivery Delivery Method is preferred over
t el ephone-delivery, which is preferred over all other
net hods, the value would be: "nmhs $ tel ephone”

2.27. 'registeredAddress

The 'regi steredAddress’ attribute type contains postal addresses
suitable for reception of tel egrans or expedited docunents, where it
i s necessary to have the recipient accept delivery. Each address is
one value of this multi-valued attribute.

(Source: X. 520 [X.520])

( 2.5.4.26 NAME 'registeredAddress

SUP post al Addr ess
SYNTAX 1.3.6.1.4.1.1466.115.121.1.41 )
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1.3.6.1.4.1.1466.115.121.1.41 refers to the Postal Address syntax
[ RFC4517] .

Exanpl e: "Recepti oni st $Wdget, Inc.$15 Main St.$Ot ana$Canada”

2.28. ’'rol eCccupant

The 'rol eCccupant’ attribute type contains the distinguished nanes of

objects (normally people) that fulfill the responsibilities of a role
object. Each distinguished nane is one value of this nulti-val ued
attribute.

(Source: X. 520 [X.520])

( 2.5.4.33 NAME 'rol eCccupant’
SUP di sti ngui shedNane )

Exanpl e: The rol e object, "cn=Human Resources
Di rector,ou=Position, o=Wdget\, Inc.", is fulfilled by two
peopl e whose obj ect nanes are "cn=Mary
Smi t h, ou=enpl oyee, o=W dget\, Inc." and "cn=Janes
Br own, ou=enpl oyee, o=Wdget\, Inc.". The ’'roleCccupant’
attribute will contain both of these distinguished nanes,
since they are the occupants of this role.

2.29. ’'searchQuide

The ’'searchCuide’ attribute type contains sets of information for use
by clients in constructing search filters. It is superseded by

" enhancedSear chCGui de’, described above in Section 2.9. Each set is
one value of this nulti-valued attribute.

(Source: X. 520 [ X.520])

( 2.5.4.14 NAME ' searchCui de
SYNTAX 1.3.6.1.4.1.1466.115.121.1.25 )

1.3.6.1.4.1.1466.115.121.1.25 refers to the GQuide syntax [ RFC4517].
Exanpl e: "person#sn$EQ'.
2.30. ’'seeAlso

The 'seeAlso’ attribute type contains the distinguished nanes of
objects that are related to the subject object. Each rel ated object
nane is one value of this nulti-valued attribute.

(Source: X. 520 [X. 520])

( 2.5.4.34 NAME 'seeAl so’
SUP di sti ngui shedNane )
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Exanpl e: The person object "cn=James Brown, ou=enpl oyee, o=W dget\,
Inc." is related to the role objects "cn=Football Team
Capt ai n, ou=sponsored activities, o=Wdget\, Inc." and
"cn=Chess Team ou=sponsored activities,o=Wdget\, Inc."
Since the role objects are related to the person object, the
"seeAlso’ attribute will contain the distinguished nane of
each rol e object as separate val ues.

2.31. ’'serial Nunber

The ’serial Nunmber’ attribute type contains the serial nunbers of
devi ces. Each serial nunber is one value of this nulti-val ued
attribute.

(Source: X. 520 [ X. 520])

( 2.5.4.5 NAME ’serial Nunber’
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 44 )

1.3.6.1.4.1.1466.115.121.1.44 refers to the Printable String syntax
[ RFC4517] .

Exanpl es: "W -3005" and " XF551426"

2.32. 'sn’
The "sn’ (’surnane’ in X 500) attribute type contains nane strings
for the famly names of a person. Each string is one value of this
nmul ti-valued attribute.
(Source: X. 520 [ X.520])

( 2.5.4.4 NAME ’'sn’
SUP nane )

Exanple: "Smth".

2.33. ’st’
The 'st’ (’stateOrProvinceNane’ in X 500) attribute type contains the
full names of states or provinces. Each nane is one value of this
nmul ti-valued attribute.
(Source: X. 520 [X.520])

( 2.5.4.8 NAME 'st’
SUP nane )

Exanpl e: "California"
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2.34. ’'street’

The "street’ ('streetAddress’ in X.500) attribute type contains site
information froma postal address (i.e., the street nane, place,
avenue, and the house nunber). Each street is one value of this

nmul ti-valued attribute.

(Source: X. 520 [X.520])

( 2.5.4.9 NAME 'street’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFCA517] .

Exanple: "15 Main St."
2.35. 'tel ephoneNunber’
The 'tel ephoneNunber’ attribute type contains tel ephone nunbers that
comply with the | TU Recommendation E. 123 [E. 123]. Each nunber is one
value of this nulti-valued attribute.
(Source: X. 520 [X.520])
( 2.5.4.20 NAME 'tel ephoneNunber’

EQUALI TY t el ephoneNunber Mat ch

SUBSTR t el ephoneNunber Subst ri ngshat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.50 )

1.3.6.1.4.1.1466.115.121.1.50 refers to the Tel ephone Number syntax
[ RFC4517] .

Exanpl e: "+1 234 567 8901".

2.36. ’'teletexTerm nal ldentifier’
The wi t hdrawal of Reconmendati on F.200 has resulted in the w thdrawal
of this attribute.

(Source: X. 520 [X. 520])

( 2.5.4.22 NAME 'tel etexTerninal ldentifier’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.51 )

1.3.6.1.4.1.1466.115.121.1.51 refers to the Tel etex Terni na
Identifier syntax [ RFC4517].
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2.37. ’'tel exNunber’

The 'tel exNunmber’ attribute type contains sets of strings that are a
tel ex nunber, country code, and answerback code of a telex termnal
Each set is one value of this nmulti-valued attribute.

(Source: X. 520 [X.520])

( 2.5.4.21 NAME 'tel exNunber’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.52 )

1.3.6.1.4.1.1466.115.121.1.52 refers to the Tel ex Nunber syntax
[ RFC4517] .

Exanpl e: "12345%$023$ABCDE"
2.38. ‘'title’

The 'title attribute type contains the title of a person in their

organi zational context. Each title is one value of this nulti-val ued
attribute.

(Source: X. 520 [X. 520])

( 2.5.4.12 NAME 'title

SUP nane )
Exanpl es: "Vice President", "Software Engineer", and "CEC
2.39. ud

The "uid” ("userid in RFC 1274) attribute type contains conputer
system | ogin nanmes associated with the object. Each nane is one
value of this nulti-valued attribute.

(Source: RFC 2798 [ RFC2798] and RFC 1274 [RFC1274])

( 0.9.2342.19200300. 100. 1.1 NAME 'uid’
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

1.3.6.1.4.1.1466.115.121.1.15 refers to the Directory String syntax
[ RFC4517] .

Exanpl es: "s9709015", "admin", and "Adm nistrator".
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2.40. ’'uni queMenber’

The ' uni queMenber’ attribute type contains the distinguished nanes of
an object that is on a list or in a group, where the relative

di stingui shed nanmes of the object include a value that distinguishes
bet ween obj ects when a di stingui shed nane has been reused. Each

di stingui shed nanme is one value of this nulti-valued attribute.
(Source: X. 520 [ X. 520])

( 2.5.4.50 NAME 'uni queMenber’
EQUALI TY uni queMenber Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.34 )

1.3.6.1.4.1.1466.115.121.1.34 refers to the Nane and Optional U D
synt ax [ RFC4517].

Exanpl e: 1If "ou=1st Battalion, o=Defense,c=US" is a battalion that was
di sbanded, establishing a new battalion with the "sanme" nane
woul d have a unique identifier value added, resulting in
"ou=1st Battalion, o=Defense, c=US# 010101’ B"

2.41. 'userPassword

The 'userPassword’ attribute contains octet strings that are known
only to the user and the systemto which the user has access. Each
string is one value of this multi-valued attribute.

The application SHOULD prepare textual strings used as passwords by
transcodi ng themto Unicode, applying SASLprep [ RFC4013], and
encodi ng as UTF-8. The determ nation of whether a password is
textual is a local client natter.

(Source: X. 509 [ X 509])

( 2.5.4.35 NAME 'user Password
EQUALI TY octet Stri nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 40 )

1.3.6.1.4.1.1466.115.121.1.40 refers to the Cctet String syntax
[ RFC4517] .

Passwords are stored using an Octet String syntax and are not
encrypted. Transfer of cleartext passwords is strongly di scouraged
where the underlying transport service cannot guarantee
confidentiality and may result in disclosure of the password to
unaut hori zed parties.

An exanple of a need for multiple values in the ’userPassword’
attribute is an environnment where every nonth the user is expected to
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use a different password generated by sone automated system During
transitional periods, like the last and first day of the periods, it
may be necessary to allow two passwords for the two consecutive
periods to be valid in the system

2.42. ' x121Address

The ' x121Address’ attribute type contains data network addresses as
defined by | TU Recommendation X 121 [ X 121]. Each address is one
value of this nmulti-valued attribute.

(Source: X. 520 [X. 520])

( 2.5.4.24 NAME ' x121Address
EQUALI TY nuneri cStringMatch
SUBSTR nuneri cStringSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.36 )

1.3.6.1.4.1.1466.115.121.1.36 refers to the Nuneric String syntax
[ RFC4517] .

Exanpl e: "36111222333444555"
2.43. ' x500Uni quel dentifier’

The ' x500Uni quel dentifier’ attribute type contains binary strings
that are used to distinguish between objects when a distingui shed
nane has been reused. Each string is one value of this multi-val ued
attribute

In X. 520 [ X.520], this attribute type is called ’"uniqueldentifier’
This is a different attribute type fromboth the "uid and

“uni queldentifier’ LDAP attribute types. The 'uniqueldentifier’
attribute type is defined in [ RFC4524].

(Source: X. 520 [X. 520])

( 2.5.4.45 NAME ' x500Uni quel dentifier’
EQUALI TY bit StringhMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.6 )

1.3.6.1.4.1.1466.115.121.1.6 refers to the Bit String syntax
[ RFC4517] .

3. Object dasses

LDAP servers SHOULD recogni ze all the Object C asses listed here as
val ues of the 'objectC ass’ attribute (see [ RFC4512]).
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3.1. ’'applicationProcess

The ' applicationProcess’ object class definition is the basis of an

entry that represents an application executing in a conputer system
(Source: X. 521 [X 521])

( 2.5.6.11 NAME 'applicationProcess
SUP top
STRUCTURAL
MJST cn
MAY ( seeAlso $
ou $
I $
description ) )

3.2. ’country’

The 'country’ object class definition is the basis of an entry that
represents a country.

(Source: X 521 [X 521)])

( 2.5.6.2 NAME 'country’
SUP top
STRUCTURAL
MJUST c
MAY ( searchCuide $
description ) )

3.3. 'dcObject’

The 'dchject’ object class permits an entry to contains donain
conmponent information. This object class is defined as auxiliary,
because it will be used in conjunction with an existing structura
obj ect cl ass.

(Source: RFC 2247 [ RFC2247])

( 1.3.6.1.4.1.1466. 344 NAME ' dcObj ect’
SUP top
AUXI LI ARY
MJUST dc )

3.4. 'device’

The ' device’ object class is the basis of an entry that represents an
appl i ance, conputer, or network el enent.
(Source: X. 521 [X. 521])
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( 2.5.6.14 NAME ' device’

SUP top

STRUCTURAL

MJST cn

MAY ( serial Number $
seeAlso $
owner $
ou $
o$
I $

description ) )
3.5. ’'groupO Nanes’
The ' groupOf Nanes’ object class is the basis of an entry that
represents a set of named objects including information related to
t he purpose or nmintenance of the set.
(Source: X. 521 [X. 521])

( 2.5.6.9 NAME ' groupOf Nanes’

SUP top
STRUCTURAL
MUST ( menber $
ch)
MAY ( busi nessCategory $
seeAlso $
owner $
ou $
o093

description ) )
3.6. 'groupd Uni queNanes’
The ' groupOf Uni queNames’ object class is the same as the
" groupOf Nanes’ obj ect class except that the object names are not

repeated or reassigned within a set scope.
(Source: X. 521 [X. 521])
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( 2.5.6.17 NAME ' groupCOf Uni queNanes’

SUP top
STRUCTURAL
MUST ( uni queMenber $
cn )
MAY ( busi nessCategory $
seeAlso $
owner $
ou $
o3

description ) )
3.7. ’'locality’

The 'locality’ object class is the basis of an entry that represents
a place in the physical world.
(Source: X. 521 [X. 521])

( 2.5.6.3 NAME 'l ocality’

SUP top

STRUCTURAL

MAY ( street $
seeAlso $
searchQ@ui de $
st $
I $
description ) )

3.8. ’organization

The ' organi zation’ object class is the basis of an entry that
represents a structured group of people.
(Source: X 521 [X 521])

( 2.5.6.4 NAME 'organi zation

SUP top

STRUCTURAL

MUST o

MAY ( userPassword $ searchCuide $ seeAlso $
busi nessCategory $ x121Address $ registeredAddress $
destinationlndicator $ preferredDeliveryMethod $
tel exNunber $ teletexTerminalldentifier $
t el ephoneNunber $ international | SDNNunber $
facsi m | eTel ephoneNunber $ street $ postOfficeBox $
post al Code $ postal Address $ physical DeliveryOificeNane $
st $1 $ description) )
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3.9. ’'organizational Person

The ' organi zati onal Person’ object class is the basis of an entry that
represents a person in relation to an organi zation
(Source: X. 521 [X 521])

( 2.5.6.7 NAME ’organi zati onal Person

SUP person

STRUCTURAL

MAY ( title $ x121Address $ regi steredAddress $
destinationlndicator $ preferredDeliveryMethod $
tel exNunber $ teletexTerninalldentifier $
t el ephoneNunber $ international | SDNNunber $
facsi m | eTel ephoneNunber $ street $ postOfficeBox $
post al Code $ postal Address $ physical Del i veryOificeNane $
ou$sts$l ))

3.10. ’'organizational Rol e’

The ' organi zational Rol e’ object class is the basis of an entry that
represents a job, function, or position in an organi zation
(Source: X. 521 [X. 521])

( 2.5.6.8 NAME ’organi zati onal Rol e’

SUP top

STRUCTURAL

MJST cn

MAY ( x121Address $ regi steredAddress $ destinationlndicator $
preferredDel i veryMethod $ tel exNunber $
tel etexTerm nal I dentifier $ tel ephoneNunber $
i nternational |l SDNNunber $ facsin | eTel ephoneNunber $
seeAl so $ rol eCccupant $ preferredDeliveryMethod $
street $ postOfficeBox $ postal Code $ postal Address $
physi cal Del i veryOfficeNane $ ou $ st $1 $
description ) )

3.11. ’'organizational Unit’
The ' organi zational Unit’ object class is the basis of an entry that

represents a piece of an organization
(Source: X. 521 [X 521])
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( 2.5.6.5 NAME 'organi zational Unit’

SUP top

STRUCTURAL

MJST ou

MAY ( businessCategory $ description $ destinationlndicator $
facsini | eTel ephoneNunber $ international | SDNNunber $ | $
physi cal Del i veryOf fi ceNane $ postal Address $ postal Code $
post O fi ceBox $ preferredDeliveryMethod $
regi steredAddress $ searchQuide $ seeAlso $ st $ street $
t el ephoneNunber $ teletexTernminalldentifier $
tel exNunber $ userPassword $ x121Address ) )

3.12 ' person

The ' person’ object class is the basis of an entry that represents a

human

bei ng.

(Source: X. 521 [X. 521])

( 2.5.6.6 NAME ' person

3.13. 'r

The 'r

SUP top

STRUCTURAL

MUST ( sn $
cn )

MAY ( userPassword $
t el ephoneNunber $
seeAl so $ description ) )

esi denti al Per son

esi denti al Person’ object class is the basis of an entry that

i ncludes a person’s residence in the representation of the person

(Sourc

e: X 521 [X 521])

( 2.5.6.10 NAME 'residenti al Person

Sci berras

SUP person

STRUCTURAL

MUST |

MAY ( businessCategory $ x121Address $ registeredAddress $
destinationlndicator $ preferredDeliveryMethod $
tel exNunber $ teletexTerminalldentifier $
t el ephoneNunber $ international | SDNNunber $
facsim | eTel ephoneNunber $ preferredDeliveryMethod $
street $ postOfficeBox $ postal Code $ postal Address $
physical Del i veryOfficeNane $ st $1 ) )
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3.14. 'uidoject’

The ' ui dObj ect’ object class pernmits an entry to contains user
identification information. This object class is defined as
auxiliary, because it will be used in conjunction with an existing
structural object class.

(Source: RFC 2377 [RFC2377])

( 1.3.6.1.1.3.1 NAME 'ui dOoj ect’
SUP top
AUXI LI ARY
MJUST uid )

4. | ANA Consi derations

The Internet Assigned Nunbers Authority (1ANA) has updated the LDAP
descriptors registry as indicated in the follow ng tenpl ate:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (short nane): see conments

hject ldentifier: see conments

Person & enmmi|l address to contact for further information:
Andr ew Sci berras <andrew. sci berras@b2bcom cone

Usage: (A = attribute type, O = bhject Cass) see conmnent

Speci fication: RFC 4519

Aut hor/ Change Controller: |ESG

Conmment s

In the LDAP descriptors registry, the follow ng descriptors (short
nanes) have been updated to refer to RFC 4519. Nanmes that need to
be reserved, rather than assigned to an Object Identifier, wll
contain an Cbject ldentifier value of RESERVED.

£
m
—
<
©
D
QO
O

appl i cati onProcess
busi nessCat egory

c

cn

comonNanme

country
count r yNane

dc

dcoj ect
description

desti nati onl ndi cat or
devi ce

3

2.19200300. 100. 1. 25
.4.1.1466. 344

orboONPOALLLO
PNRPRPEONWWO

gouowoaoaoaoo oo
AW

O>»>»0>»2>»0>»>»>>0
NP ONMNNMDNNNDD
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di sti ngui shedNane
dnQualifier

domai nConponent
enhancedSear chGui de
facsi m | eTel ephoneNunber

. 2342.19200300. 100. 1. 25

generationQualifier 4. 44
gi venNane 4.42
gn ESERVED

gr oupOf Nanes

gr oupO Uni queNanes
housel denti fi er
initials

i nt ernati onal | SDNNunber 25
| 7
locality 3
| ocal i t yNane 7
nmenber 31
namne 41
0 10

organi zati on

or gani zat i onNane
organi zat i onal Per son
organi zati onal Rol e
organi zati onal Uni t

or gani zati onal Uni t Nane 11
ou 11
owner 32
per son

physi cal Del i veryOf fi ceName
post al Addr ess

post al Code

post OF fi ceBox
preferredDel i veryMet hod
regi st er edAddr ess

resi denti al Person

r ol eCccupant

sear chCQui de 14
seeAl so 34
seri al Nunber 5
sn 4
st 8
street 9
sur nane 4

t el ephoneNunber
teletexTerm nal I dentifier
t el exNunber

>>r>>2>>>>2>2>2>02>2>2>>2>2>02>»2>»2>000>202>»2>»2>»2>»02>»2>»2>»2>002>>2>2>2>2>2>>
NRNPRNRRNNNRNRNNNNNRNNNNRNNNNRONNNNNNNNNNNNIRNNNNO NN
GUOOUOOOE TGO 00101010100 () U1 01 0 01O T

PARAAPRRAAADDRROARDRRARARORARROOORORARRARORRRAOOD
o
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5.

NANVE Type QD

title A 2.5.4.12

ui d A 0.9.2342.19200300. 100. 1.1
ui dObj ect (0] 1.3.6.1.1.3.1

uni queMenber A 2.5.4.50

userid A 0.9.2342.19200300. 100. 1.1
user Passwor d A 2.5.4.35

x121Addr ess A 2.5.4.24

x500Uni quel dent i fi er A 2.5.4.45

Security Considerations

Attributes of directory entries are used to provide descriptive

i nformati on about the real-world objects they represent, which can be
peopl e, organi zations, or devices. Mst countries have privacy |aws
regarding the publication of information about people.

Transfer of cleartext passwords is strongly discouraged where the
underlying transport service cannot guarantee confidentiality and
integrity, since this may result in disclosure of the password to
unaut hori zed parties.

Multiple attribute values for the 'userPassword’ attribute need to be
used with care. Especially reset/deletion of a password by an
admi ni strator wi thout knowi ng the old user password gets tricky or

i mpossible if multiple values for different applications are present.

Certainly, applications that intend to replace the ’userPassword’

val ue(s) with new val ue(s) should use nodify/replaceVal ues (or

nodi fy/ del eteAttri bute+addAttribute). |In addition, server

i mpl enent ations are encouraged to provide adninistrative controls
that, if enabled, restrict the 'userPassword attribute to one val ue.

Not e that when used for authentication purposes [RFC4513], the user
need only prove know edge of one of the values, not all of the

val ues.
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7.

7.

The 'dc’ attribute type definition and the 'dcObject’ object class
definition in this docunent supersede the specification in RFC 2247
by S. Kille, M Wahl, A Ginstad, R Huber, and S. Satal uri

The "uid’ attribute type definition in this docunent supersedes the
specification of the "userid in RFC 1274 by P. Barker and S. Kille
and of the uid in RFC 2798 by M Snith

The ' ui dObj ect’ object class definition in this document supersedes
the specification of the 'uidObject’ in RFC 2377 by A. Ginstad, R
Huber, S. Sataluri, and M Wahl

Thi s docunent is based upon input of the | ETF LDAPBI S wor ki ng group.
The aut hor wi shes to thank S. Legg and K. Zeilenga for their
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Appendi x A, Changes Made Since RFC 2256

Thi s appendi x lists the changes that have been made from RFC 2256 to
RFC 4519.

This appendix is not a normative part of this specification, which
has been provided for infornmational purposes only.

1

2.

10.

Sci berras

Repl aced the docunent title.
Renmoved t he | ESG Not e
Dependenci es on RFC 1274 have been el i m nat ed.

Added a Security Considerations section and an | ANA
Consi derations section.

Del eted the confornmance requirenent for subschema object
classes in favor of a statenent in [ RFC4517].

Added explanation to attribute types and to each object class.

Removed Section 4, Syntaxes, and Section 6, Mitching Rul es,
(rmoved to [ RFC4517]).

Removed the certificate-related attribute types

aut horityRevocationList, cACertificate,
certificateRevocationList, crossCertificatePair,

del t aRevocati onLi st, supportedAl gorithnms, and userCertificate.

Renmoved the certificate-related Object d asses:
certificationAuthority, certificationAuthority-V2,
cRLDi stributionPoint, strongAuthenticationUser, and
user Securityl nformation

LDAP PKI is now discussed in [ RFC4523].

Renmoved t he dndNanme, know edgel nf ormati on,
present ati onAddr ess, protocol I nformation, and

support edApplicati onContext attribute types and the dnd,
applicationEntity, and dSA object cl asses.

Del eted the aliasednject Nanme and objectC ass attribute type

definitions. Deleted the alias and top object class
definitions. They are included in [RFC4512].
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
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Added the "dc’ attribute type from RFC 2247, nuking the

di stinction between 'stored’ and ’'query’ values when preparing
I DN strings.

Nurmer ous editorial changes.

Renmoved upper bound after the SYNTAX oid in all attribute
definitions where it appeared.

Added text about Unicode, SASLprep [ RFC4013], and UTF-8 for
user Passwor d.

I ncl uded definitions, comments and references for 'dcObject’
and ' ui dbj ect’.

Repl aced PKI schema references to use RFC 4523.
Spelt out and referenced ABNF on first usage.

Removed Section 2.4 (Source). Replaced the source table with
explicit references for each definition

Al'l references to an attribute type or object class are
encl osed in single quotes.

The | ayout of attribute type definitions has been changed to
provi de consi stency throughout the docunent:
> Section Headi ng

> Description of Attribute type
> Mul tival ued description

> Source I nformation

> Definition

> Exanpl e

>

Addi ti onal Comments

Addi ng this consistent output included the addition of
exanpl es to sone definitions.

References to alternate nanes for attributes types are
provided with a reference to where they were originally
speci fi ed.

Carification of the description of 'distinguishedNane’ and
"nanme’, in regards to these attribute types being supertypes.

Spelt out |1SDN on first usage.
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24,

25.

26.

27.

28.
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Inserted a reference to [ RFC4517] for the
"teletexTernminal ldentifier’ definition s SYNTAX O D.

Addi ti onal nanes were added to the | ANA Consi derati ons. Nanmes

i ncl ude ' cormonNane’, ' dcObject’, ’donai nConponent’, ' GN
"localityNane’', ’'organi zati onNanme’, 'organi zationUnitNange’,
"surnane’, 'uidObject’ and 'userid’

Renanmed all instances of supercede to supersede

Moved [F. 1], [F.31] and [RFC4013] frominformative to
normati ve references.

Changed the 'c¢’ definition to be consistent with X 500.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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