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I ntroduction

In the late 1980s, X 500 Directory Services were standardi zed by the
CCITT (Conmite’ Consultatif International de Tel egraphi que et

Tel ephoni que), now a part of the ITU (I nternational Tel ephone Union).
This lead to Directory Service piloting activities in the early
1990s, including the COSINE (Co-operation and Open Systens

I nt erconnection in Europe) PARADI SE Project pilot [COSINEpilot] in
Europe. Mdtivated by needs for large-scale directory pilots, RFC
1274 was published to standardi ze the directory schenma and nani ng
architecture for use in the COSINE and other Internet X 500 pilots

[ RFC1274] .

In the years that followed, X 500 Directory Services have evolved to
i ncorporate new capabilities and even new protocols. In particular
the Lightweight Directory Access Protocol (LDAP) [RFC4510] was
introduced in the early 1990s [ RFC1487], with Version 3 of LDAP
introduced in the late 1990s [ RFC2251] and subsequently revised in
2005 [ RFC4510].

Whil e nuch of the material in RFC 1274 has been superceded by
subsequently published | TU-T Recommendati ons and | ETF RFCs, many of
the schema el enents | ack standardi zed schema descriptions for use in
nodern X. 500 and LDAP directory services despite the fact that these
schena el ements are in wide use today. As the old schena
descriptions cannot be used wi thout adaptation, interoperability

i ssues may arise due to |l ack of standardi zed nodern schema
descriptions.

Thi s docunent addresses these issues by offering standardi zed schena
descriptions, where needed, for widely used COSI NE scherma el enents

1. Relationship to Gther Docunents

Thi s docunent, together with [ RFC4519] and [ RFC4517], obsol etes RFC
1274 in its entirety. [RFC4519] replaces Sections 9.3.1 (Userid) and
9.3.21 (Domai n Conponent) of RFC 1274. [RFC4517] replaces Section
9.4 (Cenerally useful syntaxes) of RFC 1274.

Thi s docunent replaces the remai nder of RFC 1274. Appendi x A

di scusses changes since RFC 1274, as well as why certain schema
el ements were not brought forward in this revision of the COSINE
schena. Al elenments not brought are to be regarded as Historic.

The description of the "domain' object class provided in this
docunent supercedes that found in RFC 2247. That is, Section 3.4 of
this docunent replaces Section 5.2 of [RFC2247].
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1.

2.

2.

2.

1.

Some of the schema el enents specified here were described in RFC 2798
(inetOrgPerson schenma). This docunment supersedes these descriptions.
Thi s docunent, together with [ RFC4519], replaces Section 9.1.3 of RFC
2798.

Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

DIT stands for Directory Infornmation Tree.

DN stands for D stingui shed Nane.

DSA stands for Directory System Agent, a server.
DSE stands for DSA-Specific Entry.

DUA stands for Directory User Agent, a client.

These terns are discussed in [ RFC4512].
Schena definitions are provided using LDAP description formats
[ RFCA512]. Definitions provided here are formatted (line w apped)
for readability.
COSI NE Attribute Types
This section details COSINE attribute types for use in LDAP.
associ at edDonai n
The 'associ atedDomain’ attribute specifies DNS [ RFC1034] [ RFC2181]

host nanes [RFC1123] that are associated with an object. That is,
val ues of this attribute should conformto the foll owi ng ABNF:

domain = root / label *( DOT |abel )

r oot = SPACE

label = LETDIG[ *61( LETDIG/ HYPHEN ) LETDI G ]

LETD G = %30-39 / 9%41-5A / 9%&61-7A; "O" - "9" [ "A"-"Z" [ "a"-"z"
SPACE = %20 ; space (" ")

HYPHEN = %2D ; hyphen ("-")

DOor = %2E ; period (".")

For exanple, the entry in the DIT with a DN <DC=exanpl e, DC=con® ni ght
have an associ ated domai n of "exanple.cont.

( 0.9.2342.19200300. 100. 1. 37 NAME ' associ at edDomai n’
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26 )
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The 1 A5String (1.3.6.1.4.1.1466. 115.121. 1. 26) syntax and the
' casel gnorel ASMat ch’ and ' casel gnor el A5SubstringsMatch’ rules are
described in [ RFC4517].

Note that the directory will not ensure that values of this attribute
conformto the <dommi n> production provided above. It is the
application’s responsibility to ensure that donains it stores in this
attribute are appropriately represented.

Al so note that applications supporting Internationalized Domai n Nanes
SHALL use the ToASCI | nethod [ RFC3490] to produce <I|abel > conponents
of the <domai n> production

2.2. associ at edNanme

The ' associ atedName’ attribute specifies names of entries in the
organi zational DI T associated with a DNS domai n [ RFC1034] [ RFC2181].

( 0.9.2342.19200300. 100. 1. 38 NAME ' associ at edNane’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )

The Distingui shedNane (1.3.6.1.4.1.1466.115.121.1.12) syntax and the
" di stingui shedNanmeMatch’ rule are described in [ RFC4517].

2.3. buil di ngNare

The ' buil di ngNane’ attribute specifies nanmes of the buildings where
an organi zation or organi zational unit is based, for exanple, "The
Whi te House".

( 0.9.2342.19200300. 100. 1. 48 NAME ' bui | di ngNane’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 256} )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstri ngsMatch’ rul es are descri bed
in [ RFC4517].

2. 4. co

The 'co’ (Friendly Country Nane) attribute specifies names of
countries in human-readable format, for exanple, "Germany" and
"Federal Republic of Germany". It is comonly used in conjunction
with the "¢’ (Country Name) [RFC4519] attribute (whose values are
restricted to the two-letter codes defined in [1S03166]).
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( 0.9.2342.19200300. 100. 1. 43 NAME 'co
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstri ngsMatch’ rul es are descri bed
in [ RFCA517].

2. 5. docunent Aut hor

The ' docunent Author’ attribute specifies the distinguished nanes of
authors (or editors) of a docunent. For exanple,

( 0.9.2342.19200300. 100. 1. 14 NAME ' docunent Aut hor’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )

The Distingui shedNane (1.3.6.1.4.1.1466.115.121.1.12) syntax and the
" di stingui shedNaneMatch’ rule are described in [ RFC4517].

2.6. docunentldentifier

The 'docunentldentifier’ attribute specifies unique identifiers for a
docunent. A docunent nay be identified by nore than one uni que
identifier. For exanple, RFC 3383 and BCP 64 are unique identifiers
that (presently) refer to the sane docunent.

( 0.9.2342.19200300. 100. 1. 11 NAME ' docunent | denti fi er’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{256} )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstri ngsMatch’ rules are descri bed
in [ RFC4517].

2.7. docunentlLocation

The ' docunent Location’ attribute specifies |ocations of the docunent
ori gi nal

( 0.9.2342.19200300. 100. 1. 15 NAME ' docunent Locati on
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{256} )

Zei |l enga St andards Track [ Page 6]



RFC 4524 COSI NE LDAP/ X. 500 Schena June 2006

2.

2.

2.

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
" casel gnoreMat ch’ and ' casel gnoreSubstri ngshMatch’ rules are descri bed
in [ RFC4517].

8. docunent Publ i sher

The ' docunent Publ i sher’ attribute is the persons and/or organi zations
that published the docunment. Docunents that are jointly published
have one val ue for each publisher

( 0.9.2342.19200300. 100. 1. 56 NAME ' docunent Publ i sher’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
" casel gnoreMat ch’ and ' casel gnoreSubstringshMatch’ rules are descri bed
in [ RFC4517].

9. docunentTitle

The 'docunentTitle attribute specifies the titles of a docunent.
Multiple values are allowed to accommpdate both | ong and short
titles, or other situations where a docunent has nultiple titles, for
exanpl e, "The Lightweight Directory Access Protocol Technica
Specification" and "The LDAP Techni cal Specification”

( 0.9.2342.19200300. 100. 1. 12 NAME 'docunentTitl e’
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 256} )

The DirectoryString (1.3.6.1.4.1.1466. 115. 121. 1. 15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstringsivatch’ rules are descri bed
in [ RFC4517].

10. docunent Ver si on

The ' docunent Version’ attribute specifies the version information of
a docunent.

( 0.9.2342.19200300. 100. 1. 13 NAME ' docunent Ver si on
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{ 256} )
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The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
" casel gnoreMat ch’ and ' casel gnoreSubstri ngshMatch’ rules are descri bed
in [ RFC4517].

2.11. drink

The "drink’ (favoriteDrink) attribute specifies the favorite drinks
of an object (or person), for instance, "cola" and "beer"

( 0.9.2342.19200300. 100. 1.5 NAME 'dri nk
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubstri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 256} )

The DirectoryString (1.3.6.1.4.1.1466. 115.121. 1. 15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstringshvatch’ rules are descri bed
in [ RFC4517].

2.12. honePhone

The ' honmePhone’ (Hone Tel ephone Nunber) attribute specifies home
t el ephone nunmbers (e.g., "+1 775 555 1234") associated with a person

( 0.9.2342.19200300. 100. 1. 20 NAME ' honePhone
EQUALI TY t el ephoneNunber Mat ch
SUBSTR t el ephoneNunber Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.50 )

The tel ephoneNunber (1.3.6.1.4.1.1466.115.121.1.50) syntax and the
"t el ephoneNunber Mat ch’ and 't el ephoneNunber SubstringsMatch’ rules are
described in [ RFC4517].

2.13. honePost al Addr ess

The ' honmePost al Address’ attribute specifies home postal addresses for
an object. Each value should be Iimted to up to 6 directory strings
of 30 characters each. (Note: It is not intended that the directory
service enforce these limts.)

( 0.9.2342.19200300. 100. 1. 39 NAME ' honePost al Addr ess
EQUALI TY casel gnor eLi st Mat ch
SUBSTR casel gnor eLi st Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.41 )

The Postal Address (1.3.6.1.4.1.1466.115.121.1.41) syntax and the

' casel gnoreli st Match’ and ' casel gnoreli st Substri ngsMatch’ rules are
described in [ RFC4517].
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2.14. host

The 'host’ attribute specifies host conputers, generally by their
primary fully qualified domain nane (e.g., my-host.exanple.com

( 0.9.2342.19200300. 100. 1. 9 NAME ' host’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{ 256} )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstri ngsiMatch’ rules are descri bed
in [ RFC4517].

2.15. info

The "info’ attribute specifies any general information pertinent to
an object. This information is not necessarily descriptive of the
obj ect.

Appli cations should not attach specific semantics to values of this
attribute. The 'description’ attribute [RFC4519] is avail able for
speci fying descriptive informati on pertinent to an object.

( 0.9.2342.19200300.100. 1.4 NAME 'info’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{2048} )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstringshMatch’ rules are descri bed

in [ RFCA517].
2.16. il
The "mail’ (rfc822mail box) attribute type holds Internet nai

addresses in Ml box [RFC2821] form (e.g., user@xanple.com

( 0.9.2342.19200300. 100. 1. 3 NAME '’ i |
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

The I A5String (1.3.6.1.4.1.1466.115.121.1.26) syntax and the

' casel gnorel ASMat ch’ and ' casel gnor el A5SubstringsMatch’ rules are
described in [ RFC4517].
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Note that the directory will not ensure that values of this attribute
conformto the <Mil box> production [RFC2821]. It is the
application’s responsibility to ensure that donmains it stores in this
attribute are appropriately represented.

Additionally, the directory will conpare val ues per the matching
rules named in the above attribute type description. As these rules
differ fromrules that nornmally apply to <Mil box> conpari sons
operational issues may arise. For exanple, the assertion

(mai | =j oe@xanpl e.conm) will match "JOE@xanpl e. cont’ even though the
<l ocal -parts> differ. Also, where a user has two <Mil box>es whose
addresses differ only by case of the <local-part> both cannot be
listed as values of the user’s nail attribute (as they are consi dered
equal by the ’'casel gnorel ASMatch’ rule).

Al so note that applications supporting internationalized domai n nanes
SHALL use the ToASCI| nethod [ RFC3490] to produce <sub-domai n>
conponents of the <Mail box> production

2.17. manager

The ’'manager’ attribute specifies managers, by distingui shed nane, of
the person (or entity).

( 0.9.2342.19200300. 100. 1. 10 NAME ' nmanager’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )

The Distingui shedNane (1.3.6.1.4.1.1466.115.121.1.12) syntax and the
" di stingui shedNanmeMatch’ rule are described in [ RFC4517].

2.18. nobile

The 'nmobil e’ (nobil eTel ephoneNunber) attribute specifies nobile
t el ephone nunmbers (e.g., "+1 775 555 6789") associated with a person
(or entity).

( 0.9.2342.19200300. 100. 1. 41 NAME ' nobil e’
EQUALI TY t el ephoneNunber Mat ch
SUBSTR t el ephoneNunber Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.50 )

The tel ephoneNunber (1.3.6.1.4.1.1466.115.121.1.50) syntax and the

"t el ephoneNunber Mat ch’ and 't el ephoneNunber SubstringsMatch’ rules are
described in [ RFC4517].
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2.19. organizational Status

The ' organi zational Status’ attribute specifies categories by which a
person is often referred to in an organi zation. Exanples of usage in
academ a m ght include "undergraduate student”, "researcher”
"professor”, and "staff". Miltiple values are all owed where the
person is in nmultiple categories.

Directory administrators and application designers SHOULD consi der
carefully the distinctions between this and the "title and
"userClass’ attributes.

( 0.9.2342.19200300. 100. 1. 45 NAME ' organi zati onal St at us
EQUALI TY casel ghoreMat ch
SUBSTR casel gnor eSubst ri ngsihat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{256} )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstri ngsiMatch’ rules are descri bed
in [ RFCA517].

2.20. pager

The ' pager’ (pager Tel ephoneNunber) attribute specifies pager
t el ephone nunbers (e.g., "+1 775 555 5555") for an object.

( 0.9.2342.19200300. 100. 1. 42 NAME ' pager’
EQUALI TY t el ephoneNunber Mat ch
SUBSTR t el ephoneNunber Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.50 )

The tel ephoneNunber (1.3.6.1.4.1.1466.115.121. 1. 50) syntax and the
"t el ephoneNunber Mat ch’ and 't el ephoneNunber Substri ngsMatch’ rules are
described in [ RFC4517].

2.21. personalTitle

The 'personal Title' attribute specifies personal titles for a person
Exanpl es of personal titles are "Frau", "Dr.", "Herr", and
"Professor”.

( 0.9.2342.19200300. 100. 1. 40 NAME 'personal Titl e’
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{ 256} )
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The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
" casel gnoreMat ch’ and ' casel gnoreSubstri ngshMatch’ rules are descri bed
in [ RFC4517].

2.22. roonmNunber

The 'roomNunber’ attribute specifies the room nunber of an object.
During periods of renunbering, or in other circunstances where a room
has nmul tiple valid room nunbers associated with it, nultiple val ues
may be provided. Note that the 'cn’ (commonNane) attribute type
SHOULD be used for nami ng room obj ects.

( 0.9.2342.19200300. 100. 1. 6 NAME ' r oomNumrber’
EQUALI TY casel ghoreMat ch
SUBSTR casel gnor eSubst ri ngsihat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{256} )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstri ngsiMatch’ rules are descri bed
in [ RFCA517].

2.23. secretary

The 'secretary’ attribute specifies secretaries and/or adninistrative
assi stants, by distingui shed nane.

( 0.9.2342.19200300. 100. 1. 21 NAME ’'secretary’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 )

The Distingui shedNane (1.3.6.1.4.1.1466.115.121.1.12) syntax and the
" di stingui shedNaneMat ch’ rule are described in [ RFC4517].

2.24. uniqueldentifier

The ’"uniqueldentifier’ attribute specifies a unique identifier for an
obj ect represented in the Directory. The donmain within which the
identifier is unique and the exact semantics of the identifier are
for local definition. For a person, this nmight be an institution-

wi de payroll nunber. For an organizational unit, it mght be a
depart nent code.

( 0.9.2342.19200300. 100. 1. 44 NAME ' uni quel denti fier’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{256} )
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The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
" casel gnoreMat ch’ and ' casel gnoreSubstri ngshMatch’ rules are descri bed
in [ RFC4517].

Note: X. 520 al so describes an attribute called ’uniqueldentifier’
(2.5.4.45), which is called ’'x500Uni queldentifier’ in LDAP
[ RFC4519]. The attribute detailed here ought not be confused
wi th ' x500Uni quel denti fier’

2.25. userd ass

The "userClass’ attribute specifies categories of conputer or
application user. The senantics placed on this attribute are for

|l ocal interpretation. Exanples of current usage of this attribute in
academnmi a are "student", "staff", and "faculty”. Note that the
‘organi zational Status’ attribute type is now often preferred, as it
makes no distinction between persons as opposed to users.

( 0.9.2342.19200300. 100. 1. 8 NAME ’'userd ass
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{256} )

The DirectoryString (1.3.6.1.4.1.1466.115.121.1.15) syntax and the
' casel gnoreMat ch’ and ' casel gnoreSubstri ngshvatch’ rules are descri bed
in [ RFCA517].

3. COSINE (bject O asses
This section details COSINE object classes for use in LDAP.

3. 1. account

The ’account’ object class is used to define entries representing
conmput er accounts. The "uid attribute SHOULD be used for nam ng
entries of this object class.

( 0.9.2342.19200300. 100. 4.5 NAME ' account’
SUP top STRUCTURAL
MUST ui d
MAY ( description $ seeAlso $1 $ o0 $ ou $ host ) )

The 'top’ object class is descrlbed in [RFC4512]. The ’'description’,
"seeAlso’, 'l', "0, 'ou', and 'uid attribute types are described in
[RFC4519]. The ' host’ attribute type is described in Section 2 of
this docunent.
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3.3. docunent Seri esExanpl e:

dn: ui d=kdz, cn=Account s, dc=Exanpl e, dc=COM

obj ect d ass: account

uid: kdz

seeAl so: cn=Kurt D. Zeil enga, cn=Persons, dc=Exanpl e, dc=COM

3.2. docunent

The ' docunent’ object class is used to define entries that represent
docunents.

( 0.9.2342.19200300. 100. 4. 6 NAME ' docunent’
SUP top STRUCTURAL
MUST docunent | dentifier
MAY ( cn $ description $ seeAlso $1 $0 $ou$
docunent Title $ docunent Versi on $ docunent Aut hor $
docunent Locati on $ docunent Publ i sher ) )

The "top’ object class is described in [RFC4512]. The ’'cn’

"description’, 'seeAlso’, 'l’, "0, and 'ou’ attribute types are
described in [RFC4519]. The 'docunentldentifier’, 'docunentTitle’
" docunent Versi on’, ’docunent Aut hor’, ’'documnentLocation’, and

"docunent Publ i sher’ attribute types are described in Section 2 of
t hi s docunent.

Exanpl e:

dn: docunentldentifier=RFC 4524, cn=RFC, dc=Exanpl e, dc=COM

obj ect d ass: docunent

document | dentifier: RFC 4524

document Titl e: COSI NE LDAP/ X. 500 Scherma

docunent Aut hor: cn=Kurt D. Zeil enga, cn=Persons, dc=Exanpl e, dc=COM
docunent Location: http://ww.rfc-editor.org/rfc/rfc4524. txt
docunent Publ i sher: Internet Engi neering Task Force
description: A collection of schena el enents for use in LDAP
description: Qbsoletes RFC 1274

seeAl so: docunentldentifier=RFC 4510, cn=RFC, dc=Exanpl e, dc=COM
seeAl so: docunentldentifier=RFC 1274, cn=RFC, dc=Exanpl e, dc=COM

3.3. document Seri es
The ' docunent Series’ object class is used to define an entry that

represents a series of docunments (e.g., The Request For Coments
nenos) .
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( 0.9.2342.19200300. 100. 4.9 NAME ' docunent Seri es
SUP top STRUCTURAL
MUST cn
MAY ( description $1 $ o $ ou $ seeAlso $
t el ephonenunber ) )

The "top’ object class is described in [RFC4512]. The 'description’
"I, "0, 'ou', 'seeAlso’, and 'tel ephoneNunber’ attribute types are
described in [ RFC4519].

Exanpl e:

dn: cn=RFC, dc=Exanpl e, dc=COM

obj ect d ass: docunent Seri es

cn: Request for Conments

cn: RFC

description: a series of nenos about the Internet

3.4. donmin

The ' domain’ object class is used to define entries that represent
DNS domai ns for objects that are not organizations, organizationa
units, or other kinds of objects nore appropriately defined using an
obj ect class specific to the kind of object being defined (e.g.
"organi zation', 'organizationUnit’').

The 'dc’ attribute should be used for nanming entries of the 'domain
obj ect cl ass.

( 0.9.2342.19200300. 100. 4. 13 NAME ' donmi n

SUP top STRUCTURAL

MJUST dc

MAY ( userPassword $ searchGuide $ seeAlso $ businessCategory $
x121Address $ regi steredAddress $ destinationlndicator $
preferredDel i veryMethod $ tel exNunber $
tel etexTerm nal I dentifier $ tel ephoneNunber $
i nternationali SDNNunber $ facsini | eTel ephoneNunber $ street $
post O fi ceBox $ postal Code $ postal Address $
physi cal Del i veryOfficeNane $ st $ 1 $ description $0 $
associ at edNane ) )

The 'top’ object class and the 'dc’, 'userPassword’, ’'searchCuide’
"seeAl so’, 'businessCategory’, 'x121Address’, ’'registeredAddress’
"destinationlndicator’, 'preferredDeliveryMethod , ’'telexNunmber’,
"teletexTerninal I dentifier’, 'tel ephoneNunber’

“internationali SDNNunber’, ’'facsim|eTel ephoneNunber’, ’'street’,
"post OFfi ceBox’, ’'postal Code’, ’'postal Address’

" physi cal Del i veryOfficeNane', "st’, '1’, '"description’, and 'o’ types
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are described in [ RFC4519]. The 'associ atedNane’ attribute type is
described in Section 2 of this docunent.

Exanpl e:

dn: dc=com

obj ectd ass: donain

dc: com

description: the .COM TLD

3. 5. donmi nRel at edbj ect

The ' donmi nRel at edObj ect’ object class is used to define entries that
represent DNS donmmins that are "equivalent" to an X 500 donmin, e.g.
an organi zati on or organizational unit.

( 0.9.2342.19200300. 100. 4. 17 NAME ' domai nRel at edObj ect’
SUP top AUXI LI ARY
MUST associ at edDormai n )

The "top’ object class is described in [ RFC4512]. The
"associ at edDomain’ attribute type is described in Section 2 of this
docunent .

Exanpl e:

dn: dc=exanpl e, dc=com

obj ect d ass: organi zati on

obj ect d ass: dcnj ect

obj ect O ass: donai nRel at edoj ect
dc: exanpl e

associ at edDomai n: exanpl e. com

0o: Exanple O ganization

The ’organi zation’ and ' dcCbject’ object classes and the "dc’ and '0o’
attribute types are described in [ RFC4519].

3.6. friendl yCountry

The ’friendl yCountry’ object class is used to define entries
representing countries in the DIT. The object class is used to allow
friendlier nami ng of countries than that all owed by the object class
"country’ [RFC4519].

( 0.9.2342.19200300. 100. 4. 18 NAME ' friendl yCountry’

SUP country STRUCTURAL
MUST co )
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The 'country’ object class is described in [ RFC4519]. The 'co
attribute type is described in Section 2 of this docunent.

Exanpl e:

dn: c=DE

obj ectd ass: country

obj ectd ass: friendl yCountry

c: DE

co: Deut schl and

co: Cermany

co:. Federal Republic of Gernmany
co: FRG

The ¢’ attribute type is described in [ RFC4519].
3.7. rFC822Local Part

The ' rFC822Local Part’ object class is used to define entries that
represent the local part of Internet mail addresses [RFC2822]. This
treats the local part of the address as a ’'donain’ object.

( 0.9.2342.19200300. 100. 4. 14 NAME ' r FC822l ocal Part’

SUP domai n STRUCTURAL

MAY ( cn $ description $ destinationlndicator $
facsi m | eTel ephoneNunber $ internationali SDNNunber $
physi cal Del i veryOf fi ceNane $ postal Address $ postal Code $
post Of fi ceBox $ preferredDeliveryMethod $ registeredAddress $
seeAlso $ sn $ street $ tel ephoneNunber $
teletexTerminal ldentifier $ tel exNunber $ x121Address ) )

The ' donmmin’ object class is described in Section 3.4 of this
docunent. The 'cn’, ’'description’, 'destinationlndicator’
"facsim | eTel ephoneNunber’, ’international i SDNNunmber,

" physi cal Del i veryOF fi ceNane’, '’ postal Address’, ' postal Code’
"post OFfi ceBox', 'preferredDeliveryMethod' , ’'registeredAddress’
"seeAlso’, 'sn, 'street’, 'tel ephoneNunber’,

"teletexTernminal Identifier’, 'telexNunber’, and ’'x121Address
attribute types are described in [ RFC4519].

Exanpl e:

dn: dc=kdz, dc=exanpl e, dc=com

obj ect d ass: donain

obj ect d ass: rFC822Local Part

dc: kdz

associ at edNane: cn=Kurt D. Zeil enga, cn=Persons, dc=Exanpl e, dc=COM
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The "dc’ attribute type is described in [ RFC4519].
3.8. room

The 'room object class is used to define entries representing roons.
The 'cn’ (commonNane) attribute SHOULD be used for naming entries of
this object class.

( 0.9.2342.19200300. 100. 4. 7 NAME ' r oomi
SUP top STRUCTURAL
MJST cn
MAY ( roomNunmber $ description $ seeAlso $ tel ephoneNunber ) )

The '"top’ object class is described in [RFC4512]. The ’'cn’
"description’, 'seeAlso’, and ’'tel ephoneNunber’ attribute types are
described in [RFC4519]. The 'roomNunber’ attribute type is described
in Section 2 of this docunent.

dn: cn=conference room dc=exanpl e, dc=com
obj ect d ass: room

cn: conference room

t el ephoneNunber: +1 755 555 1111

3.9. sinpleSecurityject

The ' sinpl eSecurityObject’ object class is used to require an entry
to have a 'userPassword attribute when the entry’'s structural object
cl ass does not require (or allow) the ’'userPassword attribute’

( 0.9.2342.19200300. 100. 4. 19 NAME ' si npl eSecuri tyQObj ect’
SUP top AUXI LI ARY
MUST user Password )

The 'top’ object class is described in [RFC4512]. The ’'userPassword
attribute type is described in [ RFC4519].

dn: dc=kdz, dc=Exanpl e, dc=COM

obj ect d ass: account

obj ect d ass: sinpleSecurityQbject

uid: kdz

user Password: My Password

seeAl so: cn=Kurt D. Zeil enga, cn=Persons, dc=Exanpl e, dc=COM

4. Security Considerations
Ceneral LDAP security considerations [ RFC4510] are applicable to the

use of this schema. Additional considerations are noted above where
appropri ate.
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Directories adninistrators should ensure that access to sensitive
informati on be restricted to authorized entities and that appropriate
data security services, including data integrity and data
confidentiality, are used to protect agai nst eavesdroppi ng.

Sinmpl e authentication (e.g., plain text passwords) nechani sns shoul d
only be used when adequate data security services are in place. LDAP
of fers reasonably strong authentication and data security services

[ RFC4513] .

5. | ANA Consi der ations

The Internet Assigned Nunbers Authority (1ANA) has updated the LDAP
descriptors registry [ RFC4520] as indicated in the follow ng
tenpl at e:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (short nane): see coment

hject ldentifier: see comments

Person & email address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>

Usage: see comments

Speci fication: RFC 4524

Aut hor/ Change Controller: |ESG

Conmment s:

The follow ng descriptors have been updated to refer to RFC 4524.

NANVE Type A D

account (@] 0.9.2342.19200300. 100. 4.5
associ at edDomai n A 0.9.2342.19200300. 100. 1. 37
associ at edName A 0.9.2342.19200300. 100. 1. 38
bui | di ngNane A 0. 9. 2342. 19200300. 100. 1. 48
co A 0. 9. 2342.19200300. 100. 1. 43
docunent (0] 0. 9. 2342.19200300. 100. 4.6
docunent Aut hor A 0. 9. 2342.19200300. 100. 1. 14
docunent I dentifier A 0.9.2342.19200300. 100. 1. 11
docunent Locati on A 0.9.2342.19200300. 100. 1. 15
docunent Publ i sher A 0.9.2342.19200300. 100. 1. 56
docunent Seri es (@] 0. 9. 2342.19200300. 100. 4. 8
docunent Titl e A 0. 9. 2342.19200300. 100. 1. 12
docunent Ver si on A 0. 9. 2342.19200300. 100. 1. 13
domai n (0] 0.9.2342.19200300. 100. 4. 13
domai nRel at edoj ect 6] 0.9.2342.19200300. 100. 4. 17
drink A 0.9.2342.19200300. 100. 1.5
favouriteDrink A* 0. 9. 2342.19200300. 100. 1.5
friendl yCountry (0] 0. 9. 2342.19200300. 100. 4. 18
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friendl yCount ryName A* 0.9.2342.19200300. 100. 1
homePhone A 0.9.2342.19200300. 100. 1
honmePost al Addr ess A 0.9.2342.19200300. 100. 1
honmeTel ephone A* 0.9.2342.19200300. 100. 1
host A 0.9.2342.19200300. 100. 1.
info A 0.9.2342.19200300. 100. 1.
nai | A 0.9.2342.19200300. 100. 1.
manager A 0.9.2342. 19200300. 100.1
nobi | e A 0.9.2342.19200300. 100. 1
nmobi | eTel ephoneNunber A* 0.9.2342.19200300. 100. 1
organi zat i onal St at us A 0.9.2342. 19200300. 100. 1
pager A 0.9.2342.19200300. 100. 1
pager Tel ephoneNunber A* 0.9.2342.19200300. 100. 1
personal Title A 0.9.2342.19200300. 100. 1.
r FC822Local Part O 0.9.2342. 19200300. 100. 4
rf c822Mai | box A* 0.9.2342.19200300. 100. 1.
room (0] 0.9.2342.19200300. 100. 4.
r oomNurber A 0.9.2342.19200300. 100. 1.
secretary A 0.9.2342.19200300. 100.1
si mpl eSecurityQObj ect (0] 0.9.2342.19200300. 100. 4
si ngl eLevel Qual ity A 0.9.2342. 19200300. 100. 1
uni quel dentifi er A 0.9.2342.19200300. 100. 1
user Cl ass A 0.9.2342.19200300. 100. 1.

where Type Ais Attribute, Type Ois ObjectC ass, and *
indicates that the registration is historic in nature.
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Appendi x A. Changes since RFC 1274

Thi s docunent represents a substantial rewite of RFC 1274. The
foll owi ng sections summari ze the substantive changes.

A 1. LDAP Short Nanes

A nunber of COSINE attribute types have short nanes in LDAP.

X. 500 Nane LDAP Short Nane
domai nConponent dc
favoriteDrink dri nk

fri endCountryNare co

honeTel ephoneNunber honePhone

nmobi | eTel ephoneNunber nmobi | e
pager Tel ephoneNunber pager
rfc822Mai | box mai
userid uid

Whil e the LDAP short nanes are generally used in LDAP, sone

i npl enmentations may (for |egacy reasons [RFC3494]) recognize the
attribute type by its X 500 nane. Hence, the X 500 names have been
reserved solely for this purpose.

Note: 'uid and 'dc’ are described in [ RFC4519].
A 2. pilotQbject

The ' pil ot Cbj ect’ object class was not brought forward as its
function is largely replaced by operational attributes introduced in
X.500(93) [X.501] and version 3 of LDAP [RFC4512]. For instance, the
function of the 'l astMdifiedBy' and 'lastMdifiedTime’ attribute
types is now served by the ’'creatorsNane’', ’'createTinmestanp’,
"nmodi fiersNane’, and ’nodi fyTi mestanp’ operational attributes

[ RFC4512] .

A. 3. pilotPerson
The ' pil ot Person’ object class was not brought forward as its
function is largely replaced by the ’'organi zati onal Person’ [RFC4512]
obj ect class and its subclasses, such as 'inetOgPerson’ [RFC2798].

Most of the related attribute types (e.g., 'nmail’, 'nanager’) were
brought forward as they are used in other object classes.
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A. 4. dNSDonmi n

The ' dNSDorai n’ object class and related attribute types were not
brought forward as its use is primarily experinental [RFCL279].

A.5. pilotDSA and qualitylLabel | edDat a

The 'pil ot DSA'” and 'qual itylLabel | edData’ object classes, as well as
related attribute types, were not brought forward as its use is
primarily experinmental [QoS]

A. 6. Attribute Syntaxes

RFC 1274 defined and used casel gnorel A5StringSyntax attribute syntax.
This has been replaced with the 1 A5String syntax and appropriate
matching rules in '"mail’ and ' associ at edDomai n’

RFC 1274 restricted "nail’ to have non-zero |l ength values. This
restriction is not reflected in the I A5String syntax used in the
definitions provided in this specification. However, as values are
to conformto the <Mail box> production, the 'mail’ should not contain
zero-length values. Unfortunately, the directory service will not
enforce this restriction

Appendi x B. Changes since RFC 2247
The ' domai nNameFormi nanme formwas not brought forward as
specification of name forns used in LDAP is left to a future
speci fication.

Edi tor’ s Address

Kurt D. Zeil enga
OpenLDAP Foundati on

EMai | : Kurt @penLDAP. org
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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