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Status of This Meno
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community. 1t does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2006).

Abstract
This specification describes a Lightweight Drectory Access Protocol
(LDAP) extended operation to reverse (or "turn") the roles of client
and server for subsequent protocol exchanges in the session, or to
enabl e each peer to act as both client and server with respect to the

ot her.
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1. Background and I ntent of Use

The Lightweight Directory Access Protocol (LDAP) [RFC4510][ RFC4511]
is aclient-server protocol that typically operates over reliable
octet-streamtransports, such as the Transport Control Protoco
(TCP). Generally, the client initiates the streamby connecting to
the server’s listener at some well-known address.

There are cases where it is desirable for the server to initiate the
stream Although it certainly is possible to wite a technica
specification detailing howto inplement server-initiated LDAP
sessions, this would require the design of new authentication and
other security mechani sns to support server-initiated LDAP sessions

I nstead, this docunent introduces an operation, the Turn operation
whi ch may be used to reverse the client-server roles of the protoco
peers. This allows the initiating protocol peer to becone the server
(after the reversal).

As an additional feature, the Turn operation nay be used to all ow
both peers to act in both roles. This is useful where both peers are
directory servers that desire to request, as LDAP clients, that
operations be perfornmed by the other. This may be useful in
replicated and/or distributed environnents.

This operation is intended to be used between protocol peers that
have established a nmutual agreenent, by neans outside of the
protocol, that requires reversal of client-server roles, or allows
both peers to act both as client and server

1.1. Termnol ogy

Protocol elenents are described using ASN.1 [ X 680] with inplicit
tags. The term "BER-encoded" neans the elenment is to be encoded
usi ng the Basic Encoding Rules [ X 690] under the restrictions
detailed in Section 5.1 of [RFC4511].

2. Turn Operation

The Turn operation is defined as an LDAP- Ext ended Operation
[Protocol, Section 4.12] identified by the 1.3.6.1.1.19 A D. The
function of the Turn Operation is to request that the client-server
roles be reversed, or, optionally, to request that both protoco
peers be able to act both as client and server in respect to the

ot her.
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2.1. Turn Request

The Turn request is an Ext endedRequest where the requestNane field
contains the 1.3.6.1.1.19 AOD and the requestValue field is a BER-
encoded turnVal ue:

turnVal ue ::= SEQUENCE {
nmut ual BOOLEAN DEFAULT FALSE
identifier LDAPSt ri ng

}

A TRUE nutual field value indicates a request to allow both peers to
act both as client and server. A FALSE nutual field value indicates
a request to reserve the client and server roles.

The value of the identifier field is a locally defined policy
identifier (typically associated with a nutual agreement for which
this turn is be executed as part of).

2.2. Turn Response

A Turn response i s an ExtendedResponse where the responseNanme and
responseVal ue fields are absent. A resultCode of success is returned
if and only if the responder is willing and able to turn the session
as requested. Oherwise, a different resultCode is returned.

3. Authentication

This extension’s authentication nodel assunes separate authentication
of the peers in each of their roles. A separate Bind exchange is
expected between the peers in their newroles to establish identities
in these roles.

Upon conpl etion of the Turn, the responding peer in its new client
rol e has an anonynous association at the initiating peer in its new

server role. |If the turn was nutual, the authentication association
of the initiating peer in its pre-existing client role is left intact
at the responding peer in its pre-existing server role. |f the turn

was not nmutual, this association is void.

The respondi ng peer may establish its identity inits client role by
requesting and successfully conpleting a Bind operation

The remai nder of this section discusses some authentication
scenarios. In the protocol exchange illustrations, Arefers to the
initiating peer (the original client) and B refers to the responding
peer (the original server).
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3.1. Use with TLS and Si npl e Aut hentication

A->B: StartTLS Request

B->A: StartTLS(success) Response

A->B: Bi nd(Si npl e(cn=B, dc=exanpl e, dc=net, B's secret)) Request
B- >A: Bi nd(success) Response

A->B: Turn(TRUE, "XXYYZ") Request

B->A: Turn(success) Response

B- >A: Bi nd(Si npl e(cn=A, dc=exanpl e, dc=net, A’s secret)) Request
A->B: Bi nd(success) Response

In this scenario, TLS (Transport Layer Security) [RFC4346] is started
and the initiating peer (the original client) establishes its
identity with the responding peer prior to the Turn using the

DN password mechani sm of the Sinple nethod of the Bind operation.
After the turn, the responding peer, in its newclient role,
establishes its identity with the initiating peer in its new server
role.

3.2. Use with TLS and SASL EXTERNAL

A->B: StartTLS Request

B->A: StartTLS(success) Response
A->B: Bi nd( SASL( EXTERNAL)) Request
B- >A: Bi nd(success) Response

A->B: Turn(TRUE, "XXYYZ") Request
B->A: Turn(success) Response

B- >A: Bi nd( SASL( EXTERNAL) ) Request
A->B: Bi nd(success) Response

In this scenario, TLS is started (with each peer providing a valid
certificate), and the initiating peer (the original client)
establishes its identity through the use of the EXTERNAL mechani sm of
the SASL (Sinple Authentication and Security Layer) [RFC4422] method
of the Bind operation prior to the Turn. After the turn, the
responding peer, inits newclient role, establishes its identity
with the initiating peer in its new server role.

3.3. Use of Miutual Authentication and SASL EXTERNAL

A nunmber of SASL mechani sms, such as GSSAPI [ SASL-K5], support nutual
aut hentication. The initiating peer, in its new server role, nmay use
the identity of the respondi ng peer, established by a prior

aut henti cation exchange, as its source for "external" identity in
subsequent EXTERNAL exchange.

A->B: Bi nd( SASL(GSSAPI)) Request
<i nternedi ate nessages>
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B- >A: Bi nd(success) Response

A->B: Turn(TRUE, "XXYYZ") Request
B->A: Turn(success) Response

B- >A: Bi nd( SASL( EXTERNAL)) Request
A->B: Bi nd(success) Response

In this scenario, a GSSAPI mnutual -authentication exchange is

conpl eted between the initiating peer (the original client) and the
respondi ng server (the original server) prior to the turn. After the
turn, the responding peer, inits newclient role, requests that the
initiating peer utilize an "external" identity to establish its LDAP
aut horization identity.

4., TLS and SASL Security Layers

As described in [ RFC4511], LDAP supports both Transport Layer
Security (TLS) [RFC4346] and Sinple Authentication and Security Layer
(SASL) [ RFC4422] security frameworks. The follow ng table
illustrates the relationship between the LDAP nessage | ayer, SASL

| ayer, TLS layer, and transport connection wi thin an LDAP session

o e e e e e e oo +
| LDAP nessage | ayer
R e + > LDAP PDUs
o + < data
| SASL | ayer |
R + > SASL-protected data
e R R + < data
| TLS | ayer |
Application #---------mmommoon + > TLS-protected data
------------ Fo-imisee-s-ee---------+ < data
Transport | transport connection
Fmm e e e a oo +

This extension does not alter this relationship, nor does it renove
the general restriction against nultiple TLS | ayers, nor does it
renove the general restriction against nultiple SASL | ayers.

As specified in [ RFC4511], the StartTLS operation is used to initiate
negotiation of a TLS layer. |If a TLS is already installed, the

Start TLS operation nust fail. Upon establishnent of the TLS | ayer,
regardl ess of which peer issued the request to start TLS, the peer
that initiated the LDAP session (the original client) perforns the
"server identity check", as described in Section 3.1.5 of [RFC4513],
treating itself as the "client" and its peer as the "server".

As specified in [ RFC4422], a newy negotiated SASL security |ayer
replaces the installed SASL security layer. Though the client/server
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roles in LDAP, and hence SASL, nay be reversed in subsequent
exchanges, only one SASL security layer may be installed at any
i nstance.

5. Security Considerations

| mpl enentors should be aware that the reversing of client/server

rol es and/or allowi ng both peers to act as client and server likely

i ntroduces security considerations not foreseen by the authors of
this docunent. |In particular, the security inplications of the
design choices made in the authentication and data security nodels
for this extension (discussed in Sections 3 and 4, respectively) are
not fully studied. It is hoped that experinmentation with this
extension will lead to better understandi ng of the security

i mplications of these nodels and ot her aspects of this extension, and
that appropriate considerations will be docunmented in a future
docunent. The follow ng security considerations are apparent at this
tinme.

| mpl enentors shoul d take special care to process LDAP, SASL, TLS, and
other events in the appropriate roles for the peers. Note that while
the Turn reverses the client/server roles with LDAP, and in SASL

aut henti cati on exchanges, it does not reverse the roles within the
TLS | ayer or the transport connection

The respondi ng server (the original server) should restrict use of
this operation to authorized clients. dient know edge of a valid
identifier should not be the sole factor in determ ning authorization
to turn.

Where the peers except to establish TLS, TLS should be started prior
to the Turn and any request to authenticate via the Bind operation

LDAP security considerations [ RFC4511] [ RFC4513] generally apply to
t hi s extension.

6. | ANA Consi derations
The follow ng val ues [ RFC4520] have been registered by the | ANA
6.1. Object ldentifier

The | ANA has assigned an LDAP Object Identifier to identify the LDAP
Turn Operation, as defined in this docunent.
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Subj ect: Request for LDAP (hject ldentifier Registration
Person & enmai|l address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>
Speci fication: RFC 4531
Aut hor / Change Controll er: Author
Comment s:
Identifies the LDAP Turn Qperation

6.2. LDAP Protocol Mechani sm

The 1 ANA has regi stered the LDAP Protocol Mechani smdescribed in this
docunent .

Subj ect: Request for LDAP Protocol Mechani sm Regi stration

hject ldentifier: 1.3.6.1.1.19

Description: LDAP Turn Operation

Person & email address to contact for further information:
Kurt Zeil enga <kurt @penl dap. or g>

Usage: Extended Operation

Speci fication: RFC 4531

Aut hor/ Change Controller: Author

Conment s: none
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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