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and status of this protocol. Distribution of this neno is unlimted.
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Abstract

This specification defines the Target-D al og header field for the
Session Initiation Protocol (SIP), and the correspondi ng option tag,
tdialog. This header field is used in requests that create SIP
dialogs. It indicates to the recipient that the sender is aware of
an existing dialog with the recipient, either because the sender is
on the other side of that dialog, or because it has access to the
dialog identifiers. The recipient can then authorize the request
based on this awareness.
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1

I ntroduction

The Session Initiation Protocol (SIP) [2] defines the concept of a

di al og as a persistent rel ationship between a pair of user agents.

Di al ogs provide context, including sequence nunbers, proxy routes,
and dialog identifiers. Dialogs are established through the

transm ssion of SIP requests with particular nethods. Specifically,
the INVITE, REFER [8], and SUBSCRIBE [3] requests all create dial ogs.

When a user agent receives a request that creates a dialog, it needs
to decide whether to authorize that request. For sonme requests,

aut horization is a function of the identity of the sender, the
request met hod, and so on. However, nany situations have been
identified in which a user agent’s authorization decision depends on
whet her the sender of the request is currently in a dialog with that
user agent, or whether the sender of the request is aware of a dialog
the user agent has with another entity.

One such exanple is call transfer, acconplished through REFER | f
user agents A and B are in an I NVITE dialog, and user agent A w shes
to transfer user agent B to user agent C, user agent A needs to send
a REFER request to user agent B, asking user agent B to send an

I NVI TE request to user agent C. User agent B needs to authorize this
REFER. The proper authorization decision is that user agent B should
accept the request if it cane froma user with whom B currently has
an INVITE dialog relationship. Current inplenmentations deal with
this by sending the REFER on the sanme dialog as the one in place

bet ween user agents A and B. However, this approach has nunerous
problens [12]. These problens include difficulties in determ ning
the Iifecycle of the dialog and its usages and in determ ning which

nmessages are associated with each application usage. |Instead, a
better approach is for user agent A to send the REFER request to user
agent B outside of the dialog. |In that case, a neans is needed for

user agent B to authorize the REFER

Anot her exanple is the application interaction framework [14]. In
that franmework, proxy servers on the path of a SIP I NVITE request can
pl ace user interface conponents on the user agent that generated or
received the request. To do this, the proxy server needs to send a
REFER request to the user agent, targeted to its dobally Routable
User Agent URI (GRUU) [13], asking the user agent to fetch an HITP
resource containing the user interface conponent. |In such a case, a
means i s needed for the user agent to authorize the REFER.  The
application interaction franmework reconmends that the request be
authorized if it was sent froman entity on the path of the origina
dialog. This can be done by including the dialog identifiers in the
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REFER, whi ch prove that the user agent that sent the REFER is aware
of those dialog identifiers (this needs to be secured agai nst
eavesdroppers through the sips mechanism of course).

Anot her exanple is if two user agents share an |INVITE di al og, and an
el ement on the path of the INVITE request w shes to track the state
of the INVITE. |In such a case, it sends a SUBSCRI BE request to the
CGRU of the user agent, asking for a subscription to the dialog event
package. |f the SUBSCRI BE request canme froman elenent on the I NVITE
request path, it should be authorized.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. Overview of Qperation

Fommmnaan + Fommmnaan +
| | INVITE | |
| Server |----------- >| Server
| A | B |
| [ >| |
. + . +

n REFER \
/ \
/ \
/ \
/ . \

/ vV Vv
Fommmnaan + Fommmnaan +
| | | |
| User | | User
| Agent | | Agent |
I A | B |
. + . +

Figure 1

Figure 1 shows the basic nodel of operation. User agent A sends an
INVITE to user agent B, traversing two servers, server A and server

B. Both servers act as proxies for this transaction. User B sends a
200 K response to the INVITE. This 200 OK i ncludes a Supported
header field indicating support for this specification (through the
presence of the tdialog option tag). The 200 OK response establishes
a di al og between the two user agents.
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Next, an entity that was present along the request path (server A,
for exanple) wishes to send a dial og-forning request (such as REFER)
to user agent A or B (user B for exanple). So, the entity acts as a
user agent and sends the request to user agent B. This request is
addressed to the URI of user agent B, which server A learned from

i nspecting the Contact header field in the 200 OK of the INVITE
request. If this URI has the GRUU [11] property (it can be used by
any elenment on the Internet, such as server A to reach the specific
user agent instance that generated that 200 OK to the INVITE), then
the mechanismw || work across NAT boundari es.

The request generated by server A will contain a Target-Di al og header
field. This header field contains the dialog identifiers for the

I NVI TE di al og between user agents A and B, conposed of the Call-ID

|l ocal tag, and renpte tag. Server A knew to include the Target-

Di al og header field in the REFER request because it knows that user
agent B supports it.

When the request arrives at user agent B, it needs to nmake an

aut hori zation decision. Because the |INVITE dial og was established
using a sips URI, and because the dialog identifiers are
cryptographically random[2], no entity except for user agent A or
the proxies on the path of the initial INVITE request can know the
dialog identifiers. Thus, because the request contains those dialog
identifiers, user agent B can be certain that the request came from
user agent A, the two proxies, or an entity to whomthe user agent or
proxi es gave the dialog identifiers. As such, it authorizes the
request and perforns the requested actions.

3. User Agent Cient (UAC) Behavi or

A UAC SHOULD include a Target-Di al og header field in a request if the
followi ng conditions are all true:

1. The request is to be sent outside of any existing dialog.

2. The user agent client believes that the request nmay not be
aut hori zed by the user agent server unless the user agent client
can prove that it is aware of the dialog identifiers for sone
other dialog. Call this dialog the target dial og.

3. The request does not otherwi se contain information that indicates
that the UAC is aware of those dialog identifiers.
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4. The user agent client knows that the user agent server supports
the Target-Di al og header field. It can know this if it has seen
a request or response fromthe user agent server within the
target dialog that contained a Supported header field that
i ncluded the tdialog option tag.

If the fourth condition is not met, the UAC SHOULD NOT use this
specification. Instead, if it is currently within a dialog with the
User Agent Server (UAS), it SHOULD attenpt to send the request within
the existing target dial og.

The followi ng are exanpl es of use cases in which these conditions are
net :

0 A REFER request is sent according to the principles of [14].
These REFER are sent outside of a dialog and do not contain any
other information that indicates awareness of the target dial og.
[14] al so nandates that the REFER be sent only if the UA indicates
support for the target dialog specification

0 User Alis in separate calls with users B and C. User A decides to
start a three way call, and so norphs into a focus [17]. User B
would like to learn the other participants in the conference. So,
it sends a SUBSCRI BE request to user A (who is now acting as the
focus) for the conference event package [16]. It is sent outside
of the existing dialog between user B and the focus, and it would
be authorized by A if user B could prove that it knows the dial og
identifiers for its existing dialog with the focus. Thus, the
Target-Di al og header field would be included in the SUBSCRI BE

The followi ng are exanpl es of use cases in which these conditions are
not net:

0 A server acting as a proxy is a participant in an I NVITE dial og
that establishes a session. The server would like to use the
Keypad Markup Language (KPM.) event package [18] to find out about
keypresses fromthe originating user agent. To do this, it sends
a SUBSCRI BE request. However, the Event header field of this
SUBSCRI BE cont ai ns event paraneters that indicate the target
di al og of the subscription. As such, the request can be
aut hori zed wi thout additional infornmation.

0 A server acting as a proxy is a participant in an | NVITE dial og
that establishes a session. The server would like to use the
di al og event package [15] to find out about dialogs at the
originating user agent. To do this, it sends a SUBSCRI BE request.
However, the Event header field of this SUBSCRI BE contai ns event
paraneters that indicate the target dialog of the subscription
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As such, the request can be authorized wi thout additiona
i nformation.

Specifications that intend to nake use of the Target-Di al og header
field SHOULD di scuss specific conditions in which it is to be
i ncl uded.

Assuming it is to be included, the value of the callid production in
the Target-Di al og header field MJST be equal to the Call-I1D of the
target dialog. The "renote-tag" header field paraneter MJST be
present and MJUST contain the tag that would be viewed as the renote
tag fromthe perspective of the recipient of the new request. The

"l ocal -tag" header field paranmeter MJUST be present and MJUST contain
the tag that would be viewed as the local tag fromthe perspective of
the recipient of the new request.

The request sent by the UAC SHOULD i nclude a Require header field
that includes the tdialog option tag. This request should, in
principle, never fail with a 420 (Bad Extension) response, because
the UAC woul d not have sent the request unless it believed the UAS
supported the extension. |f a Require header field was not included,
and the UAS didn't support the extension, it would normally reject
the request because it was unauthorized, probably with a 403.
However, wi thout the Require header field, the UAC would not be able
to differentiate between the foll ow ng:

0 a 403 that arrived because the UAS didn't actually understand the
Target-Di al og header field (in which case the client should send
the request within the target dialog if it can)

0 a 403 that arrived because the UAS understood the Target-D al og
header field, but elected not to authorize the request despite the
fact that the UAC proved its awareness of the target dialog (in
whi ch case the client should not resend the request within the
target dialog, even if it could).

4. User Agent Server Behavior

If a user agent server receives a dialog-creating request and wi shes
to authorize the request, and if that authorization depends on

whet her or not the sender has know edge of an existing dialog with
the UAS, and information outside of the Target-Dial og header field
does not provide proof of this know edge, the UAS SHOULD check the
request for the existence of the Target-Di al og header field. |If this
header field is not present, the UAS MAY still authorize the request
by ot her means.
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If the header field is present, and the value of the callid
production, the "renote-tag", and "local -tag" values match the
Call-1D, rempte tag, and local tag of an existing dialog, and the
dial og that they match was established using a sips URI, the UAS
SHOULD aut horize the request if it would authorize any entity on the
path of the request that created that dialog, or any entity trusted
by an entity on the path of the request that created that dial og.

If the dialog identifiers match, but they nmatch a dial og not created
with a sips URI, the UAS MAY authorize the request if it would

aut horize any entity on the path of the request that created that
dialog, or any entity trusted by an entity on the path of the request
that created that dialog. However, in this case, any eavesdropper on
the original dialog path would have access to the dialog identifiers,
and thus the authorization is optional

If the dialog identifiers don’'t match, or if they don’t contain both
a "renote-tag" and "local -tag" paraneter, the header field MJST be
i gnored, and authorization MAY be determ ned by ot her neans.

5.  Proxy Behavi or
Proxy behavior is unaffected by this specification.
6. Extensibility Considerations

Thi s specification depends on a user agent client know ng, ahead of
sending a request to a user agent server, whether or not that user
agent server supports the Target-Di al og header field. As discussed
in Section 3, the UAC can know this because it saw a request or
response sent by that UAS within the target dial og that contained the
Supported header field whose value included the tdialog option tag.

Because of this requirenment, it is especially inportant that user
agents conpliant to this specification include a Supported header
field in all dialog formng requests and responses. Inclusion of the
Supported header fields in requests is at SHOULD strength per RFC
3261. This specification does not alter that requirement. However,
i mpl enmenters should realize that, unless the tdialog option tag is
pl aced in the Supported header field of requests and responses, this
extension is not likely to be used, and instead, the request is
likely to be re-sent within the existing target dialog (assum ng the
sender is the UA on the other side of the target dialog). As such,
the conditions in which the SHOULD woul d not be foll owed woul d be
those rare cases in which the UA does not want to enabl e usage of
thi s extension.
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7.

Header Field Definition

The grammar for the Target-Di al og header field is defined as follows:

Tar get - Di al og = "Target-Di al og" HCOLON callid *(SEM
t d- param ;callid from RFC 3261
t d- param = renot e-param/ | ocal - param/

generi c- param
"renote-tag" EQUAL token
"l ocal -tag" EQUAL token
; token and generic-paramfrom RFC 3261

r enot e- par am
| ocal - param

Figures 3 and 4 are an extension of Tables 2 and 3 in RFC 3261 [ 2]

for the Target-Di al og header field. The colum "INF" is for the INFO
method [4], "PRA" is for the PRACK nethod [5], "UPD' is for the
UPDATE met hod [6], "SUB" is for the SUBSCRIBE nethod [3], "NOT" is
for the NOTIFY nmethod [3], "MSG' is for the MESSAGE nethod [7], "REF"
is for the REFER nethod [8], and "PUB" is for the PUBLISH nethod [9].

Header field where proxy ACK BYE CAN I NV OPT REG PUB
Target - Di al og R - - - - 0 - - -

Figure 3: Allowed Methods for Target-Dial og

Header field where proxy PRA UPD SUB NOT | NF MSG REF
Tar get - Di al og R - - - 0 - - - 0
Figure 4: Allowed Methods for Target-Dial og
Security Considerations

The Target-Di al og header field is used to authorize requests based on
the fact that the sender of the request has access to infornmation
that only certain entities have access to. |In order for such an

aut hori zation decision to be secure, two conditions have to be net.
Firstly, no eavesdroppers can have access to this information. That
requires the original SIP dialog to be established using a sips UR
whi ch provides TLS on each hop. Wth a sips URI, only the user
agents and proxies on the request path will be able to know the
dialog identifiers. The second condition is that the dial og
identifiers be sufficiently cryptographically randomthat they cannot
be guessed. RFC 3261 requires gl obal uniqueness for the Call-ID and
32 bits of cryptographic randommess for each tag (there are two tags
for a dialog). Gven the short duration of a typical dialog (perhaps
as long as a day), this anount of randommess appears adequate for
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10.

preventing guessing attacks. However, it’'s inportant to note that
this specification requires true cryptographi c randomess as set
forth in RFC 4086 [11]. Waker pseudorandomidentifiers reduce the
probability of collision, but because they are guessable, they are
not sufficient to prevent an attacker from observing a sequence of
identifiers, guessing the next one, and then using this specification
to launch an attack.

Rel ati onship with In-Reply-To

RFC 3261 defines the In-Reply-To header field. It provides a list of
Call-1Ds for calls that the current request references or returns.

It was nmeant to serve a simlar purpose as the Reply-To in enmail: to
facilitate the construction of "threads" of conversations in a user
interface. Target-Dialog is simlar, in that it also references a
previous session. Due to their simlarities, it is inportant to
understand the differences, as these two header fields are not
substitutes for each other

Firstly, In-Reply-To is neant for consunption by a human or a user
interface widget, for providing the user with a context that allows
themto decide what a call is about and whet her they should take it.
Target-Di al og, on the other hand, is neant for consunption by the
user agent itself, to facilitate authorization of session requests in
specific cases where authorization is not a function of the user, but
rat her the underlying protocols. A UA wll authorize a call
cont ai ni ng Target-Di al og based on a correct value of the Target-

Di al og header field.

Secondly, Target-Dialog references a specific dialog that nust be
currently in progress. |In-Reply-To references a previous cal
attenpt, nost likely one that did not result in a dialog. This is
why I n-Reply-To uses a Call-ID, and Target-Di al og uses a set of
dialog identifiers.

Finally, In-Reply-To inplies cause and effect. Wen In-Reply-To is
present, it neans that the request is being sent because of the
previous request that was delivered. Target-D alog does not inply
cause and effect, nerely awareness for the purposes of authorization

Exanpl e Call Fl ow

In this exanple, user agent A and user agent B establish an | NVl TE-
initiated dialog through Server-A and Server-B, each of which acts as
a proxy for the INVITE. Server B would then like to use the
application interaction franework [14] to request that user agent A
fetch an HTM. user interface conponent. To do that, it sends a REFER
request to A's URI. The flow for this is showm in Figure 5. The
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conventions of [19] are used to describe representation of |ong
nmessage |ines.

A Server-A Server-B B
[ (1) INVITE | | |
|- > | |
| [ (2) INVITE | |
| |- >| |
| | [ (3) INVITE |
| i >|
| | | (4) 200 OK |
| | S |
| | (5) 200 OK | |
| | <o | |
| (6) 200 OK | | |
| <o | | |
| (7) ACK | | |
R SRR EEEEEEEEE R >
| | (8) REFER | |
| | <o | |
| (9) REFER | | |
| <o | |
| (10) 200 X | | |
|- > | |
| | (11) 200 X | |
| R >| |
Figure 5

First, the caller sends an INVITE, as shown in nessage 1.

I NVI TE si ps: B@xanpl e.com SIP/ 2.0

Via: SIP/ 2.0/ TLS host. exanpl e. com branch=z9h4bK9zz8
From Caller <sip: A@xanple.conp;tag=kkaz-

To: Call ee <sip: B@xanpl e. org>

Call-1D: fa77as7dad8-sd98aj zz@ost . exanpl e. com

CSeq: 1 INVITE

Max- Forwards: 70

Supported: tdialog

Allow | NVITE, OPTIONS, BYE, CANCEL, ACK, REFER

Accept: application/sdp, text/htn

<al | OneLi ne>

Cont act: <sips: A@xanpl e. com gruu; opaque=ur n: uui d: f 81d4f
ae- 7dec-11d0- a765- 00a0c91e6bf 6; gri d=99a>; schenes="ht tp, si p, si ps"
</ al | OneLi ne>

Content-Length: ...

Cont ent - Type: application/sdp
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--SDP not shown- -

The INVITE indicates that the caller supports GRUU (note its presence
in the Contact header field of the INVITE) and the Target-Di al og
header field. This INVITE is forwarded to the callee (nmessages 2-3),
whi ch generates a 200 OK response that is forwarded back to the
caller (nessage 4-5). Message 5 nmight |ook |ike:

SIP/2.0 200 XK

Via: SIP/2.0/TLS host. exanpl e. con branch=z9h&4bK9zz8
From Caller <sip: A@xanple.conp;tag=kkaz-

To: Call ee <sip: B@xanpl e. org>; t ag=6544

Call-1D: fa77as7dad8-sd98aj zz@ost. exanpl e. com

CSeq: 1 INVITE

Cont act: <si ps: B@c. exanpl e. org>

Content-Length: ...

Cont ent - Type: application/sdp

--SDP not shown- -

In this case, the called party does not support GRUU or the Target-
Di al og header field. The caller generates an ACK (nessage 7).
Server B then decides to send a REFER to user A

<al | OneLi ne>
REFER si ps: A@xanpl e. com gr uu; opaque=ur n: uui d: f 81d4f
ae- 7dec-11d0- a765- 00a0c91e6bf 6; gri d=99a SIP/ 2.0
</ al | OneLi ne>
Via: SIP/2.0/TLS serverB. exanpl e. org; branch=z9h&4bK9zz10
From Server B <sip:serverB. exanpl e. or g>; t ag=nr eysh
<al | OneLi ne>
To: Caller <sips: A@xanpl e. conm gruu; opaque=ur n: uui d: f 81d4f
ae- 7dec-11d0- a765- 00a0c91e6bf 6; gri d=99a>
</ al | OneLi ne>
Target-Di al og: fa77as7dad8- sd98aj zz@ost . exanpl e. com
;1 ocal -tag=kkaz-
; renot e-tag=6544
Refer-To: http://serverB. exanpl e. or g/ ui - conponent . ht ni
Cal | -1 D: 86d65asf kl zI | 8f 7asdr @ost . exanpl e. com
CSeq: 1 REFER
Max- Forwards: 70
Require: tdial og
Allow. | NVITE, OPTIONS, BYE, CANCEL, ACK, NOTIFY
Cont act: <si ps: serverB. exanpl e. or g>
Content-Length: O

Rosenberg St andards Track [ Page 12]



RFC 4538 Target Dial og June 2006

11.

11.

11.

11.

11.

This REFER wi |l be delivered to server A because it was sent to the

GRUU. Fromthere, it is forwarded to user agent A (message 9) and

aut hori zed because of the presence of the Target-D al og header field.
| ANA Consi derations

This specification registers a new SI P header field, a new option tag

according to the processes of RFC 3261 [2], and two new header field

paraneters according to the processes of RFC 3968 [10].

1. Header Field

RFC Nunber: RFC 4538

Header Field Name: Target-Dialog

Conpact Form none

2. Header Field Paraneters

This section registers two header field paraneters according to the
processes of RFC 3968 [ 10].

2. 1.

ocal -tag

Header Field: Target-Di alog

Header Field Paraneter: |ocal-tag
Predefined Val ues: None

RFC. RFC 4538

2.2. renote-tag

Header Field: Target-Di alog

Header Field Paraneter: renpte-tag
Predefined Val ues: None

RFC: RFC 4538
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11.

12.

13.

13.

3. SIP Option Tag

This specification registers a new SIP option tag per the guidelines
in Section 27.1 of RFC 3261

Nanme: tdialog

Description: This option tag is used to identify the target dial og
header field extension. Wen used in a Require header field, it
inplies that the recipient needs to support the Target-Di al og
header field. Wen used in a Supported header field, it inplies
that the sender of the nessage supports it.
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