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NI C. 14333 16 February 1973

FI LE TRANSFER PROTOCOL
Meet i ng Announcenent and a New Proposed Docunent

Attached is a new proposal for a File Transfer Protocol. The
docunent is an extensive update to RFC 354 and, | believe,
i ncorporates solutions to nost of the objections to RFC 354.

It now seens appropriate to nmake another attenpt to reach fina
agreement on FTP. Accordingly, | amcalling a neeting of interested
parties, to be held at BBN on March 16, for discussion of this and
ot her proposals.

This note is directed to the network comunity at |large, rather than
specifically to the old FTP conmittee, because | don't believe that
the FTP committee menbership includes all the individuals who have
contributed to the current state of FTP design. Nevertheless, it is
i ntended that the neeting proceed fromthe current state, rather than
bringi ng new nenbers up-to-speed. Prospective attendees should
therefore be fanmliar with at |east the foll owi ng docunents:

RFC 354
RFC 385
RFC 414
RFC 418
RFC 438

Anyone wi shing to attend this nmeeting should contact Al ex MKenzie
(NIC Ident aam) at BBN, 50 Moulton Street, Canbridge, Mass. 02138.
My tel ephone nunber is:

(617) 491-1850 ext. 441
When there is sone indication of the number of individuals planning

to attend, a nmeeting roomw |l be reserved and nore specific
information will be directed to attendees.
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PROPCSED FI LE TRANSFER PROTOCOL

This docunent is the outconme of a neeting held 25 January 1973 in
Canbri dge, Massachusetts, by the foll owi ng people:

Abhay Bhushan (M T - DMCG
Bob Bressler (BBN - NET)
Bob O ements (BBN - TENEX)
Al ex McKenzie (BBN - NET)
Nancy Nei gus (BBN - NET)
Ken Pogran (M T - MJULTICS)
Marc Seriff (MT - DMCGQ
The basis of the docunent is RFC 354 with considerations drawn from

RFC s 385, 414, 418, and 438 and personal conmmuni cation wth network
partici pants.
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PROPCSED FI LE TRANSFER PROTOCOL

I NTRODUCT! ON

The File Transfer Protocol (FTP) is a protocol for file transfer

bet ween HOSTs (including termnal 1 MPs), on the ARPA Conputer Network
(ARPANET). The prinmary function of FTP is to transfer files
efficiently and reliably anong HOSTs and to allow the conveni ent use
of renote file storage capabilities.

The objectives of FTP are 1) to pronote sharing of files (conputer
prograns and/or data), 2) to encourage indirect or inplicit (via
prograns) use of renote conputers, 3) to shield a user from
variations in file storage systens anong HOSTs, and 4) to transfer
data reliably and efficiently. FTP, though usable directly by a user
at a termnal, is designed mainly for use by prograns.

The attenpt in this specification is to satisfy the diverse needs of
users of maxi-HOSTs, mni-HOSTs, TIPs, and the Dataconputer, with a
simple, elegant, and easily inplenented protocol design
Thi s paper assunmes know edge of the follow ng protocols:

1) The HOST- HOST Protocol (N C #8246)

2) The Initial Connection Protocol (N C #7101)

3) The TELNET Protocol (NWH RFC #318, N C #9348)

DI SCUSSI ON
In this section, the term nology and the FTP nodel are di scussed.

The ternms defined in this section are only those that have specia
significance in FTP.

. A Term nol ogy

ASCl | The USASCI| character set as defined in NIC
#7104. In FTP, ASCI| characters are defined to
be the |l ower half of an eight bit code set (i.e.
the nost significant bit is zero).

access controls Access controls define users’ access privil eges
to the use of a system and to the files in that
system Access controls are necessary to prevent
unaut hori zed or accidental use of files. It is
the prerogative of a server-FTP process to
provi de access controls.
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The byte size specified for the transfer od data.
The data connection is opened with this byte
size. Data connection byte size is not
necessarily the byte size in which data is to be
stored in a system and may not be related to the
structure of data.

A sinpl ex connection over which data is
transferred, in a specified byte size, node and
type. The data transferred may be a part of a
file, an entire file or a nunber of files. The
data connection may be in either direction
(server-to-user or user-to-server).

The socket on which a User-FTP process "listens"
for a data connecti on.

The end-of-file condition that defines the end of
a file being transferred.

The end-of -record condition that defines the end
of a record being transferred.

A procedure that allows a user to recover from
certain errors such as failure of either HOST
systemor transfer process. |In FTP, error
recovery may involve restarting a file transfer
at a given checkpoint.

A set of commands that conprise the contro
information flowing fromthe user-FTP to the
server-FTP process.

An ordered set of conputer data (including
prograns) of arbitrary length uniquely identified
by a pat hnane.

The node in which data is to be transferred via
the data connection. The npde defines the data
format including EOR and EOF. The transfer nodes
defined in FTP are described in Section I11.C.

The Network Virtual Terminal as defined in the
ARPANET TELNET Pr ot ocol
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The Network Virtual File System A concept which
defines a standard network file systemwith
standard commands and pat hname conventions. FTP
only partially enbraces the NVFS concept at this
tinme.

Pat hname is defined to be the character string
whi ch nust be input to a file systemby a user in
order to identify a file. Pathnane normally
contai ns device and/or directory nanes, and file
nane specification. FTP does not yet specify a
standard pat hname convention. Each user nust
follow the file nami ng conventions of the file
systens he wishes to use.

A sequential file may be structured as a nunber
of contiguous parts called records. Record
structures are supported by FTP but are not
mandat ory.

A reply is an acknow edgenment (positive or
negative) sent fromserver to user via the TELNET
connections in response to FTP conmmands. The
general formof a reply is a conpletion code
(including error codes) followed by an ASCI| text
string. The codes are for use by progranms and
the text is for human users.

A process or set of processes which performthe
function of file transfer in cooperation with a
user- FTP process. The server-FTP process nust
interpret and respond to user conmands and
initiate the data connection

A HOST site which has a server-FTP process

A TELNET process which listens on a specified
socket for an ICP initiated by a user-TELNET, and
performs in accordance with the ARPANET TELNET

Pr ot ocol

The full-dupl ex comuni cation path between a
user-TELNET and a server-TELNET. The TELNET
connections are established via the standard
ARPANET Initial Connection Protocol (ICP).
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type The data representation type used for data
transfer and storage. Type inplies certain
transformati ons between the tinme of data storage
and data transfer. The representation types
defined in FTP are described in Section II11.B.

user A process on behalf of a hunan being or a hunan
bei ng wishing to obtain file transfer service.

user site A HOST site satisfying any of the foll ow ng
conditions: 1) The site where a user is |ocated,
2) a site where a user-FTP process is located, 3)
a site to which a data connection is made by a
server. In the normal case, the sites defined by
1, 2, and 3 are the sanme site, but nothing in FTP
requires that this be so

user - FTP process A process or set of processes which performthe
function of file transfer in cooperation with a
server-FTP process. The user-FTP process 1)
initiates the ICP (via a user-TELNET), 2)
initiates FTP commands and 3) "listens" on the
data socket for the data connection. In sone
obvi ous cases (use from TIPs and other nini-
HOSTs) a user-FTP process will be subsuned under
the term "user".

user - TELNET A TELNET process which initiates an ICP to a
speci fied server-TELNET socket, and perforns in
accordance with the ARPANET TELNET pr ot ocol

.B The FTP Model

Wth the above definitions in mnd, the foll owi ng nodel (shown in
Figure 1) may be diagraned for an FTP service.

In the nodel described in Figure 1, the user-TELNET initiates the
TELNET connections. Standard FTP commands are then generated by the
user and transmitted to the server site via the TELNET connecti ons.
FTP commands are in ASCIl, in accordance with NVT conventions and the
TELNET protocol. Note that commands nay be initiated by the user
directly through the user-TELNET or via a user-FTP process. Standard
replies are sent fromthe server to the user in response to the
commands over the TELNET connecti ons.
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The FTP commands specify the paraneters for the data connection (data
socket, byte size, transfer node, representation type, and fornat)
and the nature of file systemoperation (store, retrieve, append,
delete, etc.). The user-FTP process or its designate should "listen"
on the specified data socket, and it is the server’s responsibility
to initiate the data connection and data transfer in accordance wth
the specified data connection paraneters. |t should be noted that
the data socket need not be in the sane HOST that initiates the FTP
commands via the TELNET connections, but the user or his user-FTP
process must ensure a "listen" on the specified data socket. A
practical exanple of such file transfer to third HOSTs is a maxi-HOST
user (who nmay actually be a TIP user) wishing to transnit a file to
or froman I/0O device attached to a TIP. It should also be noted
that two data connections, one for send and the other for receive,
may exi st sinultaneously.

TELNET
Connections
o-m-- + 4o + 4o + ommm- + 4o + 4o +
| File|<->|Server-|<->|Server|<---------- | User |<->|lUser- |<->|File
| Sys | | FTP | | TELNET| FTP Crmds | TELNET] | FTP | | Sys-
| -tenm | Process| | [---------- >| | | Process| | tem|
- + SRR +FTP Replies+------ + | +----- +

——-
v
v
QD

Notes: 1. The data connection nmay be in either direction
2. The data connection need not exist all of the tine.
3. The distinctions between user-FTP and user-TELNET, and
bet ween server-FTP and server-TELNET may not be as
cl ear-cut as shown above. For exanple, a user-TELNET nmay
be directly driven by the user.

FIGURE 1 Mdel for FTP Use
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The protocol requires that the TELNET connections be open while data
transfer is in progress. It is the responsibility of the user to

cl ose the TELNET connections when finished using the FTP service.
The server nmay abort data transfer if the TELNET connections are

cl osed.

I11. DATA TRANSFER FUNCTI ONS

Data and files are transferred only via the data connection. The
transfer of data is governed by FTP data transfer comuands received
on the TELNET connections. The data transfer functions include
establishing the data connection to the specified data socket in the
speci fied HOST (using the specified byte size), transnmitting and
receiving data in the specified representation type and transfer
node, handling EOR and EOF conditions, and error recovery (where
appl i cabl e).

I1l.A Establishing Data Connection

The user site shall "listen" on the specified data socket, prior to
sending a transfer request comand. The FTP request conmmand

determ nes the direction of data transfer, and the socket nunber (odd
or even) which is to be used in establishing the data connection

The server on receiving the appropriate store or retrieve request
shall initiate the data connection to the specified user data socket
in the specified byte size (default byte size is 8 bits), and send a
reply indicating that file transfer may proceed. Prior to this
reply, the server should send a reply indicating the server socket
for the data connection. The user may use this server socket
information to ensure the security of his data transfer. The server
may send this reply either before or after initiating the data
connecti on.

The byte size for the data connection is specified by the BYTE
command. It is not required by the protocol that servers accept all
possi bl e byte sizes. The use of various byte sizes is for efficiency
in data transfer and servers nmay inplenent only those byte sizes for
which their data transfer is efficient. It is, however, required
that servers inplenment at |east the byte size of 8 bits.

After the data transfer is conpleted, it is the server’s
responsibility to close the data connection, except when the user is
sending the data. In stream node the sender nust close the data
connection to indicate EOF, i.e., conpletion of the transfer

Cl osing the connection is a server option except under the follow ng
condi tions:
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1) The server receives an abort command fromthe user

2) The socket or the byte size specification is changed by the
user.

3) The TELNET connections are cl osed.

4) An irrecoverable error condition occurs.

It should be noted that if none of the above conditions occur it is
possible to maintain two sinultaneous data connections, for send and
receive.

.B Data Representation and Storage

Data is transferred froma storage device in sending HOST to a
storage device in receiving HOST. Oten it is necessary to perform
certain transformati ons on the data because data storage representa-
tions in the two systens are different. For exanple, NVT-ASCI| has
different data storage representations in different systens. PDP-10
s generally store NVT-ASCI| as five 7-bit ASCI| characters, left-
justified in a 36-bit word. 360's store NVI-ASCI| as 8-bit EBCDI C
codes. Miltics stores NVI-ASCI| as four 9-bit characters in a 36-bit
word. It may be desirable to convert characters into the standard
NVT-ASClI | representation when transmtting text between dissinilar
systens. The sending and receiving sites would have to performthe
necessary transformati ons between the standard representati on and
their internal representations.

A different problemin representation arises when transmtting binary
data (not character codes) between HOST systens with different word
lengths. It is not always clear how the sender should send data, and
the receiver store it. For exanple, when transmtting 32-bit bytes
froma 32-bit word-length systemto a 36-bit word-length system it
may be desirable (for reasons of efficiency and useful ness) to store
the 32-bit bytes right-justified in a 36-bit word in the latter sys-
tem In any case, the user should have the option of specifying data
representation and transformation functions. It should be noted that
FTP provides for very linited data type representations. Transforna-
tions desired beyond this limted capability should be perforned by
the user directly or via the use of the Data Reconfiguration (DRS
RFC #138, NI C #6715). Additional representation types nay be defined
later if there is a denonstrabl e need.

Data representations are handled in FTP by a user specifying a
representation type. The type may also inply a transfer byte size.
For exanple, in ASCI| representation, the transfer byte size should
be 8 bits, and any other byte size specification will result in
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cancel lation of the transfer request. |In inage and Local Byte
representations any byte size is possible. The follow ng data
representation types are currently defined in FTP:

1. AsC I

2. EBCDIC

3. I mage

4. Local Byte
McKenzi e

The sender converts data fromits internal character
representation to the standard NVT ASCII form The
recei ver converts the data fromthe standard formto
its own internal form The data is transferred in
the standard form The transfer byte size nmust be 8
bits. This type would be used for transfer of text
files. This is the default type, and it is recom
mended that this type be inplenented by all.

The sender transfers data using the EBCDI C character
code and 8-bit transfer byte size. This type nay be
used for efficient transfer of EBCDIC fil es between
systens which use EBCDIC for their internal character
representation.

The sender transforns data from contiguous bits to
bytes for transfer. The receiver transforms the
bytes into bits, storing them contiguously indepen-
dent of the byte size chosen for data transfer. Wth
record structure and bl ock node, the server night
need to pad each record for convenient storage. This
padding is allowed at the end of a record, and should
be renenbered by the server so it will be stripped
off when the file is retrieved by the user. The pad-
ding transformation should be well publicized by the
server in case the user processes his file at the
server site. Typical uses for the Inage type are
transfer of executable prograns between |ike

machi nes, and transfer of binary (non-text) data. It
is recomrended that this type be inplenmented by al

for sone byte size, preferably including the 8 bit
byte size.

This representation allows for efficient storage,

use, and retrieval of data. The manner in which data
is to be transforned depends on the byte size for
data transfer, and the particul ar HOST bei ng used.
The transformati on schene for different byte size is
to be well publicized by all server sites. This
transformati on shall be invertible (i.e., if afile
is stored using a certain transfer byte size, an
identical file nust be retrievable using the same
byte size and representation type). It is the user’s
responsibility to keep track of the representation
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type and byte size used for his transfer. Typica
uses of the Local Byte type are in efficient storage
and retrieval of files, and transfer of structured
binary data. This type may be identical to the |Inmage
type for byte size which are integral multiples of or
factors of the conputer word | ength.

Representation type may al so be affected by another attribute, the
format. For exanple, sonme printers can use ASA (Fortran) vertica
format control procedures to transformprinted data of type ASCI| or
EBCDIC. Currently format nay take one of two val ues.

1. Unformatted The representation type as specified is unaffected by
any format transformations. This is the default
val ue.

2. Printfile The server is to transformdata of either ASC | or
EBCDI C type in accordance with ASA (Fortran) vertica
format control standards. The data is to be
transferred in 8-bit bytes.

A di scussion of the ASA vertical format control appears in NWY RFC
189, Appendi x C, and in Conmuni cations of the ACM Vol. 7, No. 10, p.
606, COctober 1964. According to the ASA vertical format contro
standards, the first character of a formatted record is not printed
but determ nes vertical spacing as follow

Char act er Vertical Spacing before printing
Bl ank One line
0 Two |ines
1 To first Iine of the next page
+ No advance

In addition to the above four, there are nore characters (defined in
Appendi x C, RFC 189) which represent an | BM extension to the ASA
st andar d.

It should be noted that a serving host need not accept all represen-
tation types and/or byte sizes, but it nust informthe user request-
i ng an unacceptable type or size of this fact by sending an appropri-
ate reply.

I11.C. File Structure and Transfer Mdes
The only file structures supported directly in FTP at the present

time are record structures. However, the use of record structures is
not mandatory. A user with no record structure in his file should be
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able to store and retrieve his file at any HOST. A user wishing to
transmit a record structured file nust send the appropriate FTP
"STRU comand (the default assunption is no record structure). A
serving HOST need not accept record structures, but it must inform
the user of this fact by sending an appropriate reply. Any record
structure information in the data stream nay subsequently be dis-
carded by the receiver.

Al'l data transfers nust end with an EOF. The EOF is defined by the
data transfer node. For files that have record structures, an EOR is
al so defined by the transfer node. Only the transfer nodes and
representation type conbi nati ons that have EOR defi ned nmay be used
for transfer of files with record structures. Records may be of zero
| ength but they nust be contained in file boundaries. The relation-
ship between files and records is hierarchical but an EOF does not

i mply an EOR

The followi ng data transfer nodes are defined in FTP:

1. Stream The file is transmitted as a stream of bytes of the
specified byte size. The EOF is signaled by closing
the data connection. Any representation type and
byte size may be used in the streamnode with file
structure, but use of record structure limts the
type to ASCII or EBCDIC with or without Printfile
format. The convention is that the ASCI| character
CR (Carriage Return, Code 15 (octal)) foll owed by LF
(Li ne Feed, Code 12 (octal)) indicates an EOR for
ASCI | representation type, and the EBCDI C character
NL (New Li ne, Code 15 (hex)) indicates an EOR for
EBCDI C type. This is the default node, and it is
reconmended that this node be inplenented by all

2. Text The file is ASCII text transnmitted as a sequence of
8-bit bytes in the ASCI| representation type, and
optional Printfile format. Record structures are
allowed in this node. The EOR and EOF are defined by
t he presence of special "TELNET-control" codes (, ost
significant bit set to one) in the data stream The
EOR code is 192 (octal 300, hex CO. The EOF code is
193 (octal 301, hex Cl). The byte size for transfer
is 8 bits.

(For ASCI| type, text and stream npdes are al nost identical.)
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Conmparing the two, the advantages of "streani node are:

)

2)

The receiver need not scan the inconing bytes.

It is usable with all data types

and t he di sadvantages are:

1

2)

O osing the data connection under error conditions can be

nm sconstrued as an EOF in stream node when in fact the data
transfer was interrupted. 1In text node the EOF is sent expli-
citly.

If record structure is specified in stream node then CRLF
inmplies EOR, and in order for CRLF to be sent as valid data it
must be transformed, e.g., into CR NUL LF or LF CR

3. Bl ock The file is transmtted as a series of data bl ocks

McKenzi e

preceded by one or nore header bytes. The header
bytes contain a count field, and descriptor code.
The count field indicates the total length of the
data bl ock in bytes, thus marking the begi nning of
the next data block (there are no filler bits). The
descriptor code defines last file block (ECF), |ast
record bl ock (EOR), restart narker (see Section
I1l.D), or suspect data (i.e., the data being
transferred is suspected of errors and is not reli-
able). Record structures are allowed in this node,
and any representation type or byte size may be used.

The header consists of the snmallest integral nunber
of bytes whose length is greater than or equal to 24
bits. Only the _least_ significant 24 bits (right-
justified) of header shall have information; the
remai ning nost significant bits are "don't care"
bits. O the 24 bits of header information, the 16
| ow order bits shall represent byte count, and the 8
hi gh order bits shall represent descriptor codes as
shown bel ow.

Integral data bytes >= 24

| Don't care | Descriptor | Byte Count
| O to 231 bits | 8 bits | 16 bits
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The followi ng descriptor codes are assigned:

Code Meani ng

0 An ordinary bl ock of data

1 End of data block is EOR

2 End of data block is EOF

3 Suspected errors in data bl ock
4 Data block is a restart marker

In the use of block node it is possible for two or
nore conditions requiring different descriptor codes
(suspected errors and either end of record or end of
file) to exist simultaneously. Such a possibility
may be handl ed by sending a separate EOR or ECF bl ock
with a zero byte count. (This is allowed by the pro-
tocol .)

The restart marker is enbedded in the data stream as
an integral nunber of 8-bit bytes (representing
printable ASCI| characters) right-justified in an

i ntegral nunmber of data bytes greater than 8 bits.

For exanple if the byte size is 7 bits, the restart
mar ker byte woul d be one byte right-justified per two
7-bit bytes as shown bel ow

Two 7-bit bytes

| | Marker Char |
| | 8 bits |

For byte size of 16 bits or nore, two or nore marker
bytes shall be packed right-justified. The end of
the marker may be delinmted by the character SP (code
32.). If marker characters do not exactly fit an
integral byte, the unused character slots should con-
tain the ASCI|I character SP (code 32.). For exanpl e,
to transnmit a six character marker in a 36-bit byte
size, the following three 36-bit bytes would be sent:
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4. Hasp

File Transfer

e e e e e e e e m - -
| Don't care

| 12 bits

o e e e e e e - ==
F S
| | Marker
| | 8 bits
B T
B S
| | Marker
| | 8 bits
T

Pr ot ocol
T R
| Descriptor |
| code=4 | Byte
Fom e e e e e o oo [
T, .

| Marker | Marker |

| 8 bits | 8 bits
e, .
N, .

| Marker | SP

| 8 bits | 8 bits
R .

count =2

Mar ker
8 bits

SP
8 bits

July 1972

The file is transmtted as a sequence of 8-bit bytes
in the standard Hasp-conpressed data format (docunent
Thi s node

achi eves consi derabl e conpression of data for print

to be issued by Bob Braden

files.
node.

The following matrix sumari zes the | ega

transfer

par ame

ters. The deci

mal

UCLA) .

Record structures are allowed in the Hasp

conbi nations of file

i ntegers represent

| egal

byte sizes

for each particul ar STRU- MODE- TYPE- FORM gr oupi ng absence of a nunber

inplies illegality.

never been defi ned.

+
TYPE

I

I

I

A |

I

I

-+

E |

I

I

.-t

L

-+

L

-- -+
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I1l1.D Error Recovery and Restart

There is no provision for detecting bits |lost or scranbled in data
transfer. This issue is perhaps handl ed best at the NCP | evel where
it benefits nost users. However, a restart procedure is provided to
protect user fromsystemfailures (such as failure of either HOST,
FTP- process, or the | MP subnet).

The restart procedure is defined only for the bl ock node of data
transfer. It requires the sender of data to insert a special marker
code in the data streamwi th some marker information. The marker

i nformati on has neaning only to the sender, but nust consist of
printable ASCI| characters. The printable ASCI| characters are
defined to be octal codes 41 through 176 (i.e., not including codes 0
t hrough 37 and the characters SP and DEL). The marker could
represent a bit-count, a record-count, or any other information by
which a systemmay identify a data checkpoint. The receiver of data,
if it inplenments the restart procedure, would then mark the
correspondi ng position of this marker in the receiving system and
return this information to the user

In the event of a systemfailure, the user can restart the data
transfer by identifying the marker point with the FTP restart pro-

cedure. The follow ng exanples illustrate the use of the restart
procedur e.
1. When server is the sender of data, the server-FTP process inserts

an appropriate marker block in the data streamat a conveni ent
data point. The user-FTP process, receiving the data, marks the
corresponding data point inits file systemand conveys the | ast
known sender and receiver marker information to the user. |In the
event of systemfailure, the user or user-FTP process restarts
the server at the last server marker by sending a restart comrand
with the server’s nmarker code as its argunent. The restart com
mand is transmtted over the TELNET connection and is immedi ately
foll owed by the comand (such as store or retrieve) which was
bei ng executed when the system failure occurred.

2. When user is the sender of data, the user-FTP process inserts the
appropriate marker block in the data stream The server-FTP pro-
cess, receiving the data, marks the corresponding data point in
its file system The server does not store this marker but con-
veys the | ast known sender and receiver narker information to the
user over the TELNET connections by appropriate reply codes. The
user or the user-FTP process then restarts transfer in a nmanner
identical to that described in the first exanple.
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I'V. FILE TRANSFER FUNCTI ONS

The TELNET connections on which FTP commands and replies are
transmitted are initiated by the user-FTP process via an ICP to a
standard server socket. FTP conmands are then transmtted from user
to server, and replies are transnmtted fromserver to user. The user
file transfer functions involve sending the FTP conmands, interpret-
ing the replies received and transferring data over the data connec-
tion in the specified manner. The server file transfer functions

i nvol ve accepting and interpreting FTP commands, sending replies,
setting up the data connection, and transferring data.
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V.

A FTP Conmands

FTP comrands are ASCI| strings ternminated by the ASCI| character
sequence CRLF (Carriage Return followed by Line Feed). The command
codes thenselves are ASCI| al phabetic characters term nated by the
ASCI | character 'space’ (octal code 40). For convenience, the com
mand codes are defined to be four (or less) ASCI| al phanuneric char-
acters (including both upper and | ower case al phabetic characters).
The conmand codes and the semantics of conmands are described in this
section, but the detail ed syntax of conmands is specified in Section
V.B, the reply sequences are discussed in Section V.C, and scenari os
illustrating the use of conmands are provided in Section V.D.

FTP commands nmay be partitioned as those specifying access-contro
identifiers, data transfer paraneters, or FTP service requests. Cer-
tain commands (such as ABOR, STAT, BYE) nmay be sent over the TELNET
connections while a data transfer is in progress. Sone servers may
not be able to nonitor the TELNET and data connections sinultane-
ously, in which case these commands shoul d be preceded by a TELNET
SYNC to awaken the server. (For other servers this nay not be neces-
sary and the SYNC will be ignored.)

.A.1 Access Control Conmands

The foll owi ng commands specify access control identifiers (conmand
codes are shown in parentheses).

User name (USER) - The argument field is an ASCI| string identify-
ing the user. The user identification is that which is required
by the server for access to its file system This conmmand will
normal ly be the first command transmitted by the user after the
TELNET connections are nmade (sone servers may require this).
Additional identification information in the formof a password
and/ or an account conmand nmay al so be required by some servers.
Servers may allow a new USER command to be entered at any point in
order to change the accounting information. Al paraneters are
unchanged and any file transfer in progress is conpleted under the
ol d account.

Password (PASS) - The argunent field is an ASCII string identify-
ing the user’s password. This conmand nust be i mediatly preceded
by the user nanme command, and, for sone sites, conpletes the user’

s identification for access control. Since password information
is quite sensitive, it is desirable in general to "mask" it or
suppress type out. It appears that the server has no fool proof
way to achieve this. It is therefore the responsibility of the

user - FTP process to hide the sensitive password information
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Account (ACCT) - The argunment field is an ASCI| string identifying
the user’s account. The conmand is not necessarily related to the
USER comand, as some sites may require an account for login and
others only for specific access, such as storing files. 1In the

| atter case the command nmay arrive at any tinme. There are two
reply codes to differentiate these cases for the autonaton: Wen
account information is required for login and the server receives
anot her command whi ch he buffers, the | egal response is reply code
331 when an account is required for a specific transfer requested,
the reply code 433 is returned and the request command is fl ushed.

Reinitialize (REIN - This conmand termnminates a USER, flushing all
I/ O and account infornation, except to allow any transfer in pro-
gress to be conpleted. Al paraneters are reset to the default
setting and the TELNET connection is left open. A USER command is
expected to foll ow

Logout (BYE) - This conmmand terminates a USER and if file transfer
is not in progress, closes the TELNET connection. |[If file
transfer is in progress, the connection will remain open for
result response and will then close. For "hot card-reader"” node
the REIN conmmand shoul d be used i nstead.

An unexpected close on the TELNET connection will cause the server
to take the effective action of an abort (ABOR) and a | ogout
( BYE) .

IV.A 2 Transfer Paraneter Conmands

Al'l data transfer paraneters have default val ues, and the comuands
specifying data transfer paranmeters are required only if the default
paraneter values are to be changed. The default value is the |ast
specified value, or if no value has been specified, the standard
default value as stated here. This inplies that the server nust
"remenber” the applicable default values. The commands may be in any
order except that they nust precede the FTP service request. The
foll owi ng conmands specify data transfer paraneters

Byte size (BYTE) - The argument is an ASCl|-represented decina

i nteger (1 through 255), specifying the byte size for the data
connection. The default byte size is 8 bits. The byte size is
always 8 bits in the ASCII and EBCDIC representation types. A
server nmay reject specific byte size/type conbinations by sending
an error reply code in response to a transfer request comrand.

Dat a socket (SOCK) - The argunment is a HOST-socket specification

for the data socket to be used in data connection. There may be
two data sockets, one fromserver to user and the other for user
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to server data transfer. An odd socket nunber defines a send
socket and an even socket nunber defines a receive socket. The
default HOST is the user HOST to which TELNET connections are
made. The default data sockets are (U+4) and (U+5) where U is the
socket nunber used in the TELNET | CP and the TELNET connecti ons
are on sockets (W+2) and (U+3).

Listen (LSTN) - The argunent is a single ASCI| character code to
specify the direction of the socket that the server nust allocate
for use as a data connection. The server is to "listen" on the
al | ocat ed socket when an appropriate transfer conmmand i s given
The followi ng codes are assigned:

S - send
R - receive

Representation Type (TYPE) - The argunent is a single ASCI| char-
acter code specifying the representation types described in Sec-

tion I11.B. The follow ng codes are assigned for type:
A - ASC
I - Image
L - Local Byte
E - EBCD C

The default representation type is ASC |

Format (FORM) - The argunent is a single ASCI| character code
specifying the formats described in Section Il11.B. The foll ow ng
codes are assigned for fornat:

U- Unfornatted
P- Printfile

The default format is Unformatted.

File Structure (STRU) - The argunent is a single ASCI| character
code specifying file structure described in Section IIl1.C. The
foll owi ng codes are assigned for structure:

F - File (no ecord structure)
R - Record structure

The default structure is File (ie. no records).
Transfer Mode (MODE) - The argunent is a single ASCI| character

code specifying the data transfer nodes described in Section
I1l.C. The follow ng codes are assigned for transfer nodes:
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- Stream (bytes, close is EOF)

- Block (header with descriptor and count)

- Text (TELNET control code for EOR EOF)

- Hasp (specially formatted conpressed data)

IHTmW;m

The default transfer node is Stream
IV.A. 3 FTP Service Conmmands

The FTP service comands define the file transfer or the file system
function requested by the user. The argunent of an FTP service com
mand will normally be a pathnane. The syntax of pathnames nust con-
formto server site conventions (with standard defaul ts applicable),
except that ASCI| characters nust be used (in conformance with the
TELNET Protocol). The suggested default handling is to use the |ast
specified device, directory or file nane, or the standard default
defined for local users. The command may be in any order except that
a "renane fromt conmand, nust be followed by a "renanme to" comand
and sone servers nay require an "allocate" comand before a "store"
command. The data, when transferred in response to FTP service
commands, shall always be sent over the data connection. The follow
i ng commands speci fy FTP service requests:

Retrieve (RETR) - This command achi eves the transfer of a copy of
the file specified in the pathnane, fromserver to user site. The
status and contents of the file at the server site shall be unaf-
fected.

Store (STOR) - This conmmand achi eves the transfer of a copy of a
file fromuser to server site. |If the file specified in the path-
name exists at the server site, then its contents shall be

repl aced by the contents of the file being transferred. A new
file is created at the server site if the file specified in the
pat hnanme does not al ready exist.

Append (with create) (APPE) - This command achi eves the transfer
of data fromusing to serving site. |If the file specified in the
pat hnane exists at the server site, then the data transferred
shal |l be appended to that file, otherwise the file specified in

t he pat hnane shall be created at the server site.

Al'locate (ALLO) - This command nmay required by sone servers to
reserve sufficient storage to accommopdate the new file to be
transferred. The argunent field shall be a decimal integer
representing the nunber of bytes (of size specified by the byte
si ze command) of storage to be reserved for the file. This

McKenzi e [ Page 21]



RFC 454 File Transfer Protocol July 1972

command shall be followed by a store or append command. The ALLO
command should be treated as a NO-OP (no operation) by those
servers which do not require that the nmaxi num size of the file be
decl ared bef or ehand.

Restart (REST) - The argunent field represents the server narker
at which file transfer is to be restarted. This command does not
cause file transfer but "spaces" over the file to the specified
data checkpoint. This conmand shall be inmmediately foll owed by
the appropriate FTP service command whi ch shall cause file
transfer to resune.

Renane from- (RNFR) - This command specifies the file which is to
be renaned. This command nust be i mediately foll owed by a
"rename to" command specifying the new file pathnane.

Renanme to (RNTO - This conmand specifies the new pat hname of the
file specified in the i mediately preceding "renane fron' comand.
Toget her the two conmands cause a file to be renaned.

Abort (ABOR) - This conmand indicates to the server to abort the
previ ous FTP service conmand and any associ ated transfer of data.
The abort command shoul d be preceded by the TELNET SYNCH condition
(indicated by the conbination of the DATA MARK and the INS). No
action is to be taken if the previous comand has been conpl et ed
(including data transfer). The TELNET connections are not to be
cl osed by the server, but the data connection nmay be closed. An
appropriate reply should be sent by the server.

Del ete (DELE) - This command causes the file specified in the
pat hnane to be deleted at the server site. |If an extra level of
protection is desired (such as the query, "Do you really wish to
delete?"), it should be provided by the user-FTP process.

List (LIST) - This conmand causes a list to be sent fromserver to
user site. |If the pathnane specifies a directory, the server
should transfer a list of files in the specified directory. |If

t he pat hnane specifies a file then server should send current
information on the file. A null argunment inplies the user’s
current working or default directory. The data transfer is over
the data connection in type ASCII or type EBCDIC. (It is the user
s responsibility to ensure the correct paraneters.)

NLi st (NLST) - This command causes a directory listing to be sent
fromserver to user site. The pathnane should specify a directory
and the server will return a streamof nanmes of files and no ot her
information. The data will be transferred in ASCI1 or EBCDIC type
over the data connection as valid pathnane strings separated by
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CRLF. This command will allow automatic copying of an entire
directory when used with the appropriate transfer commands.

Status (STAT) - This command shall cause a status response to be
sent over the TELNET connection in formof a reply. The conmand
may be sent during a file transfer (preceded by a TELNET SYNC) in
whi ch case the server will respond with the status of the opera-

tion in progress, or it nmay be sent between file transfers. In
the latter case the conmand nmay have an argunent field such as a
pat hname. |f the argument is a pathnane, the comand is anal ogous
to the "list" command except that data shall be transferred in
ASCI| on the TELNET connection. |If a partial pathnane is given
the server nmay respond with a list of file nanes or attributes
associated with that specification. |f no argunent is given, the

server should return general status information about the server
FTP process. This should include current values of all transfer
paraneters and the status of connections.

Hel p (HELP) - This conmand shall cause the server to send hel pfu
information regarding its inplenentation status over the TELNET
connection to the user. The conmand may take an argunment (e.g.
any command nane) and return nore specific information as a
response. The reply is type 100, general systemstatus. It is
suggested that HELP be all owed before entering a USER conmand.

Mail File (MLFL) - The intent of this command is to enable a user
site to mail data (in formof a file) to another user at the
server site. It should be noted that the files to be mailed are
transmitted via the data connection in ASCI1 or EBCDIC type. (It
is the user’s responsibility to ensure that the type is correct.)
These files should be appended to the destination user’s mail by
the server in accordance with serving HOST mail conventions. The
mai | may be marked as sent fromthe particul ar using HOST and the
user specified by the 'USER command. The argument field rmay con-
tain one or nmore systemor NICidents (it is recommended that nmnul -
tiple ident be allowed so the sane nail can easily be sent to

several users), or it nmay be enpty. |If the argunent field is
enpty or blank (one or nore spaces), then the nail is destined for
a printer or other designated place for site mail. A NC ident

refers to the standard identification described in the NIC Direc-
tory of Network Participants. A serving host may keep a table
mapping NIC indents into systemidents, although NIC idents are
not required in the inplenentation. A systemident is the user’'s
normal identification at the serving host. The use of system
idents would allow a network user to send nmail to other users who
do not have NIC identification but whose systemident is known.
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V.

Mail (MAIL) - This conmand allows a user to send nail that is not
ina file over the TELNET connection. The argument field nmay con-
tain one or nore systemor NICidents, or it may be enpty. The
idents are defined as above for the MLFL command. After the
"MAIL" command is received, the server is to treat the foll ow ng
lines as text of the mail sent by the user. The nmail text is to
be ternminated by a line containing only a single period, that is,
the character sequence ".CRLF" in a newline. It is suggested
that a nodest volume of nail service should be free; i.e., it may
be entered before a USER command.

A. 4 M scel | aneous Commands

NoOP (NOOP) - This conmand does not affect any paraneters or pre-
viously entered command. The server sinply sends a no-op reply.

Quote (QUOT) - This conmand allows the user to talk directly to
the FTP-server. After parsing this command, the user-FTP process
will pass wi thout exam nation all succeeding liners until the NQUO
command is received. Between these two conmands the server will
respond appropriately to his inplenmentation and the user’s
requests.

NoQuote (NQUO) - This conmmand returns the user and server
processes to nornmal interactive node. Both QUOT and NQUO have
reply codes to be sent by th server process to the user process to
ensure agreenent on the current node.

The quote commands provide a convenient nethod of testing server-

i npl enent ed experi nental comands. The nanes of the latter should
begin with an X, and can be listed in the system HELP reply. It
shoul d be noted that the official command set is expandabl e; sugges-
tions should go first to Al exander A. MKenzie (BBN)

.B FTP Replies

The server sends FTP replies over the TELNET connection in response
to user FTP conmands. The FTP replies constitute the acknow edgnent
or conpletion code (including errors). The FTP-server replies are
formatted for human or programinterpretation. Single line replies
consist of a leading three-digit nuneric code foll owed by a space,
followed by a one-line text explanation of the code. For replies

that contain several lines of text, the first line will have a | ead-
ing three-digit numeric code followed i mediately by the ASCI| char-
acter "-" (Hyphen, Code 55 (octal)) and possibly sone text. All

succeedi ng continuation lines except the last are constrained not to
begin with three digits; the last |line nust repeat the nuneric code
of the first line and be followed i medi ately by a space.
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For exanpl e:

100- First Line
Conti nuati on Line
Anot her Line

100 Last Line

The nuneric codes are assigned by groups and for ease of interpreta-

tion by

programs in a manner consistent with other protocols such as

the RJE protocol. The three digits of the code are to be interpreted
as follows:

a) The first digit specifies type of response as indicated bel ow

000

1xx

2XX

3xX

4xX

5xx

6XX-

McKenzi e

These replies are purely informati ve and constitute neither a
positive nor a negative acknow edgnent.

Informative replies to status inquiries. These constitute a
positive acknow edgnent to the status comand.

Posi ti ve acknow edgnent of previous command or other success-
ful action.

Inconpl ete information. Activity cannot proceed wi thout
further specification and input.

Unsuccessful reply. The request is correctly specified but
the server is unsuccessful in correctly fulfilling it.

Incorrect or illegal comand. The conmand or its paraneters
were invalid or inconplete froma syntactic viewpoint, or the
command is inconsistent with a previous comand. The conmand
i n question has been conpletely ignored.

9xx Reserved for future expansion
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b) The second digit specifies the general category to which the

response refers:

x00-x29 Ceneral purpose replies, not assignable to other
cat egori es.

x30 Primary access. Informative replies to the "log-on" attenpt.

x40 Secondary access. The primary server is comenting on its
ability to access a secondary service.

x5x FTP results
x6x RJE results.

X7x-x9x Reserved for future expansion

c) The final digit specifies a particular nessage type. Since the

code is designed for an automati on process to interpret, it is
not necessary for every variation of a reply to have a uni que
nunber. Only the basic nmeaning of replies need have uni que

nunbers. The text of a reply can explain the specific reason for
that reply to a human user

Each TELNET line delinmted by a nuneric code and CRLF (or group
of text lines bounded by coded lines) that is sent by the server
is intended to be a conplete reply nmessage. It should be noted
that the text of replies is intended for a human user. Only the
reply codes and in sonme instances the first line of text are
i ntended for prograns.

The assigned reply codes relating to FTP are:

000 General information nmessage (site, tinme of day, etc.).
010 Message from system operat or

030 Server availability information

050 FTP commentary or user information.

100 System status reply.

110 System busy doi ng. .

150 File status reply

151 Directory listing reply.

200 Last command received correctly.

201 An ABORT has terninated activity, as requested.

202 Abort request ignored, no activity in progress.

230 User is "logged in". May proceed.

231 User is "logged out". Service term nated.

232 Logout command noted, will conpl ete when transfer done
233 User is "logged out". Paraneters reinitialized.
McKenzi e
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250 FTP file transfer started correctly.
251 FTP Restart-marker reply.

Text is : MARK yyyy = nmmm

where yyyy is user’s data stream marker (yours)
and nmmmis server’s equival ent marker (mne)
(Note the spaces between the nmarkers and '=")

252 FTP transfer conpl eted correctly.
253 Renane conpl et ed

254 Del ete conpl et ed

255 FTP server data socket reply

Text is: SOCK nnnn
where nnnn is a decinal integer representing
the server socket for data connection

256 Mail conpl et ed.

300 Connection greeting nessage, awaiting input.

301 Current conmand inconpleted (no CRLF for long tine).

330 Enter password

331 Enter account (if account required as part of login
sequence).

350 Enter nmail, terminate by a line with only a

400 This service not inplenmented.

401 This service not accepting user now, goodbye.

430 Log-on tinme or tries exceeded, goodbye.

431 Log-on unsuccessful. Usre and/or password invalid.

432 User not valid for this service.

July 1972

433 Cannot transfer files without valid account. Enter account.

434 Log-out forced by operator action. Phone site.

435 Log-out forced by system problem

436 Service shutting down, goodbye

450 FTP: File not found.

451 FTP: File access denied to you

452 FTP: File transfer inconplete, data connection closed.

453 FTP: File transfer inconplete, insufficient storage space.

454 FTP: Cannot connect to your data socket.

455 FTP: File systemerror not covered by other reply codes.
456 FTP: Nane duplication renane failed

457 FTP: Transfer paraneters in error

500 Last command |ine conpl etely unrecogni zed.

501 Syntax of last comand is incorrect.

502 Last comand i nconpl ete, paraneters m ssing.

123456789012345678901234567890123456789012345678901234567890123456789012

503 Last command invalid (ignored), illegal paraneter conbination
504 Last command invalid, action not possible at this tine.

505 Last comand conflicts illegally with previous command(s).
McKenzi e
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506 Requested action not inplenented by the server
507 Catchall error reply.
550 Bad pat hnane specification (e.g., syntax error).

V. DECLARATI VE SPECI FI CATI ONS

In order to make FTP workabl e without needl ess error nessages, the
followi ng mininmminplenmentation is required for servers:

TYPE -- ASCII (with 8-bit bytes)
MODE -- Stream
STRUCTURE -- File
Record (with ASCI| type and CRLF for EOR)

FORM -- Unformatted
COWMMANDS - - USER, BYE, SOCK

TYPE, BYTE, MODE, STRU, FORM

for the default val ues
RETR, STOR
NOOP

The initial default values for transfer paraneters are:

TYPE -- ASCI
BYTE -- 8
MODE -- Stream
STRU -- File

FORM -- Unfornatted

V. A Connecti ons

The server-FTP process at the server site shall "listen" on Socket 3,
via its server-TELNET. The user or user-FTP process at the user site
shall initiate the full-dupl ex TELNET connections via its user-TELNET
perform ng the ARPANET standard initial connection protocol (ICP) to
server socket 3. Servers nmamy specify that interaction over the TEL-
NET connections be line-at-a-time with | ocal echo. The server is not
obliged to provide renote echo and may ignore TELNET control charac-
ters; he should not, however, return error response to the latter.

Al'l editing of command lines simlarly nmust be local. The TELNET
connections shall be closed by the user site upon conpletion of use
and receipt of the |last server reply.

The user site nust "listen" on the specified data socket or sockets
(a send and/or a receive socket). The server site shall initiate the
data connection using the specified data socket and byte size. The
direction of data connection and the data socket used shall be
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determ ned by the FTP service command. The server shall send a reply
to the user indicating the server data socket so that the user may
ensue the security of data transfer. This can be done at any tine

prior to the first transfer of data over a data connection. It
shoul d be enphasi zed that the user-FTP should not wait for a 255
(server data socket) reply before doing the "listen", since there is

no guarantee that the reply will arrive before the user site receives
the initiating RFC. The security check can be done when the reply
arrives and the data connection closed if it was nade to a socket

ot her than the one specified.

The data connection shall be closed by the server site under the con-
ditions described in Section IIl.A If the server wi shes to close
the connection in nodes where that is not required, it is recomended
that the close be sent inrediately after the file transfer is com
pleted rather than after a new transfer command is received, because
the user or server may have to test the state of the socket before
doing a "listen" or "init". The server should in general send a
reply before closing the data connection to avoid problens at the
user end, though, for reasons stated above, the user-FTP should not
wait for the reply before doing his close.

V. B Conmmands

The conmands are ASCI| character strings transmtted over the TELNET
connections as described in section IV.A  The conmmand functi ons and
semantics are described in sections IV.A'1, IV.A 2, IV.A 3, and
IV.A. 4. The command syntax is specified here.

The conmands begin with a command code foll owed by an argunent field.
The conmand codes are four or |ess ASCI| al phabetic characters.

Upper and | ower case al phabetic characters are to be treated identi -
cally. Thus any of the follow ng nmay represent the retrieve comand:

RETR Retr retr ReTr r ETr

This also applies to any synbols representing paraneters val ues, such
as Aor a for ASCII TYPE. The comuand codes and the argument fields
are separated by one or nore spaces.

The argunent field consists of a variable length ASCII character
string ending with the character sequence CRLF (Carriage Return

i mediately followed by Line Feed). 1In the followi ng section on syn-
tax it should be stressed that all characters in the argunent field
are ASClI| characters. Thus a decinal integer shall nmean an ASCI
represented deci mal integer.
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The following are all the currently defined FTP conmands:

USER <user nane> CRLF

PASS <password> CRLF

ACCT <acctno> CRLF

REI' N

CRLF

BYE CRLF

BYTE

SOCK

LSTN

TYPE

FORM

STRU

RETR

STOR

APPE

ALLO

REST

RNFR

RNTO

ABCR

DELE

LI ST

NLST

McKenzi e

<byte size> CRLF

<HGOST- socket > CRLF

<direction> CRLF

<type code> CRLF

<form code> CRLF

<structure

code> CRLF

<node code> CRLF

<pat hname>
<pat hname>

<pat hname>

CRLF

CRLF

CRLF

<deci mal integer> CRLF

<mar ker > CRLF

<pat hname>
<pat hname>
CRLF

<pat hname>
<pat hname>

<pat hname>

CRLF

CRLF

CRLF

CRLF

CRLF

July 1972
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STAT <pat hnane> CRLF
HELP <string> CRLF
M.FL <users> CRLF
MAI L <users> CRLF

NOOP CRLF

QUOT CRLF
NQUO CRLF

The syntax of the above argument fields (using BNF notation where
applicable) is:

<usernane> ::= <string>

<password> ::= <string>

<acctno> ::= <string>

<string> ::= <enpty>/<char >/ <char><string>

<char> ::= any of the 128 ASCI| characters except CR and LF.
<mar ker> ::= <pr string>

<pr string> ::= <enpty>/<pr char>/<pr char> <pr string>

<pr char> ::= any ASCI| code 33 through 126

<byte size> ::= any decimal integer 1 through 255.

<HOST- socket > :: = <socket >/ HOST nunber >, <socket >

<HOST nunber> ::= a deci mal integer specifying an ARPANET HOST
<socket> ::= decinmal integer between 0 and (2**32)-1
<direction> ::= S/R

<formcode> ::= UP

<type code> ::= AJE/I/L

<structure code> ::= F/R
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<node code> ::= S/B/T/H

<pat hnanme> ::= <string>

<deci mal integer> ::= <digit>/<digit><decinmal integer>
<digit> ::=0]1]|2|3]|4|5]|6|7]89

<enmpty> ::=the null string (specifies use the default).
<users> ::= <user>| <user, <user s>

<user> ::= <enpty>| <NI C i dent >| <sys i dent>

<NIC ident> ::= <string>

<sys ident> ::= <string>

V. C Sequencing of Comands and Replies

The contuni cati on between the user and server is intended to be an
alternating dialogue. As such, the user issues an FTP comand and
the server responds with a pronpt primary reply. The user should
wait for this initial primary success or failure response before
sendi ng further commands.

A second type of reply is sent asynchronously with respect to user
commands. These replies may, for exanple, report on the progress or
conpletion of file transfer and as such are secondary replies to file
transfer commands.

The third class of replies are informational and spontaneous replies

which may arrive at any tine. These replies are |listed bel ow as
spont aneous.
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COMVAND- REPLY CORRESPONDENCE TABLE

COVWAND SUCCESS FAI L

USER 230, 330 430- 432, 500- 505, 507

PASS 230, 331 430- 432, 500- 507

ACCT 230 430- 432, 500- 507

REI N 232,233 401, 436, 500- 507
Secondary Reply 300

BYE 231, 232 430- 432, 500- 505, 507

BYTE 200, 331 500- 507

SOCK 200, 331 500- 505, 507

LSTN 255, 331 500- 507

TYPE 200, 331 500- 507

FORM 200, 331 500- 507

STRU 200, 331 500- 507

MODE 200, 331 500- 507

RETR 250, 331 433, 450, 451, 454, 455, 500- 505, 507, 550
Secondary Reply 252 452

STOR 250, 331 433, 451, 454, 455, 457, 500- 505, 507, 550
Secondary Reply 252 452, 453

APPE 250, 331 433, 451, 454, 455, 457, 500- 507, 550
Secondary Reply 252 452, 453

ALLO 200, 331 500- 507

REST 200, 331 500- 507

RNFR 200, 331 433, 450, 451, 455, 500- 507, 550

RNTO 253, 331 433, 450, 451, 455, 456, 500- 505, 507, 550

ABOR 201, 202,331  500- 507

DELE 254, 331 433, 450, 451, 455, 500- 507, 550

LI ST 250, 331 433, 450, 451, 454, 455, 457, 500- 507, 550
Secondary Reply 252 452

NLST 250, 331 433, 450, 451, 454, 455, 457, 500- 507
Secondary Reply 252 452

STAT 100, 110, 150, 450, 451, 454, 455, 500- 507, 550

151, 331
HELP 000, 030, 050, 500-507
331

ML_FL 250, 331 433, 450, 451, 454, 455, 457, 500- 507
Secondary Reply 252 452, 453

MAI L 331, 350 433, 450, 451, 455, 500- 507
Secondary Reply 256

NOOP 200 500- 505, 507

QuoT 200, 331 500- 507

NQUO 200 500- 505, 507

Spont aneous Oxx, 300, 301 400, 401, 434- 436

Replies 251, 255
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V.D Typical FTP Scenarios
1. TIP User wanting to transfer file fromHOST X to local printer:
a) TIP user opens TELNET connections by ICP to HOST X, socket 3.

b) The followi ng cormands and replies are exchanged:

TIP HOST X
USER usernane CRLF ---------- >

S 330 Enter Password CRLF
PASS password CRLF ---------- >

S 230 User |ogged in CRLF
SOCK 65538 CRLF - --------- >

S 200 Command recei ved OK CRLF
RETR this.file CRLF ---------- >

S 255 SOCK 5533 CRLF

(HOST X initiates data connection to
TI P socket 65538, i.e., PORT 1 receive)

Cemmmmma oo 250 File transfer started
BYE CRLF  ----------oimm oo - >
Commmm oo 252 File transfer conpl eted

c) HOST X closes the TELNET and data connecti ons.
Note: The TIP user should be in |Iine node.

2. User at HOST U wanting to transfer files to/from HOST S:
In general the user would communicate to the server via a nediat-
i ng user-FTP process. The followi ng may be a typical scenario.
The user-FTP pronpts are shown in parentheses, '---->" represents

commands from HOST Uto HOST S, and '<----’' represents replies
from HOST S to HOST U
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Local Conmands by User Action |nvol ved
ftp (host) nultics CR ICP to HOST S, socket 3,
est abl i shing TELNET connecti ons.
user nane Doe CR USER Doe CRLF ---->
<---- 330 password CRLF
password munbl e CR PASS nmunmbl e CRLF ---->
<---- 230 Doe |logged in. CRLF
retrieve (local type) ASCII CR
(l ocal pathnanme) test 1 CR User - FTP opens local file in ASCII.
(for.pathnane) test.pll CR RETR test.pll CRLF
<---- 255 SOCK 1233 CRLF
Server nakes data connection to (U+4).
<---- 250 File transfer starts CRLF
<---- 252 File transfer conplete CRLF
type | mageCR TYPE | CRLF ---->
<---- 200 Command OK CRLF
byte 36CR BYTE 36 CRLF ---->
<---- 200 Command OK CRLF
store (local type) inmage CR
(local pathnane) file dunmp CR User - FTP opens local file in I mage.
(for.pathnanme) >udd>cn>fd CR STOR >udd>cn>fd CRLF ---->
<---- 451 Access deni ed CRLF
term nate <---- 231 Doe | ogged out CRLF

Server closes all connecti ons.

[ This RFC was put into machine readable formfor entry ]
[ into the online RFC archives by Via Genie 03/00 ]

McKenzi e [ Page 35]



