Net wor k Wor ki ng Group S. Maes

Request for Comments: 4550 Oracle
Cat egory: Standards Track A. Mel ni kov
| sode Ltd.
June 2006

Internet Email to Support Diverse Service Environments
(Lermonade) Profile

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).
Abstr act

Thi s docunent describes a profile (a set of required extensions,
restrictions, and usage nodes) of the | MAP and mail subm ssion
protocols. This profile allows clients (especially those that are
constrained in nmenory, bandwi dth, processing power, or other areas)
to efficiently use | MAP and Submi ssion to access and subnmit mail.
This includes the ability to forward received mail w thout needing to

downl oad and upload the mail, to optinize submission, and to
efficiently resynchronize in case of |loss of connectivity with the
server.

The Internet Email to Support Diverse Service Environnents (Lenponade)
profile relies upon extensions to | MAP and Mail Submi ssion protocols;
specifically, the URLAUTH and CATENATE | MAP protocol (RFC 3501)

ext ensi ons and the BURL extension to the SUBMT protocol (RFC 4409).
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1. Introduction

Lenmonade provi des enhancenents to Internet email to support diverse
service environnents.

Thi s docunent describes the Lenonade profile, which includes:

- "forward without downl oad", which describes exchanges between
Lemonade clients and servers to allow new enail nessages to be
submitted incorporating content that resides on |ocations
external to the client.

- Quick mailbox resynchronization using [ CONDSTORE] .

- Several | MAP and SMIP extensions that save bandw dth and/or
nunber of round-trips required to send/receive data.

The organi zation of this docunent is as follows. Section 2 describes
"forward wi thout downl oad". Section 3 describes additional SMIP

ext ensi ons that nmust be supported by all Lenpbnade Subni ssion servers.
Section 4 describes | MAP qui ck resynchronization

1.1. Conventions Used in This Docunent

In examples, "M", "I:", and "S:" indicate lines sent by the client
messagi ng user agent, |MAP e-nmmil server, and SMIP subnmit server
respectively.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Al exanples in this docunent are optinized for Lenpbnade use and

m ght not represent exanples of proper protocol usage for a genera
use Subm t/IMAP client. In particular, exanples assune that Lenonade
Submit and | MAP servers support all Lenbnade extensions described in
this docunent, so they don’t show how to deal with absence of an

ext ensi on.

2. Forward wi t hout Downl oad
2.1. Mdtivations
The advent of client/server enmail using the [ RFC3501], [RFC2821], and

[ SUBM T] protocols has changed what fornmerly were |ocal disk
operations into repetitive network data transm ssions.
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2.

2.

2.

3.

Lenonade "forward wi t hout downl oad" nakes use of the [BURL] SUBM T
extension to enable access to external sources during the subm ssion
of a message. In conbination with the | MAP [ URLAUTH] extension

i nclusion of nmessage parts or even entire nmessages fromthe | MAP nai
store is possible with a minimal trust relationship between the | MAP
and SMIP SUBM T servers.

Lemonade "forward w t hout downl oad" has the advantage of maintaining
one subni ssion protocol, and thus avoids the risk of having nmultiple
paral |l el and possibly divergent nmechani snms for submi ssion. The
client can use Submt/SMIP [ SUBM T] extensions w thout these being
added to I MAP. Furthernore, by keeping the details of nessage
submission in the SMIP SUBM T server, Lenonade "forward w thout

downl oad" can work with other nessage retrieval protocols such as
Post O fice Protocol (POP), Network News Transfer Protocol (NNTP), or
what ever el se may be designed in the future

Message Sendi ng Overvi ew

The act of sending an email message can be thought of as involving
mul tiple steps: initiation of a new draft, draft editing, nessage
assenbly, and nessage subni ssion

Initiation of a new draft and draft editing takes place in the Mail
User Agent (MJA). Frequently, users choose to save nore conpl ex
nmessages on an [ RFC3501] server (via the APPEND conmand with the
\Draft flag) for later recall by the MJA and resunption of the

edi ting process.

Message assenbly is the process of producing a conplete nessage from
the final revision of the draft and external sources. At assenbly
time, external data is retrieved and inserted in the nessage.

Message submission is the process of inserting the assenbl ed nmessage
into the [RFC2821] infrastructure, typically using the [ SUBM T]
pr ot ocol

Tradi tional Strategy

Traditionally, nmessages are initiated, edited, and assenbled entirely
within an MJA, although drafts may be saved to an [ RFC3501] server
and later retrieved fromthe server. The conpleted text is then
transmitted to a Message Subni ssion Agent (MSA) for delivery.
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There is often no clear boundary between the editing and assenbly
process. |If a nessage is forwarded, its content is often retrieved
i medi ately and inserted into the message text. Similarly, when
external content is inserted or attached, the content is usually
retrieved i medi ately and nmade part of the draft.

As a consequence, each save of a draft and subsequent retrieve of the
draft transmits that entire (possibly large) content, as does nessage
submi ssi on.

In the past, this was not nuch of a problem because drafts, external
data, and the nessage subnission nechanismwere typically |ocated on
the sane systemas the MJA. The nost conmon probl em was runni ng out
of di sk quot a.

2.4. Step-by-Step Description
The nodel distinguishes anong a Mail User Agent (MJA), an | MAP4Revl

Server ([RFC3501]), and a SMIP subnit server ([SUBMT]), as
illustrated in Figure 1.

o m e e e e e oo + S +
| | < | |
| MJA (M | | 1 MAPv4Rev1 |
| | | Server |
| | === > | (Server 1) |
Fmm e e e + o e e +
A | A |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | v
| | [ +
| I > | SMIP |
| | Submi t |
[-- - mm - | Server |
| (Server S) |
S +

Figure 1: Lenobnade "forward w t hout downl oad"

Lenonade "forward wi t hout downl oad" allows a Messaging User Agent to
conmpose and forward an e-nmail conbining fragments that are located in
an | MAP server, without having to downl oad these fragnents to the
client.

Maes & Mel ni kov St andards Track [ Page 5]



RFC 4550 Lenonade Profile June 2006

There are two ways to perform"forward wi thout downl oad", based on
where t he nessage assenbly takes place. The first uses an extended
APPEND conmmand [ CATENATE] to edit a draft nessage in the nessage
store and cause the nessage assenbly on the | MAP server. The second
uses a succession of BURL and BDAT commands to submit and assenble
(through concatenation) nessage data fromthe client and external
data fetched fromthe provided URL. The two subsequent sections
provi de step-by-step instructions on how "forward w t hout downl oad"

i s achi eved.

2.4.1. Message Assenbly Using | MAP CATENATE Extension

In the [ BURL]/[ CATENATE] variant of the Lenpbnade "forward w t hout
downl oad" strategy, nessages are initially conposed and edited within
an MUA. The [ CATENATE] extension to [RFC3501] is then used to create
the nmessages on the | MAP server by transmitting new text and
assenbling them The [U DPLUS] | MAP extension is used by the client
in order to learn the Unique ldentifier (UD) of the created
messages. Finally, a [URLAUTH format URL is given to a [ SUBM T]
server for subm ssion using the [BURL] extension.

The flow involved to support such a use case consists of:

M {to |l -- Optional} The client connects to the | MAP server,
optionally starts TLS (if data confidentiality is required),

aut henti cates, opens a mail box ("I NBOX" in the exanple below) and
fetches body structures (See [ RFC3501]).

Exanpl e:

M A0051 U D FETCH 25627 (U D BODYSTRUCTURE)

I: * 161 FETCH (U D 25627 BODYSTRUCTURE ( (" TEXT" "PLAI N'
("CHARSET" "US-ASCII") NIL NIL "7BIT" 1152 23)(
"TEXT" "PLAIN' ("CHARSET" "US-ASCII" "NAME"
"trip.txt")

"<960723163407. 20117h@vashi ngt on. exanpl e. con®"
"Your trip details" "BASE64" 4554 73) "M XED'))
I: A0051 OK conpl et ed

M {to I} The client invokes CATENATE (See [ CATENATE] for details
of the semantics and steps) -- this allows the MJA to create
messages on the | MAP server using new data conbined with one or
nore nessage parts already present on the | MAP server.

Note that the exanple for this step doesn’t use the LI TERAL+

[ LI TERAL+] extension. Wthout LITERAL+, the new nessage is
constructed using 3 round-trips. |If LITERAL+ is used, the new
message can be constructed using one round-trip.
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<

A0052 APPEND Sent FLAGS (\ Seen $NMDNSent)

CATENATE ( TEXT {475}

+ Ready for literal data

Message- |1 D: <419399E1. 6000505@aer nar f on. exanpl e. or g>

Date: Thu, 12 Nov 2004 16:57:05 +0000

From Bob Ar <bar @xanpl e. or g>

M ME-Version: 1.0

To: foo@xanpl e. net

Subj ect: About our holiday trip

Content - Type: nul ti part/ m xed;
boundary="------------ 030308070208000400050907"

-------------- 030308070208000400050907
Cont ent - Type: text/plain; fornmat=flowed

Qur travel agent has sent the updated schedul e.

Cheers,
Bob
-------------- 030308070208000400050907
URL "/ 1 NBOX; Ul DVALI DI TY=385759045/ ;
Ul D=25627/; Secti on=2. M ME" URL "/ NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Secti on=2" TEXT {44}
+ Ready for literal data

T[T

z—

M - - 030308070208000400050907- -
M)
| : A0052 OK [ APPENDUI D 387899045 45] CATENATE Conpl eted

M {to I} The client uses GENURLAUTH command to request a URLAUTH
URL (see [URLAUTH]).

I: {to M The I MAP server returns a URLAUTH URL suitable for later
retrieval with URLFETCH (see [URLAUTH] for details of the
semanti cs and steps).

M A0054 GENURLAUTH "i map: // bob. ar @xanpl e. or g/ Sent ;
Ul DVALI DI TY=387899045/ ; ui d=45; expi r e=2005- 10-
28T23: 59: 59Z; ur| aut h=submi t +bob. ar" | NTERNAL

I: * GENURLAUTH "i map://bob. ar @xanpl e. or g/ Sent ;

Ul DVALI DI TY=387899045/ ; ui d=45; expi re=

2005- 10- 28T23: 59: 59Z; ur | aut h=submi t +bob. ar:

i nternal : 91354a473744909de610943775f 92038"
I : A0054 OK CGENURLAUTH conpl et ed

M {to S} The client connects to the mail subnission server and

starts a new nmail transaction. It uses BURL to let the SMIP
submit server fetch the content of the nessage fromthe | MAP
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server. (See [BURL] for details of the semantics and steps.)

This allows the MJA to authorize the SMIP subnit server to access
the message conposed as a result of the CATENATE step. Note that
the second EHLO command is required after a successful STARTTLS
command. Al so note that there mght be a third required EHLO
command i f the second EHLO response doesn’'t |ist any BURL options.
Section 2.4.2 denonstrates this.

220 ow ry. exanpl e. org ESMIP

EHLO potter. exanple.org

250- ow ry. exanpl e. com

250- 8BI TM ME

250- Bl NARYM ME

250- PI PELI NI NG

250- BURL i map

250- CHUNKI NG

250- AUTH PLAI N

250- DSN

250- Sl ZE 10240000

250- STARTTLS

250 ENHANCEDSTATUSCODES

STARTTLS

220 Ready to start TLS

. TLS negoti ati on, subsequent data is encrypted..
EHLO potter.exanple.org
250-ow ry. exanpl e. com

250- 8BI TM ME

250- Bl NARYM ME

250- Pl PELI NI NG

250- BURL i map

250- CHUNKI NG

250- AUTH PLAI N

250- DSN

250- SI ZE 10240000

250 ENHANCEDSTATUSCODES

AUTH PLAI N aGFycnkAaGFycnk AYWN) aWB=
235 2.7.0 PLAIN authentication successful
MAI L FROM <bob. ar @xanpl e. or g>

250 2.5.0 Address .

RCPT TO <f oo@xanpl e. net >

250 2.1.5 foo@xanpl e. net K

BURL i map:// bob. ar @xanpl e. or g/ Sent ; Ul DVALI DI TY=387899045/ ;
ui d=45/; ur | aut h=submi t +bar : i nt er nal
91354a473744909de610943775f 92038 LAST

SNSRI NNRNRRRRONZ WZIVVVLRVVLLNRIW
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S: {to I} The mail subm ssion server uses URLFETCH to fetch the
message to be sent. (See [URLAUTH] for details of the semantics
and steps. The so-called "pawn-ticket" authorization nechani sm
uses a URI that contains its own authorization credentials.)

I: {to S} Provides the nessage conposed as a result of the
CATENATE st ep.

Mai | subni ssion server opens | MAP connection to the | MAP server:

I: * OK [ CAPABI LI TY | MAPAREV1 STARTTLS NAMESPACE LI TERAL+
CATENATE URLAUTH Ul DPLUS CONDSTORE | DLE] i map. exanpl e. com
| MAP server ready

S: a000 STARTTLS

I: a000 Start TLS negotiation now

... TLS negotiation, if successful - subsequent data
is encrypted..

S: a001 LOA N submitserver secret

|: a001 OK subnitserver logged in

S: a002 URLFETCH "i map:// bob. ar @xanpl e. or g/ Sent ;

Ul DVALI DI TY=387899045/ ; ui d=45/; ur| aut h=subni t +bob. ar
i nternal : 91354a473744909de610943775f 92038"

I: * URLFETCH "i map://bob. ar @xanpl e. or g/ Sent ;

Ul DVALI DI TY=387899045/ ; ui d=45/ ; ur| aut h=subni t +bob. ar
i nternal : 91354a473744909de610943775f 92038" {15065}

... message body follows. ..

S: a002 OK URLFETCH conpl et ed

I: a003 LOGOUT

S: * BYE See you | ater

S: a003 K Logout successf ul

Note that if the | MAP server doesn’'t send CAPABILITY response code
in the greeting, the mail submi ssion server nust issue the
CAPABI LI TY command to | earn about supported | MAP extensions as
described in RFC 3501.

Also, if data confidentiality is not required, the mail subm ssion
server may onmit the STARTTLS conmand before issuing the LOG@ N
conmand.

S: {to M Subm ssion server assenbles the conplete nessage, and if
the assenbly succeeds, it returns OK to the MJA

S: 250 2.5.0 Ck.

M {to I} The client marks the nessage containing the forwarded
attachnent on the | MAP server
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2.

4.

M A0053 U D STORE 25627 +FLAGS. SI LENT ( $For war ded)
|: * 215 FETCH (U D 25627 MODSEQ (12121231000))
I: A0053 OK STORE conpl et ed

Note: the U D STORE command shown above will only work if the

mar ked nessage is in the currently selected nail box; otherw se, it
requires a SELECT. This command can be onmtted. The untagged
FETCH response is due to [ CONDSTORE]. The $Forwarded | MAP keyword
is described in Section 2.8.

2. Message Assenbly Using SMIP CHUNKI NG and BURL Extensions

In the [BURL] /[ CHUNKI NG variant of the Lenpbnade "forward w t hout
downl oad" strategy, nessages are initially conposed and edited within
an MUA. During subnmission [SUBM T], BURL [BURL] and BDAT [ CHUNKI NG
commands are used to create the messages fromnultiple parts. New
body parts are supplied using BDAT commands, while existing body
parts are referenced using [URLAUTH format URLs in BURL conmands.

The flow involved to support such a use case consists of:

M {tol -- Optional} The client connects to the | MAP server,
optionally starts TLS (if data confidentiality is required),

aut henti cates, opens a nmail box ("I NBOX" in the exanple below, and
fetches body structures (see [ RFC3501]).

Exanpl e:

M A0051 U D FETCH 25627 (U D BODYSTRUCTURE)

I: * 161 FETCH (U D 25627 BODYSTRUCTURE (("TEXT" "PLAI N'
("CHARSET" "US-ASCI1") NIL NIL "7BI'T" 1152 23)(
"TEXT" "PLAIN' ("CHARSET" "US-ASCII" "NAME"
"trip.txt")

"<960723163407. 20117h@vashi ngt on. exanpl e. con®"
"Your trip details" "BASE64" 4554 73) "M XED"))
I: A0051 OK conpl eted

M {to |} The client uses GENURLAUTH command to request URLAUTH
URLs (see [URLAUTH]) referencing pieces of the nmessage to be
assenbl ed.

I: {to M The I MAP server returns URLAUTH URLs suitable for l|ater
retrieval with URLFETCH (see [URLAUTH] for details of the
senmantics and steps).

M A0054 GENURLAUTH "i map://bob. ar @xanpl e. or g/ | NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Secti on=2. M NE;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar"
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| NTERNAL "i map:// bob. ar @xanpl e. or g/ | NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar" | NTERNAL
I * GENURLAUTH "i map://bob. ar @xanpl e. or g/ | NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2. M ME;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:
i nternal : AODEAD473744909de610943775f 9BEEF"
"i map:// bob. ar @xanpl e. or g/ | NBOX;
Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:
i nt er nal : BEEFAODEAD473744909de610943775f 9"
|: A0054 OK GENURLAUTH conpl et ed

M {to S} The client connects to the nail subnission server and
starts a new mail transaction. It uses BURL to instruct the SMIP
submit server to fetch fromthe | MAP server pieces of the nmessage
to be sent (see [BURL] for details of the semantics and steps).
Note that the second EHLO comuand is required after a successful
STARTTLS comand. The third EHLO command is required if and only
if the second EHLO response doesn’t |ist any BURL options. See
Section 2.4.1 for an exanple of submi ssion where the third EHLO
command/ response i s not present.

220 ow ry. exanpl e. org ESMIP
EHLO potter.exanple.org
250- owl ry. exanpl e. com
250- 8Bl TM ME
250- Bl NARYM ME
250- Pl PELI NI NG
250- BURL
250- CHUNKI NG
250- AUTH DI GEST- MD5
250- DSN
250- SI ZE 10240000
250- STARTTLS
250 ENHANCEDSTATUSCODES
STARTTLS
220 Ready to start TLS
. TLS negoti ati on, subsequent data is encrypted...
EHLO potter.exanple.org
250- ow ry. exanpl e. com
250- 8BI TM ME
250- Bl NARYM ME
250- PI PELI NI NG
250- BURL
250- CHUNKI NG
250- AUTH DI GEST- MD5 CRAM MD5 PLAI N EXTERNAL
250- DSN
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250- SI ZE 10240000

250 ENHANCEDSTATUSCODES

AUTH PLAI N aGFycnkAaGFycnkAYWN aVs=

235 2.7.0 PLAIN authentication successful

EHLO potter.exanple.org

250- ow ry. exanpl e. com

250- 8BI TM ME

250- Bl NARYM ME

250- PI PELI NI NG

250-BURL i map i map://imap. exanpl e.org

250- CHUNKI NG

250- AUTH DI GEST- MD5 CRAM MD5 PLAI N EXTERNAL

250- DSN

250- SI ZE 10240000

250 ENHANCEDSTATUSCODES

MAI L FROM <bob. ar @xanpl e. or g> BODY=BI NARY

250 2.5.0 Address k.

RCPT TQO <f oo@xanpl e. net >

250 2.1.5 foo@xanpl e. net K

BDAT 475

Message- | D. <419399E1. 6000505@aer nar f on. exanpl e. or g>

Date: Thu, 12 Nov 2004 16:57:05 +0000

From Bob Ar <bar @xanpl e. org>

M ME-Version: 1.0

To: foo@xanpl e. net

Subj ect: About our holiday trip

Cont ent - Type: nul ti part/ m xed;
boundary="------------ 030308070208000400050907"

-------------- 030308070208000400050907
Cont ent - Type: text/plain; fornat=flowed

Qur travel agent has sent the updated schedul e.

Cheers,

Bob

-------------- 030308070208000400050907

250 2.5.0 XK

BURL i map:// bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Secti on=2. M ME

expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=submi t +bob. ar
i nternal : AODEAD473744909de610943775f 9BEEF

250 2.5.0 XK

BURL i map:// bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;

expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:
i nt er nal : BEEFAODEAD473744909de610943775f 9

S: 250 2.5.0 K

SNZIZZIZIZIZIZIZIZIZZIZIZTIZIZIZIZIZINENESN0000000nnsnsng

EQ
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M BDAT 44 LAST
M - 030308070208000400050907- -

S: {to I} The mail subm ssion server uses URLFETCH to fetch the

pi eces of the nessage to be sent (see [URLAUTH] for details of the
semantics and steps). The so-called "pawn-ticket" authorization
mechani smuses a URI that contains its own authorization

credenti al s.

I: {to S} Returns the requested body parts.
Mai | subnission server opens | MAP connection to the | MAP server:

I: * OK [CAPABI LITY | MAPAREV1 STARTTLS NAMESPACE LI TERAL+
CATENATE URLAUTH Ul DPLUS CONDSTORE | DLE] i map. exanpl e. com
| MAP server ready

S: a001 LOA N submitserver secret

a001 K submitserver |ogged in

S: a002 URLFETCH "i map://bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Secti on=2. M NE;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:

i nt ernal : AODEAD473744909de610943775f 9BEEF" "i map://
bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;

expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:

i nt er nal : BEEFAODEAD473744909de610943775f 9"

I: * URLFETCH "i map://bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2. M ME;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=subni t +bob. ar:
i nt ernal : AODEAD473744909de610943775f 9BEEF" {84}

. message section follows...

"i map:// bob. ar @xanpl e. or g/ | NBOX;

Ul DVALI DI TY=385759045/ ; Ul D=25627/ ; Sect i on=2;
expi re=2006- 10- 28T23: 59: 59Z; ur | aut h=submi t +bob. ar:
i nt er nal : BEEFAODEAD473744909de610943775f 9" {15065}

...hessage section follows. ..

S: a002 OK URLFETCH conpl et ed

I: a003 LOGOUT

S: * BYE See you | ater

S: a003 K Logout successf ul

Note that if the | MAP server doesn’t send CAPABILITY response code
in the greeting, the mail subm ssion server nust issue the

CAPABI LI TY command to | earn about supported | MAP extensions as
described in RFC 3501.
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Also, if data confidentiality is required, the mail subm ssion
server should start TLS before issuing the LOGd N comrand.

S: {to M Subni ssion server assenbles the conpl ete nessage, and if
the assenbly succeeds, it acknow edges acceptance of the nmessage
by sending 250 response to the | ast BDAT comand:

S: 250 2.5.0 &k, nessage accepted.

M {to I} The client marks the nessage containing the forwarded
attachnent on the | MAP server.

M A0053 Ul D STORE 25627 +FLAGS. SI LENT ( $For war ded)
|: * 215 FETCH (U D 25627 MODSEQ (12121231000))
I A0053 OK STORE conpl et ed

Note: the U D STORE command shown above will only work if the

mar ked nessage is in the currently selected nail box; otherw se, it
requires a SELECT. This command can be onmitted. The untagged
FETCH response is due to [ CONDSTORE]. The $Forwarded | MAP keyword
is described in Section 2.8.

2.5. Normati ve Statenents Related to Forward wi t hout Downl oad

Lenonade-conpliant | MAP servers MJST support | MAP4Revl [ RFC3501],
CATENATE [ CATENATE], U DPLUS [U DPLUS], and URLAUTH [URLAUTH]. This
support MJST be decl ared via CAPABI LI TY [ RFC3501].

Lenmonade-conpl i ant submit servers MJST support BURL [ BURL], 8BITM ME
[8BI TM ME], BI NARYM ME [ CHUNKI NG, and CHUNKI NG [ CHUNKING . This
support MJST be declared via EHLO [ RFC2821]. BURL MJST support
URLAUTH type URLs [ URLAUTH], and thus MJST advertise the "inmap"
option followi ng the BURL EHLO keyword (see [BURL] for nore details).

Addi tional normative statenents are provided in other sections.
2.6. Security Considerations for "pawn-tickets"

The so-called "pawn-ticket" authorization nechanismuses a URI, which
contains its own authorization credentials using [URLAUTH . The
advantage of this mechanismis that the SMIP submit [SUBM T] server
cannot access any data on the [ RFC3501] server w thout a "pawn-
ticket" created by the client.

The "pawn-ticket" grants access only to the specific data that the

SMIP subnmit [SUBM T] server is authorized to access, can be revoked
by the client, and can have a tine-limted validity.
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2.

2.

7.

8.

The fcc Probl em

The "fcc problemt refers to delivering a copy of a nessage to a "file
carbon copy" recipient. By far, the nost common case of fcc is a
client leaving a copy of outgoing nmail in a "Sent Mail" or "Qutbox"
mai | box.

In the traditional strategy, the MJA duplicates the effort spent in
transmitting to the MSA by witing the nessage to the fcc destination
in a separate step. This may be a wite to a local disk file or an
APPEND to a mmil box on an | MAP server. The latter is one of the
"repetitive network data transnissions" that represents the "problent
aspect of the "fcc problent.

The [ CATENATE] extension to [ RFC3501] can be used to address the fcc
problem The final nessage is constructed in the mail box designed
for outgoing mail. Note that the [ CATENATE] extension can only
create a single nmessage and only on the server that stages the

out goi ng nessage for submission. Additional copies of the nessage
can be created on the same server using one or nore COPY conmands.

Regi stration of $Forwarded | MAP Keyword

The $Forwarded | MAP keyword is used by several |MAP clients to
specify that the nessage was resent to another enmil address,
enbedded within or attached to a new nessage. A namil client sets
this keyword when it successfully forwards the nessage to anot her
emai | address. Typical usage of this keyword is to show a different
(or additional) icon for a nessage that has been forwarded. Once
set, the flag SHOULD NOT be cl eared.

Lenonade- conpl i ant servers MJST be able to store the $Forwarded
keyword. They MJST preserve it on the COPY operation. The servers
MUST support the SEARCH KEYWORD $For war ded.

Message Subm ssion

Lenmonade-conpl i ant mail subm ssion servers are expected to inpl enment
the followi ng set of SMIP extensions to nmake nessage submi ssion
efficient.

Lenonade clients should take advantage of these features.
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3.1. Pipelining
Mobile clients regularly use networks with a relatively high I atency.
Avoi dance of round-trips within a transaction has a great advantage
for reduction in both bandwi dth and total transaction time. For this
reason, Lenonade-conpliant mail subm ssion servers MJST support the
SMIP Servi ce Extensions for Conmand Pi pelining [ RFC2920].
dients SHOULD pi pel i ne SMIP commands when possi bl e.

3.2. DSN Support

Lenonade-conpl i ant mail submni ssion servers MJST support SMIP service
extensions for delivery status notifications [ RFC3461].

3.3. Message Size Decl aration

Lenonade-conpl i ant nmail subm ssion servers MJST support the SMIP
Service Extension for Message Size Declaration [RFCL870].

Lenonade- conpl i ant mail submi ssion servers MJST "expand" all BURL
parts before enforcing a nmessage size limt.

A Lenopnade-conpliant client SHOULD use nessage size declaration. |In
particular, it MJUST NOT send a nessage to a nail subnission server
if the client knows that the nessage exceeds the naximal nessage size
adverti sed by the subni ssion server.

3.4. Enhanced Status Code Support

Lenonade-conpl i ant mail submi ssion servers MJST support SMIP Service
Ext ensi on for Returning Enhanced Error Codes [RFC2034].

3.5. TLS

Lenonade-conpliant mail submi ssion servers MJST support SMIP Service
Ext ensi on for Secure SMIP over TLS [SMIP-TLS].

4. Qui ck Resynchroni zation
Lenmonade-conpl i ant | MAP servers MJST support the CONDSTORE
[ CONDSTORE] extension. It allows a client to quickly resynchronize
any nail box by asking the server to return all flag changes that have
occurred since the [ast known nail box synchronization nark.

[ 1 MAP-DI SC] shows how to perform qui ck mail box resynchronization
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5. Additional | MAP Extensions

Lenmonade- conpl i ant | MAP servers MJST support the NAMESPACE
[ NAMESPACE] extension. The extension allows clients to discover
shared mail boxes and nai | boxes bel onging to ot her users.

Lenonade-conpliant | MAP servers MJST support the LI TERAL+ [ LI TERAL+]
extension. The extension allows clients to save a round-trip each
time a non-synchronizing literal is sent.

Lenonade-conpliant | MAP servers MJST support the | DLE [|DLE]
extension. The extension allows clients to receive instant
notifications about changes in the selected nail box, w thout needing
to poll for changes.

Lenmonade-conpl i ant | MAP servers MJST support | MAP over TLS [ RFC3501]
as required by RFC 3501.

6. Summary of the Required | MAP and SMIP EXxtensions

| Nane of SMIP extension | Commrent |
T e e o saions1 T |
T ey T 7 section 3.2 |
oo sz T o saimas |
| Gemostasones T soionsa T |
7 samrmis 7 seionas T |
T R T | Forvard wiinout down oad |
| | Section 2 |
A summert B | sz T |
T sowna T seion zs |
| Bl NARYM ME | Section 2.5 |
7 B TMME i red by B
| o TTTT | Feai red by Subr ssion. |

| | See [ SMIPAUTH] . |
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| Nane of | MAP extension | Comment
| or feature | |

| NAMESPACE | Section 5

7 wesror | soiiona T |
I samrmis riui red by 1M {RECIB0D) |
T T | Forvard wiinout down oad |
| CATENATE, | Section 2

| Ul DPLUS | |
T I section s 7 |
T e T o oy T |
| srorwmrded e keyword | saimzs |

7. Fut ure work

The Lenbnade Working Group is looking into additional issues related
to usage of emmil by nobile devices, possibly including:

- Media conversion (static and possibly streaned)

- Transport optimzation for |ow or costly bandw dth and | ess
reliable nobile networks (e.g., quick reconnect)

- Server to client notifications, possibly outside of the
tradi tional | MAP band

- Dealing with firewall and internediaries

- Conpression and other bandw dth optinization

- Filtering

- Oher considerations for nmobile clients

8. Security Considerations

Security considerations on Lenonade "forward wi thout downl coad" are
di scussed t hroughout Section 2. Additional security considerations
can be found in [RFC3501] and ot her docunents describing other SMIP
and | MAP ext ensi ons conprising the Lenonade profile.

Not e that the mandatory-to-inpl enent authenticati on nechanismfor

SMIP submnission is described in [SUBMT]. The mandatory-to-inplenent
aut henti cati on mechanismfor | MAP is described in [ RFC3501].
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8.1. Confidentiality Protection of Subnitted Messages

When clients submt new nessages, link protection such as TLS guards
agai nst an eavesdropper seeing the contents of the subnmitted nessage.
It’s worth noting, however, that even if TLS is not used, the
security risks are no worse if BURL is used to reference the text
than if the text is submitted directly. |If BURL is not used, an
eavesdropper gains access to the full text of the nessage. |f BURL
is used, the eavesdropper may or may not be able to gain such access,
dependi ng on the formof BURL used. For exanple, sonme forms restrict
use of the URL to an entity authorized as a subm ssion server or a
speci fic user.

8.2. TLS

When Lenonade clients use the BURL extension to mail subm ssion

whi ch requires sending a URLAUTH token to the mail subm ssion server,
such a token should be protected frominterception to avoid a replay
attack that nmay disclose the contents of the nessage to an attacker.
TLS- based encryption of the mail submission path will provide
protection against this attack.

Lenonade clients SHOULD use TLS-protected | MAP and nail submi ssion
channel s when usi ng BURL- based nessage submi ssion to protect the
URLAUTH t oken from i nterception

Lenmonade- conpl i ant mail submi ssion servers SHOULD use TLS-protected
| MAP connections when fetching nessage content using the URLAUTH
t oken provided by the Lenpnade client.

Wien a client uses SMIP STARTTLS to send a BURL command t hat
references non-public information, there is a user expectation that
the entire nessage content will be treated confidentially. To neet
this expectation, the nmessage subm ssion server should use STARTTLS
or a mechani sm provi di ng equi val ent data confidentiality when
fetching the content referenced by that URL.
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