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Abst ract
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aut henti cati on

exchange, by using asymmetric-key signature and/ or

encryption algorithns in pre-authentication data fields.
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1. Introduction

The Kerberos V5 protocol [RFC4120] involves use of a trusted third
party known as the Key Distribution Center (KDC) to negotiate shared
session keys between clients and services and provi de nutua

aut henti cati on between them

The corner-stones of Kerberos V5 are the Ticket and the

Aut henticator. A Ticket encapsulates a symetric key (the ticket
session key) in an envel ope (a public nessage) intended for a
specific service. The contents of the Ticket are encrypted with a
symretric key shared between the service principal and the issuing
KDC. The encrypted part of the Ticket contains the client principa
name, anong other items. An Authenticator is a record that can be
shown to have been recently generated using the ticket session key in
the associated Ticket. The ticket session key is known by the client
who requested the ticket. The contents of the Authenticator are
encrypted with the associated ticket session key. The encrypted part
of an Authenticator contains a timestanp and the client principa
nane, anong ot her itens.

As shown in Figure 1, below, the Kerberos V5 protocol consists of the
foll owi ng nessage exchanges between the client and the KDC, and the
client and the application service:

- The Authentication Service (AS) Exchange

The client obtains an "initial" ticket fromthe Kerberos

aut hentication server (AS), typically a Ticket Granting Ticket
(TGT). The AS-REQ nessage and the AS-REP nessage are the request
and the reply nessage, respectively, between the client and the
AS.
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- The Ticket Granting Service (TGS) Exchange

The client subsequently uses the TGI to authenticate and request a
service ticket for a particular service, fromthe Kerberos
ticket-granting server (TGS). The TGS-REQ nessage and the TGS- REP
nmessage are the request and the reply nessage respectively between
the client and the TGS

- The dient/Server Authentication Protocol (AP) Exchange

The client then nmakes a request with an AP-REQ nessage, consisting
of a service ticket and an authenticator that certifies the
client’s possession of the ticket session key. The server nay
optionally reply with an AP-REP nessage. AP exchanges typically
negoti ate session-specific symetric keys.

Usual ly, the AS and TGS are integrated in a single device also known
as the KDC.
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Figure 1: The Message Exchanges in the Kerberos V5 Protoco

In the AS exchange, the KDC reply contains the ticket session key,
anong other itens, that is encrypted using a key (the AS reply key)
shared between the client and the KDC. The AS reply key is typically
derived fromthe client’s password for human users. Therefore, for
human users, the attack resistance strength of the Kerberos protoco
is no stronger than the strength of their passwords.
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The use of asymmetric cryptography in the formof X 509 certificates
[ RFC3280] is popular for facilitating data origin authentication and
perfect secrecy. An established Public Key Infrastructure (PKI)
provi des key managenent and key distribution mechani sms that can be
used to establish authentication and secure conmuni cation. Adding
public-key cryptography to Kerberos provides a nice congruence to
public-key protocols, obviates the human users’ burden to nanage
strong passwords, and allows Kerberized applications to take

advant age of existing key services and identity managenent.

The advant age afforded by the Kerberos TGT is that the client exposes
his long-termsecrets only once. The TGI and its associ ated session
key can then be used for any subsequent service ticket requests. One
result of this is that all further authentication is independent of
the method by which the initial authentication was perforned.
Consequently, initial authentication provides a convenient place to

i ntegrate public-key cryptography into Kerberos authentication. In
addition, the use of symmetric cryptography after the initial
exchange is preferred for perfornmance

Thi s docunent describes the nmethods and data formats using which the
client and the KDC can use public and private key pairs to nmutually
aut henticate in the AS exchange and negotiate the AS reply key, known
only by the client and the KDC, to encrypt the AS-REP sent by the
KDC.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

In this protocol, both the client and the KDC have a public-private
key pair in order to prove their identities to each other over the
open network. The term"signature key" is used to refer to the
private key of the key pair being used.

The encryption key used to encrypt the enc-part field of the KDC REP
in the AS-REP [RFC4120] is referred to as the AS reply key.

An enpty sequence in an optional field can be either included or
omtted: both encodings are pernitted and consi dered equival ent.

The term "Mdul ar Exponential Diffie-Hellnman" is used to refer to the
Diffie-Hellman key exchange, as described in [RFC2631], in order to
differentiate it from other equivalent representations of the sane
key agreenent al gorithm
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3. Extensions

This section describes extensions to [ RFC4120] for supporting the use
of public-key cryptography in the initial request for a ticket.

Briefly, this docunent defines the follow ng extensions to [ RFC4120]:

1. The client indicates the use of public-key authentication by
i ncluding a special preauthenticator in the initial request. This
preaut henticator contains the client’s public-key data and a
si gnature.

2. The KDC tests the client’s request against its authentication
policy and trusted Certification Authorities (CAs).

3. If the request passes the verification tests, the KDC replies as
usual , but the reply is encrypted using either

a. a key generated through a Diffie-Hellman (DH) key exchange
[ RFC2631] [I EEE1363] with the client, signed using the KDC s
signature key; or

b. a symretric encryption key, signed using the KDC s signature
key and encrypted using the client’s public key.

Any keying material required by the client to obtain the
encryption key for decrypting the KDC reply is returned in a pre-
aut hentication field acconpanying the usual reply.

4. The client validates the KDC s signature, obtains the encryption
key, decrypts the reply, and then proceeds as usual

Section 3.1 of this docunment enunerates the required algorithms and

necessary extensi on nessage types. Section 3.2 describes the
ext ensi on nmessages in greater detail.
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3. 1.

3.1. 1.

All

In

Definitions, Requirenments, and Constants
Requi red Al gorithmns
PKINI'T i npl enentati ons MJST support the follow ng al gorithns:

AS reply key enctypes: aesl28-cts-hnmac-shal-96 and aes256-ct s-
hmac- shal- 96 [ RFC3962].

Signature al gorithm sha-1WthRSAEncryption [ RFC3370].

AS reply key delivery nethod: the Diffie-Hellmn key delivery
met hod, as described in Section 3.2.3.1.

addition, inplenentations of this specification MIST be capabl e of

processi ng the Extended Key Usage (EKU) extension and the id-pkinit-
san (as defined in Section 3.2.2) otherNane of the Subject
Al ternative Nane (SAN) extension in X 509 certificates [ RFC3280].

3.1. 2.

All

(0]

Recommended Al gorithns
PKINI'T i npl ement ati ons SHOULD support the foll owi ng al gorithm

AS reply key delivery nethod: the public key encryption key
delivery nethod, as described in Section 3.2.3.2.

For inplenmentations that support the public key encryption key
delivery nethod, the follow ng al gorithnms MJST be support ed:

a)

b)

Key transport algorithns identified in the keyEncrypti onAl gorithm
field of the type KeyTransRecipientlnfo [ RFC3852] for encrypting
the tenporary key in the encryptedKey field [ RFC3852] with a
public key, as described in Section 3.2.3.2: rsaEncryption (this

i s the RSAES- PKCS1-v1 5 encryption schene) [RFC3370] [RFC3447].

Content encryption algorithns identified in the

content EncryptionAlgorithmfield of the type EncryptedContentlnfo
[ RFC3852] for encrypting the AS reply key with the tenporary key
contained in the encryptedKey field of the type
KeyTransReci pi ent I nfo [ RFC3852], as described in Section 3.2.3.2:
des-ede3-cbc (three-key 3DES, CBC node) [RFC3370].
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3.1.3. Defined Message and Encryption Types
PKINI T makes use of the foll owi ng new pre-authentication types:

PA_PK_AS_REQ 16
PA_PK_AS_REP 17

PKINIT al so nmakes use of the foll owi ng new aut horization data type:
AD_ | NI TI AL_VERI FI ED_CAS 9

PKINI T i ntroduces the follow ng new error codes:

KDC_ERR CLI ENT_NOT_TRUSTED 62
KDC_ERR_| NVALI D_SI G 64
KDC_ERR_DH_KEY_PARAMETERS_NOT ACCEPTED 65
KDC_ERR_CANT_VERI FY_CERTI FI CATE 70
KDC_ERR_| NVALI D_CERTI FI CATE 71
KDC_ERR_REVOKED_CERTI FI CATE 72
KDC_ERR_REVOCATI ON_STATUS UNKNON 73
KDC_ERR_CLI ENT_NAME_M SMATCH 75
KDC_ERR_| NCONSI STENT_KEY_PURPOSE 77
KDC_ERR_DI GEST_| N_CERT_NOT_ACCEPTED 78
KDC_ERR_PA_CHECKSUM MUST_BE_| NCLUDED 79

KDC_ERR DI GEST_| N_SI GNED_DATA NOT_ACCEPTED 80
KDC_ERR_PUBLI C_KEY_ENCRYPTI ON_NOT_SUPPORTED 81

PKINIT uses the followi ng typed data types for errors:

TD_TRUSTED_CERTI FI ERS 104

TD_I NVAL| D_CERTI FI CATES 105

TD_DH_PARAMETERS 109
The ASN. 1 nodule for all structures defined in this docunent (plus
| MPORT statenents for all inported structures) is given in Appendi x
A

Al'l structures defined in or inported into this docunent MJST be
encoded usi ng Di stingui shed Encodi ng Rul es (DER) [ X680] [ X690]
(unl ess otherwi se noted). All data structures carried in OCTET
STRI NGs MUST be encoded according to the rules specified in the
specifications defining each data structure; a reference to the
appropriate specification is provided for each data structure.
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Interoperability note: Sone inplenentations may not be able to decode
wr apped Cryptographic Message Syntax (CMB) [ RFC3852] objects encoded

with BER, specifically, they may not be able to decode indefinite-

I ength encodings. To maxinize interoperability, inplenenters SHOULD

encode CMS objects used in PKINIT with DER

3.1.4. Kerberos Encryption Types Defined for CM5 Algorithmldentifiers

PKINIT defines the foll owi ng Kerberos encryption type nunbers

[ RFC3961], which can be used in the etype field of the AS-REQ

[ RFC4120] nessage to indicate to the KDC the client’s acceptance of
the corresponding algorithnms (including key transport al gorithns

[ RFC3370], content encryption algorithnms [ RFC3370], and signature

al gorithnms) for use with Cryptographi c Message Syntax (CVS) [ RFC3852]
[ RFC3370] .

Per [RFC4120], the encryption types in the etype field are in the
decreasing preference order of the client. Note that there is no
significance in the relative order between any two of different types
of algorithms: key transport algorithms, content encryption

al gorithms, and signature algorithns.

The presence of each of these encryption types in the etype field is
equi valent to the presence of the correspondi ng al gorithm Object
Identifier (OD) in the supportedCMsTypes field as described in
Section 3.2.1. And the preference order expressed in the

support edCMSTypes field would override the preference order listed in
the etype field.

Ker beros Encryption Type Nane Num Corresponding Al gorithm QD

i d-dsa-wi t h-shal- CrsQ D 9 id-dsa-wth-shal [ RFC3370]
nmd5W t hRSAEncr ypti on- CrsQ D 10 nmd5Wt hRSAEncrypti on [ RFC3370]
sha- 1Wt hRSAEncryption-CrsO D 11 sha-1WthRSAEncryption [ RFC3370]

rc2-cbc- EnvO D 12 rc2-chbc [ RFC3370]
rsaEncryption-EnvQ D 13 rsaEncryption [ RFC3447] [ RFC3370]
i d- RSAES- QAEP- EnvO D 14 i d- RSAES- QAEP [ RFC3447] [ RFC3560]
des- ede3-chc-EnvA D 15 des-ede3-chbc [ RFC3370]
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The above encryption type nunbers are used only to indicate support
for the use of the corresponding algorithns in PKINIT; they do not
correspond to actual Kerberos encryption types [RFC3961] and MJUST NOT
be used in the etype field of the Kerberos EncryptedData type

[ RFC4120]. The practice of assigning Kerberos encryption type
nunbers to indicate support for CM5 algorithns is considered
deprecat ed, and new nunbers should not be assigned for this purpose.

I nst ead, the supportedCMsTypes field should be used to identify the
al gorithms supported by the client and the preference order of the
client.

For maxi numinteroperability, however, PKINIT clients wishing to
indicate to the KDC the support for one or nore of the algorithns
listed above SHOULD i nclude the correspondi ng encryption type
nunber(s) in the etype field of the AS-REQ

3.2. PKINIT Pre-authentication Syntax and Use

This section defines the syntax and use of the various pre-
aut hentication fields enpl oyed by PKIN T.

3.2.1. Ceneration of dient Request

The initial authentication request (AS-REQ is sent as per [RFC4120];
in addition, a pre-authentication data el ement, whose padata-type is
PA_PK_AS_REQ and whose padat a-val ue contains the DER encodi ng of the
type PA-PK-AS-REQ is included

PA- PK- AS- REQ : : = SEQUENCE {
si gnedAut hPack [0] IMPLICIT OCTET STRI NG
-- Contains a CMs type Contentlnfo encoded
-- according to [ RFC3852].
-- The contentType field of the type Contentlnfo
-- is id-signedData (1.2.840.113549.1.7.2),
-- and the content field is a SignedDat a.
-- The eContent Type field for the type SignedData is
-- id-pkinit-authData (1.3.6.1.5.2.3.1), and the
-- eContent field contains the DER encoding of the
-- type AuthPack.
-- Aut hPack is defined bel ow
trustedCertifiers [1] SEQUENCE OF
Ext ernal Princi pal I dentifier OPTI ONAL,
-- Contains a list of CAs, trusted by the client,
-- that can be used to certify the KDC
-- Each External Principalldentifier identifies a CA
-- or a CAcertificate (thereby its public key).
-- The information contained in the
-- trustedCertifiers SHOULD be used by the KDC as
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-- hints to guide its selection of an appropriate
-- certificate chain to return to the client.
kdcPkl d [2] IMPLICIT OCTET STRI NG
OPTI ONAL,

-- Contains a CM5 type Signerldentifier encoded
-- according to [ RFC3852].
-- ldentifies, if present, a particular KDC
-- public key that the client already has.

}

DHNonce ::= OCTET STRI NG

Ext ernal Princi pal Identifier ::= SEQUENCE {

i ssuer AndSer i

subj ect Nane

[0] IMPLICIT CCTET STRI NG OPTI ONAL,
Contains a PKI X type Name encoded according to
[ RFC3280] .
Identifies the certificate subject by the
di stingui shed subject nane.
REQUI RED when there is a distinguished subject
name present in the certificate.
al Nunber [1] IMPLICI T OCTET STRI NG OPTI ONAL,
Contains a CV5 type |ssuer AndSeri al Number encoded
according to [ RFC3852].
Identifies a certificate of the subject.
REQUI RED f or TD- 1 NVALI D- CERTI FI CATES and
TD- TRUSTED- CERTI FI ERS.

subj ect Keyl denti fier [2] IMPLICIT OCTET STRI NG OPTI ONAL,

}
Aut

Zhu & Tung

Identifies the subject’s public key by a key
identifier. Wen an X. 509 certificate is
referenced, this key identifier nmatches the X 509
subj ect Keyl denti fi er extension value. Wen other
certificate formats are referenced, the docunents
that specify the certificate format and their use
with the CM5 nust include details on matching the
key identifier to the appropriate certificate
field.

RECOMVENDED f or TD- TRUSTED- CERTI FI ERS

hPack ::= SEQUENCE {
pkAut henti cat or [ 0] PKAut henti cat or
client PublicVal ue [1] Subject PublicKeyl nfo OPTI ONAL,

Type Subj ect PublicKeylnfo is defined in

[ RFC3280] .

Specifies Diffie-Hellman domai n paraneters
and the client’s public key value [| EEE1363].
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-- The DH public key value is encoded as a BIT

-- STRING according to [ RFC3279].

-- This field is present only if the client w shes
-- to use the Diffie-Hellman key agreenent nethod.

suppor t edCMSTypes [2] SEQUENCE OF Al gorithmdentifier
OPTI ONAL,
-- Type Algorithmdentifier is defined in
-- [ RFC3280].

-- List of COV5 algorithm|[RFC3370] identifiers
-- that identify key transport algorithns, or
-- content encryption algorithns, or signature
-- algorithnms supported by the client in order of
-- (decreasing) preference.

cl i ent DHNonce [ 3] DHNonce OPTI ONAL,
-- Present only if the client indicates that it
-- wishes to reuse DH keys or to allow the KDC to
-- do so (see Section 3.2.3.1).

}
PKAut henti cator ::= SEQUENCE ({
cusec [0] I NTEGER (0..999999),
ctinme [1] KerberosTi ne,
-- cusec and ctine are used as in [RFC4120], for
-- replay prevention.
nonce [2] INTEGER (0..4294967295),
-- Chosen randomy; this nonce does not need to
-- match with the nonce in the KDC REQ BODY.
paChecksum [ 3] OCTET STRI NG OPTI ONAL,
-- MJST be present.
-- Contains the SHAL checksum perfornmed over
-- KDC- REQ BODY.
}

The Contentlnfo [ RFC3852] structure contained in the signedAut hPack
field of the type PA-PK-AS-REQ i s encoded according to [ RFC3852] and
is filled out as foll ows:

1. The contentType field of the type Contentlnfo is id-signedData

(as defined in [ RFC3852]), and the content field is a SignedData
(as defined in [ RFC3852]).
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2. The eContent Type field for the type SignedData is id-pkinit-
authData: { iso(1) org(3) dod(6) internet(1l) security(5)
kerberosv5(2) pkinit(3) authData(1) }. Notes to CMS
i npl ementers: the signed attribute content-type MJST be present
in this SignedData instance, and its value is id-pkinit-authData
according to [ RFC3852].

3. The eContent field for the type SignedData contains the DER
encodi ng of the type AuthPack

4. The signerinfos field of the type SignedData contains a single
signerlnfo, which contains the signature over the type AuthPack

5.  The AuthPack structure contains a PKAuthenticator, the client
public key information, the CMS encryption types supported by the
client, and a DHNonce. The pkAuthenticator field certifies to
the KDC that the client has recent know edge of the signing key
that authenticates the client. The clientPublicValue field
specifies Diffie-Hellman donmain paraneters and the client’s
public key value. The DH public key value is encoded as a BIT
STRI NG according to [RFC3279]. The clientPublicValue field is
present only if the client wishes to use the Diffie-Hellman key
agreement met hod. The supportedCVSTypes field specifies the |ist
of CVMB algorithmidentifiers that are supported by the client in
order of (decreasing) preference, and can be used to identify a
signature algorithmor a key transport algorithm[RFC3370] in the
keyEncryptionAl gorithmfield of the type KeyTransReci pi entl nfo,
or a content encryption algorithm[RFC3370] in the
content Encrypti onAlgorithmfield of the type EncryptedContentlnfo
[ RFC3852] when encrypting the AS reply key as described in
Section 3.2.3.2. However, there is no significance in the
relative order between any two of different types of algorithmns:
key transport algorithms, content encryption algorithnms, and
signature algorithms. The clientDHNonce field is described |ater
in this section.

6. The ctinme field in the PKAut henticator structure contains the
current tine on the client’s host, and the cusec field contains
the mcrosecond part of the client’s tinestanp. The ctinme and
cusec fields are used together to specify a reasonably accurate
ti mestanp [ RFC4120]. The nonce field is chosen randomy. The
paChecksum field MJST be present and it contains a SHAL checksum
that is perforned over the KDC- REQ BODY [ RFC4120]. |In order to
ease future nmigration fromthe use of SHAl, the paChecksumfield
is made optional syntactically: when the request is extended to
negoti ate hash al gorithns, the new client wi shing not to use SHA1
will send the request in the extended nessage syntax w thout the
paChecksum field. The KDC conforming to this specification MJST
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return a KRB- ERROR [ RFC4120] nessage with the code
KDC_ERR_PA CHECKSUM MUST_BE | NCLUDED (see Section 3.2.3). That
will allowa newclient to retry with SHA1 if allowed by the

| ocal policy.

7. The certificates field of the type SignedData contains
certificates intended to facilitate certification path
construction, so that the KDC can verify the signature over the
type AuthPack. For path validation, these certificates SHOULD be
sufficient to construct at |east one certification path fromthe
client certificate to one trust anchor acceptable by the KDC
[ RFC4158]. The client MJST be capable of including such a set of
certificates if configured to do so. The certificates field MJST
NOT contain "root" CA certificates.

8. The client’s Diffie-Hellman public value (clientPublicValue) is
included if and only if the client wishes to use the Diffie-
Hel | man key agreenent nethod. The Diffie-Hellman donmain
paraneters [| EEE1363] for the client’s public key are specified
inthe algorithmfield of the type SubjectPublicKeylnfo
[ RFC3279], and the client’s Diffie-Hellman public key value is
mapped to a subjectPublicKey (a BIT STRING according to
[ RFC3279]. \When using the Diffie-Hellman key agreenent nethod,
i mpl enent ati ons MJST support Qakl ey 1024-bit Modul ar Exponentia
(MODP) wel | -known group 2 [ RFC2412] and Qakl ey 2048-bit MODP
wel | - known group 14 [ RFC3526] and SHOULD support CQakl ey 4096-bit
MODP wel | - known group 16 [ RFC3526]

The Diffie-Hellman field size should be chosen so as to provide
sufficient cryptographic security [RFC3766].

When MODP Diffie-Hellman is used, the exponents should have at
| east twice as nany bits as the symetric keys that will be
derived fromthem [ ODL99].

9. The client may wish to reuse DH keys or to allow the KDC to do so
(see Section 3.2.3.1). |If so, then the client includes the
clientDHNonce field. This nonce string MJIST be as long as the
| ongest key length of the synmetric key types that the client
supports. This nonce MJST be chosen randomy

The External Principalldentifier structure is used in this docunent to
identify the subject’s public key thereby the subject principal
This structure is filled out as foll ows:

1. The subjectNane field contains a PKIX type Nane encoded according

to [RFC3280]. This field identifies the certificate subject by
t he di stingui shed subject nane. This field is REQU RED when
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there is a distinguished subject name present in the certificate
bei ng used.

2. The issuer AndSeri al Nunber field contains a CM5 type
| ssuer AndSeri al Nunber encoded according to [RFC3852]. This field
identifies a certificate of the subject. This field is REQU RED
for TD-1 NVALI D- CERTI FI CATES and TD- TRUSTED- CERTI FI ERS (bot h
structures are defined in Section 3.2.2).

3. The subjectKeyldentifier [RFC3852] field identifies the subject’s
public key by a key identifier. Wen an X 509 certificate is
referenced, this key identifier nmatches the X 509
subj ect Keyl denti fier extension value. Wen other certificate
formats are referenced, the docunents that specify the
certificate format and their use with the CM5 nust include
details on matching the key identifier to the appropriate
certificate field. This field is RECOWENDED for TD TRUSTED-
CERTI FI ERS (as defined in Section 3.2.2).

The trustedCertifiers field of the type PA-PK-AS-REQ contains a |ist
of CAs, trusted by the client, that can be used to certify the KDC
Each External Principalldentifier identifies a CA or a CA certificate
(thereby its public key).

The kdcPkld field of the type PA-PK-AS-REQ contains a CVB type
Signerldentifier encoded according to [ RFC3852]. This field
identifies, if present, a particular KDC public key that the client
al ready has.

3.2.2. Receipt of dient Request

Upon receiving the client’s request, the KDC validates it. This
section describes the steps that the KDC MJST (unl ess ot herw se
noted) take in validating the request.

The KDC verifies the client’s signature in the signedAuthPack field
according to [ RFC3852].

If, while validating the client’s X 509 certificate [ RFC3280], the
KDC cannot build a certification path to validate the client’s
certificate, it sends back a KRB-ERROR [ RFC4120] nessage with the
code KDC _ERR CANT_VERI FY_CERTI FI CATE. The acconpanyi ng e-data for
this error nessage is a TYPED DATA (as defined in [ RFC4120]) that
contains an el enent whose data-type is TD TRUSTED CERTI FI ERS, and
whose dat a-val ue contains the DER encoding of the type TD TRUSTED-
CERTI FI ERS
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TD- TRUSTED- CERTI FI ERS :: = SEQUENCE OF
Ext ernal Princi pal I dentifier
-- ldentifies a list of CAs trusted by the KDC
-- Each External Principalldentifier identifies a CA
-- or a CAcertificate (thereby its public key).

Each External Principalldentifier (as defined in Section 3.2.1) in the
TD- TRUSTED- CERTI FI ERS structure identifies a CA or a CA certificate
(thereby its public key) trusted by the KDC

Upon receiving this error nessage, the client SHOULD retry only if it
has a different set of certificates (fromthose of the previous
requests) that forma certification path (or a partial path) fromone
of the trust anchors acceptable by the KDC to its own certificate.

If, while processing the certification path, the KDC deternines that
the signature on one of the certificates in the signedAut hPack field
is invalid, it returns a KRB-ERROR [ RFC4120] nessage with the code
KDC ERR | NVALI D_CERTI FI CATE. The acconpanying e-data for this error
nessage i s a TYPED DATA that contains an el enent whose data-type is
TD_| NVALI D_CERTI FI CATES, and whose dat a-val ue contains the DER
encodi ng of the type TD-|I NVALI D- CERTI FI CATES:

TD- | NVALI D- CERTI FI CATES :: = SEQUENCE OF
Ext ernal Princi pal | dentifier
-- Each External Principalldentifier identifies a
-- certificate (sent by the client) with an invalid
-- signature.

Each External Principalldentifier (as defined in Section 3.2.1) in the
TD- | NVALI D- CERTI FI CATES structure identifies a certificate (that was
sent by the client) with an invalid signature.

If nore than one X. 509 certificate signature is invalid, the KDC MAY
i ncl ude one IssuerAndSeri al Nunber per invalid signature within the
TD- | NVALI D- CERTI FI CATES.

The client’s X. 509 certificate is validated according to [ RFC3280].

Dependi ng on |l ocal policy, the KDC may al so check whet her any X 509
certificates in the certification path validating the client’s
certificate have been revoked. |If any of them have been revoked, the
KDC MJUST return an error nmessage with the code

KDC_ERR_REVCKED CERTI FI CATE; if the KDC attenpts to determ ne the
revocation status but is unable to do so, it SHOULD return an error
message with the code KDC_ERR REVOCATI ON_STATUS _UNKNOWN.  The
certificate or certificates affected are identified exactly as for
the error code KDC _ERR | NVALI D _CERTI FI CATE (see above).
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Note that the TD | NVALI D CERTI FI CATES error data is only used to
identify invalid certificates sent by the client in the request.

The client’s public key is then used to verify the signature. |If the
signature fails to verify, the KDC MJUST return an error nessage wth
the code KDC ERR INVALID SIG  There is no acconpanyi ng e-data for
this error nessage

In addition to validating the client’s signature, the KDC MJST al so
check that the client’s public key used to verify the client’s
signature is bound to the client principal nane specified in the AS-
REQ as foll ows:

1. If the KDC has its own binding between either the client’s
signature-verification public key or the client’s certificate and
the client’s Kerberos principal nanme, it uses that binding.

2. Oherwise, if the client’s X. 509 certificate contains a Subject
Al ternative Nane (SAN) extension carrying a KRB5Princi pal Name
(defined below) in the otherName field of the type General Nane
[ RFC3280], it binds the client’s X. 509 certificate to that name.

The type of the otherNane field is AnotherNane. The type-id field
of the type AnotherNane is id-pkinit-san

i d-pkinit-san OBJECT | DENTIFIER :: =
{ iso(l) org(3) dod(6) internet(1l) security(5) kerberosv5(2)
x509SanAN (2) }

And the value field of the type AnotherNane is a
KRB5Pr i nci pal Nane.

KRB5Pr i nci pal Name :: = SEQUENCE {
real m [0] Realm
princi pal Name [1] Principal Nane

If the Kerberos client nane in the AS-REQ does not match a nane bound
by the KDC (the binding can be in the certificate, for exanple, as
descri bed above), or if there is no binding found by the KDC, the KDC
MUST return an error nessage with the code

KDC ERR CLI ENT_NAME M SMATCH. There is no acconpanying e-data for
this error nessage

Even if the certification path is validated and the certificate is

mapped to the client’s principal name, the KDC may decide not to
accept the client’s certificate, depending on |ocal policy.

Zhu & Tung St andards Track [ Page 16]



RFC 4556 PKINI'T June 2006

The KDC MAY require the presence of an Extended Key Usage (EKU)
KeyPur posel d [ RFC3280] id-pkinit-KPCientAuth in the extensions field
of the client’s X 509 certificate:

i d-pkinit-KPCientAuth OBJECT | DENTIFIER :: =
{ iso(1l) org(3) dod(6) internet(1l) security(5) kerberosv5(2)
pkinit(3) keyPurposedientAuth(4) }
-- PKINIT client authentication.
-- Key usage bits that MJST be consistent:
-- digital Signature

The digital Signature key usage bit [RFC3280] MJUST be asserted when
the i ntended purpose of the client’s X. 509 certificate is restricted
with the id-pkinit-KPOientAuth EKU

If this EKU KeyPurposeld is required but it is not present, or if the
client certificate is restricted not to be used for PKINIT client

aut hentication per Section 4.2.1.13 of [RFC3280], the KDC MJUST return
an error nessage of the code KDC ERR | NCONSI STENT _KEY_ PURPOSE. There
i s no acconpanying e-data for this error nmessage. KDCs inplenenting
this requirement SHOULD al so accept the EKU KeyPurposel d

i d-ms-kp-sc-logon (1.3.6.1.4.1.311.20.2.2) as neeting the
requirenent, as there are a |large nunber of X 509 client certificates
depl oyed for use with PKINIT that have this EKU.

As a matter of local policy, the KDC MAY decide to reject requests on
the basis of the absence or presence of other specific EKU O Ds.

If the digest algorithmused in generating the CA signature for the
public key in any certificate of the request is not acceptable by the
KDC, the KDC MUST return a KRB- ERROR [ RFC4120] nessage with the code
KDC_ERR_DI GEST_| N_CERT_NOT_ACCEPTED. The acconpanyi ng e-data MJST be
encoded in TYPED DATA, although none is defined at this point.

If the client’s public key is not accepted with reasons other than
those specified above, the KDC returns a KRB- ERROR [ RFC4120] nessage
with the code KDC ERR CLI ENT_NOT_TRUSTED. There is no acconpanyi ng
e-data currently defined for this error nessage

The KDC MUST check the timestanp to ensure that the request is not a
replay, and that the tinme skew falls within acceptable linmts. The
recomendations for clock skewtines in [RFC4120] apply here. [|f the
check fails, the KDC MJUST return error code KRB _AP_ERR REPEAT or
KRB_AP_ERR SKEW respectively.

If the clientPublicValue is filled in, indicating that the client

wi shes to use the Diffie-Hell man key agreenent nethod, the KDC SHOULD
check to see if the key paranmeters satisfy its policy. |If they do
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not, it MJST return an error nessage with the code

KDC_ERR_DH KEY_PARAMETERS_NOT_ACCEPTED. The acconpanying e-data is a
TYPED- DATA t hat contains an el ement whose data-type is

TD _DH PARAMETERS, and whose dat a-val ue contai ns the DER encodi ng of

t he type TD- DH PARAMETERS

TD- DH PARAMETERS :: = SEQUENCE OF Al gorithmdentifier
-- Each Algorithm dentifier specifies a set of
-- Diffie-Hellman domain paranmeters [l EEE1363].
-- This list is in decreasing preference order.

TD- DH PARAMETERS contains a list of Diffie-Hellnman donmain paraneters
that the KDC supports in decreasing preference order, fromwhich the
client SHOULD pick one to retry the request.

The Algorithmdentifier structure is defined in [RFC3280] and is
filled in according to [RFC3279]. More specifically, Section 2.3.3
of [RFC3279] describes howto fill in the Algorithmdentifier
structure in the case where MODP Diffie-Hell man key exchange i s used.

If the client included a kdcPkld field in the PA-PK-AS-REQ and the
KDC does not possess the correspondi ng key, the KDC MJST ignore the
kdcPkld field as if the client did not include one.

If the digest algorithmused by the id-pkinit-authData is not
acceptabl e by the KDC, the KDC MUST return a KRB- ERROR [ RFC4120]
nmessage with the code KDC_ERR DI GEST_| N_SI GNED_DATA_NOT_ACCEPTED.
The acconpanyi ng e-data MJST be encoded in TYPED- DATA, although none
is defined at this point.

3.2.3. Ceneration of KDC Reply

If the paChecksumfiled in the request is not present, the KDC
conformng to this specification MIST return a KRB- ERROR [ RFC4120]
message with the code KDC_ERR PA CHECKSUM MUST_BE_ | NCLUDED. The
acconpanyi ng e-data MJST be encoded in TYPED DATA (no error data is
defined by this specification).

Assumi ng that the client’s request has been properly validated, the
KDC proceeds as per [RFC4120], except as foll ows.

The KDC MUST set the initial flag and i nclude an authorization data
el ement of ad-type [RFC4120] AD INITIAL VERI FIED CAS in the issued
ticket. The ad-data [ RFC4120] field contains the DER encodi ng of the
type AD-I NI Tl AL- VERI FI ED- CAS
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AD- | NI TI AL- VERI FI ED- CAS :: = SEQUENCE OF
Ext ernal Princi pal I dentifier
-- ldentifies the certification path with which
-- the client certificate was vali dat ed.
-- Each External Principalldentifier identifies a CA
-- or a CAcertificate (thereby its public key).

The AD-I NI TI AL- VERI FI ED- CAS structure identifies the certification
path with which the client certificate was validated. Each

External Principalldentifier (as defined in Section 3.2.1) in the AD
I NI TI AL- VERI FI ED- CAS structure identifies a CA or a CA certificate
(thereby its public key).

Note that the syntax for the AD-I N Tl AL- VERI FI ED- CAS aut hori zati on
data does pernit enpty SEQUENCEs to be encoded. Such enpty sequences
may only be used if the KDC itself vouches for the user’s
certificate.

The AS wraps any AD-|I NI Tl AL- VERI FI ED- CAS data i n AD- | F- RELEVANT
containers if the list of CAs satisfies the AS realnms local policy
(this corresponds to the TRANSI TED- POLI CY- CHECKED ticket flag

[ RFC4120]). Furthernore, any TGS MJST copy such authorization data
fromtickets used within a PA-TGS-REQ of the TGS-REQ into the
resulting ticket. |If the list of CAs satisfies the local KDC s
realms policy, the TGS MAY wap the data into the AD | F- RELEVANT
container; otherwise, it MAY unwap the authorization data out of the
AD- | F- RELEVANT cont ai ner.

Application servers that understand this authorization data type
SHOULD apply local policy to determ ne whether a given ticket bearing
such a type *not* contained within an AD- | F- RELEVANT container is
acceptable. (This corresponds to the AP server’s checking the
transited field when the TRANSI TED- POLI CY- CHECKED fl ag has not been
set [RFC4120].) |If such a data type is contained within an AD-IF-
RELEVANT cont ai ner, AP servers MAY apply local policy to determ ne
whet her the authorization data is acceptable.

A pre-authentication data el enent, whose padata-type is PA PK AS REP
and whose padat a-val ue contains the DER encoding of the type PA-PK-
AS- REP (defined below), is included in the AS-REP [ RFC4120].

PA- PK- AS- REP :: = CHO CE {
dhl nfo [ 0] DHRepl nfo,
-- Selected when Diffie-Hellman key exchange is
-- used.
encKeyPack [1] IMPLICI T OCTET STRI NG

-- Sel ected when public key encryption is used.
-- Contains a CMS type Contentlnfo encoded
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-- according to [ RFC3852].

-- The contentType field of the type Contentlnfo is
-- id-envel opedData (1.2.840.113549.1.7.3).

-- The content field is an Envel opedDat a.

-- The content Type field for the type Envel opedDat a
-- is id-signedData (1.2.840.113549.1.7.2).

-- The eContentType field for the inner type

-- SignedData (when unencrypted) is

-- id-pkinit-rkeyData (1.3.6.1.5.2.3.3) and the

-- eContent field contains the DER encodi ng of the

-- type Repl yKeyPack.

-- Repl yKeyPack is defined in Section 3.2.3.2.

}
DHRepl nfo ::= SEQUENCE {
dhSi gnedDat a [0] IMPLICIT OCTET STRI NG
-- Contains a CMS type Contentlnfo encoded according
-- to [ RFC3852].
-- The contentType field of the type Contentlnfo is
-- id-signedData (1.2.840.113549.1.7.2), and the
-- content field is a SignedData.
-- The eContent Type field for the type SignedData is
-- id-pkinit-DHKeyData (1.3.6.1.5.2.3.2), and the
-- eContent field contains the DER encodi ng of the
-- type KDCDHKeyl nfo.
-- KDCDHKeyl nfo is defined bel ow
server DHNonce [1] DHNonce OPTI ONAL,
-- Present if and only if dhKeyExpiration is
-- present in the KDCDHKeyl nfo.
}
KDCDHKeyl nf o :: = SEQUENCE ({

subj ect Publ i cKey [0] BIT STRI NG
-- The KDC s DH public key.
-- The DH public key value is encoded as a BIT
-- STRING according to [ RFC3279].
nonce [1] I NTEGER (0..4294967295),
-- Contains the nonce in the pkAuthenticator field
-- in the request if the DH keys are NOT reused,
-- 0 otherw se.
dhKeyExpiration [2] KerberosTi me OPTI ONAL,
-- Expiration time for KDC s key pair,
-- present if and only if the DH keys are reused.
-- If present, the KDC' s DH public key MJST not be
-- used past the point of this expiration tine.
-- If this field is onmitted then the server DHNonce
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-- field MJUST al so be onmitted.

}

The content of the AS-REP is ot herw se unchanged from [ RFC4120]. The
KDC encrypts the reply as usual, but not with the client’s long-term

key. Instead, it encrypts it with either a shared key derived froma
Diffie-Hell man exchange or a generated encryption key. The contents

of the PA-PK-AS-REP indicate which key delivery nethod is used.

If the client does not wish to use the Diffie-Hellman key delivery
met hod (the clientPublicValue field is not present in the request)
and the KDC does not support the public key encryption key delivery
met hod, the KDC MJST return an error nessage with the code
KDC_ERR_PUBLI C_KEY_ENCRYPTI ON_NOT_SUPPORTED. There is no
acconpanyi ng e-data for this error nessage

In addition, the lifetine of the ticket returned by the KDC MUST NOT
exceed that of the client’s public-private key pair. The ticket
lifetinme, however, can be shorter than that of the client’'s public-
private key pair. For the inplenentations of this specification, the
lifetime of the client’s public-private key pair is the validity
period in X 509 certificates [RFC3280], unless configured otherw se.

3.2.3.1. Using Diffie-Hellman Key Exchange
In this case, the PA-PK-AS-REP contains a DHReplnfo structure.

The Contentlnfo [ RFC3852] structure for the dhSignedData field is
filled in as follows:

1. The contentType field of the type Contentlnfo is id-signedData
(as defined in [ RFC3852]), and the content field is a SignedData
(as defined in [ RFC3852]).

2. The eContent Type field for the type SignedData is the O D val ue
for id-pkinit-DHKeyData: { iso(1) org(3) dod(6) internet(1)
security(5) kerberosv5(2) pkinit(3) DHKeyData(2) }. Notes to CM5
i npl enenters: the signed attribute content-type MJST be present
in this SignedbData instance, and its value is id-pkinit-DHKeyData
according to [ RFC3852].

3. The eContent field for the type SignedData contains the DER
encodi ng of the type KDCDHKeyl nfo.

4. The KDCDHKeylnfo structure contains the KDC s public key, a

nonce, and, optionally, the expiration tine of the KDC s DH key
bei ng reused. The subjectPublicKey field of the type
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KDCDHKeyl nfo field identifies KDC s DH public key. This DH
public key value is encoded as a BIT STRING according to

[ RFC3279]. The nonce field contains the nonce in the

pkAut henticator field in the request if the DH keys are NOT
reused. The value of this nonce fieldis O if the DH keys are
reused. The dhKeyExpiration field is present if and only if the
DH keys are reused. |If the dhKeyExpiration field is present, the
KDC s public key in this KDCDHKeyl nfo structure MJST NOT be used
past the point of this expiration tine. |If this field is
omtted, then the serverDHNonce field MJUST al so be omtted.

5. The signerinfos field of the type SignedData contains a single
signerlnfo, which contains the signature over the type
KDCDHKey| nf o.

6. The certificates field of the type SignedData contains
certificates intended to facilitate certification path
construction, so that the client can verify the KDC s signature
over the type KDCDHKeylnfo. The infornmation contained in the
trustedCertifiers in the request SHOULD be used by the KDC as
hints to guide its selection of an appropriate certificate chain
to return to the client. This field may be left enpty if the KDC
public key specified by the kdcPkld field in the PA- PK-AS-REQ was
used for signing. Oherw se, for path validation, these
certificates SHOULD be sufficient to construct at |east one
certification path fromthe KDC certificate to one trust anchor
acceptable by the client [RFC4158]. The KDC MJUST be capabl e of
i ncluding such a set of certificates if configured to do so. The
certificates field MIUST NOT contain "root" CA certificates

7. If the client included the clientDHNonce field, then the KDC nay
choose to reuse its DH keys. |If the server reuses DH keys, then
it MIST include an expiration time in the dhKeyExpiration field.
Past the point of the expiration time, the signature over the
type DHReplnfo is considered expired/invalid. When the server
reuses DH keys then, it MJST include a serverDHNonce at | east as
long as the length of keys for the symmetric encryption system
used to encrypt the AS reply. Note that including the
server DHNonce changes how the client and server cal cul ate the key
to use to encrypt the reply; see below for details. The KDC
SHOULD NOT reuse DH keys unl ess the clientDHNonce field is
present in the request.

The AS reply key is derived as foll ows:

1. Both the KDC and the client calcul ate the shared secret value as
foll ows:
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a) When MODP Diffie-Hellman is used, | et DHSharedSecret be the
shared secret value. DHSharedSecret is the value ZZ, as
described in Section 2.1.1 of [RFC2631].

DHShar edSecret is first padded with | eading zeros such that the
size of DHSharedSecret in octets is the sane as that of the
nodul us, then represented as a string of octets in big-endian
or der.

| mpl enent ati on note: Both the client and the KDC can cache the
triple (ya, yb, DHSharedSecret), where ya is the client’s public
key and yb is the KDC s public key. |If both ya and yb are the
same in a |l ater exchange, the cached DHSharedSecret can be used.

2. Let K be the key-generation seed |l ength [ RFC3961] of the AS reply
key whose enctype is selected according to [ RFC4120].

3. Define the function octetstring2key() as follows:

oct et string2key(x) == randomto-key(K-truncat e(
SHA1(0x00 | x)
SHA1(0x01 | x)
SHA1(0x02 | x) |

))
where x is an octet string; | is the concatenation operator; 0x00,
0x01, 0Ox02, etc. are each represented as a single octet; random
to-key() is an operation that generates a protocol key froma
bitstring of length K; and K-truncate truncates its input to the

first Kbits. Both K and randomto-key() are as defined in the
kcrypto profile [RFC3961] for the enctype of the AS reply key.

4. \Wen DH keys are reused, let n_c be the clientDHNonce and n_k be
the server DHNonce; otherw se, let both n_c and n_k be enpty octet
strings.

5. The AS reply key k is:
k = octetstring2key(DHSharedSecret | n_c | n_k)

3.2.3.2. Using Public Key Encryption

In this case, the PA-PK-AS-REP contains the encKeyPack field where
the AS reply key is encrypted.

The Contentlnfo [ RFC3852] structure for the encKeyPack field is
filled in as follows:
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1. The contentType field of the type Contentlnfo is id-envel opedData
(as defined in [RFC3852]), and the content field is an
Envel opedData (as defined in [ RFC3852]).

2. The contentType field for the type Envel opedData is id-
signedData: { iso (1) nenber-body (2) us (840) rsadsi (113549)
pkcs (1) pkecs7 (7) signedData (2) }.

3. The eContent Type field for the inner type SignedData (when
decrypted fromthe encryptedContent field for the type
Envel opedData) is id-pkinit-rkeyData: { iso(1l) org(3) dod(6)
internet (1) security(5) kerberosv5(2) pkinit(3) rkeyData(3) }.
Notes to CMB i nplenenters: the signed attribute content-type MJST
be present in this SignedData instance, and its value is id-
pkinit-rkeyData according to [ RFC3852].

4. The eContent field for the inner type SignedData contains the DER
encodi ng of the type Repl yKeyPack (as described bel ow).

5. The signerinfos field of the inner type SignedData contains a
singl e signerlnfo, which contains the signature for the type
Repl yKeyPack.

6. The certificates field of the inner type SignedData contains
certificates intended to facilitate certification path
construction, so that the client can verify the KDC s signature
for the type Repl yKeyPack. The information contained in the
trustedCertifiers in the request SHOULD be used by the KDC as
hints to guide its selection of an appropriate certificate chain
to return to the client. This field may be left enpty if the KDC
public key specified by the kdcPkld field in the PA PK-AS-REQ was
used for signing. Oherw se, for path validation, these
certificates SHOULD be sufficient to construct at |east one
certification path fromthe KDC certificate to one trust anchor
acceptable by the client [RFC4158]. The KDC MJUST be capabl e of
i ncluding such a set of certificates if configured to do so. The
certificates field MUST NOT contain "root" CA certificates.

7. The recipientinfos field of the type Envel opedData is a SET that
MUST contain exactly one nenber of type KeyTransReci pi entl nfo.
The encryptedKey of this menber contains the tenporary key that
is encrypted using the client’s public key.

8. The unprotectedAttrs or originatorinfo fields of the type
Envel opedDat a MAY be present.
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If there is a supportedCVSTypes field in the AuthPack, the KDC nust

check to see if it supports any of the listed types. |If it supports
nmore than one of the types, the KDC SHOULD use the one listed first.
If it does not support any of them it MJST return an error nessage

with the code KDC _ERR ETYPE NOSUPP [ RFC4120].

Furt hernmore, the KDC conputes the checksum of the AS-REQ in the
client request. This checksumis perforned over the type AS-REQ and
the protocol key [RFC3961] of the checksum operation is the replyKey,
and the key usage nunber is 6. |If the replyKey' s enctype is "newer"
[ RFC4120] [RFC4121], the checksum operation is the required checksum
operation [ RFC3961] of that enctype.

Repl yKeyPack ::= SEQUENCE {

repl yKey [0] EncryptionKey,
-- Contains the session key used to encrypt the
-- enc-part field in the ASSREP, i.e., the
-- AS reply key.

asChecksum [1] Checksum
-- Contains the checksum of the AS-REQ
-- corresponding to the containing AS-REP
-- The checksumis perforned over the type AS-REQ
-- The protocol key [RFC3961] of the checksumis the
-- replyKey and the key usage nunber is 6.
-- If the replyKey's enctype is "newer" [RFC4120]
-- [RFC4121], the checksumis the required
-- checksum operati on [ RFC3961] for that enctype.
-- The client MIST verify this checksum upon receipt
-- of the AS-REP.

}

| mpl enent ati ons of this RSA encryption key delivery nethod are
RECOMVENDED t o support RSA keys at |east 2048 bits in size.

3.2.4. Receipt of KDC Reply

Upon receipt of the KDC s reply, the client proceeds as follows. |If
t he PA-PK-AS-REP contains the dhSignedData field, the client derives
the AS reply key using the sane procedure used by the KDC, as defined
in Section 3.2.3.1. Oherw se, the nessage contains the encKeyPack
field, and the client decrypts and extracts the tenporary key in the
encryptedKey field of the nenber KeyTransReci pientlnfo and then uses
that as the AS reply key.

If the public key encryption nethod is used, the client MJST verify
t he asChecksum contai ned in the Repl yKeyPack
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In either case, the client MJST verify the signature in the

Si gnedDat a according to [RFC3852]. The KDC s X. 509 certificate MJST
be validated according to [RFC3280]. In addition, unless the client
can otherw se verify that the public key used to verify the KDC s
signature is bound to the KDC of the target realm the KDC s X. 509
certificate MJUST contain a Subject Alternative Nane extension

[ RFC3280] carrying an Anot her Nane whose type-id is id-pkinit-san (as
defined in Section 3.2.2) and whose value is a KRB5Princi pal Nane t hat
mat ches the name of the TGS of the target realm (as defined in
Section 7.3 of [RFC4120]).

Unl ess the client knows by sone other neans that the KDC certificate
is intended for a Kerberos KDC, the client MJST require that the KDC
certificate contains the EKU KeyPurposeld [ RFC3280] i d-pkinit-KPKdc:

i d- pki nit-KPKdc OBJECT | DENTIFIER :: =
{ iso(1l) org(3) dod(6) internet(1l) security(5) kerberosv5(2)
pkinit(3) keyPurposeKdc(5) }
-- Signing KDC responses.
-- Key usage bits that MJST be consistent:
-- digital Signature.

The digital Signature key usage bit [RFC3280] MJST be asserted when
the intended purpose of the KDC's X. 509 certificate is restricted
with the id-pkinit-KPKdc EKU.

If the KDC certificate contains the Kerberos TGS nane encoded as an
id-pkinit-san SAN, this certificate is certified by the issuing CA as
a KDC certificate, therefore the id-pkinit-KPKdc EKU i s not required.

If all applicable checks are satisfied, the client then decrypts the
enc-part field of the KDG-REP in the AS-REP, using the AS reply key,
and then proceeds as described in [ RFC4120].

3.3. Interoperability Requirenents

The client MUST be capabl e of sending a set of certificates
sufficient to allow the KDC to construct a certification path for the
client’s certificate, if the correct set of certificates is provided
t hrough configuration or policy.

If the client sends all the X 509 certificates on a certification
path to a trust anchor acceptable by the KDC, and if the KDC cannot
verify the client’s public key otherw se, the KDC MJUST be able to
process path validation for the client’s certificate based on the
certificates in the request.
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The KDC MUST be capabl e of sending a set of certificates sufficient
to allowthe client to construct a certification path for the KDC s
certificate, if the correct set of certificates is provided through
configuration or policy.

If the KDC sends all the X. 509 certificates on a certification path
to a trust anchor acceptable by the client, and the client can not
verify the KDC s public key otherw se, the client MUST be able to
process path validation for the KDC s certificate based on the
certificates in the reply.

3.4. KDC Indication of PKINIT Support

If pre-authentication is required but was not present in the request,
per [RFC4120] an error nessage with the code KDC_ERR PREAUTH FAI LED
is returned, and a METHOD- DATA object will be stored in the e-data
field of the KRB- ERROR nessage to specify which pre-authentication
mechani sns are acceptable. The KDC can then indicate the support of
PKINIT by including an enpty el ement whose padata-type is

PA PK_AS REQ in that METHOD- DATA obj ect.

Oherwise if it is required by the KDC s local policy that the client
nmust be pre-authenticated using the pre-authentication nmechani sm
specified in this docunent, but no PKINIT pre-authentication was
present in the request, an error nessage with the code
KDC_ERR_PREAUTH_FAI LED SHOULD be ret urned.

KDCs MUST | eave t he padata-value field of the PA PK AS REQ el ement in
t he KRB- ERROR s METHOD- DATA enpty (i.e., send a zero-length OCTET
STRING, and clients MJST ignore this and any other value. Future
extensions to this protocol may specify other data to send instead of
an enpty OCTET STRI NG

4. Security Considerations

The security of cryptographic algorithns is dependent on generating
secret quantities [RFC4086]. The nunber of truly randombits is
extremely inportant in determining the attack resistance strength of
the cryptosystem for exanple, the secret Diffie-Hellnan exponents
must be chosen based on n truly randombits (where n is the system
security requirenment). The security of the overall systemis
significantly weakened by using insufficient randominputs: a
sophisticated attacker may find it easier to reproduce the

envi ronnent that produced the secret quantities and to search the
resulting small set of possibilities than to locate the quantities in
the whol e of the potential nunber space.
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Kerberos error nessages are not integrity protected; as a result, the
domai n paraneters sent by the KDC as TD DH PARAMETERS can be tanpered
with by an attacker so that the set of domain paraneters sel ected
could be either weaker or not nutually preferred. Local policy can
configure sets of domain paraneters acceptable locally, or disallow

t he negoti ati on of DH domai n paraneters.

The synmetric reply key size and Diffie-Hellman field size or RSA
nmodul us size should be chosen so as to provide sufficient
cryptographic security [ RFC3766].

When MODP Diffie-Hellman is used, the exponents should have at | east
twice as nmany bits as the symmetric keys that will be derived from
t hem [ ODL99] .

PKINIT rai ses certain security considerations beyond those that can
be regul ated strictly in protocol definitions. W wll address them
in this section.

PKINI T extends the cross-real mnodel to the public-key
infrastructure. Users of PKIN T nust understand security policies
and procedures appropriate to the use of Public Key Infrastructures
[ RFC3280] .

In order to trust a KDC certificate that is certified by a CA as a
KDC certificate for a target realm (for exanple, by asserting the TGS
name of that Kerberos realmas an id-pkinit-san SAN and/ or
restricting the certificate usage by using the id-pkinit-KPKdc EKU,
as described in Section 3.2.4), the client MIUST verify that the KDC
certificate's issuing CAis authorized to issue KDC certificates for
that target realm Qherw se, the binding between the KDC
certificate and the KDC of the target realmis not established.

How to validate this authorization is a matter of local policy. A
way to achieve this is the configuration of specific sets of
intermedi ary CAs and trust anchors, one of which nust be on the KDC
certificate's certification path [ RFC3280], and, for each CA or trust
anchor, the realns for which it is allowed to issue certificates.

In addition, if any CAthat is trusted to issue KDC certificates can
al so issue other kinds of certificates, then |local policy nmust be
abl e to distinguish between them for exanple, it could require that
KDC certificates contain the id-pkinit-KPKdc EKU or that the real mbe
specified with the id-pkinit-san SAN

It is the responsibility of the PKI administrators for an

organi zation to ensure that KDC certificates are only issued to KDCs,
and that clients can ascertain this using their |ocal policy.
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Standard Kerberos allows the possibility of interactions between
cryptosystens of varying strengths; this document adds interactions
with public-key cryptosystens to Kerberos. Some administrative
policies may allow the use of relatively weak public keys. Wen
usi ng such weak asymetric keys to protect/exchange stronger
symmetric Keys, the attack resistant strength of the overall system
is no better than that of these weak keys [ RFC3766].

PKINIT requires that keys for symretric cryptosystens be generated.
Some such systenms contain "weak" keys. For reconmendations regarding
these weak keys, see [RFC4120].

PKINIT all ows the use of the sane RSA key pair for encryption and
si gni ng when doi ng RSA encryption-based key delivery. This is not
recomended usage of RSA keys [ RFC3447]; by using DH based key
delivery, this is avoided

Care should be taken in how certificates are chosen for the purposes
of authentication using PKINIT. Sone |ocal policies may require that
key escrow be used for certain certificate types. Deployers of
PKINI T should be aware of the inplications of using certificates that
have escrowed keys for the purposes of authentication. Because
signing-only certificates are normally not escrowed, by using DH
based key delivery this is avoi ded

PKINI T does not provide for a "return routability" test to prevent
attackers from nmounting a denial -of-service attack on the KDC by
causing it to performunnecessary and expensive public-key
operations. Strictly speaking, this is also true of standard

Ker beros, although the potential cost is not as great, because
standard Kerberos does not nake use of public-key cryptography. By
usi ng DH based key delivery and reusing DH keys, the necessary crypto
processi ng cost per request can be mnimnzed.

When the Diffie-Hell man key exchange nethod is used, additional pre-
aut hentication data [ RFC4120] (in addition to the PA PK AS REQ as
defined in this specification) is not bound to the AS REQ by the
mechani sms di scussed in this specification (neaning it may be dropped
or added by attackers wi thout being detected by either the client or
the KDC). Designers of additional pre-authentication data should
take that into consideration if such additional pre-authentication
data can be used in conjunction with the PA PK AS REQ The future
wor k of the Kerberos working group is expected to update the hash

al gorithnms specified in this docunent and provide a generic mechani sm
to bind additional pre-authentication data with the acconpanying
AS_REQ
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6.

6.

1

The key usage nunber 6 used by the asChecksumfield is also used for
t he aut henti cator checksum (cksum field of AP-REQ contained in the
PA- TGS- REQ preaut hentication data contained in a TGS- REQ [ RFC4120] .
This conflict is present for historical reasons; the reuse of key
usage nunmbers is strongly di scouraged.
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Appendix A PKINIT ASN. 1 Modul e

Ker ber osV5- PK- | NI T- SPEC {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2) nodul es(4) pkinit(5)

} DEFINITIONS EXPLICIT TAGS ::= BEGA N

| MPORTS

Subj ect Publ i cKeyl nfo, Al gorithm dentifier
FROM PKI X1Explicit88 { iso (1)
identified-organi zation (3) dod (6) internet (1)
security (5) nmechanisnms (5) pkix (7) id-nod (0)
i d-pki x1l-explicit (18) }
-- As defined in RFC 3280.

Ker berosTi ne, Principal Nanme, Real m EncryptionKey, Checksum
FROM Ker ber osV5Spec2 { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) kerberosV5(2)
nmodul es(4) krb5spec2(2) };
-- as defined in RFC 4120.

i d-pkinit OBJECT IDENTIFIER ::=
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) kerberosv5(2) pkinit (3) }

i d- pki ni t-authbDat a OBJECT | DENTI FI ER ={ id-pkinit 1}
i d- pki ni t - DHKeyDat a OBJECT | DENTI FI ER ={ id-pkinit 2}
i d-pkinit-rkeyData OBJECT | DENTI FI ER ={ id-pkinit 3}
i d-pkinit-KPOientAuth OBJECT | DENTI FI ER ={ id-pkinit 4}
i d- pki ni t - KPKdc OBJECT | DENTI FI ER ={ id-pkinit 5}

i d-pkinit-san OBJECT | DENTIFIER :: =
{ iso(1l) org(3) dod(6) internet(1l) security(5) kerberosv5(2)
x509SanAN (2) }

pa- pk-as-req | NTEGER :: = 16
pa- pk-as-rep | NTEGER :: = 17
ad-initial-verified-cas | NTEGER :: = 9
td-trusted-certifiers INTEGER :: = 104
td-invalid-certificates | NTEGER :: = 105
td- dh- paraneters | NTEGER :: = 109
PA- PK- AS- REQ : : = SEQUENCE {
si gnedAut hPack [0] IMPLICIT OCTET STRI NG

-- Contains a CMS type Contentlnfo encoded
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according to [ RFC3852].

The content Type field of the type Contentlnfo

is id-signedData (1.2.840.113549.1.7.2),

and the content field is a SignedData.

The eContent Type field for the type SignedData is
id-pkinit-authData (1.3.6.1.5.2.3.1), and the
eContent field contains the DER encodi ng of the
type Aut hPack.

Aut hPack is defined bel ow.

fiers [1] SEQUENCE OF

Ext ernal Princi pal I dentifier OPTI ONAL,

Contains a list of CAs, trusted by the client,
that can be used to certify the KDC

Each External Principalldentifier identifies a CA
or a CAcertificate (thereby its public key).
The information contained in the
trustedCertifiers SHOULD be used by the KDC as
hints to guide its selection of an appropriate
certificate chain to return to the client.

kdcPkl d [2] IMPLICIT OCTET STRI NG
OPTI ONAL,

-- Contains a CM5 type Signerldentifier encoded
-- according to [ RFC3852].
-- ldentifies, if present, a particular KDC
-- public key that the client already has.

}

DHNonce ::= OCTET STRI NG

External Principal ldentifier ::= SEQJENCE {

subj ect Nane

ssuer AndSer i

[0] IMPLICIT OCTET STRI NG OPTI ONAL,
Contains a PKI X type Name encoded according to
[ RFC3280] .
Identifies the certificate subject by the
di stingui shed subject nane.
REQUI RED when there is a distinguished subject
name present in the certificate.
al Number [1] IMPLICI T COCTET STRI NG OPTI ONAL,
Contains a CVS type |ssuerAndSeri al Number encoded
according to [ RFC3852].
Identifies a certificate of the subject.
REQUI RED for TD- I NVALI D- CERTI FI CATES and
TD- TRUSTED- CERTI FI ERS.

subj ect Keyl denti fier [2] IMPLICIT OCTET STRI NG OPTI ONAL,

Zhu & Tung

Identifies the subject’s public key by a key
identifier. Wen an X 509 certificate is
referenced, this key identifier nmatches the X 509
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-- subjectKeyldentifier extension value. Wen other
-- certificate formats are referenced, the docunents
-- that specify the certificate format and their use
-- with the CM5 nust include details on matching the
-- key identifier to the appropriate certificate

-- field.

-- RECOMMENDED for TD- TRUSTED- CERTI Fl ERS.

}
Aut hPack ::= SEQUENCE {
pkAut henti cat or [ 0] PKAut henti cat or
cli ent PublicVal ue [1] Subj ect PublicKeyl nfo OPTI ONAL,
-- Type SubjectPublicKeylnfo is defined in
-- [ RFC3280].
-- Specifies Diffie-Hellman domain paraneters
-- and the client’s public key val ue [| EEE1363].
-- The DH public key value is encoded as a BIT
-- STRING according to [ RFC3279].
-- This field is present only if the client w shes
-- to use the Diffie-Hellman key agreenent nethod.
support edCMSTypes [2] SEQUENCE OF Al gorithmdentifier
OPTI ONAL,
-- Type Algorithmdentifier is defined in
-- [ RFC3280].
-- List of CV5 algorithm|[RFC3370] identifiers
-- that identify key transport algorithms, or
-- content encryption algorithns, or signature
-- algorithms supported by the client in order of
-- (decreasing) preference.
cl i ent DHNonce [ 3] DHNonce OPTI ONAL,
-- Present only if the client indicates that it
-- wishes to reuse DH keys or to allow the KDC to
-- do so.
}
PKAut henti cat or ::= SEQUENCE ({
cusec [0] I NTEGER (0..999999),
ctime [1] KerberosTi ne,

-- cusec and ctine are used as in [RFC4120], for
-- replay prevention.
nonce [2] INTEGER (0. .4294967295),
-- Chosen random y; this nonce does not need to
-- match with the nonce in the KDC REQ BODY.
paChecksum [ 3] OCTET STRI NG OPTI ONAL,
-- MJST be present.
-- Contains the SHAL checksum perfornmed over
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- - KDC- REQ BODY.
}
TD- TRUSTED- CERTI FI ERS : : = SEQUENCE OF
Ext ernal Princi pal I dentifier
-- ldentifies a list of CAs trusted by the KDC
-- Each External Principalldentifier identifies a CA
-- or a CAcertificate (thereby its public key).
TD- | NVALI D- CERTI FI CATES :: = SEQUENCE OF
Ext ernal Princi pal I dentifier
-- Each External Principalldentifier identifies a
-- certificate (sent by the client) with an invalid
-- signature.
KRB5Pr i nci pal Name :: = SEQUENCE {
real m [0] Realm
princi pal Name [1] Principal Nane
AD- | NI TI AL- VERI FI ED- CAS :: = SEQUENCE OF
Ext ernal Princi pal I dentifier
-- ldentifies the certification path based on which
-- the client certificate was validated.
-- Each External Principalldentifier identifies a CA
-- or a CAcertificate (thereby its public key).
PA- PK- AS-REP :: = CHO CE {
dhl nfo [ 0] DHRepl nfo,
-- Selected when Diffie-Hell man key exchange is
-- used.
encKeyPack [1] IMPLICIT OCTET STRI NG

-- Sel ected when public key encryption is used.

-- Contains a CM5 type Contentlnfo encoded

-- according to [ RFC3852].

-- The contentType field of the type Contentinfo is
-- id-envel opedData (1.2.840.113549.1.7.3).

-- The content field is an Envel opedDat a.

-- The content Type field for the type Envel opedDat a
-- is id-signedData (1.2.840.113549.1.7.2).

-- The eContentType field for the inner type

-- SignedData (when unencrypted) is

-- id-pkinit-rkeyData (1.3.6.1.5.2.3.3) and the

-- eContent field contains the DER encoding of the

-- type Repl yKeyPack.

-- Repl yKeyPack is defined bel ow
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}
DHRepl nfo :: = SEQUENCE {
dhSi gnedDat a [0] IMPLICIT OCTET STRI NG
-- Contains a CM5 type Contentlnfo encoded according
-- to [RFC3852].
-- The contentType field of the type Contentinfo is
-- id-signedData (1.2.840.113549.1.7.2), and the
-- content field is a SignedDat a.
-- The eContent Type field for the type SignedData is
-- id-pkinit-DHKeyData (1.3.6.1.5.2.3.2), and the
-- eContent field contains the DER encodi ng of the
-- type KDCDHKeyl nfo.
-- KDCDHKeyl nfo is defined bel ow
server DHNonce [1] DHNonce OPTI ONAL,
-- Present if and only if dhKeyExpiration is
-- present.
}
KDCDHKeyl nfo :: = SEQUENCE {
subj ect Publ i cKey [0] BIT STRI NG
-- The KDC s DH public key.
-- The DH public key value is encoded as a BIT
-- STRING according to [ RFC3279].
nonce [1] I NTEGER (0..4294967295),
-- Contains the nonce in the pkAuthenticator field
-- in the request if the DH keys are NOT reused,
-- 0 otherw se.
dhKeyExpiration [2] KerberosTi me OPTI ONAL,
-- Expiration tinme for KDC s key pair,
-- present if and only if the DH keys are reused.
-- |If present, the KDC' s DH public key MJST not be
-- used past the point of this expiration tine.
-- If this field is omtted then the server DHNonce
-- field MUST al so be onitted.
}
Repl yKeyPack ::= SEQUENCE ({

repl yKey [ 0] Encrypti onKey,
-- Contains the session key used to encrypt the
-- enc-part field in the ASSREP, i.e., the
-- AS reply key.
asChecksum [1] Checksum
-- Contains the checksum of the AS-REQ
-- corresponding to the containing AS-REP
-- The checksumis perforned over the type AS-REQ
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key [ RFC3961] of the checksumis the

- replyKey and the key usage number is 6.
- If the replyKey's enctype is "newer" [RFC4120]

- [RFC4121],

the checksumis the required

- checksum operation [ RFC3961] for that enctype.
- The client MJST verify this checksum upon receipt
- of the AS-REP.

}
TD- DH PARAVETERS : : = SEQUENCE OF Al gorithm dentifier
-- Each Algorithmdentifier specifies a set of
-- Diffie-Hellman donmain paraneters [| EEE1363].
-- This list is in decreasing preference order
END
Appendi x B. Test Vectors

Function octetstring2key()

is defined in Section 3.2.3.1. This

section describes a few sets of test vectors that would be useful for
i mpl ementers of octetstring2key().

I nput octet string x is:

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

Qut put of K-truncate()

5e e5 0d 67 5c 80 9of
75 47 ea fb 15 9b d8
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00 00 00 00 00 00
00 00 00 00 00 OO0
00 00 00 00 00 00
00 00 00 00 00 OO0
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 OO0
00 00 00 00 00 00
00 00 00 00 00 OO0
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 OO0
00 00 00 00 00 00
00 00 00 00 00 OO0

when t he key size

e5 9e 4a 77 62 c5
cd c7 5f fc a5 91

St andards Track

00

00
00
00

00
00
00

00
00

00
00
00

4b
le

00

00
00
00

00
00
00

00
00

00
00
00
32

65
4c

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

octets:

83
41
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| nput octet string x is:

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

Qut put of K-truncate()

ac f7 70 7c 08 97 3d
a3 55 c8 88 4c b4 72

00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00

PKINI'T

00
00
00
00
00
00
00
00

when t he

df
f3

I nput octet string x is:

00
10
of

Oe
0od
Oc
Ob
Oa

01
00
10
of
Oe
0od
Oc
Ob

02
01
00
10
of

Oe
od
Oc

03
02
01
00
10
of
Oe
od

04
03
02
01
00
10
of

Oe

05
04
03
02
01
00
10
of

06
05
04
03
02
01
00
10

Qut put of K-truncate()

c4 42 da 58 5f cb 80
73 29 d9 90 01 38 0Od

07
06
05
04
03
02
01
00

db
7d

08
07
06
05
04
03
02
01

27
ab

09
08
07
06
05
04
03
02

when t he

e4
b7

I nput octet string x is:

00 01 02 03 04 05 06 07
10 00 01 02 03 04 05 06
Of 10 00 01 02 03 04 05
Oe Of 10 00 01 02 03 04
0d Oe Of 10 00 01 02 03

Zhu & Tu

ng

3b
83

08
07
06
05
04

47
71

09
08
07
06
05

00
00

00
00

00
00

00
00

00
00

00
00

key si

cd
36

Oa

08
07
06
05
04
03

36
do

Ob
Oa
09
08

06
05
04

key si

94
db

Oa
09
08

06

St andar ds

of
3a

Ob
Oa
09
08
07

00
00

00
00

00
00

14
7d

Oc
Ob
Oa
09

07
06
05

ze i

25
cf

Oc
Ob
Oa

08

Tr ack

00
00

00
00

00
00

42
56

od
Oc
Ob
Oa

08
07
06

40
5c

od
Oc
Ob
Oa

00
00

00
00

00
00

32

cc
78

Oe
od
Oc
Ob
Oa
09
08
07

32

93
79

Oe
od
Oc

00
00
00
00
00
00
00
00

octets:

fb
e

of

Oe
od
Oc
Ob
Oa
09
08

octets:

e3
Te

of
Oe
od
Oc

June 2006
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Qut put of K-truncate() when the key size is 32 octets:

00 53 95 3b 84 c8 96 f4 eb 38 5¢c 3f 2e 75 1c 4a
59 0e d6 ff ad ca 6f f6 4f 47 eb eb 8d 78 0Of fc

Appendi x C. M scel l aneous Infornation about M crosoft Wndows PKINIT
| mpl enent ati ons

Earlier revisions of the PKINIT |I-D were inplenmented in various

rel eases of Mcrosoft Wndows and deployed in fairly |arge nunbers.
To enable the community to interoperate better with systens running
those rel eases, the follow ng informati on may be useful

KDC certificates issued by Wndows 2000 Enterprise CAs contain a
dNSNarme SAN wi th the DNS name of the host running the KDC, and the
i d-kp-server Auth EKU [ RFC3280] .

KDC certificates issued by Wndows 2003 Enterprise CAs contain a
dNSNane SAN with the DNS nane of the host running the KDC, the id-
kp-server Auth EKU, and the id-nms-kp-sc-I1ogon EKU.

It is anticipated that the next rel ease of Wndows is already too far
along to allow it to support the issuing KDC certificates with id-
pkinit-san SAN as specified in this RFC. Instead, they will have a
dNSNane SAN contai ning the domai n nane of the KDC, and the intended
purpose of these KDC certificates will be restricted by the presence
of the id-pkinit-KPKdc EKU and i d-Kkp-serverAuth EKU

In addition to checking that the above are present in a KDC
certificate, Wndows clients verify that the issuer of the KDC
certificate is one of a set of allowed issuers of such certificates,
so those wishing to issue KDC certificates need to configure their
W ndows clients appropriately.

Cient certificates accepted by Wndows 2000 and W ndows 2003 Server
KDCs nust contain an id-ns-san-sc-logon-upn (1.3.6.1.4.1.311.20.2.3)
SAN and the id-ns-kp-sc-1ogon EKU. ~ The id-ns-san-sc-|ogon-upn SAN
contai ns a UTF8-encoded string whose value is that of the Directory
Service attribute UserPrincipal Namne of the client account object, and
t he purpose of including the id-ns-san-sc-1ogon-upn SAN in the client
certificate is to validate the client mapping (in other words, the
client’s public key is bound to the account that has this

User Pri nci pal Nane val ue).

It should be noted that all Mcrosoft Kerberos real mnanes are

domai n-style real mnanes and strictly in uppercase. In addition, the
User Princi pal Name attribute is globally unique in Wndows 2000 and

W ndows 2003.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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