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Abst r act

Thi s docunent defines a nechanismto enable in-band transm ssion of
Online Certificate Status Protocol (OCSP) responses in the Kerberos
networ k aut hentication protocol. These responses are used to verify
the validity of the certificates used in Public Key Cryptography for
Initial Authentication in Kerberos (PKINIT), which is the Kerberos
Version 5 extension that provides for the use of public key

crypt ogr aphy.
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1.

I ntroduction

Online Certificate Status Protocol (OCSP) [ RFC2560] enabl es
applications to obtain tinely information regardi ng the revocation
status of a certificate. Because OCSP responses are well bounded and
smal|l in size, constrained clients may wi sh to use OCSP to check the
validity of the certificates for Kerberos Key Distribution Center
(KDC) in order to avoid transmnission of large Certificate Revocation
Lists (CRLs) and therefore save bandwi dth on constrai ned networks

[ OCSP- PRCFI LE] .

Thi s docunent defines a pre-authentication type [ RFC4120], where the
client and the KDC MAY pi ggyback OCSP responses for certificates used
i n aut hentication exchanges, as defined in [ RFC4556].

By using this OPTIONAL extension, PKINIT clients and the KDC can
maxi m ze the reuse of cached OCSP responses.

Conventions Used in This Docunent

In this docunent, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in [ RFC2119].

Message Definition
A pre-authentication type identifier is defined for this nechanism
PA- PK- OCSP- RESPONSE 18

The correspondi ng padat a-val ue field [ RFC4120] contains the DER [ X60]
encodi ng of the following ASN. 1 type:

PKOcspDat a :: = SEQUENCE OF QcspResponse
-- If nore than one OcspResponse is
-- included, the first OcspResponse
-- MJST contain the OCSP response
-- for the signer’s certificate.
-- The signer refers to the client for
-- AS-REQ and the KDC for the AS-REP,
-- respectively.

CcspResponse :: = OCTET STRI NG
-- Contains a conplete OCSP response,
-- as defined in [ RFC2560] .

The client MAY send OCSP responses for certificates used in PA-PK-
AS- REQ [ RFC4556] via a PA- PK- OCSP- RESPONSE.

Zhu, et al. St andards Track [ Page 2]



RFC 4557 OCSP Support for PKINIT June 2006

The KDC that receives a PA-PK- OCSP- RESPONSE SHOULD send a PA- PK-
OCSP- RESPONSE cont ai ni ng OCSP responses for certificates used in the
KDC s PA-PK-AS-REP. The client can request a PA-PK- OCSP- RESPONSE by
usi ng a PKCcspData contai ning an enpty sequence.

The KDC MAY send a PA- PK- OCSP- RESPONSE when it does not receive a
PA- PK- OCSP- RESPONSE fromthe client.

The PA- PK- OCSP- RESPONSE sent by the KDC contains OCSP responses for
certificates used in PA-PK-AS-REP [ RFC4556] .

Note the lack of integrity protection for the enpty or nissing OCSP
response; |ack of an expected OCSP response fromthe KDC for the
KDC s certificates SHOULD be treated as an error by the client,
unless it is configured otherw se.

When using OCSP, the response is signed by the OCSP server, which is
trusted by the receiver. Depending on local policy, further
verification of the validity of the OCSP servers may be needed

The client and the KDC SHOULD ignore invalid OCSP responses received
via this nmechanism and they MAY inplement CRL processing logic as a
fall-back position, if the OCSP responses received via this nechanism
al one are not sufficient for the verification of certificate
validity. The client and/or the KDC MAY ignore a valid OCSP response
and performits own revocation status verification independently.

4. Security Considerations

The pre-authentication data in this docunent do not actually
aut henticate any principals, but are designed to be used in
conjunction with PKINIT.

There is no bindi ng bet ween PA-PK- OCSP- RESPONSE pr e- aut henti cati on
data and PKINIT pre-authentication data other than a gi ven OCSP
response corresponding to a certificate used in a PKINIT pre-

aut hentication data elenment. Attacks involving renmoval or

repl acenent of PA-PK- OCSP- RESPONSE pre-aut hentication data el ements
are, at worst, downgrade attacks, where a PKINIT client or KDC woul d
proceed w thout use of CRLs or OCSP for certificate validation, or
deni al - of -service attacks, where a PKINIT client or KDC that cannot
validate the other’s certificate wthout an acconpanyi ng OCSP
response mght reject the AS exchange or m ght have to downl oad very
large CRLs in order to continue. Kerberos V does not protect against
deni al - of -servi ce attacks; therefore, the denial-of-service aspect of
these attacks is acceptable.
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6.

6. 1.

6. 2.

Zhu

If a PKINIT client or KDC cannot validate certificates w thout the
aid of a valid PA-PK-OCSP- RESPONSE, then it SHOULD fail the AS
exchange, possibly according to local configuration.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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