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1

I ntroduction

Wien initiating multinedia tel econferences, voice-over-|P calls,
stream ng video, or other sessions, there is a requirenment to convey
medi a details, transport addresses, and other session description
nmet adata to the participants.

SDP provides a standard representation for such infornmation,
irrespective of howthat information is transported. SDP is purely a
format for session description -- it does not incorporate a transport
protocol, and it is intended to use different transport protocols as
appropriate, including the Sessi on Announcenent Protocol [14],
Session Initiation Protocol [15], Real Time Stream ng Protocol [16],
electronic mail using the M ME extensions, and the Hypertext
Transport Protocol

SDP is intended to be general purpose so that it can be used in a

wi de range of network environnents and applications. However, it is
not intended to support negotiation of session content or nedia
encodings: this is viewed as outside the scope of session
description.

This meno obsol etes RFC 2327 [6] and RFC 3266 [10]. Section 10
outlines the changes introduced in this neno.

d ossary of Terns

The following ternms are used in this docunent and have specific
meani ng within the context of this docunent.

Conference: A nultinedia conference is a set of two or nore
communi cating users along with the software they are using to
conmuni cat e.

Session: A multinmedia session is a set of nmultinmedia senders and
receivers and the data streans flowi ng fromsenders to receivers
A mul tinedia conference is an exanple of a nultinedia session

Session Description: A well-defined format for conveying sufficient
information to di scover and participate in a nmultinmedi a session

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [3].
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3. Exanpl es of SDP Usage
3.1. Session Initiation

The Session Initiation Protocol (SIP) [15] is an application-I|ayer
control protocol for creating, nodifying, and terninating sessions
such as Internet nultinedia conferences, Internet tel ephone calls,
and nultinedia distribution. The SIP nessages used to create
sessions carry session descriptions that allow participants to agree
on a set of conpatible nmedia types. These session descriptions are
commonly formatted using SDP. Wen used with SIP, the of fer/answer
nodel [17] provides a linmted framework for negotiation using SDP

3.2. Stream ng Media

The Real Tine Streanm ng Protocol (RTSP) [16], is an application-I|eve
protocol for control over the delivery of data with real-tine
properties. RTSP provides an extensible franework to enabl e
controll ed, on-denand delivery of real-time data, such as audio and
video. An RTSP client and server negotiate an appropriate set of
paraneters for nedia delivery, partially using SDP syntax to describe
t hose paraneters

3.3. Emmil and the Wrld Wde Wb

Al ternative nmeans of conveying session descriptions include
electronic mail and the Wrld Wde Wb (WWY. For both email and WAV
distribution, the nmedia type "application/sdp" is used. This enables
the automatic | aunching of applications for participation in the
session fromthe WMVclient or mail reader in a standard nanner

Not e t hat announcenents of multicast sessions nmade only via email or
the WAV do not have the property that the receiver of a session
announcemnent can necessarily receive the session because the
mul ti cast sessions nmay be restricted in scope, and access to the WAW
server or reception of email is possible outside this scope.

3.4. Milticast Session Announcenent

In order to assist the advertisenent of nulticast nultinedia
conferences and other nulticast sessions, and to conmunicate the

rel evant session setup infornmation to prospective participants, a

di stributed session directory nay be used. An instance of such a
session directory periodically sends packets containing a description
of the session to a well-known nulticast group. These advertisenents
are received by other session directories such that potential renote
participants can use the session description to start the tools
required to participate in the session
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One protocol used to inplenent such a distributed directory is the
Sessi on Announcenent Protocol (SAP) [14]. SDP provides the
recomended session description format for such session
announcenents.

4. Requirenents and Recommendati ons

The purpose of SDP is to convey information about nedia streans in
mul ti medi a sessions to allow the recipients of a session description
to participate in the session. SDP is primarily intended for use in
an internetwork, although it is sufficiently general that it can
descri be conferences in other network environments. Media streans
can be many-to-many. Sessions need not be continually active.

Thus far, nulticast-based sessions on the Internet have differed from
many other fornms of conferencing in that anyone receiving the traffic
can join the session (unless the session traffic is encrypted). In
such an environnment, SDP serves two prinary purposes. It is a nmeans
to comunicate the existence of a session, and it is a nmeans to
convey sufficient information to enable joining and participating in
the session. 1In a unicast environment, only the latter purpose is
likely to be rel evant.

An SDP session description includes the foll ow ng:
0 Session nanme and purpose

o Time(s) the session is active

0 The nedia conprising the session

o Information needed to receive those nedi a (addresses, ports,
formats, etc.)

As resources necessary to participate in a session may be |imted,
sone additional infornmation nmay al so be desirable:

o Information about the bandwi dth to be used by the session
0 Contact information for the person responsible for the session

In general, SDP nust convey sufficient information to enabl e
applications to join a session (with the possible exception of
encryption keys) and to announce the resources to be used to any
non-participants that may need to know. (This latter feature is
primarily useful when SDP is used with a nulticast session
announcenent protocol.)
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4.1. Media and Transport Information
An SDP session description includes the follow ng nmedia information
o The type of media (video, audio, etc.)
0 The transport protocol (RTP/UDP/IP, H 320, etc.)
o The format of the nmedia (H 261 video, MPEG video, etc.)
In addition to nedia format and transport protocol, SDP conveys
addre;s and port details. For an IP nmulticast session, these
conpri se:
o0 The nulticast group address for nedia

o The transport port for media

This address and port are the destination address and destination
port of the nulticast stream whether being sent, received, or both.

For unicast |P sessions, the followi ng are conveyed:
0 The renote address for nedia
0 The renote transport port for nedia
The semantics of this address and port depend on the nedia and
transport protocol defined. By default, this SHOULD be the renote
address and renote port to which data is sent. Sone nedia types nay
redefine this behaviour, but this is NOT RECOMMENDED since it
conplicates inplenentations (including niddleboxes that nust parse
t he addresses to open Network Address Translation (NAT) or firewal
pi nhol es).

4.2, Timng Information
Sessions nmay be either bounded or unbounded in time. Wether or not
they are bounded, they may be only active at specific times. SDP can
convey:
0 An arbitrary list of start and stop tinmes bounding the session

0 For each bound, repeat tines such as "every Wednesday at 10am for
one hour"

This timng information is globally consistent, irrespective of |oca
tinme zone or daylight saving tinme (see Section 5.9).
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4.3. Private Sessions

It is possible to create both public sessions and private sessions.
SDP itsel f does not distinguish between these; private sessions are
typically conveyed by encrypting the session description during
distribution. The details of how encryption is perforned are
dependent on the nechani smused to convey SDP; nechani sns are
currently defined for SDP transported using SAP [14] and SIP [15],
and others may be defined in the future.

If a session announcenent is private, it is possible to use that
private announcenent to convey encryption keys necessary to decode
each of the nedia in a conference, including enough information to
know whi ch encryption schenme is used for each nedia.

4.4. (Obtaining Further Information about a Session

A session description should convey enough information to decide
whether or not to participate in a session. SDP nay include
additional pointers in the formof Uniform Resource ldentifiers
(URI's) for nore information about the session

4.5. Categorisation

When many session descriptions are being distributed by SAP, or any
ot her advertisenment nmechanism it nmay be desirable to filter session
announcenments that are of interest fromthose that are not. SDP
supports a categorisation nmechani smfor sessions that is capable of
bei ng automated (the "a=cat:" attribute; see Section 6).

4.6. Internationalisation

The SDP specification reconmends the use of the | SO 10646 character
sets in the UTF-8 encoding [5] to allow many different |anguages to
be represented. However, to assist in conpact representations, SDP
al so all ows other character sets such as | SO 8859-1 to be used when
desired. Internationalisation only applies to free-text fields
(session nane and background information), and not to SDP as a whol e.

5. SDP Specification

An SDP session description is denoted by the nedia type
"application/sdp" (See Section 8).

An SDP session description is entirely textual using the | SO 10646
character set in UTF-8 encoding. SDP field nanes and attri bute nanes
use only the US-ASCI| subset of UTF-8, but textual fields and
attribute values MAY use the full |SO 10646 character set. Field and
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attribute values that use the full UTF-8 character set are never
directly conpared, hence there is no requirenment for UTF-8
normalisation. The textual form as opposed to a binary encoding
such as ASN. 1 or XDR, was chosen to enhance portability, to enable a
variety of transports to be used, and to allow flexible, text-based
toolkits to be used to generate and process session descriptions.
However, since SDP may be used in environnents where the nmaxinum
perm ssible size of a session descriptionis linted, the encoding is
del i berately conmpact. Al so, since announcenents may be transported
via very unreliable nmeans or damaged by an internedi ate cachi ng
server, the encoding was designed with strict order and formatting
rules so that nost errors would result in mal fornmed session
announcenents that could be detected easily and di scarded. This also
all ows rapid discarding of encrypted session announcenents for which
a receiver does not have the correct key.

An SDP session description consists of a nunber of lines of text of
the form

<t ype>=<val ue>

where <type> MUST be exactly one case-significant character and
<value> is structured text whose format depends on <type>. In
general, <value> is either a nunber of fields delimted by a single
space character or a free format string, and is case-significant

unl ess a specific field defines otherwi se. Whitespace MIST NOT be
used on either side of the "=" sign

An SDP session description consists of a session-level section

foll owed by zero or nore nedi a-l1evel sections. The session-|eve

part starts with a "v=" line and continues to the first nedi a-1eve
section. Each nedia-level section starts with an "m=" |ine and
continues to the next nedia-level section or end of the whole session
description. In general, session-level values are the default for

all nedia unless overridden by an equival ent nedi a-l evel val ue.

Some lines in each description are REQU RED and sone are OPTI ONAL,
but all MJST appear in exactly the order given here (the fixed order
greatly enhances error detection and allows for a sinple parser).
OPTIONAL itens are marked with a "*".
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Session description

v= (protocol version)

o= (originator and session identifier)

= (session nane)

i =* (session information)

u=* (URI of description)

e=* (emmil| address)

p=* (phone nunber)
c=* (connection information -- not required if included in

al |l nedia)

=* (zero or nore bandwi dth information |ines)
One or nore tine descriptions ("t=" and "r=" lines; see bel ow)
z=* (time zone adjustments)

k=* (encryption key)
a=* (zero or nore session attribute |lines)
Zero or nore media descriptions

Ti me description
t= (tinme the session is active)
r=* (zero or nore repeat tines)

Medi a description, if present

m= (nmedia name and transport address)

i=* (nmediatitle)

c=* (connection information -- optional if included at
session |level)

b=* (zero or nore bandwi dth infornmation |ines)

k=* (encryption key)

a=* (zero or nore nedia attribute |ines)

The set of type letters is deliberately snmall and not intended to be
extensible -- an SDP parser MJST conpletely ignore any session
description that contains a type letter that it does not understand.
The attribute mechani sm ("a=" described below) is the primry means
for extending SDP and tailoring it to particular applications or
media. Sone attributes (the ones listed in Section 6 of this nenp)
have a defined neaning, but others may be added on an application-,
nmedi a-, or session-specific basis. An SDP parser MJST ignore any
attribute it doesn’t understand.

An SDP session description may contain URIs that reference externa

content in the "u=", "k=", and "a=" lines. These URIs nmay be
dereferenced in sone cases, nmaking the session description non-self-
cont ai ned.
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The connection ("c=") and attribute ("a=") infornmation in the
session-level section applies to all the nedia of that session unless
overridden by connection information or an attribute of the sane nane
in the nedia description. For instance, in the exanple bel ow, each
medi a behaves as if it were given a "recvonly" attribute.

An exanpl e SDP description is:

v=0

0=j doe 2890844526 2890842807 IN | P4 10.47.16.5
s=SDP Semi nar

i =A Semi nar on the session description protoco
u=htt p:// ww. exanpl e. coni semi nar s/ sdp. pdf

e=j . doe@xanpl e. com (Jane Doe)

c=IN I P4 224.2.17. 12/ 127

t =2873397496 2873404696

a=recvonly

mraudi 0 49170 RTP/ AVP 0

mevi deo 51372 RTP/ AVP 99

a=rtpmap: 99 h263- 1998/ 90000

Text fields such as the session nane and information are octet
strings that may contain any octet with the exceptions of 0x00 (Nul),
Ox0a (ASCIl newline), and 0x0d (ASCI| carriage return). The sequence
CRLF (0x0d0Oa) is used to end a record, although parsers SHOULD be
tolerant and al so accept records terminated with a single newine
character. |If the "a=charset" attribute is not present, these octet
strings MJUST be interpreted as containing | SO 10646 characters in
UTF-8 encodi ng (the presence of the "a=charset” attribute may force
sone fields to be interpreted differently).

A session description can contain dormain names in the "o=", "u="
"e=", "c=", and "a=" lines. Any donmain name used in SDP MJST conply
with [1], [2]. Internationalised domain nanmes (I DNs) MJST be

represented using the ASCI1 Conpatible Encoding (ACE) formdefined in
[11] and MJUST NOT be directly represented in UTF-8 or any other
encoding (this requirenent is for conpatibility with RFC 2327 and

ot her SDP-rel ated standards, which predate the devel opnment of

i nternationalised donmai n nanes).

5.1. Protocol Version ("v=")
v=0

The "v=" field gives the version of the Session Description Protocol
This meno defines version 0. There is no mnor version nunber.
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5.2. Oigin ("o=")

o=<user nane> <sess-i d> <sess-version> <nettype> <addrtype>
<uni cast - addr ess>

The "o=" field gives the originator of the session (her usernane and

the address of the user’s host) plus a session identifier and version

numnber :

<username> is the user’s login on the originating host, or it is "-"
if the originating host does not support the concept of user |Ds.
The <usernane> MJST NOT contain spaces

<sess-id> is a nuneric string such that the tuple of <usernane>,
<sess-id> <nettype>, <addrtype>, and <unicast-address> forns a
globally unique identifier for the session. The nethod of
<sess-id> allocation is up to the creating tool, but it has been
suggested that a Network Tine Protocol (NTP) format tinmestanp be
used to ensure uni queness [13].

<sess-version> is a version nunber for this session description. |Its
usage is up to the creating tool, so long as <sess-version> is
i ncreased when a nodification is nade to the session data. Again,
it is RECOWENDED that an NTP format tinmestanp is used

<nettype> is a text string giving the type of network. Initially
"IN' is defined to have the neaning "Internet", but other val ues
MAY be registered in the future (see Section 8).

<addrtype> is a text string giving the type of the address that
follows. Initially "IP4" and "I P6" are defined, but other val ues
MAY be registered in the future (see Section 8).

<uni cast - address> is the address of the nachine from which the
session was created. For an address type of IP4, this is either
the fully qualified donmain nane of the machine or the dotted-
deci nal representation of the IP version 4 address of the machi ne.
For an address type of IP6, this is either the fully qualified
domai n nane of the machine or the conpressed textua
representation of the IP version 6 address of the machine. For
both 1P4 and I1P6, the fully qualified domain name is the formthat
SHOULD be given unless this is unavailable, in which case the
gl obal Il y uni que address NMAY be substituted. A local |P address
MJUST NOT be used in any context where the SDP description mnight
| eave the scope in which the address is neaningful (for exanple, a
| ocal address MJUST NOT be included in an application-Ieve
referral that m ght |eave the scope).
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In general, the "o=" field serves as a globally unique identifier for
this version of this session description, and the subfields excepting
the version taken together identify the session irrespective of any
nmodi fi cations.

For privacy reasons, it is sonetines desirable to obfuscate the
usernane and | P address of the session originator. If this is a
concern, an arbitrary <username> and private <uni cast-address> MAY be
chosen to populate the "o=" field, provided that these are sel ected
in a manner that does not affect the gl obal uniqueness of the field.

5.3. Session Nane ("s=")
s=<sessi on nane>
The "s=" field is the textual session nane. There MJST be one and

only one "s=" field per session description. The "s=" field MJST NOT
be enpty and SHOULD contain | SO 10646 characters (but see also the

"a=charset" attribute). |If a session has no neani ngful nane, the
value "s= " SHOULD be used (i.e., a single space as the session
name) .

5.4. Session Information ("i=")

i =<sessi on description>

The "i=" field provides textual information about the session. There
MUST be at npbst one session-level "i=" field per session description

and at nost one "i=" field per media. |If the "a=charset” attribute
is present, it specifies the character set used in the "i=" field.
If the "a=charset" attribute is not present, the "i=" field MJST

contain | SO 10646 characters in UTF-8 encodi ng.
A single "i=" field MAY al so be used for each nmedia definition. In
medi a definitions, "i=" fields are primarily intended for |abelling
medi a streans. As such, they are nost likely to be useful when a
singl e session has nore than one distinct nedia streamof the sane
nmedia type. An exanple would be two different whiteboards, one for
slides and one for feedback and questi ons.

The "i=" field is intended to provide a free-form human-readabl e

description of the session or the purpose of a nedia stream It is
not suitable for parsing by autonata.
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5.5. URI ("u=")
u=<uri >

A URl is a Uniform Resource ldentifier as used by WWVclients [7].
The URI should be a pointer to additional information about the
session. This field is OPTIONAL, but if it is present it MJST be
specified before the first nedia field. No nore than one UR field
is allowed per session description

5.6. Email Address and Phone Nunber ("e=" and "p=")

e=<enui | - addr ess>
p=<phone- nunber >
The "e=" and "p=" lines specify contact information for the person
responsi ble for the conference. This is not necessarily the same
person that created the conference announcenent.

I nclusion of an enmil address or phone nunmber is OPTIONAL. Note that
the previous version of SDP specified that either an enmail field or a
phone field MIST be specified, but this was widely ignored. The
change brings the specification into line with common usage.

If an emai|l address or phone nunber is present, it MJST be specified
before the first nedia field. Mre than one enmail or phone field can
be given for a session description

Phone nunbers SHOULD be given in the formof an international public
t el econmuni cati on nunber (see | TU-T Recommendation E. 164) preceded by
a "+". Spaces and hyphens may be used to split up a phone field to
aid readability if desired. For exanple:

p=+1 617 555-6011
Both emai| addresses and phone nunbers can have an OPTI ONAL free text
string associated with them nornmally giving the nane of the person
who may be contacted. This MJST be enclosed in parentheses if it is
present. For exanple:

e=j . doe@xanpl e. com (Jane Doe)

The alternative RFC 2822 [29] nane quoting convention is also all owed
for both email addresses and phone nunbers. For exanple:

e=Jane Doe <j.doe@xanple.conpr
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The free text string SHOULD be in the | SO 10646 character set with
UTF-8 encoding, or alternatively in | SO 8859-1 or other encodings if
the appropriate session-level "a=charset" attribute is set.

5.7. Connection Data ("c=")
c=<nettype> <addrtype> <connecti on-address>
The "c=" field contai ns connection data.

A session description MIUST contain either at |east one "c=" field in
each nedi a description or a single "c=" field at the session |evel

It MAY contain a single session-level "c=" field and additional "c="
field(s) per nedia description, in which case the per-nedia val ues
override the session-level settings for the respective nedia.

The first sub-field ("<nettype>") is the network type, which is a
text string giving the type of network. Initially, "IN is defined
to have the neaning "Internet", but other values MAY be registered in
the future (see Section 8).

The second sub-field ("<addrtype>") is the address type. This allows
SDP to be used for sessions that are not |IP based. This nmeno only
defines I P4 and | P6, but other values MAY be registered in the future
(see Section 8).

The third sub-field ("<connection-address>") is the connection
address. OPTIONAL sub-fields MAY be added after the connection
address dependi ng on the val ue of the <addrtype> field.

When the <addrtype> is | P4 and | P6, the connection address is defined
as foll ows:

o If the session is multicast, the connection address will be an IP
mul ticast group address. |If the session is not nulticast, then
t he connection address contains the unicast |P address of the
expected data source or data relay or data sink as determ ned by
additional attribute fields. It is not expected that unicast
addresses will be given in a session description that is
communi cated by a multicast announcenent, though this is not
pr ohi bi t ed.

0 Sessions using an | Pv4 nmulticast connection address MJST al so have
atimetolive (TTL) value present in addition to the nulticast
address. The TTL and the address together define the scope with
whi ch multicast packets sent in this conference will be sent. TTL
val ues MJST be in the range 0-255. Although the TTL MJST be
specified, its use to scope nulticast traffic is deprecated,
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applications SHOULD use an administratively scoped address
i nst ead.

The TTL for the session is appended to the address using a slash as a
separator. An example is:

c=I N I P4 224.2.36.42/127

| Pv6 nulticast does not use TTL scoping, and hence the TTL val ue MJST
NOT be present for IPv6 nmulticast. It is expected that |Pv6 scoped
addresses will be used to limt the scope of conferences.

Hi erarchical or |ayered encodi ng schenes are data streans where the
encoding froma single nmedia source is split into a nunber of |ayers.
The receiver can choose the desired quality (and hence bandw dth) by
only subscribing to a subset of these layers. Such |ayered encodi ngs
are normally transmtted in nultiple nulticast groups to all ow

mul ticast pruning. This techni que keeps unwanted traffic fromsites
only requiring certain levels of the hierarchy. For applications
requiring multiple nulticast groups, we allow the follow ng notation
to be used for the connection address:

<base nulticast address>[/<ttl>]/<nunber of addresses>
If the nunber of addresses is not given, it is assuned to be one.
Miul ti cast addresses so assigned are contiguously allocated above the
base address, so that, for exanple:

c=IN P4 224.2.1.1/127/3
woul d state that addresses 224.2.1.1, 224.2.1.2, and 224.2.1.3 are to
be used at a TTL of 127. This is semantically identical to including
multiple "c=" lines in a nmedia description

c=IN I P4 224.2.1.1/127

c=IN P4 224.2.1.2/127

c=IN I P4 224.2.1.3/127
Similarly, an | Pv6 exanpl e woul d be:

c=IN I P6 FF15::101/3

which is senantically equivalent to:

c=IN I P6 FF15::101
c=IN I P6 FF15::102
c=IN I P6 FF15::103
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(remenbering that the TTL field is not present in |Pv6 nulticast).
Mul tiple addresses or "c=" lines MAY be specified on a per-nedia
basis only if they provide nmulticast addresses for different |ayers
in a hierarchical or |ayered encoding scheme. They MJST NOT be
specified for a session-level "c=" field.

The slash notation for multiple addresses descri bed above MJUST NOT be
used for | P unicast addresses.

5.8. Bandwi dth ("b=")
b=<bwt ype>: <bandw dt h>

This OPTIONAL field denotes the proposed bandwi dth to be used by the
session or nmedia. The <bwtype> is an al phanuneric nodifier giving
the meani ng of the <bandw dth> figure. Two values are defined in
this specification, but other values MAY be registered in the future
(see Section 8 and [21], [25]):

CT If the bandwi dth of a session or nmedia in a session is different
fromthe bandwidth inmplicit fromthe scope, a "b=CT:..." line
SHOULD be supplied for the session giving the proposed upper limt
to the bandwi dth used (the "conference total" bandwi dth). The
primary purpose of this is to give an approxinmate idea as to
whet her two or nore sessions can coexist sinmultaneously. Wen
using the CT nodifier with RTP, if several RTP sessions are part
of the conference, the conference total refers to total bandw dth
of all RTP sessions.

AS The bandwidth is interpreted to be application specific (it will
be the application’s concept of maxi num bandwi dth). Normally,
this will coincide with what is set on the application s "nmaxinmm
bandwi dth" control if applicable. For RTP-based applications, AS
gi ves the RTP "session bandw dth" as defined in Section 6.2 of
[19].

Note that CT gives a total bandwidth figure for all the nedia at al
sites. AS gives a bandwidth figure for a single nedia at a single
site, although there may be many sites sending simnultaneously.

A prefix "X-" is defined for <bwtype> nanes. This is intended for
experinental purposes only. For exanple:

b=X-YZ: 128
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Use of the "X-" prefix is NOT RECOWENDED: instead new nodifiers
SHOULD be registered with I ANA in the standard namespace. SDP
parsers MJST ignore bandwi dth fields with unknown nodifiers.
Modi fi ers MJST be al phanuneric and, although no length Iimt is
given, it is reconmended that they be short.

The <bandwidth> is interpreted as kilobits per second by default.
The definition of a new <bwtype> nodifier MAY specify that the
bandwidth is to be interpreted in sone alternative unit (the "CI" and
"AS" nodifiers defined in this meno use the default units).

5.9. Timng ("t=")

t=<start-tine> <stop-tinme>

The "t=" lines specify the start and stop tinmes for a session
Multiple "t=" lines MAY be used if a session is active at nmultiple
irregularly spaced tines; each additional "t=" line specifies an
additional period of tinme for which the session will be active. |If
the session is active at regular tinmes, an "r=" line (see bel ow)
shoul d be used in addition to, and following, a "t=" line -- in which
case the "t=" line specifies the start and stop tinmes of the repeat
sequence.

The first and second sub-fields give the start and stop tines,
respectively, for the session. These values are the deci mal
representation of Network Tine Protocol (NTP) tinme values in seconds
since 1900 [13]. To convert these values to UNI X time, subtract

deci mal 2208988800.

NTP ti mestanps are el sewhere represented by 64-bit val ues, which wap
sonetine in the year 2036. Since SDP uses an arbitrary |length

deci mal representation, this should not cause an issue (SDP

ti mestanps MUST continue counting seconds since 1900, NTP will use
the val ue nodulo the 64-bit limt).

If the <stop-tinme> is set to zero, then the session is not bounded,
though it will not becone active until after the <start-tine>  If
the <start-tine> is also zero, the session is regarded as pernanent.

User interfaces SHOULD strongly di scourage the creation of unbounded
and pernmanent sessions as they give no informati on about when the
session is actually going to termnate, and so nake schedul i ng
difficult.

The general assunption nmay be made, when di spl ayi ng unbounded

sessions that have not timed out to the user, that an unbounded
session will only be active until half an hour fromthe current tine
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or the session start tinme, whichever is the later. |f behaviour
other than this is required, an end-tine SHOULD be given and nodified
as appropriate when new i nformati on beconmes avail abl e about when the
session should really end.

Per manent sessi ons nmay be shown to the user as never being active
unl ess there are associated repeat tines that state precisely when
the session will be active.

5.10. Repeat Tinmes ("r=")

r=<repeat interval> <active duration> <offsets fromstart-tinme>
"r=" fields specify repeat tinmes for a session. For exanple, if a
session is active at 10am on Mdonday and 1lam on Tuesday for one hour
each week for three nonths, then the <start-tinme> in the
corresponding "t=" field would be the NTP representati on of 10am on
the first Monday, the <repeat interval> would be 1 week, the <active
duration> would be 1 hour, and the offsets would be zero and 25
hours. The corresponding "t=" field stop tine would be the NTP
representation of the end of the |last session three nonths later. By
default, all fields are in seconds, so the "r=" and "t=" fields night
be the foll ow ng:

t =3034423619 3042462419
r=604800 3600 0 90000

To nmake description nore conpact, tinmes may also be given in units of
days, hours, or minutes. The syntax for these is a nunber

i mediately followed by a single case-sensitive character

Fractional units are not allowed -- a smaller unit should be used
instead. The followi ng unit specification characters are all owed:

- days (86400 seconds)
hours (3600 seconds)
m nutes (60 seconds)
- seconds (allowed for conpl eteness)

UJB:TQ.
1

Thus, the above session announcenent could al so have been witten:
r=7d 1h 0 25h
Mont hly and yearly repeats cannot be directly specified with a single

SDP repeat time; instead, separate "t=" fields should be used to
explicitly list the session tines.
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5.11. Tine Zones ("z=")
z=<adj ustnent tinme> <offset> <adjustnent tine> <offset> ...

To schedul e a repeated session that spans a change from dayli ght
saving tine to standard tine or vice versa, it is necessary to
specify offsets fromthe base time. This is required because
different time zones change tine at different tinmes of day, different
countries change to or fromdaylight saving tinme on different dates,
and sone countries do not have daylight saving tinme at all

Thus, in order to schedule a session that is at the sane tinme w nter
and sumer, it nust be possible to specify unanbi guously by whose
time zone a session is scheduled. To sinplify this task for
receivers, we allow the sender to specify the NTP tine that a tinme
zone adjustment happens and the offset fromthe time when the session
was first scheduled. The "z=" field allows the sender to specify a
list of these adjustnent tines and offsets fromthe base tine.

An exanpl e m ght be the foll ow ng:
2=2882844526 -1h 2898848070 0

This specifies that at tinme 2882844526, the tine base by which the
session’s repeat tines are calculated is shifted back by 1 hour, and
that at tinme 2898848070, the session's original tine base is
restored. Adjustnents are always relative to the specified start
time -- they are not curul ative. Adjustnents apply to all "t=" and
"r=" lines in a session description.

If a sessionis likely to | ast several years, it is expected that the
sessi on announcement will be nodified periodically rather than
transmt several years’ worth of adjustnments in one session
announcenent .

5.12. Encryption Keys ("k=")

k=<met hod>
k=<net hod>: <encryption key>

If transported over a secure and trusted channel, the Session
Description Protocol MAY be used to convey encryption keys. A sinple
mechani sm for key exchange is provided by the key field ("k="),

al though this is primarily supported for conpatibility with ol der

i npl enentations and its use is NOT RECOMMENDED. Wbrk is in progress
to define new key exchange nechani snms for use with SDP [27] [28], and
it is expected that new applications will use those nechani sns.
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A key field is permitted before the first nedia entry (in which case
it applies to all media in the session), or for each nmedia entry as
required. The format of keys and their usage are outside the scope
of this docunent, and the key field provides no way to indicate the
encryption algorithmto be used, key type, or other information about
the key: this is assuned to be provided by the higher-1level protoco
using SDP. If there is a need to convey this information w thin SDP
t he extensions nentioned previously SHOULD be used. Many security
protocols require two keys: one for confidentiality, another for
integrity. This specification does not support transfer of two keys.

The nmet hod indicates the mechanismto be used to obtain a usable key
by external neans, or fromthe encoded encryption key given. The
foll owi ng net hods are defined:

k=cl ear: <encrypti on key>

The encryption key is included untransforned in this key field.
This method MJUST NOT be used unless it can be guaranteed that
the SDP is conveyed over a secure channel. The encryption key
is interpreted as text according to the charset attribute; use
the "k=base64:" nethod to convey characters that are otherw se
prohi bited in SDP

k=base64: <encoded encryption key>

The encryption key is included in this key field but has been
base64 encoded [12] because it includes characters that are
prohibited in SDP. This nethod MUST NOT be used unless it can
be guaranteed that the SDP is conveyed over a secure channel

k=uri:<URI to obtain key>

A Uniform Resource Identifier is included in the key field.

The URI refers to the data containing the key, and may require
addi ti onal authentication before the key can be returned. Wen
a request is nade to the given URI, the reply should specify
the encoding for the key. The UR is often an Secure Socket
Layer/ Transport Layer Security (SSL/TLS)-protected HTTP URI
("https:"), although this is not required.

k=pr onpt

No key is included in this SDP description, but the session or
nmedia streamreferred to by this key field is encrypted. The
user should be pronpted for the key when attenpting to join the
session, and this user-supplied key should then be used to
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decrypt the nedia streanms. The use of user-specified keys is
NOT RECOWMENDED, since such keys tend to have weak security
properties.

The key field MIUST NOT be used unless it can be guaranteed that the
SDP is conveyed over a secure and trusted channel. An exanple of
such a channel m ght be SDP enbedded inside an S/M ME nessage or a
TLS-protected HTTP session. It is inportant to ensure that the
secure channel is with the party that is authorised to join the
session, not an internediary: if a caching proxy server is used, it
is inportant to ensure that the proxy is either trusted or unable to
access the SDP

5.13. Attributes ("a=")

a=<attri bute>
a=<attri but e>: <val ue>

Attributes are the prinmary neans for extending SDP. Attributes nmay
be defined to be used as "session-level" attributes, "nedia-Ievel"
attributes, or both.

A nmedi a description may have any nunber of attributes ("a=" fields)
that are nedia specific. These are referred to as "nedi a-l evel "
attributes and add informati on about the nedia stream Attribute
fields can al so be added before the first nedia field; these
"session-level" attributes convey additional information that applies
to the conference as a whole rather than to individual nedia.

Attribute fields may be of two forns:

0 A property attribute is sinply of the form"a=<flag>". These are
binary attributes, and the presence of the attribute conveys that
the attribute is a property of the session. An exanple mght be
"a=recvonly".

0o Avalue attribute is of the form"a=<attribute>: <value>". For
exanpl e, a whiteboard could have the value attribute "a=orient:
| andscape"

Attribute interpretati on depends on the nedia tool being invoked.
Thus receivers of session descriptions should be configurable in
their interpretation of session descriptions in general and of
attributes in particular.

Attri bute nanmes MJST use the US-ASCI| subset of |SO 10646/ UTF- 8.
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Attribute values are octet strings, and MAY use any octet val ue
except 0x00 (Nul), OxOA (LF), and OxOD (CR). By default, attribute
values are to be interpreted as in |1 SO 10646 character set with UTF-8
encoding. Unlike other text fields, attribute values are NOT
normal |y affected by the "charset” attribute as this would nake
conpari sons agai nst known val ues problenatic. However, when an
attribute is defined, it can be defined to be charset dependent, in
whi ch case its value should be interpreted in the session charset
rather than in |1 SO 10646.

Attributes MIST be registered with I ANA (see Section 8). |If an
attribute is received that is not understood, it MJST be ignored by
t he receiver.

5.14. Media Descriptions ("m"
me<medi a> <port> <proto> <fmt> ..
A session description nmay contain a nunber of nedia descriptions.
Each nedia description starts with an "m=" field and is term nated by

either the next "m" field or by the end of the session description
A nmedia field has several sub-fields:

<nmedia> is the nedia type. Currently defined nedia are "audi 0",
"video", "text", "application", and "nessage", although this |ist
may be extended in the future (see Section 8).

<port> is the transport port to which the nedia streamis sent. The
meani ng of the transport port depends on the network being used as
specified in the relevant "c=" field, and on the transport
protocol defined in the <proto> sub-field of the nedia field.
O her ports used by the nedia application (such as the RTP Contro
Protocol (RTCP) port [19]) MAY be derived algorithmcally fromthe
base nedia port or MAY be specified in a separate attribute (for
exanple, "a=rtcp:" as defined in [22]).

I f non-contiguous ports are used or if they don't follow the
parity rule of even RTP ports and odd RTCP ports, the "a=rtcp:"
attribute MJUST be used. Applications that are requested to send
media to a <port> that is odd and where the "a=rtcp:" is present
MUST NOT subtract 1 fromthe RTP port: that is, they MIST send the
RTP to the port indicated in <port> and send the RTCP to the port
indicated in the "a=rtcp" attribute.

For applications where hierarchically encoded streans are being
sent to a unicast address, it nay be necessary to specify multiple
transport ports. This is done using a simlar notation to that
used for IP nulticast addresses in the "c=" field:
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m=<nedi a> <port >/ <nunber of ports> <proto> <fnt> ..

In such a case, the ports used depend on the transport protocol

For RTP, the default is that only the even-nunbered ports are used
for data with the correspondi ng one-hi gher odd ports used for the
RTCP bel onging to the RTP session, and the <nunber of ports>
denoting the nunber of RTP sessions. For exanple:

nevi deo 49170/ 2 RTP/ AVP 31

woul d specify that ports 49170 and 49171 form one RTP/ RTCP pair
and 49172 and 49173 formthe second RTP/RTCP pair. RTP/AVP is the
transport protocol and 31 is the format (see below). If non-
contiguous ports are required, they must be signalled using a
separate attribute (for exanple, "a=rtcp:" as defined in [22]).

If multiple addresses are specified in the "c=" field and nmultiple
ports are specified in the "nm=" field, a one-to-one napping from
port to the correspondi ng address is inplied. For exanple:

c=IN P4 224.2.1.1/127/ 2
mevi deo 49170/ 2 RTP/ AVP 31

woul d inply that address 224.2.1.1 is used with ports 49170 and
49171, and address 224.2.1.2 is used with ports 49172 and 49173.

The semantics of nultiple "m=" |ines using the sane transport
address are undefined. This inplies that, unlike linmted past
practice, there is no inplicit grouping defined by such neans and
an explicit grouping framework (for exanple, [18]) should instead
be used to express the intended semantics.

<proto> is the transport protocol. The neaning of the transport
protocol is dependent on the address type field in the rel evant
"c=" field. Thus a "c=" field of I1P4 indicates that the transport
protocol runs over |P4. The followi ng transport protocols are
defined, but nmay be extended through registration of new protocols
with | ANA (see Section 8):

* udp: denotes an unspecified protocol running over UDP

* RTP/ AVP: denotes RTP [19] used under the RTP Profile for Audio
and Vi deo Conferences with Mnimal Control [20] running over
UDP.

* RTP/ SAVP: denotes the Secure Real -tinme Transport Protocol [23]
runni ng over UDP
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6.

The main reason to specify the transport protocol in addition to
the media format is that the sane standard nedia formats nmay be
carried over different transport protocols even when the network

protocol is the same -- a historical exanple is vat Pul se Code
Modul ation (PCM audi o and RTP PCM audi o; anot her m ght be TCP/ RTP
PCM audio. |In addition, relays and nonitoring tools that are

transport-protocol -specific but format-independent are possible.

<fm>is a media format description. The fourth and any subsequent

sub-fields describe the format of the nedia. The interpretation
of the nedia format depends on the value of the <proto> sub-field.

If the <proto> sub-field is "RTP/AVP" or "RTP/ SAVP" the <fnt>
sub-fields contain RTP payl oad type nunbers. Wen a |ist of

payl oad type nunbers is given, this inplies that all of these

payl oad formats MAY be used in the session, but the first of these
formats SHOULD be used as the default format for the session. For
dynani ¢ payl oad type assignnents the "a=rtpnap:" attribute (see
Section 6) SHOULD be used to map from an RTP payl oad type nunber
to a nedia encoding nanme that identifies the payload format. The
"a=fntp:" attribute MAY be used to specify format paraneters (see
Section 6).

If the <proto> sub-field is "udp" the <fnt> sub-fields MJST
reference a nedia type describing the fornmat under the "audi 0"
"video", "text", "application", or "nmessage" top-level nedia
types. The nmedia type registration SHOULD define the packet
format for use with UDP transport.

For nedi a using other transport protocols, the <fm> field is
protocol specific. Rules for interpretation of the <fnt> sub-
field MUST be defined when registering new protocols (see Section
8.2.2).

SDP Attri butes

The following attributes are defined. Since application witers nay
add new attributes as they are required, this list is not exhaustive.
Regi stration procedures for new attributes are defined in Section

. 2. 4.

a=cat : <cat egory>

This attribute gives the dot-separated hierarchical category of
the session. This is to enable a receiver to filter unwanted
sessions by category. There is no central registry of
categories. It is a session-level attribute, and it is not
dependent on charset.

Handl ey, et al. St andards Track [ Page 24]



RFC 4566 SDP July 2006

a=keywds: <keywor ds>

Li ke the cat attribute, this is to assist identifying wanted
sessions at the receiver. This allows a receiver to select

i nteresting session based on keywords describing the purpose of
the session; there is no central registry of keywords. It is a
session-level attribute. It is a charset-dependent attribute,
neani ng that its value should be interpreted in the charset
specified for the session description if one is specified, or
by default in | SO 10646/ UTF- 8.

a=t ool : <nane and version of tool>
This gives the nane and version nunber of the tool used to
create the session description. It is a session-Ileve
attribute, and it is not dependent on charset.
a=pti ne: <packet tinme>
This gives the length of time in mlliseconds represented by

the media in a packet. This is probably only neaningful for
audi o data, but may be used with other nedia types if it makes

sense. It should not be necessary to know ptinme to decode RTP
or vat audio, and it is intended as a recomendation for the
encodi ng/ packetisation of audio. It is a nedia-Ieve

attribute, and it is not dependent on charset.
a=maxpti me: <maxi mum packet time>

This gives the nmaxi num anount of nedia that can be encapsul at ed
in each packet, expressed as tine in mlliseconds. The tine
SHALL be cal culated as the sumof the tinme the nmedia present in
t he packet represents. For frame-based codecs, the tinme SHOULD
be an integer multiple of the frane size. This attribute is
probably only neani ngful for audio data, but rmay be used wth
other nedia types if it nmakes sense. It is a nedia-leve
attribute, and it is not dependent on charset. Note that this
attribute was introduced after RFC 2327, and non-updat ed

i mpl ementations will ignore this attribute.

a=rt pmap: <payl oad type> <encodi ng name>/ <cl ock rate> [/<encodi ng
par anet er s>]

This attribute maps from an RTP payl oad type nunber (as used in

an "m=" line) to an encodi ng nanme denoting the payl oad format
to be used. It also provides information on the clock rate and
encodi ng paraneters. It is a nedia-level attribute that is not

dependent on charset.
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Al t hough an RTP profile nay neke static assignnents of payl oad
type nunbers to payload fornmats, it is nmore common for that
assignnent to be done dynanically using "a=rtpmap:" attributes
As an exanple of a static payload type, consider u-law PCM
coded si ngl e-channel audio sanpled at 8 kHz. This is
conpletely defined in the RTP Audio/Video profile as payl oad
type 0, so there is no need for an "a=rtpmap:" attribute, and
the media for such a streamsent to UDP port 49232 can be
speci fied as:

mFaudi o 49232 RTP/ AVP 0

An exanpl e of a dynanmic payload type is 16-bit |inear encoded
stereo audi o sanpled at 16 kHz. If we wish to use the dynanic
RTP/ AVP payl oad type 98 for this stream additional information
is required to decode it:

mFaudi o 49232 RTP/ AVP 98
a=rtpnmap: 98 L16/ 16000/ 2

Up to one rtpnap attribute can be defined for each nmedia fornmat
specified. Thus, we might have the foll ow ng:

nmFaudi o 49230 RTP/ AVP 96 97 98
a=rtpnmap: 96 L8/ 8000
a=rtpmap: 97 L16/ 8000
a=rtpmap: 98 L16/11025/2

RTP profiles that specify the use of dynam c payl oad types MJST
define the set of valid encodi ng nanes and/or a neans to

regi ster encoding nanes if that profile is to be used with SDP
The "RTP/ AVP' and "RTP/ SAVP" profiles use nedia subtypes for
encodi ng nanes, under the top-level nedia type denoted in the
"m=" line. 1In the exanple above, the nedia types are
"audi o/l 8" and "audi o/l 16".

For audi o streans, <encodi ng paraneters> indicates the nunber
of audi o channels. This paranmeter is OPTIONAL and nay be
omtted if the nunber of channels is one, provided that no
addi ti onal paraneters are needed.

For video streans, no encoding paraneters are currently
speci fi ed.

Addi tional encoding paranmeters MAY be defined in the future,

but codec-specific paraneters SHOULD NOT be added. Paraneters
added to an "a=rtpmap:" attribute SHOULD only be those required
for a session directory to nake the choice of appropriate nedia
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to participate in a session. Codec-specific paranmeters should
be added in other attributes (for exanple, "a=fntp:").

Note: RTP audio formats typically do not include information
about the nunber of sanples per packet. |If a non-default (as
defined in the RTP Audi o/ Video Profile) packetisation is
required, the "ptinme" attribute is used as given above.

a=recvonly

This specifies that the tools should be started in receive-only
node where applicable. It can be either a session- or nedia-

| evel attribute, and it is not dependent on charset. Note that
recvonly applies to the media only, not to any associ ated
control protocol (e.g., an RTP-based systemin recvonly node
SHOULD still send RTCP packets).

a=sendr ecv

This specifies that the tools should be started in send and
receive nmode. This is necessary for interactive conferences
with tools that default to receive-only node. It can be either
a session or nedia-level attribute, and it is not dependent on
charset .

If none of the attributes "sendonly", "recvonly", "inactive"
and "sendrecv" is present, "sendrecv' SHOULD be assuned as the
default for sessions that are not of the conference type
"broadcast" or "H332" (see bel ow).

a=sendonl y

Handl ey,

This specifies that the tools should be started in send-only
nmode. An exanple may be where a different unicast address is
to be used for a traffic destination than for a traffic source.
In such a case, two nedia descriptions may be used, one

sendonly and one recvonly. It can be either a session- or
medi a-1 evel attribute, but would nornally only be used as a
media attribute. It is not dependent on charset. Note that

sendonly applies only to the nedia, and any associated contro
protocol (e.g., RTCP) SHOULD still be received and processed as
nor mal .

=i nactive

This specifies that the tools should be started in inactive
node. This is necessary for interactive conferences where
users can put other users on hold. No nedia is sent over an

et al. St andards Track [ Page 27]



RFC 4566 SDP July 2006

inactive nmedia stream Note that an RTP-based system SHOULD

still send RTCP, even if started inactive. |t can be either a
session or nedia-level attribute, and it is not dependent on
charset.

a=orient: <orientation>

Normally this is only used for a whiteboard or presentation

tool. It specifies the orientation of a the workspace on the
screen. It is a nedia-level attribute. Permtted values are
"portrait", "landscape", and "seascape" (upside-down

| andscape). It is not dependent on charset.

a=t ype: <conf erence type>

This specifies the type of the conference. Suggested val ues
are "broadcast", "neeting", "noderated", "test", and "H332"
"recvonly" should be the default for "type: broadcast" sessions,
"type: neeting" should inply "sendrecv", and "type: noder at ed"
shoul d indicate the use of a floor control tool and that the
nmedia tools are started so as to nute new sites joining the
conf erence.

Specifying the attribute "type: H332" indicates that this

| oosely coupl ed session is part of an H 332 session as defined
in the ITU H 332 specification [26]. Media tools should be
started "recvonly".

Specifying the attribute "type:test” is suggested as a hint
that, unless explicitly requested ot herw se, receivers can
safely avoi d displaying this session description to users.

The type attribute is a session-level attribute, and it is not
dependent on charset.

a=char set : <char acter set>

This specifies the character set to be used to display the
session name and information data. By default, the | SO 10646
character set in UTF-8 encoding is used. |f a nore conpact
representation is required, other character sets nmay be used.
For exanple, the 1SO 8859-1 is specified with the foll owi ng SDP
attribute:

a=charset: | SO 8859-1
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This is a session-level attribute and is not dependent on
charset. The charset specified MIST be one of those registered
with I ANA, such as | SO 8859-1. The character set identifier is
a US-ASCII string and MUST be conpared agai nst the | ANA
identifiers using a case-insensitive conparison. |If the
identifier is not recognised or not supported, all strings that
are affected by it SHOULD be regarded as octet strings.

Note that a character set specified MJST still prohibit the use
of bytes 0x00 (Nul), OxO0A (LF), and 0x0d (CR). Character sets
requiring the use of these characters MJST define a quoting
mechani smthat prevents these bytes from appearing within text
fields.

a=sdpl ang: <l anguage t ag>

a=

Handl ey,

This can be a session-level attribute or a nedia-Ieve
attribute. As a session-level attribute, it specifies the

| anguage for the session description. As a nedia-Ileve
attribute, it specifies the | anguage for any nedi a-l evel SDP
information field associated with that nedia. Miltiple sdplang
attributes can be provided either at session or nedia level if
mul ti pl e | anguages in the session description or nedia use
nmul ti pl e | anguages, in which case the order of the attributes

i ndi cates the order of inportance of the various |anguages in
the session or nedia fromnost inportant to | east inportant.

In general, sending session descriptions consisting of nultiple
| anguages is discouraged. Instead, nultiple descriptions
SHOULD be sent describing the session, one in each | anguage.
However, this is not possible with all transport nechanisns,
and so nultiple sdplang attributes are allowed although NOT
RECOMVENDED.

The "sdpl ang"” attribute value nust be a single RFC 3066

| anguage tag in US-ASCII [9]. It is not dependent on the
charset attribute. An "sdplang" attribute SHOULD be specified
when a session is of sufficient scope to cross geographic
boundari es where the | anguage of recipients cannot be assuned,
or where the session is in a different |anguage fromthe

| ocal |y assuned norm

ang: <l anguage tag>
This can be a session-level attribute or a nedia-leve
attribute. As a session-level attribute, it specifies the

default |anguage for the session being described. As a nedia-
| evel attribute, it specifies the | anguage for that nedia,
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overriding any session-level |anguage specified. Miltiple Iang
attributes can be provided either at session or nedia level if
the session description or nedia use nultiple |anguages, in

whi ch case the order of the attributes indicates the order of

i nportance of the various | anguages in the session or nedia
fromnost inportant to |l east inportant.

The "lang" attribute value nust be a single RFC 3066 | anguage
tag in US-ASCIl [9]. It is not dependent on the charset
attribute. A "lang" attribute SHOULD be specified when a
session is of sufficient scope to cross geographi c boundaries
where the | anguage of recipients cannot be assuned, or where
the session is in a different | anguage fromthe |l ocally assuned
norm

a=franerate: <frane rate>

This gives the maxi numvideo frane rate in franes/sec. It is

i ntended as a recommendation for the encodi ng of video data.
Deci mal representations of fractional values using the notation
"<integer>.<fraction>" are allowed. It is a nedia-Ileve
attribute, defined only for video nedia, and it is not
dependent on charset.

a=qual ity: <quality>

This gives a suggestion for the quality of the encoding as an
i nteger value. The intention of the quality attribute for
video is to specify a non-default trade-off between franme-rate
and still-imge quality. For video, the value is in the range
0 to 10, with the foll ow ng suggested neani ng:

10 - the best still-image quality the conpression schene can
gi ve.

5 - the default behaviour given no quality suggestion

0 - the worst still-inage quality the codec designer thinks
is still usable.

It is a nedia-level attribute, and it is not dependent on
charset.

a=fm p: <format > <format specific paraneters>

Handl ey,

This attribute allows paraneters that are specific to a
particular format to be conveyed in a way that SDP does not
have to understand them The format nmust be one of the formats
specified for the media. Format-specific paraneters may be any
set of paraneters required to be conveyed by SDP and gi ven
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7.

unchanged to the nedia tool that will use this format. At nost
one instance of this attribute is allowed for each formt.

It is a nedia-level attribute, and it is not dependent on
charset .

Security Considerations

SDP is frequently used with the Session Initiation Protocol [15]
using the offer/answer nodel [17] to agree on paraneters for unicast
sessions. \When used in this manner, the security considerations of
t hose protocols apply.

SDP is a session description format that describes nultinedia
sessions. Entities receiving and acting upon an SDP nmessage SHOULD
be aware that a session description cannot be trusted unless it has
been obtained by an authenticated transport protocol froma known and
trusted source. Many different transport protocols may be used to

di stribute session description, and the nature of the authentication
will differ fromtransport to transport. For sonme transports,
security features are often not deployed. In case a session
description has not been obtained in a trusted manner, the endpoint
SHOULD exerci se care because, anong ot her attacks, the nedia sessions
received may not be the intended ones, the destination where nediais
sent to may not be the expected one, any of the paraneters of the
session nmay be incorrect, or the nedia security may be conprom sed

It is up to the endpoint to make a sensible decision taking into
account the security risks of the application and the user
preferences and may decide to ask the user whether or not to accept

t he session.

One transport that can be used to distribute session descriptions is
t he Session Announcenent Protocol (SAP). SAP provides both
encryption and authenticati on nechani sns, but due to the nature of
session announcenents it is likely that there are many occasi ons
where the originator of a session announcenent cannot be

aut henti cated because the originator is previously unknown to the
recei ver of the announcenent and because no conmon public key
infrastructure is avail able.

On receiving a session description over an unauthenticated transport
mechani smor froman untrusted party, software parsing the session
shoul d take a few precautions. Session descriptions contain
information required to start software on the receiver’s system
Software that parses a session description MUST NOT be able to start
ot her software except that which is specifically configured as
appropriate software to participate in nmultinmedia sessions. It is
normal Iy considered i nappropriate for software parsing a session
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description to start, on a user’'s system software that is
appropriate to participate in nultinedia sessions, wthout the user
first being informed that such software will be started and giving
the user’s consent. Thus, a session description arriving by session
announcenent, email, session invitation, or WW page MJST NOT deliver
the user into an interactive nultimedia session unless the user has
explicitly pre-authorised such action. As it is not always sinple to
tell whether or not a session is interactive, applications that are
unsure shoul d assune sessions are interactive.

In this specification, there are no attributes that would allow the
reci pient of a session description to be inforned to start nultinedia
tools in a node where they default to transnitting. Under sone
circunstances it night be appropriate to define such attributes. |If
this is done, an application parsing a session description containing
such attributes SHOULD either ignore themor informthe user that
joining this session will result in the automatic transm ssion of

mul ti medi a data. The default behaviour for an unknown attribute is
to ignore it.

In certain environnents, it has become comon for internediary
systenms to intercept and anal yse session descriptions contai ned
within other signalling protocols. This is done for a range of

pur poses, including but not limted to opening holes in firewalls to
all ow nedia streans to pass, or to mark, prioritize, or block traffic
selectively. In sone cases, such internediary systens may nodify the
session description, for exanple, to have the contents of the session
description match NAT bi ndi ngs dynam cally created. These behaviours
are NOT RECOVMMENDED unl ess the session description is conveyed in
such a manner that allows the internediary systemto conduct proper
checks to establish the authenticity of the session description, and
the authority of its source to establish such comuni cation sessions.
SDP by itself does not include sufficient information to enable these
checks: they depend on the encapsul ating protocol (e.g., SIP or

RTSP)

Use of the "k=" field poses a significant security risk, since it
conveys session encryption keys in the clear. SDP MJUST NOT be used
to convey key material, unless it can be guaranteed that the channe
over which the SDP is delivered is both private and aut henti cat ed.
Moreover, the "k=" line provides no way to indicate or negotiate
cryptographic key algorithns. As it provides for only a single
symretric key, rather than separate keys for confidentiality and
integrity, its utility is severely limted. The use of the "k=" line
i s NOI RECOMVENDED, as discussed in Section 5.12.
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8. | ANA Consi derations
8.1. The "application/sdp" Media Type

One nedia type registration from RFC 2327 is to be updated, as
defi ned bel ow.

To: ietf-types@ana.org
Subj ect: Registration of nedia type "application/sdp"

Type nane: application
Subt ype nane: sdp

Requi red paraneters: None.
Optional parameters: None.

Encodi ng consi derati ons:
SDP files are primarily UTF-8 format text. The "a=charset:"
attribute may be used to signal the presence of other
character sets in certain parts of an SDP file (see
Section 6 of RFC 4566). Arbitrary binary content cannot
be directly represented in SDP

Security considerations:
See Section 7 of RFC 4566

Interoperability considerations:
See RFC 4566

Publ i shed specification:
See RFC 4566

Applications which use this nedia type:
Voi ce over | P, video tel econferencing, stream ng nedia, instant
messagi ng, anong others. See also Section 3 of RFC 4566.

Addi ti onal infornation

Magi ¢ nunber (s): None.
File extension(s): The extension ".sdp" is commonly used.
Maci ntosh File Type Code(s): "sdp "

Person & emmil address to contact for further information:
Mark Handl ey <M Handl ey@s. ucl . ac. uk>
Colin Perkins <csp@sperkins. org>
| ETF MMUSI C wor ki ng group <nmmusic@etf. org>

Handl ey, et al. St andards Track [ Page 33]



RFC 4566 SDP July 2006

I nt ended usage: COVMON

Aut hor/ Change controller
Aut hors of RFC 4566
| ETF MMUSI C wor ki ng group del egated fromthe | ESG

8.2. Registration of Paraneters

There are seven field nanmes that may be registered with | ANA.  Using
the term nology in the SDP specification Backus-Naur Form (BNF), they
are "media", "proto", "fm", "att-field", "bwtype", "nettype", and
"addrtype".

8.2.1. Media Types ("nedia")

The set of nedia types is intended to be snmall and SHOULD NOT be

ext ended except under rare circunstances. The sanme rules should
apply for nedia nanes as for top-level nedia content types, and where
possi bl e the sane nane should be registered for SDP as for MME. For
medi a other than existing top-level nedia content types, a Standards
Track RFC MUST be produced for a new top-level content type to be
regi stered, and the registrati on MIST provi de good justification why
no existing nedia nane is appropriate (the "Standards Action"” policy
of RFC 2434 [8].

This meno registers the nedia types "audio", "video", "text",
"application", and "nmessage"

Note: The nedia types "control"” and "data" were listed as valid in
the previous version of this specification [6]; however, their
semantics were never fully specified and they are not wi dely used.
These nedi a types have been renoved in this specification, although
they still remain valid nedia type capabilities for a SIP user agent
as defined in RFC 3840 [24]. |If these nedia types are considered
useful in the future, a Standards Track RFC MJST be produced to
docunent their use. Until that is done, applications SHOULD NOT use
these types and SHOULD NOT decl are support for themin SIP
capabilities declarations (even though they exist in the registry
created by RFC 3840).

8.2.2. Transport Protocols ("proto")
The "proto" field describes the transport protocol used. This SHOULD
reference a standards-track protocol RFC. This nmeno registers three

val ues: "RTP/AVP" is a reference to RTP [19] used under the RTP
Profile for Audio and Video Conferences with M nimal Control [20]
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runni ng over UDP/IP, "RTP/SAVP" is a reference to the Secure Real -
time Transport Protocol [23], and "udp" indicates an unspecified
prot ocol over UDP

If other RTP profiles are defined in the future, their "proto" nane
SHOULD be specified in the sane manner. For exanple, an RTP profile
whose short nane is "XYZ" would be denoted by a "proto" field of
"RTP/ XYZ" .

New transport protocols SHOULD be registered with | ANA

Regi strati ons MJST reference an RFC describing the protocol. Such an
RFC MAY be Experinental or Informational, although it is preferable
that it be Standards Track. Registrations MJST al so define the rules
by which their "fm" nanespace is managed (see bel ow).

8.2.3. Media Formats ("fnt")

Each transport protocol, defined by the "proto" field, has an
associated "fm" nanespace that describes the nedia formats that may
be conveyed by that protocol. Formats cover all the possible
encodi ngs that nmight want to be transported in a multinedia session

RTP payl oad formats under the "RTP/ AVP' and "RTP/ SAVP" profiles MJST
use the payl oad type nunber as their "fnt" value. |I|f the payl oad
type nunber is dynanically assigned by this session description, an
additional "rtpmap" attribute MJUST be included to specify the fornat
nane and paraneters as defined by the nedia type registration for the
payl oad format. It is RECOMVENDED that other RTP profiles that are
registered (in conmbination with RTP) as SDP transport protocols
specify the sane rules for the "fnt" nanespace

For the "udp" protocol, new formats SHOULD be regi stered. Use of an
exi sting nedia subtype for the format is encouraged. |If no nedia
subtype exists, it is RECOAWENDED that a suitable one be registered
through the |1 ETF process [31] by production of, or reference to, a
standards-track RFC that defines the transport protocol for the
format.

For other protocols, formats MAY be registered according to the rules
of the associated "proto" specification

Regi strations of new formats MJST specify which transport protocols
they apply to.
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8.2.4. Attribute Nanes ("att-field")

Attribute field names ("att-field") MJST be registered with | ANA and
docunent ed, because of noticeable issues due to conflicting
attributes under the same name. Unknown attributes in SDP are sinply
i gnored, but conflicting ones that fragnent the protocol are a
serious problem

New attribute registrations are accepted according to the
"Specification Required" policy of RFC 2434, provided that the
specification includes the follow ng information

0 contact nane, enmil address, and tel ephone nunber

o attribute name (as it will appear in SDP)

o long-formattribute nane in English

o type of attribute (session |level, nedia | evel, or both)

o whether the attribute value is subject to the charset attribute

0 a one-paragraph explanation of the purpose of the attribute

0 a specification of appropriate attribute values for this attribute
The above is the mininumthat IANA will accept. Attributes that are
expected to see wi despread use and interoperability SHOULD be
docunented with a standards-track RFC that specifies the attribute
nore precisely.

Subnitters of registrations should ensure that the specification is
in the spirit of SDP attributes, nost notably that the attribute is
pl atform i ndependent in the sense that it makes no inplicit
assunpti ons about operating systens and does not nane specific pieces
of software in a nanner that might inhibit interoperability.

| ANA has registered the following initial set of attribute nanes

("att-field" values), with definitions as in Section 6 of this nmenp
(these definitions update those in RFC 2327):
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8.

8.

Nare | Session or Media | evel? | Dependent on charset?
__________ o
cat | Session | No
keywds | Session | Yes
t ool | Session | No
ptine | Media | No
maxptinme | Media | No
rtpmap | Media | No
recvonly | Either | No
sendrecv | Either | No
sendonly | Either | No
inactive | Either | No
ori ent | Media | No
type | Session | No
char set | Session | No
sdpl ang | Either | No
| ang | Either | No
framerate | Media | No
quality | Media | No
fntp | Media | No

2.5. Bandwi dth Specifiers ("bwtype")
A proliferation of bandw dth specifiers is strongly discouraged.

New bandwi dt h specifiers ("bwtype" fields) MJST be registered with

| ANA. The submi ssion MJST reference a standards-track RFC specifying
the semantics of the bandw dth specifier precisely, and indicating
when it should be used, and why the existing registered bandw dth
specifiers do not suffice.

| ANA has registered the bandwi dth specifiers "CI" and "AS" with
definitions as in Section 5.8 of this neno (these definitions update
those in RFC 2327).

2.6. Network Types ("nettype")

New network types (the "nettype" field) may be registered with | ANA
if SDP needs to be used in the context of non-Internet environments.
Al t hough these are not normally the preserve of | ANA, there may be

ci rcunmst ances when an Internet application needs to interoperate with
a non-Internet application, such as when gatewayi ng an | nternet

tel ephone call into the Public Switched Tel ephone Network (PSTN)

The nunber of network types should be small and should be rarely
extended. A new network type cannot be registered w thout

regi stering at | east one address type to be used with that network
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type. A new network type registration MJST reference an RFC t hat
gives details of the network type and address type and specifies how
and when they woul d be used.

| ANA has registered the network type "IN' to represent the Internet,
with definition as in Sections 5.2 and 5.7 of this neno (these
definitions update those in RFC 2327).

8.2.7. Address Types ("addrtype")

New address types ("addrtype") may be registered with  ANA. An
address type is only neaningful in the context of a network type, and
any registration of an address type MJST specify a registered network
type or be subnitted along with a network type registration. A new
address type registration MJST reference an RFC giving details of the
syntax of the address type. Address types are not expected to be
regi stered frequently.

| ANA has registered the address types "I P4" and "I P6" with
definitions as in Sections 5.2 and 5.7 of this nmenmo (these
definitions update those in RFC 2327).

8.2.8. Registration Procedure
In the RFC docunentation that registers SDP "nedia", "proto", "fm",
"bwt ype", "nettype", and "addrtype" fields, the authors MJST incl ude
the following information for 1ANA to place in the appropriate
registry:
0 contact nane, enmil address, and tel ephone nunber
0 name being registered (as it will appear in SDP)

o long-formname in English

o type of nane ("nedia", "proto", "fm", "bwype", "nettype", or
"addrtype")

0 a one-paragraph explanation of the purpose of the registered nane

o a reference to the specification for the registered name (this
will typically be an RFC nunber)

| ANA may refer any registration to the | ESG for review, and nmay
request revisions to be made before a registration will be made.
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8.3. Encryption Key Access Mt hods

The |1 ANA previously naintained a table of SDP encryption key access
met hod ("enckey") nanes. This table is obsolete, since the "k=" |ine
is not extensible. New registrations MJST NOT be accept ed.

9. SDP G anmar

Thi s section provides an Augnmented BNF grammar for SDP. ABNF is
defined in [4].

; SDP Synt ax

sessi on-description = proto-version
origin-field
sessi on-name-field
information-field
uri-field
emai |l -fields
phone-fi el ds
connection-field
bandwi dt h-fi el ds
time-fields
key-field
attribute-fields
medi a- descri ptions

proto-version = %76 "=" 1*DIA T CRLF
;this nmeno describes version O

origin-field = % 6f "=" username SP sess-id SP sess-version SP
nettype SP addrtype SP uni cast-address CRLF

session-nane-field = W73 "=" text CRLF
information-field = [69 "=" text CRLF]

uri-field = [ %75 "=" uri CRLF]

emai | -fields = *(9%65 "=" emmil -address CRLF)
phone-fields = *(9%70 "=" phone-nunber CRLF)
connection-field = [ %63 "=" nettype SP addrtype SP

connect i on- address CRLF]

;a connection field nust be present
;in every nedia description or at the
; session-1 evel
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bandwi dt h-fi el ds *(962 "=" bwtype ":" bandwi dth CRLF)
time-fields = 1*( W74 "=" start-time SP stop-tinme
*(CRLF repeat-fields) CRLF)
[ zone- adj ust nents CRLF]

repeat-fields = %72 "=" repeat-interval SP typed-tine
1*(SP typed-tine)

zone- adj ust ment s W%7a "=" time SP ["-"] typed-tinme

*(SP time SP ["-"] typed-tine)

key-field = [%6b "=" key-type CRLF]
attribute-fields = *(9%61 "=" attribute CRLF)
medi a-descriptions = *( nedia-field

information-field
*connection-field
bandwi dt h-fi el ds
key-field
attribute-fields )

medi a-field = o%6d "=" nedia SP port ["/" integer]
SP proto 1*(SP fnt) CRLF

; sub-rules of ’'o=
username = non-ws-string
;pretty wide definition, but doesn’t
;include space

sess-id = 1*DAdT

; shoul d be unique for this usernane/ host
sess-version = 1*DAdT
nettype = t oken

;typically "IN

addrtype = t oken
;typically "1 P4" or "1P6"

; sub-rules of ’'u=

uri = URI -ref erence
;. see RFC 3986
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; sub-rul es of
enui | - addr ess

addr ess- and- conmrent
di spnane- and- addr ess

; sub-rul es of
phone- nunber

phone

; sub-rul es of
connecti on- addr ess

; sub-rul es of

bwt ype

bandwi

; sub-rul es of
start-tine

stop-t

time =

; sub-rul es of
repeat-interva

t yped-

fixed-len-tine-unit

; sub-rul es of

key-ty

base64

Handl ey,

dth =

ine =

time =

pe =

et al.

S

SDP July 2006

ee RFC 2822 for definitions

addr ess-and- conment / di spnane-and- addr ess
/ addr-spec

addr-spec 1*SP "(" 1*enumil-safe ")"
1*emui |l -safe 1*SP "<" addr-spec ">"

phone *SP " (" 1*enmil-safe ")" /
1*emuil -safe "<" phone ">" /
phone

["+'] DG T 1*(SP/ "-" / DIGAT)

nmul ti cast-address / unicast-address

t oken
1*DIA T
time / "0"
time / "0O"

POS-DIGT 9*DIG T

; Decimal representation of NTP tine in

; seconds since 1900. The representation

; of NTP time is an unbounded length field

; containing at least 10 digits. Unlike the
; 64-bit representation used el sewhere, tine
; in SDP does not wap in the year 2036.

and ' z=’

PCS-DIGT *DIA T [fixed-len-tinme-unit]
1*DIG T [fixed-len-time-unit]

64 | %68 / Ux6d / XT3

W70 W72 Ux6f 9%6d W70 %74 / ; "pronpt”
63 %x6C 965 Ux61 972 ":" text [/ ; "clear:"
62 %61 973 %65 "64:" base64 / ; "baseb64:"
OX75 72 969 ":" uri oturi !

*base64-unit [base64- pad]

St andards Track [ Page 41]



RFC 4566 SDP July 2006

4baseb4- char
2base64-char "==" /| 3base64-char "="
ALPHA / DG T/ "+" [ "["

base64- unit
base64- pad
base64- char

; sub-rules of 'a=

attribute = (att-field ":" att-value) / att-field
att-field = t oken
att-value = byte-string
; sub-rules of ’'n¥
media = t oken
;typically "audio", "video", "text", or
; "application”
fm = t oken
;typically an RTP payload type for audio
;and video nedi a
proto = token *("/" token)
;typically "RTP/ AVP' or "udp"
port = 1*DIA T
; generic sub-rul es: addressing
uni cast - address = | P4- address / | P6-address / FQDN / extn-addr
mul ti cast - address = | P4-multicast / 1P6-multicast / FQDN

[/ extn-addr

| P4-mul ti cast m. 3( "." decimal-uchar )
"Ittt [ "/" integer ]
; IPv4 multicast addresses may be in the

; range 224.0.0.0 to 239. 255. 255. 255

m = ("22" ("4"/"5"/"6"/"7"/"8"/"9")) [
("23" DIGT)

| P6-mul ti cast hexpart [ "/" integer ]

; IPv6 address starting with FF
ttl = (PCS-DIGT *2DIGT) / "O"
FQDN = 4* (al pha- nunmeric / "-" [ ".")

; fully qualified domain name as specified
; in RFC 1035 (and updates)
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| P4- address = bl 3("." decinal -uchar)

bl = deci mal - uchar
; less than "224"

; The following is consistent with RFC 2373 [30], Appendi x B.

| P6- address = hexpart [ ":" |P4-address ]

hexpart = hexseq / hexseq "::" [ hexseq ] /
"::" [ hexseq ]

hexseq = hex4 *( ":" hex4)

hex4 = 1*4HEXDI G

; Generic for other address famlies
ext n-addr = non-ws-string

; generic sub-rules: datatypes

text = byte-string
;default is to interpret this as UTF8 text.
;1 SO 8859-1 requires "a=charset:| SO 8859-1"
;session-level attribute to be used

byte-string = 1* (9% 01- 09/ % 0B- 0C/ % OE- FF)
;any byte except NUL, CR, or LF

non-ws-string = 1* ( VCHAR/ % 80- FF)
;string of visible characters

t oken-char = 021 /| W23-27 | %2A-2B /| 9%2D-2E / 9%30-39
| 9%41-5A /| 9%5E-7E
t oken = 1*(t oken-char)

%% 01- 09/ % 0B- 0C/ % 0E- 27/ % 2A- 3B/ % 3D/ % 3F- FF
;any byte except NUL, CR, LF, or the quoting
; characters () <>

emai | -safe

i nteger = PCS-DIGT *DIA T
; generic sub-rules: primtives

al pha-nuneric = ALPHA / DIAT
PCS-DIGAT = %31-39 ; 1 - 9
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deci mal -uchar = DAT
/| POS-DIATDAT
[ ("1" 2*(DAdT))
/(2" ("ov/m1v/m2n/"3"/"4") DA T
[o("2" "5t o(rot/taAt/ 2" /34" "5"))

; external references:
; ALPHA, DIA T, CRLF, SP, VCHAR from RFC 4234
; URlI-reference: from RFC 3986
; addr-spec: from RFC 2822

10. Summary of Changes from RFC 2327

The meno has been significantly restructured, incorporating a |large
nunber of clarifications to the specification in light of use. Wth
the exception of those itenms noted bel ow, the changes to the neno are
i ntended to be backward-conpatible clarifications. However, due to

i nconsi stenci es and unclear definitions in RFC 2327 it is likely that
sonme i nplenentations interpreted that neno in ways that differ from
this version of SDP

The ABNF grammar in Section 9 has been extensively revised and

updat ed, correcting a nunber of m stakes and incorporating the RFC
3266 | Pv6 extensions. Known inconsistencies between the gramar and
the specification text have been resol ved.

A nmedia type registration for SDP is included. Requirements for the
registration of attributes and other paraneters with | ANA have been
clarified and tightened (Section 8). It is noted that "text" and
"message" are valid nedia types for use with SDP, but that "control"
and "data" are under-specified and deprecat ed.

RFC 2119 ternms are now used throughout to specify requirenents

|l evels. Certain of those requirenents, in particular in relation to
paraneter registration, are stricter than those in RFC 2327.

The "RTP/ SAVP" RTP profile and its "fnt" namespace are registered.

The attributes "a=inactive" and "a=naxpti me" have been added.

RFC 2327 mandated that either "e=" or "p=" was required. Both are
now optional, to reflect actual usage.

The significant lintations of the "k=" field are noted, and its use
i s deprecated.

Most uses of the "x-" prefix notation for experimental paraneters are
di sal l owed and the ot her uses are deprecated.
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