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This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abstract
In conversational video applications, far-end canera control protocol
is used by participants to control the renpote camera. The protocol
that is commonly used is I TU H 281 over H 224. The docunent
registers the H224 nedia type. It defines the syntax and the
semantics of the Session Description Protocol (SDP) paraneters needed
to support far-end canera control protocol using H 224,
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4.

I ntroduction

The docunent registers the H224 nedia type, which nay be used by
systenms that use SDP [ RFC4566].

This nmedia type is used for supporting the sinple far-end canera
control protocol on SDP-based systens. The nedia type hel ps
signal i ng gateways between H. 323 [ITU. H323] and SDP-based systens to
use far-end canmera control, end to end, w thout any protoco
translation in the m ddle.

The docunent defines the H224 nedia type since the RTP packets in

H. 323 annex Q [ITU. H323] carry H. 224 frames [ITU. H224]. The far-end
camera control protocol (FECC) is internal to the H 224 frane and is
identified by the client IDfield of the H 224 packet.

The docunent will define the SDP [ RFCA566] paraneters needed to
support the above far-end canmera control protocol in systens that use
SDP.

Ter i nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119] and
i ndi cate requirenment |levels for conpliant RTP inpl enentations.

Far-End Canera Control Protocol

This sinple protocol is based on ITU-T H 281[ITU. 281] franes carried
in ITUT H 224 packets in an RTP/UDP channel. H 323 annex Q
specifies how to build the RTP packets fromthe H. 224 packets.

Using far end canera control protocol in point-to-point calls and

mul tipoint calls for packet-switch networks is described in H 323,
annex Q

| ANA Consi derati ons
1. Media Type Registration

This section describes the nedia types and nanes associated with this

payl oad format. The registration uses the tenplates defined in RFC
4288 [RFC4288]. It follows RFC 3555 [ RFC3555].
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4.1.1. Registration of MM Media Type application/h224
M ME nedia type nane: application
M ME subtype nanme: H224
Requi red paraneters: None
Optional paraneters: None
Encodi ng consi derati ons:

This nmedia type is franed (see H 323, Annex Q [ITU. H323]) and
contains binary data; see Section 4.8 of [RFC4288]

Security considerations: See Section 6 of RFC 4573.

I nteroperability considerations:
Term nal s sending sinple far-end canera control comrands shoul d
use this MM type. Receivers who cannot support the protoco
will reject the channel

Publ i shed specification: RFC 4573

Applications that use this media type:
Vi deo conferencing applications.

Addi tional information: None

Person and enmil address to contact for further information:
Roni Even: roni.even@ol ycom co. i

I nt ended usage: COVMON

Restrictions on usage:
This media type depends on RTP fram ng and thus is only defined
for transfer via RTP [ RFC3550]. Transport within other fram ng
protocols is not defined at this tine.

Aut hor: Roni Even

Change controller:

| ETF Audi o/ Video Transport working group, delegated fromthe | ESG
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5. SDP Paraneters

The media type application/h224 string is mapped to fields in the
Session Description Protocol (SDP) as foll ows:

0 The nedia nane in the "nm=" line of SDP MJUST be application. The
transport SHALL be any applicable RTP profile (for exanple RFC
3551 [ RFC3551]), and the payload type is dynamic

0 The encodi ng nane in the "a=rtpmap" |ine of SDP MJST be h224
(the M ME subtype).

0 The default clock rate in the "a=rtpnmap" |ine MJUST be 4800.
The recomended maxi mum bandwi dth for this protocol is 6.4 kbit/sec
5.1. Usage with the SDP O'fer Answer Mbdel

When of fering FECC using SDP in an O fer/Answer nodel [RFC3264], the
foll owi ng consi derations are necessary.

Far-end canmera control conmunication is uni-directional. H 224 is
bi -directional and can be used to learn the capabilities of the
renote video end point, e.g., how many caneras it has. The offer
answer exchange is dependent on the functionality of both sides.

The offerer offers a sendonly channel if its camera cannot be
renotely controlled and if the offerer does not intend to use H 224
to learn the capabilities of the renpte video endpoints.

In all other cases, when the offerer’s canmera can be renotely
controlled and/or it intends to use H 224 capabilities negotiation
the offerer offers a sendrecv channel

The answerer behavior is as foll ows:

If it receives an offer with sendonly, it answers with a recvonly if
it supports far-end camera control; otherwise, it ignores/rejects the
of fer.

If it receives an offer with sendrecv and its camera can be renotely
controlled, or it intends to use H 224 capabilities negotiation, it
answers with a sendrecv option. |If its canera cannot be renotely
controlled, it can answer with a sendonly attribute. The answerer
may also reject the offer if he does not support FECC or does not
intend to use FECC at the nonent.
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6.

7.

7.

Security Considerations

H. 224 payl oad format, defined in H 323, annex Q defines packet
structure based on RTP using the RTP header structure from RFC 3550.
Those packets are subject to the security considerations discussed in
the RTP specification [RFC3550]. This inplies that confidentiality
of the nedia streans is achieved by encryption. Secure Realtine
Transport Protocol (SRTP) [RFC3711] may be used to provide both
encryption and integrity protection of RTP fl ow

A potential denial-of-service threat exists for data that causes
application behavior like camera novenent. The attacker can inject
pat hol ogi cal datagrans into the streamthat cause the receiver to
change the canmera position. Therefore, the usage of data origin
aut hentication and data integrity protection of at |east the H 323
annex Q packet is RECOVMWENDED; for exanple, with SRTP

Note that the appropriate nechanismto ensure confidentiality and
integrity of H 323 annex Q packets and their payloads is very
dependent on the application and on the transport and signaling
protocol s enpl oyed. Thus, although SRTP is given as an exanple
above, other possible choices exist.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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