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Abstract

This specification defines conferencing call control features for the
Session Initiation Protocol (SIP). This docunent builds on the

Conf erenci ng Requirenments and Framework docunents to define how a
tightly coupled SIP conference works. The approach is explored from
the perspective of different user agent (UA) types: conference-
unawar e, conference-aware, and focus UAs. The use of Uniform
Resource ldentifiers (URIs) in conferencing, OPTIONS for capabilities
di scovery, and call control using REFER are covered in detail wth
exanple call flow diagrans. The usage of the isfocus feature tag is
defi ned.
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1. Introduction

This specification uses the concepts and definitions fromthe high
level requirements [14] and the SIP conferencing framework [ 8]
docunents. This approach is applicable to tightly coupled SIP
conferences. In this architecture, a user agent (UA), known as a
participant, establishes a SIP dialog with another UA, known as a
focus. The focus is the central point of control, authentication
and authorization. This specification defines the operation of a
focus and participant UAs. Note that only the signalling (SIP) needs
to be centralized in this nodel; the nedia can be centrally m xed
distributed, or even multicast. For a full discussion of this
architecture, see the SIP conferencing framework docunent [8].

The approach described in this docunent inplenents key functions in
the conferencing framework using SIP primitives only. This allows
for conducting sinple conferences with defined functionalities using
SI P nechani sns and conventions. Many other advanced functions can be
i npl enment ed usi ng addi tional means, but they are not in the scope of
thi s docunent.
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This docunent presents the basic call control (dial-in and dial-out)
conferencing building blocks fromthe UA perspective. Possible
applications include ad-hoc conferences and schedul ed conferences.

Note that a single conference can bridge participants that have
different capabilities and who potentially have joined the conference
by different neans (i.e., dial-in, dial-out, schedul ed, or ad-hoc).

The call control and dial og mani pul ati on approach is based on the
multiparty framework docunent [15]. That docunent defines the basic
approach of service design adopted for SIP, which includes the
fol | owi ng:

- Definition of prinmitives, not services

- Signaling nodel independent

- I nvoker oriented

- Primtives nmake full use of URI's

- Include policies for authentication, authorization, |ogging, etc.
- Define graceful fallback to baseline SIP

The use of opaque URIs and the ability to comunicate call contro
context information within a URI (as opposed to using service-rel ated
header fields), as discussed in RFC 3087 [11], is fundanmental to this
appr oach.

Capabilities discovery is an inportant feature of SIP systens, and
conferencing systens can nake use of such features. For a UA acting
as a focus in a conference, this specification defines the usage of
the ’'isfocus’ feature paraneter.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 and

i ndicate requirenent levels for conpliant inplenentations [1].

3. SIP User Agent Conferencing Capability Types

From a conferencing perspective, the framework docunent outlines a
nunber of possible different SIP conponents such as conference-
unawar e partici pant, conference-aware participant, and focus.

Thi s docunent applies the concepts above to the SIP call control part
of the conferencing conponents. It defines normative behavior of the
SIP UAs in various conferencing situations (referred to |ater as
"scenarios").
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3. 1. Focus UA

A focus, as defined in the framework, hosts a SIP conference and

mai ntains a SIP signaling relationship with each participant in the
conference. A focus contains a conference-aware user agent that
supports the conferencing call control conventions as defined in this
docunent .

A focus SHOULD support the conference package RFC 4575 [9], behave as
a notifier for that package, and indicate its support in the Al ow
Events header fields in requests and responses. A focus MAY include
i nformati on about the conference in Session Description Protoco

(SDP) bodi es sent as part of nornmal SIP signaling by populating the
Session Information, URI, Email Address, and Phone Nunber SDP fi el ds.

In order to support advanced features, where a session established
bet ween two endpoints can mgrate to a centralized conference, a
focus SHOULD support the Replaces header field [6].

A user agent with focus capabilities could be inplenmented in end user
equi prrent and woul d be used for the creation of ad-hoc conferences.

A dedi cated conferencing server, whose primary task is to

si mul t aneously host conferences of arbitrary type and size, nmay

al l ocate and publish a conference factory URI (as defined in the next
section) for creating an arbitrary nunber of ad-hoc conferences (and
subsequently their focuses) using SIP call control neans.

3.2. Conference Factory UR

According to the framework, there are many ways in which a conference
can be created. A conferencing server inplenmentation is free to
choose fromthese nmet hods, which include non-automated neans (such as
an Interactive Voice Response (IVR) systen), SIP, or any conference
control protocol

In order to autonatically create an arbitrary nunber of ad-hoc
conferences (and subsequently their focuses) using SIP call contro
nmeans, a globally routable Conference Factory URI can be allocated
and publ i shed.

A successful attenpt to establish a call to this URI would result in
the automatic creation of a new conference and its focus. As a
result, note that the Conference Factory URI and the newy created
focus URI MAY resolve to different physical devices.

A scenario showing the use of the conference factory URl is shown in
Section 5. 4.

Johnston & Levin Best Current Practice [ Page 4]



RFC 4579 SI P CC Conferencing for UAs August 2006

3.3. Conference-Unaware UA

The sinpl est user agent can participate in a conference ignoring all
SI P conferencing-related information. The sinplest user agent is
able to dial into a conference and to be invited to a conference.
Any conferencing information is optionally conveyed to/fromit using
non- SI P means. Such a user agent would not usually host a conference
(at least, not using SIP explicitly). A conference-unaware UA need
only support RFC 3261 [2]. Call flows for conference-unaware UAs are
not shown in general in this docunent as they would be identical to
those in the SIP call flows docunent [13].

Note that the presence of an 'isfocus’ feature tag in a Contact
header field will not cause interoperability issues between a focus
and a conference-unaware UA since it will be treated as an unknown
header paraneter and ignored, as per standard SIP behavior.

3.4. Conference- Anare UA

A conference-aware user agent supports SIP conferencing call contro
conventions defined in this docunent as a conference participant, in
addition to support of RFC 3261 [2]. A conference-aware UA should be
able to process SIP redirections such as described in Section 8.1.3.4
of RFC 3261.

A conference-aware UA MJIST recogni ze the 'isfocus’ feature paraneter.
A conference-aware UA SHOULD support REFER [4], SIP events [3], and
t he conferenci ng package [9].

A conference-aware UA SHOULD subscribe to the conference package if
the "isfocus’ paranmeter is in the renote target URI of a dialog and
if the conference package is listed by a focus in an Al ow Events
header field. The SUBSCRIBE to the conference package SHOULD be sent
outside any INVITE-initiated dialog. A termnation of the INVITE
dialog with a BYE does not necessarily term nate the SUBSCRI BE

di al og.

A conference-aware UA MAY render to the user any information about
the conference obtained fromthe SIP header fields and SDP fiel ds
fromthe focus.

A conference-aware UA SHOULD render to the user any information about
the conference obtained fromthe SIP conference package.

Johnston & Levin Best Current Practice [ Page 5]



RFC 4579 SI P CC Conferencing for UAs August 2006

4. Usage of the 'isfocus’' Feature Paraneter
4.1. GCenera

The main design guidelines for the devel opnent of SIP extensions and
conventions for conferencing are to define the m ni num nunber of
extensions and to have seanl ess backward conpatibility with
conference-unaware SIP UAs. The minimal requirement for SIP is being
able to express that a dialog is a part of a certain conference
referenced to by a URI. As a result of these extensions, it is
possible to do the follow ng using SIP

- Create a conference

- Join a conference

- Invite a user to a conference

- Expel a user by third party

- Discover if a URl is a conference UR
- Delete a conference

The approach taken is to use the feature paraneter 'isfocus’ to
express that a SIP dialog belongs to a conference. The use of
feature parameters in Contact header fields to describe the
characteristics and capabilities of a UA is described in the User
Agent Capabilities docunent [5], which includes the definition of the
"isfocus’ feature paraneter.

4.2. Session Establishnment

In session establishment, a focus MJST include the "isfocus feature
paraneter in the Contact header field unless the focus wi shes to hide
the fact that it is a focus. To a participant, the feature paraneter
will be associated with the renpte target URI of the dialog. It is
an indication to a conference-aware UA that the resulting dial og

bel ongs to a conference, identified by the URI in the Contact header
field, and that the call control conventions defined in this docunent
can be applied.

By their nature, the conferences supported by this specification are
centralized. Therefore, typically a conferencing systemneeds to

all ocate a SIP conference URI such that SIP requests to this URl are
not forked and are routed to a dedicated conference focus. For
exanple, a globally accessible SIP conference could be well
constructed with a conference URI using a dobally Routable User
Agent URI (GRUU) (defined in [16]), because of its ability to support
the non-forking and global routability requirements.
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4.3. Discovery

Usi ng the mechani smdescribed in this section, it is possible, given
an opaque URI, to determne if it belongs to a certain conference
(i.e., neaning that it is a conference URI) or not. This discovery
function can be inplenented in SIP using an OPTI ONS request, and can
be done either inside an active dialog or outside a dialog. A focus
MUST include the "isfocus’ feature paraneter in a 200 OK response to
an OPTIONS unl ess the focus wishes to hide the fact that it is a
focus.

5. SIP Conferencing Primtives

The SIP conferencing call control flows presented in this section are
the call control building blocks for various SIP conferencing
applications as described in the conferencing requirenents [14] and
framework [8] docunents. The mmjor design goal is that the same SIP
conferencing primtives would be used by user agents having different
conferencing capabilities and inplenenting different applications.

5.1. INVITE Joining a Conference Using the Conference URI - Dial-In

In this section, a user knows the conference URI and "dials in" to
join this conference. The focus will authenticate the participant
and apply authorization policy before allowi ng the participant to

join the conference.

If the UAis the first participant of the conference to dial-in, it
is likely that this INVITE will activate the focus and hence the
conference. However, the conference URI nust have been reserved
prior to its use.

If the conference is up and running already, the dialing-in
participant is joined to the conference by its focus.

To join an existing specific conference, a UA will send an | NVITE
with the Request-URI set to the conference URI. The focus MJST
include the 'isfocus’ feature parameter in the Contact header field
of the 200 OK response to the | NVITE
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An exanple call flow for joining a conference is shown in Figure 1.
Alice Focus Bob Car ol
| | |

Carol joins the conference |

|
| I NVI TE sip:Conf-1D F1 |
|
|

|

|

|

| LR EEEEEEE |
| 180 Ringing F2 |
| R >|
| | 200 K Contact: Conf-1D;isfocus F3 |
| | o >
| | ACK F4 |
| | S |
| | RTP |
| | < : >|
| | SUBSCRI BE si p: Conf-1D F5 |
| POt IR EEEEEEEEEEE |
| | 200 K F6 |
| | o >|
| | NOTI FY F7 |
| R L EEEE R >|
| | 200 K F8 |
| | |

Figure 1. A Participant Joins a Conference Using the Conference URI.

F1 I NVI TE si p: 3402934234@onf . exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP client.chicago.exanpl e.com
; branch=z9hG4bKhj hs8ass83
Max- Forwards: 70
To: <si p: 3402934234@onf . exanpl e. con>
From Carol <sip:carol @hi cago. exanpl e. conp; t ag=32331
Cal | -1 D: d432f aB84b4c76e66710
CSeq: 45 INVITE
Contact: <sip:carol @lient.chicago.exanpl e.conp
Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY
Al'l ow- Events: dial og
Accept: application/sdp, nmessage/sipfrag
Supported: repl aces
Cont ent - Type: application/sdp
Cont ent - Lengt h: .

(SDP not shown)
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F3 SIP/2.0 200 &K

Via: SIP/2.0/UDP client.chicago.exanple.com
; branch=z9hG4bKhj hs8ass83; recei ved=192.0. 2. 4

To: <sip: 3402934234@onf. exanpl e. conp; t ag=733413
From Carol <sip:carol @hi cago. exanpl e. conp; t ag=32331

Call -1 D: d432f a84b4c76e66710

CSeq: 45 INVITE

Cont act: <si p: 3402934234@onf . exanpl e. conp; i sf ocus

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY

Al'l ow- Events: dial og, conference

Accept: application/sdp, application/conference-info+xn,
message/ si pfrag

Supported: replaces, join, gruu

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

v=0
o=f ocus431 2890844526 2890842807 I N | P4 ns5. conf. exanpl e. com

i =Exanpl e Conference Hosted by Exanpl e.com
u=http://conf. exanpl e. coml 3402934234
€=3402934234@onf - hel p. exanpl e. com
p=+1- 888- 2934234

c=I N | P4 ns5. conf. exanpl e. com

t=0 0

mraudi o 49170 RTP/ AVP O

mevi deo 51372 RTP/ AVP 31

F5 SUBSCRI BE si p: 3402934234@onf . exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.chicago.exanple.com
; branch=z9h&4bKdf 334

Max- Forwards: 70

To: <sip:3402934234@onf. exanpl e. conp

From Carol <sip:carol @hi cago. exanpl e. conp; t ag=43524545

Cal | -1 D: k3l 43i dO34ksereree

CSeq: 22 SUBSCRI BE

Cont act: <sip:carol @lient.chicago. exanpl e. con»

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY

Event: conference

Accept: application/conference-info+xni

Supported: repl aces

Content-Length: O
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F7 NOTI FY si p: carol @hi cago. exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP ne5. conf. exanpl e. com branch=z9hG4bK3343d1
Max- Forwards: 70
To: Carol <sip:carol @hi cago. exanpl e. conp; t ag=43524545
From <si p: 3402934234@onf . exanpl e. conr; t ag=a3343df 32
Cal | -1 D: k3l 43i dO34ksereree
CSeq: 34321 NOTIFY
Cont act: <si p: 3402934234@onf . exanpl e. conp; i sf ocus
Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY
Event: conference
Accept: application/sdp, nmessage/sipfrag
Subscription-State: active; expires=3600
Supported: replaces, join, gruu
Cont ent - Type: appli cation/conference-info+xni

Cont ent - Lengt h:

<conference-info version="0" state="full"
entity="sip:3402934234@onf . exanpl e. coni >
<conf erence-descripti on>
<conf-uris>
<entry>
<uri>tel:+18882934234</uri >
</entry>
</conf-uris>
</ conf erence- descri pti on>
<user s>
<user entity="sip:carol @hi cago. exanpl e. com' state="full">
<di spl ay-t ext >Car ol </ di spl ay-t ext >
<endpoi nt entity="sip:carol @lient.chicago. exanpl e. con'>
<st at us>connect ed</ st at us>
<j oi ni ng- met hod>di al ed-i n</j oi ni ng- met hod>
<nedia id="1">
<di spl ay-t ext >Mai n Audi o</ di spl ay-t ext>
<t ype>audi o</t ype>
<src-id>583398</src-id>
<st at us>sendr ecv</ st at us>
</ medi a>
<nedia id="2">
<type>vi deo</type>
<src-id>345212</src-i d>
<st at us>sendr ecv</ st at us>

</ nedi a>
</ endpoi nt >
</ user>
</ user s>

</ conf er ence-i nf 0>
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5.2. INVITE: Adding a Participant by the Focus - Dial-Qut

To directly add a participant to a conference, a focus SHOULD send an
INVITE to the participant containing a Contact header field with the
conference URI and the ’isfocus’ feature paraneter.

Note that a conference-unaware UA would sinply ignore the
conferencing information and treat the session (froma SIP
perspective) as a point-to-point session. This is because standard
RFC 3261 [2] behavior is to ignore unknown header paraneters such as
"isfocus’

An exanple call flowis shown in Figure 2. It is assuned that Alice
is already a participant of the conference. The focus invites Carol
to the conference by sending an INVITE. After the session is

est abli shed, Carol subscribes to the conference URI. It is inportant
to note that there is no dependency on Carol’s SUBSCRI BE (F5) and the
NOTIFY to Alice (F9) -- they occur asynchronously and i ndependently.
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Alice Focus Bob Car ol
| | | |

< >|

Focus "dials out" to add Carol to the conference

|

|

|

|

|

| [--mmmm e >
| | 180 Ringing F2

| | <-mmmmmr e |
| | 200 OK F3 |
| | <-mmmmmmm e |
| | ACK F4 |
| [ = mmmmm e >
| | RTP |
| | < _ >
| | SUBSCRI BE si p: Conf-1D F5

| | <-mmmmmmm e |
| | 200 OK F6 |
| R >
| | NOTI FY F7 |
| [=mmmmm e >
| | 200 OK F8 |
| | <ommmmmr e |
| NOTI FY F9 |

| <--mmmem e | |
| 200 OK F10 | |
[--mmmmmmm e > |

Figure 2. A Focus "Dials Qut" to Add a Participant to the Conference.

F7 NOTI FY si p: car ol @hi cago. exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP ne5. conf. exanpl e. com branch=z9hG4bK3343d1
Max- Forwar ds: 70
To: Carol <sip:carol @hi cago. exanpl e. conp; t ag=43524545
From <sip: 3402934234@onf. exanpl e. conP; t ag=a3343df 32
Cal I -1 D: k3l 43i dO34ksereree
CSeq: 34321 NOTIFY
Cont act: <sip: 3402934234@onf. exanpl e. conp; i sf ocus
Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER,
SUBSCRI BE, NOTI FY
Event: conference
Accept: application/sdp, nmessage/sipfrag
Subscription-State: active; expires=3600
Supported: replaces, gruu
Cont ent - Type: appli cati on/ conference-info+xni
Cont ent - Lengt h:

Johnston & Levin Best Current Practice [ Page 12]



RFC 4579 SI P CC Conferencing for UAs August 2006

<conference-info version="0" state="full"
entity="sip: 3402934234@onf . exanpl e. coni >
<conf erence-descripti on>
<conf-uris>
<entry>
<uri>tel:+18882934234</uri >
</entry>
</conf-uris>
</ conf erence- descri pti on>
<user s>
<user entity="sip:alice@tlanta. exanple.com state="full">
<di spl ay-t ext >Al i ce</ di spl ay-t ext >
<endpoi nt entity="sip:alice@lient.atlanta.exanple.com >
<st at us>connect ed</ st at us>
<j oi ni ng- met hod>di al ed-i n</j oi ni ng- met hod>
<nedia id="3">
<di spl ay-t ext >Mai n Audi o</ di spl ay-t ext>
<t ype>audi o</t ype>
<src-id>647231</src-i d>
<st at us>sendr ecv</ st at us>
</ medi a>
<nedia id="4">
<type>vi deo</type>
<src-id>21345</src-id>
<st at us>sendr ecv</ st at us>

</ nedi a>
</ endpoi nt >
</ user>

<user entity="sip:carol @hi cago. exanpl e. com' state="full">
<di spl ay-t ext >Car ol </ di spl ay-t ext >
<endpoi nt entity="sip:carol @lient.chicago. exanpl e. con'>
<st at us>connect ed</ st at us>
<j oi ni ng- met hod>di al ed- out </ j oi ni ng- met hod>
<nedia id="1">
<di spl ay-t ext >Mai n Audi o</ di spl ay-t ext>
<t ype>audi o</t ype>
<src-id>583398</src-id>
<st at us>sendr ecv</ st at us>
</ medi a>
<nedia id="2">
<type>vi deo</type>
<src-id>345212</src-i d>
<st at us>sendr ecv</ st at us>

</ nedi a>
</ endpoi nt >
</ user>
</ user s>

</ conf er ence-i nf 0>
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NOTI FY si p:alice@tl anta. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP ne5. conf. exanpl e. com branch=z9hG4bK3432
Max- Forwards: 70

To: Alice <sip:alice@tlanta. exanpl e. conp; t ag=43524545
From <si p: 3402934234@onf . exanpl e. conr; t ag=a3343df 32
Cal | -1 D: 8820450524545

CSeq: 998 NOTI FY

Cont act: <si p: 3402934234@onf . exanpl e. conp; i sf ocus

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY

Event: conference

Accept: application/sdp, nmessage/sipfrag
Subscription-State: active; expires=2450

Supported: replaces, gruu

Cont ent - Type: appli cation/conference-info+xni

Cont ent - Lengt h:

<conference-info version="1" state="partial"
entity="sip: 3402934234@onf . exanpl e. coni >
<user s>
<user entity="sip:carol @hi cago. exanpl e. com' state="full"
<di spl ay-t ext >Car ol </ di spl ay-t ext>
<endpoi nt entity="sip:carol @lient.chicago. exanpl e. con' >
<st at us>connect ed</ st at us>
<j oi ni ng- net hod>di al ed- out </ j oi ni ng- net hod>
<nedia id="1">
<di spl ay-t ext >Mai n Audi o</ di spl ay-t ext>
<t ype>audi o</t ype>
<src-i d>583398</src-id>
<st at us>sendr ecv</ st at us>
</ medi a>
<nedia id="2">
<t ype>vi deo</type>
<src-id>345212</src-i d>
<st at us>sendr ecv</ st at us>

</ nedi a>
</ endpoi nt >
</ user >
</ user s>

</ conf er ence-i nf 0>

2006

>
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5.3. INVITE: Mnually Creating a Conference by Dialing in to a
Conf erenci ng Application

In this section, a user sends an INVITE to a conference server
application. The application (such as an | VR system or a web page)
is inplemented because the systemrequires additional input fromthe
user before it is able to create a conference. After a nornmal dialog
is established, additional information is received and the conference
together with its focus are created. Since the UAis nowin a dialog
with a focus, the focus will re-INVITE the user with the conference
URI in Contact with the ’isfocus’ feature paraneter.

Al ternatively, the additional information can be provided by the user
during an early dialog (see RFC 3261 [2] for a discussion of early
dialogs in SIP). This could be acconplished by a 183 Session
Progress response sent by the conferencing application. After the
conference is created, the conference URI would then be returned in a
Contact in the 200 OK

Note that since this flowis all about human interaction with a
conferencing application, any errors and failures will be returned to
the human (recorded announcenents, error tones, etc.).

As discussed in the conferencing franework, the conference UR nust
be uni que across all distinct conferences within the same donmain. In
general, the user part of a conference URI will contain a pseudo
random stri ng.

An exanple call flowis shown in Figure 3. In this exanple, Alice
uses a conference application that is triggered when Alice sends an
INVITE to the conference application. In this exanple, Conf-App is
used to represent the conference application URI. Alice’s
conference-aware UA |l earns of the existence of the conference from
the 'isfocus’ feature paraneter and subscribes to the conference
package to receive notifications of the conference state.
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Alice Focus Bob Car ol

i
|

| Alice establishes session with conference application
|

|

| e |
| 200 OK F3 |
| ACK F4 |
R EETRREEEEES >

RTP |

I
I
I
I
I
I
| <--mmmmme e I I
I
I
I
I
I

Allice uses the application to create the conference.

S |
200 K F6 |
|- >
| ACK F7 |
| < |
| RTP |
I
I
I

| >|
| 200 X F9 |
| <o |
| NOTI FY F10

I
| 200 K F11 |

|
|
|
|
|
|
|
|
< >| |
|
|
|
|
|
|
|
|
|

Figure 3. A Participant Creates a Conference Using an Application
5.4, INVITE: Creating a Conference Using Ad-Hoc SIP Methods

This section addresses creating a conference by using ad-hoc SIP
means. The conference factory URI (as defined in Section 3.2) is
used to automatically create the conference in this exanple. This is
different fromthe previous scenario in that no human intervention is

required -- an automaton can create the conference and add
participants. Since the conference does not need to be schedul ed or
reserved, but is created "on the fly", it is an "ad-hoc" conference
creation.
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The benefit of this approach is that the conference URI need not be
known to the user; instead it is created by a focus and used by the
participants’ UAs. The main difference between this scenario and
Section 5.3 is that no user intervention (IVR, web page form etc.)
is required to create the conference.

The SIP URI of the conference factory can be provisioned in the UA
(as in a "create new conference" button on a SIP phone) or can be
di scovered usi ng other neans.

A SIP entity (such as conferencing server) can distinguish this

I NVI TE request as a request to create a new ad-hoc conference froma
request to join an existing conference by the Request-URI. That is,
al t hough both requests may route to the sane application, the
differing services requested can be identified by the differing URI's
in the request itself.

Assum ng that all security and policy requirenents have been net, a
new conference will be created with the Contact URI returned in the
200 K being the conference URI. The Contact header field MJST
contain the 'isfocus’' feature paraneter to indicate that this URl is
for a conference.

An exanple call flowis shown in Figure 4. Note that Conf-Factory is
shorthand for the conference factory URI and Conf-ID Is short for the
conference URI. In this flow, Alice has a conference-aware UA and
creates a conference by sending an INVITE to the conference factory
URI. The conference factory application creates the conference and
redirects Alice to the focus using a 302 Moved Tenporarily response.
Note that with proxy recursion as part of normal RFC 3261 [ 2]
behavior, Alice may never see the redirect but nmay just receive the
responses fromthe focus starting with nessage F5. Once the nedia
session is established, Alice subscribes to the conference UR
obt ai ned through the Contact in the 200 OK response fromthe focus.
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5.

5.

Alice Conf - Factory App Focus Bob
I

Alice creates the conference.

|
I NVI TE si p: Conf-Factory F1

I

I

I

I

I

|

ACK F3 | I

et > |

| INVITE sip:Conf-1D F4 |

| oo > |

| 180 Ringing F5 |

e L EELEREEE | |
| 200 OK Contact: Conf-1D;isfocus F6 |

| e | |
| ACK F7 |

| oo > |

I RTP I I

- | |
| Alice subscribes to the conference URI. |

I I I
| SUBSCRI BE sip: Conf-1D F8 |

|- > |
| 200 &K F9 |

| e | |
| NOTI FY F10 |

| e | |
| 200 K F11 |

| > |

Figure 4. Creation of a Conference Using SIP Ad- Hoc Met hods.

REFER: Requesting a Focus to Add a New Resource to a Conference
(Dial Qut to a New Participant)

A SIP conference URI can be used to inject different kinds of
information into the conference. Exanples include new participants,
new real -time nmedi a sources, new | M nessages, and pointers to passive
i nformation references (such as HITP URIs).

To request that the focus add a new informati on resource to the
specified conference, any SIP UA can send a REFER to the conference
URI with a Refer-To containing the URI of the new resource. Since
this REFER is sent to the conference URI and not the conference
factory URI, the semantics to the focus are to bring the resource
into the conference and nake it visible to the conference
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participants. The resultant focus procedures are dependent both on
the nature of the new resource (as expressed by its URI) and the
policy of the focus regarding IM central vs. distributed real-tine
medi a processing, and so on

The scenario for adding a new UA participant is inportant to support
because it works even if the new partici pant does not support REFER
and transfer call control -- only the requesting participant and the
focus need to support the REFER and transfer call control

Upon recei pt of the REFER containing a Refer-To header with a SIP
URI, the focus SHOULD send an INVITE to the new partici pant
identified by the Refer-To SIP URI containing a Contact header field
with the conference URI and the 'isfocus’ feature paraneter.

A conference-unaware UA woul d sinply ignore the conferencing
information and treat the session (froma SIP perspective) as a
poi nt -t o-poi nt session

An exanple call flowis shown in Figure 5. Wiile this flow shows the
use of REFER to add a new participant to the conference, the
mechani sm can generally add a resource as identified by a URl to the
conference. It is assunmed that Alice is already a participant of the
conference. Alice sends a REFER to the conference URI. The focus
invites Carol to the conference by sending an INVITE. After the
session is established, Carol subscribes to the conference URI. It
is inportant to note that there is no dependency on Carol’'s SUBSCRI BE
(F11) and the NOTIFY to Alice (F15) -- they occur asynchronously and
i ndependent | y.
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Alice Focus Bob Car ol
| | | |
| < : >| | |
| REFER sip:Conf-1D Refer-To: Carol F1 | |
| > |
| 202 Accepted F2 |
| <o |
| NOTI FY (Trying) F3 |
| < |
| 200 X F4 | |
R > |
| | o |
| Focus "dials out" to join Carol to the conference
| | |
| | I N\VI TE Cont act: Conf-1D;isfocus F5
| e R EEEEEED >
| | 180 Ri ngi ng F6 |
| | e |
| | 200 X F7 |
| PR EEREEEEEEEEEEELE |
| | ACK F8 |
| | o >
| | RTP |
| < >|
| NOTI FY (OK) F9 |
| < | |
| 200 K F10 |
R > | |
| | SUBSCRI BE si p: Conf-1D F11
| T R R EEEEE R |
| | 200 KX F12 |
| L LR EELEEEEEEEED >
| | NOTI FY F13
| R e S EEEEEEEEE R >
| | 200 X F14 |
| S EEEEEEEEEEEEEEE |
| NOTI FY F15 | |
| <o | |
| 200 K F16 |
R > |

Figure 5. Participant Requests That the Focus Add a Participant to
t he Conference.
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F1 REFER si p: 3402934234@onf. exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com branch=z9h&4bKg4534
Max- Forwards: 70

To: <sip:3402934234@onf . exanpl e. conp

From Alice <sip:alice@tlanta. exanpl e.conp;tag=5534562

Cal | -1 D: 849392fkl gl 43

CSeq: 476 REFER

Contact: <sip:alice@lice.exanple.conr

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY

Accept: application/sdp, message/sipfrag

Ref er-To: <si p: carol @hi cago. exanpl e. conr

Supported: repl aces

Content-Length: O

5.6. REFER Requesting a User to Dial in to a Conference Using a
Conference UR

A participant wishing to add a new participant will request this

participant to send an INVITE to the conference URI. This can be
done using a non-SIP nmeans (such as passing or publishing the
conference URI in an email, IM or web page). |If a non-SIP neans is

used, then the flow and requirenments are identical to Section 5.1.
The SIP nmechanismto do this utilizes the REFER net hod.

A UA wishing to add a new partici pant SHOULD send a REFER request to
the participant with a Refer-To header containing the conference URI.

The requirenents are then identical to the dial-in case of Section
5.1. The inviting participant MAY receive notification through the
REFER action that the new partici pant has been added in addition to
the notification received through the conference package.

An exanple is shown in Figure 6. In this call flow it is assuned
that Alice is already a participant of the conference. Alice sends
Bob an "out of band" REFER - that is, a REFER outside of an
established dialog. Should Bob reject the REFER, Alice mght try
sending an INVITE to Bob to establish a session first, then send a
REFER wit hin the dialog, effectively transferring Bob into the
conference [17].
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| | |
- >' :
| Alice adds Bob into conference |
| | |
| REFER Refer-To: Conf-1D F1 |
| o >|
| 202 Accepted F2 |
| S |
| NOTIFY (Trying) F3| |
| |
| 200 XK F4 |
| o >|
| | I'NVITE sip: Conf-1D F5
| <o |
| | 180 Ri ngi ng F6
I >|
| | 200 OK Contact: Conf-1D;isfocus F7
| |- >|
| | ACK F8 |
| <o |
| | RTP |
| | < >|
| NOTI FY (OK) F9 |
| S |
| 200 K F10 |
| o >|
| NOTI FY F11 | |
| <o | |
| 200 OK F12 I
|

Figure 6. Adding a Participant to an Existing Conference.
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| SUBSCRI BE si p: Conf-1D F13
| e |
| 200 OK F14 |
[ <orm s >]
| NOTI FY F15 |
R eI PEPEEE >]
| 200 OK F16 |
| emm e |
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5.7. REFER with REFER. Requesting a Focus to Refer a Participant to
Dial in to the Conference

A participant may request that the focus refer a participant into the
conference by sending a REFER nethod. The Refer-To header field wll
have the nmethod set to REFER and an escaped Refer-To header field
contai ning the conference URI

Note that in Message F1 bel ow, the Refer-To header field is shown as
continuing across two lines -- this would not be the case in an
actual nmessage; the URI woul d have continued beyond the formatting
limtations of this docunent.

This scenario is shown in Figure 7.
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Alice Focus
I I
< >| |

I I
REFER si p: Conf -1 D Ref er - To: Bob; net hod=REFER?Ref er - To=Conf-1D F1

>

I I
| REFER Refer-To:Conf-1D F5

| 202 Accepted F2
IS
| NOTI FY (Trying) F3|
| D
| 200 X F4

[ e
I

I

I

I

I

I
IS
| 200 K F9

[ -mmm e
I

I

I

I

I

I

I

| NOTI FY F15
IS
| 200 K Fi16

> 200 K F10
___________________ >
| I'NVITE sip: Conf-1D F11
S
| 180 Ringi ng F12
RO >
R S PLPEEEEE >
| ACK F14
S
- RTP
| < >
> NOTI FY (200) F17
| <----mmmmmee -
| 200 K F18
___________________ >
| SUBSCRI BE si p: Conf-1D F17
I
| 200 K F19
| oo >
| NOTI FY F20
------------------- >|
| 200 X F21

i
|
| Alice asks focus to REFER Bob into conference
I
I

Focus REFERs Bob to the conference

August 2006

Car ol

Figure 7. Requesting That the Focus Refer a Participant to a

Conf er ence.
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F1 REFER si p: 3402934234@onf. exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e.com branch=z9h&4bKg4534
Max- Forwards: 70
To: <sip:3402934234@onf . exanpl e. conp

From Alice <sip:alice@tlanta. exanpl e.conp;tag=5534562
Call -1 D: 849392f kl gl 43

CSeq: 476 REFER

Contact: <sip:alice@lice.exanple.conr
Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER

SUBSCRI BE, NOTI FY
Accept: application/sdp, message/sipfrag

Ref er-To: <si p: bob@i | oxi . exanpl e. com net hod=REFER

?Ref er - To=si p: 3402934234%10exanpl e. conp

Supported: repl aces

Content-Length: O

F5 REFER si p: 3402934234@onf. exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP ns5. conf.exanpl e. com branch=z9hG4bK33445243
Max- Forwards: 70

To: <si p: bob@i | oxi . exanpl e. con>

From <sip: 3402934234@onf . exanpl e. conp; t ag=345621412

Cal | -1 D: 5494204

CSeq: 4524323 REFER

Cont act: <sip: 3402934234@onf. exanpl e. con®; i sf ocus

Al'low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY

Accept: application/sdp, message/sipfrag

Ref er-To: <sip: 3402934234@onf. exanpl e. conr
Supported: join, gruu, replaces

Content-Length: O

F11 I NVI TE si p: 3402934234@onf . exanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP client.biloxi.com branch=z9hG4bKh3887
Max- Forwards: 70
To: <sip: 3402934234@onf. exanpl e. conp
From Bob <sip: bob@il oxi.exanpl e. conp; t ag=32411
Call -1 D: 5d4324f a84b4c76e66710
CSeq: 764 | NVITE
Cont act: <sip: bob@lient. bil oxi.exanple.conr
Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER

SUBSCRI BE, NOTI FY
Al'l ow Events: dial og
Accept: application/sdp, message/ sipfrag
Supported: replaces, join
Cont ent - Type: application/sdp
Cont ent - Lengt h: .
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(SDP not shown)

5.8. Join Header Field: Dialing in to a Conference Using a (3rd Party)
Di alog ldentifier

Under sone circunstances, a participant wanting to join a conference
may only know a dialog identifier of one of the legs of the
conference. The information may have been | earned using the dialog
package [18] or sone non-SIP nmeans to retrieve this information from
anot her conference parti ci pant.

A UA can request to be added to a conference by sending a request to
the focus containing a Join [7] header field containing a dialog ID
of one leg of the conference (a dial og between another partici pant
and the focus).

There are other scenarios in which a UA can use the Join header for
certain conferencing call control scenarios. See [7] for further
exanpl es and details.

An exanple is shown in Figure 8. It is assunmed that Alice is a
partici pant of the conference. The dialog identifier between Alice
and the focus is abbreviated as A-F and is known by Bob. Bob
requests to be added to the conference by sending an | NVI TE nessage
F1 to the focus containing a Join header that contains the dial og
identifier AAF. Bob is added into the conference by the focus.
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Alice Focus Bob Car ol
| | | |
- >' : :
| Bob requests to be added to the conference. |
| | | |
| | INVITE Join: A-F F1| |
| | <o | |
| | 180 Ringing F2 | |
| | oo > |
| | 200 OK Contact: Conf-1D;isfocus F3 |
| o > |
| | ACK F4 | |
| | <o | |
| RTP | |
| NOTI FY F5 | < > |
SR | SUBSCRI BE sip: Conf-1D F6 |
| 200 K F7 SR |
[----cmmm e - >| 200 K F8 | |
| | o >| |
| | NOTI FY F9 | |
| | o > |
| | 200 K F10 | |
| R | |

Figure 8. Adding a Participant to an Existing Conference using Join.

F1 I NVI TE si p: 3402934234@onf . exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP client.biloxi.com branch=z9hG4bKh3832

Max- Forwar ds: 70

To: <si p: 3402934234@onf . exanpl e. con>

From Bob <sip: bob@il oxi.exanpl e. conp; t ag=32411

Cal | -1 D: d432f aB84b4c76e66710

CSeq: 8 INVITE

Cont act: <sip:bob@lient.biloxi.exanple.conr

Joi n: 3434034-293553453; to-tag=fdj 31 34; from t ag=12f 331

Allow. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY

Al'l ow- Events: dial og

Accept: application/sdp, nmessage/sipfrag

Supported: replaces, join

Cont ent - Type: application/sdp

Cont ent - Lengt h: .

(SDP not shown)
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5.9. Replaces Header Field: Switching User Agents within a Conference

Participants in a conference may want to change the user agent (i.e.
t he endpoint or the device) with which they participate in the
conference. This could be done by sinply sending a BYE from one user
agent to | eave the conference and an INVITE fromthe other user agent
to rejoin. However, the SIP Replaces [6] prinitive is perfectly
suited to this operation

An exanple is shown in Figure 9. It is assuned that Alice is a
partici pant of the conference using user agent #1. The dial og
identifier between Alice' s user agent #1 and the focus is abbreviated
as A-F. Alice switches to user agent #2 and sends an | NVI TE nessage
F1 to the focus containing a Replaces header that contains the dialog
identifier AAF. Note that this dialog identifier could be |earned

t hrough sonme non-SI P nmechani sm or by use of SUBSCRI BE/ NOTI FY and the
di al og event package [18]. Alice’'s user agent #2 is added into the
conference by the focus. The focus sends a BYE to user agent #1.

User agent #1 then automatically term nates the subscription by
sending a SUBSCRIBE with Expires:0 to ternmi nate the subscription

Note that the participant list (roster) has not necessarily changed
during this scenario, unless detailed information about Alice user
agents (i.e. endpoints) is included in the conference state
notifications. For a full discussion of conference package
notifications, refer to [9].
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Ali ce UA#1 Focus Al i ce UA#2 Car ol
| | |

< >| |

Allice switches user agents during the conference.

| |
| INVITE sip: Conf-1D Replaces: AF F1

|
| |
| |
| |
| |
| |
| | <o , |
| | 200 OK Contact: Conf-1D;isfocus F2
| | o >| |
| | ACK F3 | |
| | < | |
| | RTP | |
| < >| |
| BYE F4 | | |
<o | | |
| 200 K F5 | |
|- | |
| SUBSCRI BE Expires:0 F6 | |
o >| | |
| 200 K F7 | |
| <o _ | |
| NOTIFY Subscription-State:term nated F8 |
| < | |
| 200 &K F9 | |
|- >| , |
| | SUBSCRI BE si p: Conf-1D F10
| <o |
| | 200 K F11 |
| PR > |
| | NOTI FY F12 | |
I R e >| |
| | 200 X F13 |
| | <o | |

Figure 9. Switching a User Agent within a Conference.

5.10. Replaces Header Field: Transferring a Point-to-Point Session into
a Conference

This call flow shows how a point-to-point call can be transferred to
a conference call involving an external focus.

Al'i ce and Bob have an established session with a dialog identifier
A-B. Alice joins the conference with the focus by sending an | NVITE
to the Conference URI. Alice then sends a REFER request to the focus
to send an I NVITE request to the other participant. Alice includes
an escaped Repl aces header field in the URI included in the Refer-To
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header field. Bob receives the INVITE fromthe focus and matches the
dialog in the Replaces header field with the dialog with Alice. As a
result, Bob accepts the INVITE, joins the conference, and sends a BYE
to Alice to tear down their point-to-point dialog.

Alice Focus Bob Car ol
| | |
| Alice is in a session with Bob |
| < >|
| o | |
| Alice joins the conference |
| | |
| INVITE sip: Conf-ID F1 |

------------------- >| |
| 200 OK Contact: sip: Conf-I1D;isfocus F2 |
| <o | |
| ACK F3 | |

------------------- >| |
| SUBSCRI BE F4 | |
|- >| |
| 200 K F5 | |
<o | |
| NOTI FY F6 | |
<o |
| 200 K F7 | |
| o >| |

|
|

I
| Alice asks focus to REFER Bob into conference
|
|

| |
REFER si p: Conf -1 D Ref er-To: Bob?Repl aces=A-B F8

02 recepied Fo | |
| “NOT Y (vl nep F10) |
v kLl |

|

Focus invites Bob to the conference

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| |
| I'NVITE sip: Conf-1D Repl aces: A-B F12 |
|
|
|
|
|
|

------------------- >|
| <o |
| ACK F14 |
|- >
| RTP |
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I | < >|
| BYE F15
I e
| 200 X F16
I L >
| NOTI FY (200) F17
S
| 200 X F18 |
|- >
| NOTI FY F19
| < |
| 200 X F20 |
|----mmmmm e >|
| | SUBSCRI BE sip: Conf-1D F21
| I
| | 200 KX F22
I |---mmmm e >|
| | NOTI FY F23
I |----mmmmm e >|
| | 200 X F24
| I
I

August 2006

Figure 10. Transitioning a Point to Point Session into a Conference.

5.11. REFER with BYE: Requesting That the Focus Renmpbve a Parti ci pant
from a Conference

To request that the focus renove a participant fromthe specified
conference, a properly authorized SIP UA (typically the conference
owner) can send a REFER to the conference UR

contai ning the UR

with a Refer-To

of the participant and with the nethod set to BYE

The requestor does not need to know the dialog information about the
di al og between the focus and the participant who will be renpved --
the focus knows this information and fills it when it generates the

BYE request.

An exanpl e cal

flowis shown in Figure 11.

It

is assuned that Alice

and Carol are already participants of the conference and that Alice
is authorized to renpve nenbers fromthe conference. Alice sends a

REFER to the conference UR

with a Refer-To header containing a UR

of the form sip:carol @hi cago. exanpl e. com net hod=BYE
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Alice Focus Bob Car ol
| | | |
| < : >| |
| REFER sip: Conf-1D Refer-To: Carol ; met hod=BYE F1 |
| > |
| 202 Accepted F2 |
| <o |
| NOTI FY (Trying) F3 |
| < |
| 200 X F4 | |
R > |
| | |
| Focus renoves Carol fromthe conference |
| | |
| | BYE sip: Carol F5 |
| R e EEEEEEEEEE R >
| | 200 X F6
| o e m e e e e e e e e e e e e e e e e e o — o
| | NOTIFY Subscription-State:term nated F7
| R b G R ELEEEEEE R >
| | 200 K F8
| R RREEEEEEEEEEERREEE |
| NOTI FY (200) F9 |
| <o |
| 200 X F10 |
|- > |
| NOTI FY F11 |
| <o |
| 200 X F12 |
R > |

Figure 11. Participant Requests That the Focus Renpbve a Parti ci pant
from the Conference

F1 REFER si p: 3402934234@onf. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP client.atlanta.exanpl e. com branch=z9h&4bKg4534
Max- Forwar ds: 70

To: <si p: 3402934234@onf . exanpl e. con>

From Alice <sip:alice@tlanta.exanple.conp;tag=5534562
Call -1 D: 849392f kl gl 43

CSeq: 476 REFER

Contact: <sip:alice@lice.exanple.conp

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER
SUBSCRI BE, NOTI FY

Accept: application/sdp, message/ sipfrag

Ref er- To: <si p: carol @hi cago. exanpl e. com et hod=BYE>
Supported: repl aces

Content-Length: O
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F5 BYE si p: carol @l i ent. chi cago. exanple.com SIP/ 2.0
Via: SIP/2.0/UDP ns5. conf. exanpl e. com branch=z9hG4bK343gf 4
Max- Forwards: 70
From <si p: 3402934234@onf . exanpl e. conr; t ag=5393k2312
To: Carol <sip:carol @hi cago. exanpl e. conp; t ag=32331
Cal | -1 D: d432f aB84b4c76e66710
CSeq: 78654 BYE
Content-Length: O

5.12. Deleting a Conference
The default conference policy for conferences created using the
Conference Factory URI is that the conference is del eted when the
creator departs
Figure 12 shows this call flowin which the creator Alice departs

causing the conference to be deleted. Note that the order of sending
BYEs and final NOTIFYs is not inportant.
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Alice Focus Bob Car ol
| | | |
| < >| < >| |
| BYE F1 | < >
R e > | |
| 200 K F2 | |
| <o | | |
| | BYE F3 | |
| | o >| |
| | 200 K F4 |
| | <o | |
| | BYE F5
| |~ >|
| | 200 X F6
| O R EEEEE |
| NOTI FY Subscription-State:tern nated F7
| <o | |
| 200 K F8 | |
I >| NOTI FY Subscription-State:term nated F9
| |- >| |
| | 200 X F10 |
| | <o _ |
| | NOTIFY Subscription-State:term nated F11
| S EREEEEEEEEE >
| | 200 K F12 |
| | S |

Figure 12. Deleting a Conference.
5.13. Discovery of URI Properties Using OPTI ONS

A UA MAY send an OPTIONS request to discover if an opaque URI is a
conference URI (resolves to a focus). 1In addition, the reply to the
OPTI ONS request can al so indicate support for various SIP cal

control extensions used in this document.

Note that the Allow, Accept, Allow Events, and Supported header
fields should be present in an INVITE froma focus or a 200 OK answer
fromthe focus to an INVITE as a part of a normal dialog

est abl i shnent process.

An exanple is shown in Figure 13 where Alice sends an OPTIONS to a
URI that resolves to a focus.
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Alice Focus Bob Car ol
I I I I

| OPTIONS sip:Conf-1D F1 |

I

I

I

Figure 13. Participant Queries Capabilities of UR of a Focus.

Following is an exanple of message detail of nmessage F2 in Figure 13.
Based on the response, Alice’s UA learns that the URI is a conference
URI and that the responding UA is focus that supports a nunber of SIP
call control extensions.

The response details are as foll ows:

F2 SIP/2.0 200 K

Via: SIP/2.0/UDP pc33. atl ant a. exanpl e. com br anch=z9hG4bKhj sas87
;received=192.0.2.4

To: <sip:3402934234@onf. exanpl e. conp; t ag=93810874

From Alice <sip:alice@tl anta. exanpl e.conp; tag=1928301774

Call-1D: aB84b4c76e66710

CSeq: 63104 OPTI ONS

Cont act: <sip: 3402934234@onf. exanpl e. con®; i sf ocus

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER

SUBSCRI BE, NOTI FY

Al'l ow- Events: refer, conference

Accept: application/sdp, message/sipfrag

Accept - Language: en

Supported: replaces, join, gruu

Cont ent - Type: application/sdp

Cont ent - Lengt h:

v=0

o=f ocus431 2890844563 2890842835 I N | P4 ns5. conf. exanpl e. com
S=-

i =Exanpl e Conference Hosted by Exanpl e.com
u=http://conf.exanpl e. conf 3402934234
€=3402934234@onf - hel p. exanpl e. com
p=+18882934234

c=I N | P4 ns5. conf. exanpl e. com

t=0 0

mraudi o 0 RTP/AVP 0 3 5 7

mevi deo 0 RTP/ AVP 31 32

Useful information fromeach of these headers is detailed in the next
secti ons.
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Al'low. The support of nethods such as REFER, SUBSCRI BE, and NOTI FY
i ndi cates that the user agent supports call control and SIP events.

Accept. The support of bodi es such as message/sipfrag [12] indicates
support of call control

Al'l ow Events. Indicates support of event packages such as refer [4]
and conference [9].

Supported. Indicates support of extensions such as replaces, join,
and gruu.

Contact. The presence of the ’'isfocus’' feature paraneter in the
Cont act header indicates that the URI is a conference URl and that
the UA is a focus.

6. Security Considerations

This specification defines the interaction between a focus UA and a
participant UA in a conferencing application. As a result, the
security considerations and nechani sns defined in RFC 3261 [2] apply.
However, there are sone aspects unique to conferencing that will be
di scussed here.

A conference often involves the use of substantial network bandw dth
and conputing resources. As a result, authentication is even nore
important than in a sinple peer-to-peer session. As discussed in the
conferencing framework [8], conferences often have policy related to
conferencing resources. A focus SHOULD aut henticate participants
before joining themto a conference and allowi ng utilization of
conferencing resources. Different policies can be applied by a focus
to different participants based on the result of authentication

A participant will be interacting with a nunber of other participants
through the focus. As a result, a participant should authenticate
the focus and be sure that the focus used for the conference is
trusted. Normal SIP authentication nechanisns are suitable for
partici pant and focus authentication, such as SIP Digest utilizing a
shared secret, or certificates, or a secured SIP identity nechani sm
In addition, a focus SHOULD support Secure SIP connections so that
hop- by- hop nut ual authentication and confidentiality provided by TLS
can be achi eved.

In the SIP dialog between them a focus utilizes the ’isfocus
feature tag to indicate that the UA is acting as a focus. As such
the SI P header fields such as Contact SHOULD have end to end
integrity. A participant and focus SHOULD support an end-to-end
integrity mechani smsuch as S/IM Me
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Once a participant has | earned that the other UA is a focus, SIP cal
control operations (such as REFER) can be inplenented, or a
subscription to the conference package of the focus might be
attenpted. The security considerations described in RFC 3515 [4]
apply to any REFER call control operations. A focus and partici pant
will apply policy to determ ne which call control operations are

al | oned.

A focus accepting subscriptions to the conference package nust foll ow
the security considerations in RFC 4575 [9]. Since notifications can
carry sensitive information, the subscriptions should be

aut henticated and the notifications delivered with confidentiality
and integrity protection. Since a participant is not able to

aut henticate other participants directly, a participant nust rely on
the focus to performthis authentication

A focus MJST support a participant’s request for privacy, either

t hrough conference policy or as expressed through the signaling. For
exanpl e, a participant joining a conference and including a Privacy
header field [10] nust not have identity information revealed to

ot her participants by the focus. |If other signaling protocols are
used, privacy signaled through them al so nust be respected.
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Appendi x A Creating a Conference by a Conference-Unaware UA

This section discusses how a human user operating a conference-
unaware UA can create and add participants to a conference. This

met hod i s described as an appendi x since it is NOI RECOWENDED. The
scenarios involving creating a conference using ad-hoc or manua
nmeans are recomended over this scenario. This scenario is included,
however, for conpl eteness.

A user (human) woul d choose a conference URI according to system
rules and insert it into the Request-URl of the INVITE. This sane
URI is echoed by a focus adhering to certain addressing conventions
(di scussed below) in the Contact header by the focus. Additiona
participants coul d be added by non-SI P neans (publication of the
chosen conference URl using web pages, email, IM etc.).
Alternatively, the conference-unaware UA could then add ot her
participants to the conference using SIP call control by establishing
a session with them then transferring [17] themto the conference
URI. Note that in this scenario only the user (hunman) is aware of

t he conferencing application, and the conference-unaware UA only need
support RFC 3261 [2] and optionally call transfer

Maki ng this work does inpose certain addressing conventions on a
system As a servicel/inplenentation choice, a systemcould allow the
creator of the conference to choose the user portion of the
conference URI. However, this requires the URI fornat to be agreed
upon between a user and the system

For exanple, a service provider mght reserve the domain
conf.exanple.comfor all conference URIs. Any URI in the domain of
conf . exanpl e.com woul d resolve to the focus. The focus could be
configured to interpret an unknown user part in the conf.exanple.com
domain as a request for a conference to be created with the
conference URI as the Request-URI. For exanple, an INVITE sent with
a Request-URlI of sip:k32934208ds72@onf. exanpl e.com coul d be routed
to the focus that would then create the conference. This conference
URI shoul d be registered by the newly created focus to becone
routable as a conference URI within the conf.exanple.comdonain. The
returned Contact would | ook as follows:

Cont act: <sip: k32934208ds72@onf. exanpl e. conP; i sf ocus
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Not e, however, that this approach relies on conventions adopted

bet ween the user (human) and the focus. Al so, the approach is not
robust against collisions in the conference nanes. |f a second user
wi shing to create a new conference happened to choose the sane user
part as an existing conference, the result would be that the second
user woul d be added into the existing conference instead of creating
a new one.

As a result, nethods of conference creation in which the conference
URI is an opaque URI generated by the focus are preferred.

An exanple call flowis shown in Figure 14. The participant Alice
creates the conference URI (using sone convention agreed to with the
focus domain) and sends an INVITE to that URl which creates the
focus. The focus creates the conference and returns the sane
conference URI in the 200 OK answer to the INVITE (which is ignored
by the conference-unaware UA).

Alice Focus Bob Car ol
| | |

| Alice creates the conference and chooses the conference URl.
| |
| INVITE sip:Conf-1D F1

|

|

| |

| |

------------------- > | |

| 180 Ringing F2 | | |

| <o | | |
| 200 OK Contact: Conf-1D;isfocus F3 |

| <---mmmmmeeeee e | |
| ACK F4 | |

|-----m - >| | |

| RTP | | |

| < >| | |

Fi gure 14. Not Recommended: Conferencing Unaware Parti ci pant
Creates a Conference
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