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Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abstract
This meno defines a new Rel ay Agent Subscriber-I1D option for the
Dynanmi ¢ Host Configuration Protocol for IPv6 (DHCPv6). The option
all ows a DHCPv6 rel ay agent to associate a stable "Subscriber-1D"
with DHCPv6 client nmessages in a way that is independent of the

client and of the underlying physical network infrastructure.
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I ntroduction

DHCPv6 [ 1] provides | P addresses and configuration information for

IPv6 clients. It includes a relay agent capability, in which
processes within the network infrastructure receive nulticast
messages fromclients and relay themto DHCPv6 servers. |In sone

network environnents, it will be useful for the relay agent to add
information to the DHCPv6 nessage before relaying it.

The information that relay agents supply can also be used in the
server’s decision-maki ng about the addresses, del egated prefixes [2],
and configuration paraneters that the client is to receive

In many service-provider environnents, it is believed to be desirable
to associate sonme provider-specific information with clients’ DHCPv6
nmessages that is independent of the physical network configuration
and that the relay agent has |earned through sonme neans that is

out side the scope of this neno.

The Rel ay Agent Subscriber-1D Option

In conpl ex service provider environments, there is a need to connect
a custoner’s DHCPv6 configuration with the custoner’s adm nistrative
informati on. The Relay Agent Subscriber-ID option carries a val ue
that can be i ndependent of the physical network configuration through
whi ch the subscriber is connected. This value conplenents, and ni ght
well be used in addition to, the network-based information. The
"subscriber-id" assigned by the provider is intended to be stable as
customers connect through different paths, and as network changes
occur.

The subscriber-id information allows the service provider to assign/
activate subscriber-specific actions; e.g., assignnent of specific IP
addresses, prefixes, DNS configuration, trigger accounting, etc.

This option is de-coupled fromthe access network’s physica
structure, so a subscriber that noves from one access-point to

anot her, for exanple, would not require reconfiguration at the
service provider’s DHCPv6 servers

The subscriber-id information is only intended for use within a
singl e adm nistrative domain and is only exchanged between the rel ay
agents and DHCPv6 servers within that domain. Therefore, the fornat
and encoding of the data in the option is not standardi zed, and this
speci ficati on does not establish any semantic requirenents on the
data. This specification only defines the option for conveying this
information fromrelay agents to DHCPv6 servers
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However, as the DHCPv4 Subscriber-1D suboption [3] specifies Network
Virtual Termi nal (NVT) American Standard Code for |Information

I nterchange (ASCI 1) [4] encoded data, in environnents where both
DHCPv4 [5] and DHCPv6 are being used, it may be beneficial to use

t hat encodi ng.

The format of the DHCPv6 Rel ay Agent Subscriber-1D option is shown
bel ow.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| OPTI ON_SUBSCRI BER | D | option-len
B Lt r s i i i o o T s ks S R S

subscriber-id
ir- B T i i S S i S R ik s S S S S S +-:+
option-code OPTI ON_SUBSCRI BER | D (38)

option-Ilen length, in octets, of the subscriber-id field.
The mininumlength is 1 octet.

subscri ber-id The subscriber’s identity.
3. DHCPv6 Rel ay Agent Behavi or

DHCPv6 rel ay agents may be configured to include a Subscriber-ID
option in relayed (RELAY-FORW DHCPv6 nessages. How the subscri ber-
idis assigned and the nechani sns used to configure it are outside
the scope of this neno.

4, DHCPv6 Server Behavi or

This option provides additional information to the DHCPv6 server

The DHCPv6 server may use this information, if available, in addition
to other relay agent option data, other options included in the
DHCPv6 client messages, and physical network topology information in
order to assign | P addresses, del egate prefixes, and/or other
configuration paranmeters to the client. There is no special
addi ti onal processing for this option.

There is no requirement that a server return this option and its data
in a RELAY- REPLY nessage.
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5. Security Considerations
As the subscriber-id option is only exchanged between relay agents
and DHCPv6 servers, [1], Section 21.1, provides details on securing
DHCPv6 nmessages sent between servers and relay agents. [1], Section
23, provides general DHCPv6 security considerations.

6. | ANA Consi derations

| ANA has assigned a DHCPv6 option code (38) for the Relay Agent
Subscri ber-1D Opti on.
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contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
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Intell ectual Property
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Intellectual Property Rights or other rights that nmight be clained to
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on the procedures with respect to rights in RFC docunents can be
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Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
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http://ww.ietf.org/ipr.
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