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Abst r act

Fl oor control is a nmeans to manage joint or exclusive access to
shared resources in a (multiparty) conferencing environnment.

Thereby, floor control conplenents other functions -- such as
conference and nedi a session setup, conference policy nanipul ation
and nedia control -- that are realized by other protocols.

Thi s docunent specifies the Binary Floor Control Protocol (BFCP).
BFCP i s used between floor participants and fl oor control servers,
and between floor chairs (i.e., noderators) and floor contro
servers.
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1

I ntroduction

Wthin a conference, sone applications need to nmanage the access to a
set of shared resources, such as the right to send nedia to a
particul ar nmedia session. Floor control enables such applications to
provi de users with coordi nated (shared or exclusive) access to these
resources

The Requirenents for Floor Control Protocol [9] list a set of
requirenents that need to be met by floor control protocols. The
Bi nary Floor Control Protocol (BFCP), which is specified in this
docunent, neets these requirenents.

I n addition, BFCP has been designed so that it can be used in

| ow bandwi dt h environments. The binary encodi ng used by BFCP
achieves a small nessage size (when nmessage signatures are not used)
that keeps the tinme it takes to transmt del ay-sensitive BFCP
messages to a mninmum Del ay-sensitive BFCP nessages i ncl ude

FI oor Request, Fl oor Rel ease, Fl oor Request Status, and ChairAction. It
is expected that future extensions to these nessages wll not

i ncrease the size of these nessages in a significant way.

The remai nder of this docunment is organized as follows: Section 2
defines the term nol ogy used throughout this docunment, Section 3

di scusses the scope of BFCP (i.e., which tasks fall within the scope
of BFCP and which ones are perforned using different nmechanisns),
Section 4 provides a non-normative overvi ew of BFCP operation, and
subsequent sections provide the normative specification of BFCP

Ter m nol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMVENDED', " NOT
RECOMVENDED', "NMAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [1] and indicate requirenent |evels for
conpliant inplenentations.

Media Participant: An entity that has access to the nedia resources
of a conference (e.g., it can receive a nedia strean). In floor-
controll ed conferences, a given nedia participant is typically
colocated with a floor participant, but it does not need to be.
Third-party floor requests consist of having a floor participant
request a floor for a nmedia participant when they are not col ocated.
The protocol between a floor participant and a nedia partici pant
(that are not col ocated) is outside the scope of this document.

Cient: A floor participant or a floor chair that comunicates with a
floor control server using BFCP
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Fl oor: A tenporary pernission to access or nani pulate a specific
shared resource or set of resources

Fl oor Chair: A logical entity that manages one fl oor (grants, denies,
or revokes a floor). An entity that assumes the logical role of a
floor chair for a given transaction nay assune a different role
(e.g., floor participant) for a different transaction. The roles of
floor chair and floor participant are defined on a transacti on-by-
transaction basis. BFCP transactions are defined in Section 8.

Fl oor Control: A mechanismthat enables applications or users to gain
safe and nutual |y exclusive or non-exclusive input access to the
shared object or resource.

Fl oor Control Server: A logical entity that naintains the state of
the floor(s), including which floors exists, who the floor chairs
are, who holds a floor, etc. Requests to manipulate a floor are
directed at the floor control server. The floor control server of a
conference may performother logical roles (e.g., floor participant)
i n anot her conference.

Fl oor Participant: A logical entity that requests floors, and

possi bly information about them froma floor control server. An
entity that assumes the logical role of a floor participant for a
given transaction nmay assune a different role (e.g., a floor chair)
for a different transaction. The roles of floor participant and
floor chair are defined on a transaction-by-transaction basis. BFCP
transactions are defined in Section 8. In floor-controlled
conferences, a given floor participant is typically colocated with a
medi a participant, but it does not need to be. Third-party floor
requests consist of having a floor participant request a floor for a
nmedi a partici pant when they are not col ocat ed.

Participant: An entity that acts as a floor participant, as a nedia
participant, or as both.

3. Scope

As stated earlier, BFCP is a protocol to coordinate access to shared
resources in a conference following the requirenments defined in [9].
Fl oor control conpl ements other functions defined in the XCON
conferencing framework [10]. The floor control protocol BFCP defined
in this docunent only specifies a nmeans to arbitrate access to
floors. The rules and constraints for floor arbitration and the
results of floor assignnents are outside the scope of this docunent
and are defined by other protocols [10].
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Figure 1 shows the tasks that BFCP can perform

~
|
Notification | | Deci sion
|
I
FI oor | %
------------ + Request +---------+ R e
FI oor [----------- > Floor | Notification | FI oor
Partici pant | | Control |------------- >| Parti ci pant
| <----------- | Server | | |
------------ + Granted or +---------+ R e o
Deni ed

Figure 1: Functionality provided by BFCP

BFCP provi des a neans:

(o]

for floor participants to send floor requests to floor contro
servers.

for floor control servers to grant or deny requests to access a
gi ven resource from floor participants.

for floor chairs to send floor control servers decisions regarding
floor requests.

for floor control servers to keep floor participants and fl oor
chairs infornmed about the status of a given floor or a given floor
request.

Even though tasks that do not belong to the previous |list are outside
the scope of BFCP, sone of these out-of-scope tasks relate to floor
control and are essential for creating floors and establishing BFCP

connections between different entities. 1In the follow ng
subsections, we discuss sone of these tasks and nechanisns to perform
t hem
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3.1. Floor Creation

The association of a given floor with a resource or a set of
resources (e.g., nedia streans) is out of the scope of BFCP as
described in [10]. Floor creation and termnation are al so outside
the scope of BFCP; these aspects are handl ed using the conference
control protocol for manipulating the conference object.
Consequently, the floor control server needs to stay up to date on
changes to the conference object (e.g., when a new floor is created).

3.2. (Obtaining Information to Contact a Floor Control Server

A client needs a set of data in order to establish a BFCP connection
to a floor control server. These data include the transport address
of the server, the conference identifier, and a user identifier

Cients can obtain this information in different ways. One is to use
an SDP of fer/answer [8] exchange, which is described in [7]. Oher
mechani sns are described in the XCON framework [10] (and ot her

rel ated docunents).

3.3. (Obtaining Floor-Resource Associ ati ons

Fl oors are associated with resources. For exanple, a floor that
controls who talks at a given tine has a particular audi o session as
its associated resource. Associations between floors and resources
are part of the conference object.

Fl oor participants and floor chairs need to know whi ch resources are
associated with which floors. They can obtain this information by
using different nechani sns, such as an SDP of fer/answer [8] exchange.
How to use an SDP of fer/answer exchange to obtain these associations
is described in [7].

Note that floor participants perform SDP of fer/answer exchanges
with the conference focus of the conference. So, the conference
focus needs to obtain information about associations between
floors and resources in order to be able to provide this
information to a floor participant in an SDP of fer/answer
exchange.

O her nechanisns for obtaining this information, including discussion

of how the information is nade available to a (SIP) Focus, are
described in the XCON franmework [10] (and other rel ated docunents).
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3.4. Privileges of Floor Contro

A participant whose floor request is granted has the right to use (in
a certain way) the resource or resources associated with the fl oor
that was requested. For exanple, the participant may have the right
to send nedia over a particular audio stream

Nevert hel ess, holding a floor does not inply that others will not be
able to use its associated resources at the sanme tine, even if they
do not have the right to do so. Deternination of which nedia
participants can actually use the resources in the conference is

di scussed in the XCON Franework [10].

4. Overview of Operation

This section provides a non-normative description of BFCP operations.
Section 4.1 describes the interface between floor participants and
floor control servers, and Section 4.2 describes the interface
between floor chairs and floor control servers.

BFCP nessages, which use a TLV (Type-Length-Val ue) binary encodi ng,
consi st of a common header followed by a set of attributes. The
common header contains, anong other information, a 32-bit conference
identifier. Floor participants, nedia participants, and floor chairs
are identified by 16-bit user identifiers.

BFCP supports nested attributes (i.e., attributes that contain
attributes). These are referred to as grouped attributes.

There are two types of transactions in BFCP:. client-initiated
transactions and server-initiated transactions. dient-initiated
transactions consist of a nmessage froma client to the floor contro
server and a response fromthe floor control server to the client.
Bot h nessages can be rel ated because they carry the same Transaction
ID value in their commobn headers. Server-initiated transactions
consi st of a single nessage, whose Transaction IDis 0, fromthe
floor control server to a client.

4.1. Floor Participant to Floor Control Server Interface

Fl oor participants request a floor by sending a Fl oor Request message
to the floor control server. BFCP supports third-party floor
requests. That is, the floor participant sending the fl oor request
need not be colocated with the nedia participant that will get the
floor once the floor request is granted. Fl oorRequest nessages carry
the identity of the requester in the User ID field of the comon
header, and the identity of the beneficiary of the floor (in third-
party floor requests) in a BENEFI ClI ARY-ID attribute.
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Third-party floor requests can be sent, for exanple, by floor
participants that have a BFCP connection to the floor contro
server but that are not nmedia participants (i.e., they do not
handl e any nedi a) .

Fl oor Request nessages identify the floor or floors being requested by
carrying their 16-bit floor identifiers in FLOOR-ID attributes. If a
FI oor Request nessage carries nore than one floor identifier, the
floor control server treats all the floor requests as an atomc
package. That is, the floor control server either grants or denies
all the floors in the Fl oor Request nessage.

Fl oor control servers respond to Fl oor Request nessages with

FI oor Request St at us nmessages, which provide informati on about the
status of the floor request. The first FloorRequest Status nessage is
the response to the Fl oor Request message fromthe client, and
therefore has the same Transaction ID as the Fl oor Request.

Additionally, the first Fl oorRequest Status nessage carries the Fl oor
Request ID in a FLOOR- REQUEST-| NFORMATI ON attri bute. Subsequent

FI oor Request St at us nmessages related to the sane floor request will
carry the sane Floor Request ID. This way, the floor participant can
associate themw th the appropriate floor request.

Messages fromthe floor participant related to a particular floor
request al so use the sane Floor Request ID as the first
Fl oor Request St at us Message fromthe floor control server

Figure 2 shows how a floor participant requests a floor, obtains it,
and, at a later tine, releases it. This figure illustrates the use,
anong ot her things, of the Transaction ID and the FLOOR- REQUEST-1D
attribute.
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Fl oor Parti ci pant Fl oor Control
Server
| (1) Fl oor Request |
| Transaction I D 123
| User I D 234
| FLOOR- | D: 543

I
I
I
|
| (2) Fl oor Request St at us |
| Transaction I D 123 |
| User ID: 234 |
| FLOOR- REQUEST- | NFORMATI ON |
Fl oor Request I D: 789 |
OVERALL- REQUEST- STATUS |
Request Status: Pending |

FLOOR- REQUEST- STATUS |

Fl oor 1D: 543 |

oo o o e e e e e e e e e e e e e e e e e e e e e e o m o |

I

I

I

I

I

I

I I
| (3) Fl oor Request St at us |
| Transaction ID: O |
| User ID: 234 |
| FLOOR- REQUEST- | NFORMATI ON |
| Fl oor Request |ID: 789 |
| OVERALL- REQUEST- STATUS |
| Request Status: Accepted |
| Queue Position: 1st |
| FLOOR- REQUEST- STATUS |
| Fl oor I D 543 |
| <o |
I

I

I

I

I

I

I

I

I

I

I

I

I
(4) Fl oor Request St at us |
Transaction ID: O |
User I D 234 |
FLOOR- REQUEST- | NFORVATI ON |
Fl oor Request |ID: 789 |
OVERALL- REQUEST- STATUS |
Request Status: Granted |

FLOOR- REQUEST- STATUS |

Fl oor 1D: 543 |

I
| (5) Fl oorRel ease |
| Transaction I D 154 |
| User I D 234 |
| FLOOR- REQUEST- I D: 789 |

I
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|

| (6) Fl oorRequest St at us

| Transaction I D 154

| User 1D 234

| FLOOR- REQUEST- | NFORMATI ON

| Fl oor Request |ID: 789
| OVERALL- REQUEST- STATUS

| Request Status: Rel eased
| FLOOR- REQUEST- STATUS

| Fl oor 1D: 543

|

Fi gure 2: Requesting and rel easing a floor

Fi gure 3 shows how a fl oor participant requests to be informed on the
status of a floor. The first FloorStatus message fromthe floor
control server is the response to the Fl oorQuery nessage and, as
such, has the sanme Transaction |ID as the Fl oorQuery nessage.

Subsequent Fl oor St at us nmessages consi st of server-initiated
transactions, and therefore their Transaction IDis 0. FloorStatus
message (2) indicates that there are currently two fl oor requests for
the floor whose Floor IDis 543. FloorStatus nessage (3) indicates
that the floor requests with Fl oor Request ID 764 has been granted,
and the floor request with Floor Request ID 635 is the first in the
queue. FloorStatus nessage (4) indicates that the floor request with
FI oor Request | D 635 has been granted.

Fl oor Parti ci pant Fl oor Contro
Server
| (1) Fl oorQuery |
| Transaction I D 257
| User I D 234 |
| FLOOR-I D: 543
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|

| (2) Fl oor Status

| Transaction I D 257

| User 1D 234

| FLOOR- | D: 543

| FLOOR- REQUEST- | NFORMATI ON

| Fl oor Request I D: 764

| OVERALL- REQUEST- STATUS

| Request Status: Accepted
| Queue Position: 1st

| FLOOR- REQUEST- STATUS

| Fl oor I D: 543

| BENEFI Cl ARY- | NFORMATI ON

| Beneficiary ID: 124
| FLOOR- REQUEST- | NFORMATI ON

| Fl oor Request ID: 635

| OVERALL- REQUEST- STATUS

| Request Status: Accepted
| Queue Position: 2nd

| FLOOR- REQUEST- STATUS

| Fl oor I D 543

| BENEFI Cl ARY- | NFORMATI ON

| Beneficiary I D 154
I i i
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

(3) FloorsStatus
Transaction ID: O
User I D 234
FLOOR- | D: 543
FLOOR- REQUEST- | NFORVATI ON
Fl oor Request I D: 764
OVERALL- REQUEST- STATUS
Request Status: Granted
FLOOR- REQUEST- STATUS
Fl oor 1D: 543
BENEFI Cl ARY- | NFORMATI ON
Beneficiary ID 124
FLOOR- REQUEST- | NFORVATI ON
Fl oor Request ID: 635
OVERALL- REQUEST- STATUS
Request Status: Accepted
Queue Position: 1st
FLOOR- REQUEST- STATUS
Fl oor 1D: 543
BENEFI Cl ARY- | NFORMATI ON
Beneficiary I D 154
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4. 2.

|

| (4) Fl oor Status

| Transaction ID: O

| User 1D 234

| FLOOR- | D: 543

| FLOOR- REQUEST- | NFORMATI ON

| Fl oor Request ID: 635

| OVERALL- REQUEST- STATUS

| Request Status: Granted
| FLOOR- REQUEST- STATUS

| Fl oor 1D: 543

| BENEFI Cl ARY- | NFORMATI ON

| Beneficiary ID: 154
|

Figure 3: Cbtaining status information about a fl oor

Fl oor St at us nessages contain infornmation about the floor requests
they carry. For exanple, FloorStatus nessage (4) indicates that the
floor request with Floor Request |ID 635 has as the beneficiary (i.e.
the participant that holds the floor when a particular floor request
is granted) the participant whose User IDis 154. The floor request
applies only to the floor whose Floor IDis 543. That is, this is
not a multi-floor floor request.

A multi-floor floor request applies to nore than one floor (e.g.
a participant wants to be able to speak and wite on the
whi t eboard at the same tine). The floor control server treats a
multi-floor floor request as an atom c package. That is, the
floor control server either grants the request for all floors or
deni es the request for all floors.

Fl oor Chair to Floor Control Server Interface

Figure 4 shows a floor chair instructing a floor control server to
grant a floor.

Not e, however, that although the floor control server needs to
take into consideration the instructions received in ChairAction
messages (e.g., granting a floor), it does not necessarily need to
performthem exactly as requested by the floor chair. The
operation that the floor control server perforns depends on the
ChairAction nessage and on the internal state of the floor contro
server.
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5.

For exanple, a floor chair may send a ChairAction nessage granting a
floor that was requested as part of an atom c floor request operation
that involved several floors. Even if the chair responsible for one
of the floors instructs the floor control server to grant the floor,
the floor control server will not grant it until the chairs

responsi ble for the other floors agree to grant themas well. In
anot her exanple, a floor chair may instruct the floor control server
to grant a floor to a participant. The floor control server needs to
revoke the floor fromits current hol der before granting it to the
new parti ci pant.

So, the floor control server is ultimately responsible for keeping a
coherent floor state using instructions fromfloor chairs as input to
this state.

Fl oor Chair Fl oor Contro
Server
| (1) ChairAction |
| Transaction I D 769
| User I D 357 |
| FLOOR- REQUEST- | NFORMATI ON |
| Fl oor Request ID: 635
| FLOOR- REQUEST- STATUS |
| Fl oor I D: 543
| Request Status: Granted |
[ mmmmm e >|
|
|
|
|

|
| (2) ChairActionAck
| Transaction I D 769
| User I D 357

| |

Figure 4: Chair instructing the floor control server
Packet For mat
BFCP packets consist of a 12-octet conmon header foll owed by

attributes. Al the protocol values MJST be sent in network byte
or der.
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5.1. COWDON HEADER For mat
The following is the format of the common header.

0 1 2 3
01234567890123456789012345678901
B o e e S i e s i i i T e e =
Ver |Reserved | Prinmitive | Payl oad Length |
Bl o o e e e e Lt e i e i i R S e S S
Conference ID |
B i i i S S R ih s s I S S o O S S
Transaction |ID | User ID |
B o e e S e e s i i i T e e e s

+— 4+ 4

Fi gure 5: COVWMON- HEADER f or mat

Ver: The 3-bit version field MIST be set to 1 to indicate this
versi on of BFCP.

Reserved: At this point, the 5 bits in the reserved field SHOULD be
set to zero by the sender of the nmessage and MJUST be ignored by the
receiver.

Primtive: This 8-bit field identifies the nmain purpose of the
message. The following primtive values are defined:

o - T T +
| Value | Prinitive | Direction |
Fomm - e e e a - Fom e e e e e o +
| 1 | Fl oor Request | P->S |
| 2 | Fl oor Rel ease | P->S |
| 3 | FloorRequestQery | P->S; Ch -> S|
| 4 | FloorRequestStatus | P<- S; Ch <- S|
| 5 | UserQery | P->S; Ch->8S|
| 6 | User Status | P<- S; Ch<- S|
| 7 | Fl oorQuery | P->S; Ch->S|
| 8 | FloorStatus | P<- S; Ch < S|
| 9 | ChairAction | Ch->S |
| 10 | ChairActionAck | Ch < S |
| 11 | Hello | P->S; Ch->8S|
| 12 | Hell oAck | P<-S,; Ch < S|
| 13 | FError | P<-S; Ch < S|
N . . +

S:  Floor Control Server
P:  Floor Participant
Ch: Floor Chair

Table 1: BFCP primtives
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Payl oad Length: This 16-bit field contains the | ength of the nessage
in 4-octet units, excluding the common header

Conference ID: This 32-bit field identifies the conference the
message bel ongs to.

Transaction ID: This field contains a 16-bit value that allows users
to match a given nmessage with its response. The value of the
Transaction IDin server-initiated transactions is 0 (see Section 8).

User ID: This field contains a 16-bit value that uniquely identifies
a participant within a conference.

The identity used by a participant in BFCP, which is carried in
the User IDfield, is generally napped to the identity used by the
same participant in the session establishnment protocol (e.g., in
SIP). The way this mapping is performed is outside the scope of
this specification.

Attribute Format

BFCP attributes are encoded in TLV (Type-Length-Val ue) fornmat.
Attributes are 32-bit aligned.

0 1 2 3
01234567890123456789012345678901
T T S I S T S
Type M Length |
B T ol S S S S i S S S

+- +
| |
+- |
| _ |
/ Attribute Contents /
/ /
| |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Figure 6: Attribute format

Type: This 7-bit field contains the type of the attribute. Each

attribute, identified by its type, has a particular format. The

attribute formats defined are:

Unsi gned16: The contents of the attribute consist of a 16-bit
unsi gned i nt eger

Cctet Stringl6: The contents of the attribute consist of 16 bits of
arbitrary data.
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Cctet String: The contents of the attribute consist of arbitrary
data of variable |ength.

Grouped: The contents of the attribute consist of a sequence of
attributes.

Note that extension attributes defined in the future nmay define
new attribute formats.

The following attribute types are defined:

Hom - - o S +
| Type | Attribute | For mat |
Hom oo o m e e e e e e R +
| 1 | BENEFICIARY-1D | Unsignedl6

| 2 | FLOOR-ID | Unsignedl6

| 3 | FLOOR-REQUEST-I1D | Unsignedl6

| 4 | PRORITY | OctetStringl6

| 5 | REQUEST- STATUS | CctetStringl6

| 6 | ERROR- CODE | CctetString |
| 7 | ERROR-INFO | CctetString |
| 8 | PARTI Cl PANT- PROVIDED-I NFO | CctetString

| 9 | STATUS-1 NFO | OctetString |
| 10 | SUPPORTED- ATTRI BUTES | CctetString

| 11 | SUPPORTED PRI M Tl VES | OctetString

| 12 | USER- DI SPLAY- NAMVE | CctetString |
| 13 | USER-URI | OctetString |
| 14 | BENEFI Cl ARY-1 NFORMATION | Grouped

| 15 | FLOOR- REQUEST- | NFORMATI ON | Grouped

| 16 | REQUESTED- BY-| NFORMATION | G ouped

| 17 | FLOOR- REQUEST- STATUS | Gouped |
| 18 | OVERALL- REQUEST- STATUS | G ouped

R o e e e e e e e e S +

Table 2: BFCP attri butes

M The "M bit, known as the Mandatory bit, indicates whether support
of the attribute is required. |If an unrecognized attribute with the
"M bit set is received, the nmessage is rejected. The 'M bit is
significant for extension attributes defined in other docunents only.
Al'l attributes specified in this docunent MJST be understood by the
receiver so that the setting of the "M bit is irrelevant for these.
In all other cases, the unrecognised attribute is ignored but the
nmessage i s processed.

Length: This 8-bit field contains the length of the attribute in

octets, excluding any paddi ng defined for specific attributes. The
I ength of attributes that are not grouped includes the Type, 'M bit,
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and Length fields. The Length in grouped attributes is the |length of
the grouped attribute itself (including Type, 'M bit, and Length
fields) plus the total length (including padding) of all the included
attributes.

Attribute Contents: The contents of the different attributes are
defined in the follow ng sections.

5.2.1. BENEFIClI ARY-1D
The following is the format of the BENEFI CI ARY-ID attribute.

0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

|[O0OO00O0O01MOO0OO0O0O01O0 0 Beneficiary ID |
T I T S T S

Fi gure 7: BENEFI Cl ARY-1D for nat

Beneficiary ID: This field contains a 16-bit val ue that uniquely
identifies a user within a conference.

Note that although the formats of the Beneficiary ID and of the
User IDfield in the common header are similar, their semantics
are different. The Beneficiary IDis used in third-party floor
requests and to request information about a particul ar

partici pant.

5.2.2. FLOOR-ID
The following is the format of the FLOOR-ID attribute.
0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
|[O0O00010MOOOOOZ1O0 Q] Fl oor ID |
B Lt r s i i i o o T s ks S R S

Figure 8: FLOOR-1D format

Floor ID: This field contains a 16-bit value that uniquely identifies
a floor within a conference.
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5.2.3. FLOOR- REQUEST-1D
The following is the format of the FLOOR-REQUEST-ID attribute.

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S

|[O0OO0O0O011MOO0OO0O0O0OT1O0 Q0] Fl oor Request |ID
R R R R e e s o S e R S S S S S S e e e e e

Figure 9: FLOOR- REQUEST-1D f or mat

Fl oor Request ID: This field contains a 16-bit value that identifies
a floor request at the floor control server.

5.2.4. PRIORITY
The following is the format of the PRIORITY attri bute.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

|[O0OO0O0100MOOO0O0O0O1O0O0|Prio | Reserved
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Figure 10: PRIORITY format

Prio: This field contains a 3-bit priority value, as shown in

Table 3. Senders SHOULD NOT use val ues higher than 4 in this field.
Recei vers MJUST treat values higher than 4 as if the val ue received
were 4 (Highest). The default priority value when the PRRORITY
attribute is mssing is 2 (Normal).

[ S, [ TS +
| Value | Priority

[ SR [ R +
| 0 | Lowest |
| 1 | Low |
| 2 | Normal |
| 3 | Hgh |
| 4 | Hi ghest |
[ SR [ R +

Table 3: Priority val ues
Reserved: At this point, the 13 bits in the reserved field SHOULD be

set to zero by the sender of the nessage and MJUST be ignored by the
receiver.
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. 5. REQUEST- STATUS
The following is the format of the REQUEST- STATUS attri bute.

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S

[O0OO0O0101M00O0O0O0O1O0 0O]Request Status | Queue Position
R R R R e e s o S e R S S S S S S e e e e e

Fi gure 11: REQUEST- STATUS f or mat

Request Status: This 8-bit field contains the status of the request,
as described in the follow ng table.

| Pending |
| Accepted

| Ganted

| Denied |
| Cancelled |
| Rel eased |
| Revoked

NOoO oA~ WNE

Tabl e 4: Request Status val ues

Queue Position: This 8-bit field contains, when applicable, the
position of the floor request in the floor request queue at the
server. |f the Request Status value is different from Accepted, if
the floor control server does not inplenment a floor request queue, or
if the floor control server does not want to provide the client with
this information, all the bits of this field SHOULD be set to zero.

A floor request is in Pending state if the floor control server needs
to contact a floor chair in order to accept the floor request, but
has not done it yet. Once the floor control chair accepts the floor
request, the floor request is noved to the Accepted state.
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5.2.6. ERROR- CODE
The following is the format of the ERROR- CODE attri bute.

0 1 2 3
01234567890123456789012345678901
T R o e S S A e
[O0OO00110M Length | Error Code | |
T T T o S ek & |
|
|
/

Error Specific Details

/

/ o e e e e e e e e e e e e - - -
| | Paddi ng |
S A S S A S WA S R WA S ST S SRS

Fi gure 12: ERROR- CODE f or mat

Error Code: This 8-bit field contains an error code fromthe
following table. |If an error code is not recogni sed by the receiver,
then the recei ver MUST assune that an error exists, and therefore
that the nmessage is processed, but the nature of the error is

uncl ear.

Fommnnan B e T TN +
| Value | Meaning |
o - T R N S +
| 1 | Conference does not Exi st |
| 2 | User does not Exi st |
| 3 | Unknown Prinitive |
| 4 | Unknown Mandatory Attribute |
| 5 | Unaut horized Operation |
| 6 | Invalid Floor ID |
| 7 | Floor Request |ID Does Not Exist |
| 8 | You have Already Reached the Maxi mum Nunber of Ongoi ng |
| | Floor Requests for this Floor |
| 9 | Use TLS |
Fommanan TN NS +

Tabl e 5: Error Code neani ng
Error Specific Details: Present only for certain Error Codes. In

this docunent, only for Error Code 4 (Unknown Mandatory Attribute).
See Section 5.2.6.1 for its definition.

Paddi ng: One, two, or three octets of padding added so that the

contents of the ERROR-CODE attribute is 32-bit aligned. |If the
attribute is already 32-bit aligned, no padding is needed.

Camarillo, et al. St andards Track [ Page 21]



RFC 4582 BFCP Novenber 2006

The Paddi ng bits SHOULD be set to zero by the sender and MJUST be
i gnored by the receiver.

5.2.6.1. Error-Specific Details for Error Code 4

The following is the format of the Error-Specific Details field for
Error Code 4.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Unknown Type| Rl Unknown Type| Rl Unknown Type| Rl Unknown Type| R|
T e e i e e S et S S S SN SR
L i e R e o T S +-|+
| | Unknown Type| Rl Unknown Type| R
B T e o i S I i i S S N iy St S I S S
| Unknown Type| Rl Unknown Type| R|

i i T S i i S SR

Fi gure 13: Unknown attributes fornat

Unknown Type: These 7-bit fields contain the Types of the attributes
(which were present in the nessage that triggered the Error nessage)
t hat were unknown to the receiver.

R At this point, this bit is reserved. It SHOULD be set to zero by
the sender of the message and MJST be ignored by the receiver.

5.2.7. ERROR-INFO

The following is the format of the ERROR- I NFO attri bute.

0 1 2 3
01234567890123456789012345678901
i i S S e i it Ui S S S S S S ik Sk e e
[0000111M Length | |
i S s i S O e |
|

|

/ Text /
/ B T i S T S
| | Paddi ng |
B Lt r s i i i o o T s ks S R S

Fi gure 14: ERROR-1 NFO f or mat

Text: This field contains UTF-8 [6] encoded text.
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In sone situations, the contents of the Text field nmay be generated
by an autonmaton. |If this automaton has informati on about the
preferred | anguage of the receiver of a particular ERROR- | NFO
attribute, it MAY use this |anguage to generate the Text field.

Paddi ng: One, two, or three octets of padding added so that the
contents of the ERROR-INFO attribute is 32-bit aligned. The Padding
bits SHOULD be set to zero by the sender and MJUST be ignored by the
receiver. |f the attribute is already 32-bit aligned, no padding is
needed.

5.2.8. PARTI CI PANT- PROVI DED- | NFO

The following is the format of the PARTI Cl PANT- PROVI DED- | NFO
attri bute.

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s
[0O001000|M Length | |
B i T S S |
|

|

/ Text /
/ B T i S T S
| | Paddi ng |
e o T i i o o O S e S ol o S S S s it SR R SR S

Fi gure 15: PARTI Cl PANT- PROVI DED- | NFO f or mat
Text: This field contains UTF-8 [6] encoded text.

Paddi ng: One, two, or three octets of padding added so that the
contents of the PARTICl PANT- PROVI DED- I NFO attribute is 32-bit

al i gned. The Padding bits SHOULD be set to zero by the sender and
MUST be ignored by the receiver. |If the attribute is already 32-bit
al i gned, no paddi ng i s needed.

Camarillo, et al. St andards Track [ Page 23]



RFC 4582 BFCP Novenber 2006

5.2.9. STATUS- | NFO
The following is the format of the STATUS-INFO attri bute.

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s
[000100 1M Lengt h | |
B i T S S |
|

Text /
B T i S T S
| Paddi ng |

/
/
T I T S S Tk it S i S S S S T SRS SRS s

Fi gure 16: STATUS-I NFO f or mat

Text: This field contains UTF-8 [6] encoded text.

In sone situations, the contents of the Text field nmay be generated
by an automaton. |If this automaton has informati on about the
preferred | anguage of the receiver of a particular STATUS-1 NFO
attribute, it MAY use this |anguage to generate the Text field.

Paddi ng: One, two, or three octets of padding added so that the
contents of the STATUS-INFO attribute is 32-bit aligned. The Padding
bits SHOULD be set to zero by the sender and MJUST be ignored by the
receiver. |If the attribute is already 32-bit aligned, no padding is
needed.

5.2.10. SUPPORTED- ATTRI BUTES
The following is the format of the SUPPORTED- ATTRI BUTES attri bute.

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S
[0001010M Length | Supp. Attr. |R Supp. Attr. |R|
T T i e e e e e st o S o SR R R SR
| Supp. Attr. |R Supp. Attr. |R Supp. Attr. |R Supp. Attr. |R
B T e o i S I i i S S N iy St S I S S

|
/

|
/
/ T T S S B
| | Paddi ng |
+-

B i S T I I S e e e e s S St S S S S S S S e T

Figure 17: SUPPORTED- ATTRI BUTES f or mat
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Supp. Attr.: These fields contain the Types of the attributes that
are supported by the floor control server in the follow ng fornat:

R Reserved: This bit MJST be set to zero upon transm ssion and MJST
be i gnored upon reception.

Paddi ng: Two octets of paddi ng added so that the contents of the
SUPPORTED- ATTRI BUTES attribute is 32-bit aligned. |If the attribute
is already 32-bit aligned, no padding is needed.

The Paddi ng bits SHOULD be set to zero by the sender and MJST be
i gnored by the receiver.

5.2.11. SUPPCRTED- PRI M TI VES
The following is the format of the SUPPORTED- PRI M TIVES attri bute.

0 1 2 3

01234567890123456789012345678901
T S T S S S T it S S it i
[0O0021011M Length | Primtive | Primtive |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Primtive | Primtive | Primtive | Primtive |
B s o s o S S e e S i TRIE TR TR S S S e e o o e i =
|

/

R R o e e e e o =
| Paddi ng |
B i T o S o i S S i s S S S S S S

|
+-
|
/
/
|
+-
Fi gure 18: SUPPORTED- PRI M Tl VES f or nat

Prinmtive: These fields contain the types of the BFCP nessages that

are supported by the floor control server. See Table 1 for the Iist

of BFCP primtives.

Paddi ng: One, two, or three octets of padding added so that the

contents of the SUPPORTED-PRIM TIVES attribute is 32-bit aligned. |If

the attribute is already 32-bit aligned, no padding is needed.

The Paddi ng bits SHOULD be set to zero by the sender and MJST be
i gnored by the receiver.
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5.2.12. USER- DI SPLAY- NAVE
The following is the format of the USER-DI SPLAY- NAME attri bute.

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s
[0001100M Length | |
B i T S S |
|

Text /
B T i S T S
| Paddi ng |

/
/
T I T S S Tk it S i S S S S T SRS SRS s

Fi gure 19: USER- DI SPLAY- NAME f or mat

Text: This field contains the UTF-8 encoded nane of the user.

Paddi ng: One, two, or three octets of padding added so that the
contents of the USER-DI SPLAY-NAME attribute is 32-bit aligned. The
Paddi ng bits SHOULD be set to zero by the sender and MJST be ignored
by the receiver. |If the attribute is already 32-bit aligned, no
paddi ng i s needed.

5.2.13. USER- UR
The following is the format of the USER- URI attri bute.

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S
[0001101M Length | |
T i S T S T |
|
/

|
/ Text

/ I i e O s o
| | Paddi ng |
R e i i i i e S S ik i et ol S

Fi gure 20: USER-URI for mat

Text: This field contains the UTF-8 encoded user’s contact URI, that
is, the URI used by the user to set up the resources (e.g., nmedia
streans) that are controlled by BFCP. For exanple, in the context of
a conference set up by SIP, the USER-URI attribute would carry the
SIP URI of the user.

Camarillo, et al. St andards Track [ Page 26]



RFC 4582 BFCP Novenber 2006

Messages containing a user’s URI in a USER-URI attribute al so
contain the user’s User ID. This way, a client receiving such a
nmessage can correlate the user’s URI (e.g., the SIP URI the user
used to join a conference) with the user’s User |D.

Paddi ng: One, two, or three octets of padding added so that the
contents of the USER-URI attribute is 32-bit aligned. The Paddi ng
bits SHOULD be set to zero by the sender and MJUST be ignored by the
receiver. |f the attribute is already 32-bit aligned, no padding is
needed.

5.2.14. BENEFI Cl ARY-| NFORVATI ON

The BENEFI Cl ARY- | NFORMATI ON attribute is a grouped attribute that
consists of a header, which is referred to as BENEFI Cl ARY-

| NFORMATI ON- HEADER, foll owed by a sequence of attributes. The
following is the format of the BENEFI Cl ARY- 1 NFORMATI ON- HEADER:

0 1 2 3

01234567890123456789012345678901
i T o T e e e et o S s S R R SR
[0O001110M Length | Beneficiary ID |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S

Fi gure 21: BENEFI Cl ARY- | NFORMATI ON- HEADER f or mat

Beneficiary ID: This field contains a 16-bit val ue that uniquely
identifies a user within a conference.

The following is the ABNF (Augnmented Backus-Naur Form [2] of the
BENEFI ClI ARY- | NFORVMATI ON grouped attribute. (EXTENSI ON- ATTRI BUTE
refers to extension attributes that may be defined in the future.)

BENEFI Cl ARY- | NFORMATI ON =  ( BENEFI Cl ARY- | NFORVATI ON- HEADER)
[ USER- DI SPLAY- NAVE]
[ USER- URI ]
* [ EXTENS| ON- ATTRI BUTE]

Fi gure 22: BENEFI Cl ARY- | NFORMATI ON f or mat
5.2.15. FLOOR- REQUEST- | NFORVATI ON
The FLOOR- REQUEST-| NFORMATI ON attribute is a grouped attribute that
consists of a header, which is referred to as FLOOR- REQUEST-

| NFORMATI ON- HEADER, foll owed by a sequence of attributes. The
following is the format of the FLOOR REQUEST- | NFORMATI ON- HEADER:
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
[0O0021111M Length | Fl oor Request |ID |
B T e o i S I i i S S N iy St S I S S

Fi gure 23: FLOOR- REQUEST- | NFORVATI ON- HEADER f or nat

Fl oor Request ID: This field contains a 16-bit value that identifies
a floor request at the floor control server.

The following is the ABNF of the FLOOR- REQUEST- | NFORVATI ON grouped
attribute. (EXTENSI ON-ATTRIBUTE refers to extension attributes that
may be defined in the future.)

FLOOR- REQUEST- | NFORMATI ON = ( FLOOR- REQUEST- | NFORMATI ON- HEADER)
[ OVERALL- REQUEST- STATUS]
1* ( FLOOR- REQUEST- STATUS)
[ BENEFI CI ARY- | NFORVATI ON]
[ REQUESTED- BY- | NFORMATI ON]
[ PRI ORI TY]
[ PARTI Cl PANT- PROVI DED- | NFO)
* [ EXTENS| ON- ATTRI BUTE]

Fi gure 24: FLOOR- REQUEST- | NFORMVATI ON f or nat
5.2.16. REQUESTED- BY- | NFORMATI ON

The REQUESTED- BY- | NFORMATI ON attribute is a grouped attribute that
consists of a header, which is referred to as REQUESTED- BY-

| NFORMATI ON- HEADER, foll owed by a sequence of attributes. The
following is the format of the REQUESTED- BY- | NFORVATI ON- HEADER:

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
|[O010000M Length | Requested-by ID |
B Lt r s i i i o o T s ks S R S

Fi gure 25: REQUESTED- BY- | NFORVATI ON- HEADER f or mat

Requested-by ID: This field contains a 16-bit value that uniquely
identifies a user within a conference.

The following is the ABNF of the REQUESTED- BY-1 NFORMATI ON gr ouped

attribute. (EXTENSI ON-ATTRIBUTE refers to extension attributes that
may be defined in the future.)
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REQUESTED- BY- | NFORMATI ON =  ( REQUESTED- BY- | NFORVATI ON- HEADER)
[ USER- DI SPLAY- NAVE]
[ USER- UR! |
* [ EXTENS| ON- ATTRI BUTE]

Fi gure 26: REQUESTED- BY- | NFORMATI ON f or mat
5.2.17. FLOOR- REQUEST- STATUS

The FLOOR- REQUEST- STATUS attribute is a grouped attribute that
consi sts of a header, which is referred to as

FLOOR- REQUEST- STATUS- HEADER, foll owed by a sequence of attributes.
The following is the format of the FLOOR REQUEST- STATUS- HEADER:

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
[001000 1M Length | Floor ID |
B s S S i i i ks a ks st S S S S S S

Figure 27: FLOOR- REQUEST- STATUS- HEADER f or mat

Floor ID: this field contains a 16-bit value that uniquely identifies
a floor within a conference.

The following is the ABNF of the FLOOR- REQUEST- STATUS grouped
attribute. (EXTENSI ON-ATTRIBUTE refers to extension attributes that
may be defined in the future.)

FLOOR- REQUEST- STATUS = (FLOOR- REQUEST- STATUS- HEADER)
[ REQUEST- STATUS]
[ STATUS- | NFO
* [ EXTENS| ON- ATTRI BUTE]

Fi gure 28: FLOOR- REQUEST- STATUS f or mat
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5.2.18. OVERALL- REQUEST- STATUS

The OVERALL- REQUEST- STATUS attribute is a grouped attribute that
consists of a header, which is referred to as

OVERALL- REQUEST- STATUS- HEADER, foll owed by a sequence of attributes.
The following is the format of the OVERALL- REQUEST- STATUS- HEADER:

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
|[0010010M Length | Fl oor Request ID |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Fi gure 29: OVERALL- REQUEST- STATUS- HEADER f or mat

Fl oor Request ID: this field contains a 16-bit value that identifies
a floor request at the floor control server.

The following is the ABNF of the OVERALL- REQUEST- STATUS grouped
attribute. (EXTENSI ON-ATTRIBUTE refers to extension attributes that
may be defined in the future.)

OVERALL- REQUEST- STATUS =  ( OVERALL- REQUEST- STATUS- HEADER)
[ REQUEST- STATUS]
[ STATUS- | NFQ
* [ EXTENSI ON- ATTRI BUTE]
Fi gure 30: OVERALL- REQUEST- STATUS f or mat
5.3. Message For mat
This section contains the normative ABNF (Augnent ed Backus- Naur Form

[2] of the BFCP nessages. Extension attributes that may be defined
in the future are referred to as EXTENSI O\ ATTRI BUTE i n t he ABNF.
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5.3.1. FloorRequest

Fl oor participants request a floor by sending a Fl oor Request nessage
to the floor control server. The following is the format of the
Fl oor Request nessage:

Fl oor Request = ( COMVON- HEADER)
1* ( FLOOR- |1 D)
[ BENEFI Cl ARY- | D]
[ PARTI CI PANT- PROVI DED- | NFQ|
[ PRICRI TY]
*[ EXTENSI ON- ATTRI BUTE]

Fi gure 31: Fl oor Request format
5.3.2. Fl oorRel ease

Fl oor participants release a floor by sending a Fl oorRel ease nessage
to the floor control server. Floor participants also use the

Fl oor Rel ease nessage to cancel pending floor requests. The follow ng
is the format of the FloorRel ease nessage:

Fl oor Rel ease = ( COMMON- HEADER)
( FLOOR- REQUEST- | D)
*[ EXTENSI ON- ATTRI BUTE]

Fi gure 32: Fl oor Rel ease format
5.3.3. Fl oor Request Query

Fl oor participants and floor chairs request information about a floor
request by sending a Fl oor Request Query nessage to the fl oor control
server. The following is the format of the Fl oor Request Query
nessage:

FI oor Request Query = ( COMWON- HEADER)
( FLOOR- REQUEST- | D)
* [ EXTENSI ON- ATTRI BUTE]
Fi gure 33: Fl oor Request Query format
5.3.4. FloorRequest St at us
The floor control server informs floor participants and floor chairs
about the status of their floor requests by sending them

Fl oor Request St at us nmessages. The following is the format of the
Fl oor Request St at us nmessage:
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Fl oor Request St atus = ( COMVON- HEADER)
( FLOOR- REQUEST- | NFORMATI ON)
*[ EXTENSI ON- ATTRI BUTE]

Fi gure 34: Fl oor Request Status fornat

5.3.5. UserQuery

Fl oor participants and floor chairs request information about a
participant and the floor requests related to this participant by
sendi ng a User Query nessage to the floor control server. The
following is the format of the UserQuery nessage:

User Query = ( COMVON- HEADER)
[ BENEFI Cl ARY- | D]
*[ EXTENSI ON- ATTRI BUTE]

Fi gure 35: User Query fornat

5.3.6. User St at us

The floor control server provides information about participants and
their related floor requests to floor participants and fl oor chairs
by sending them User St at us nessages. The following is the format of
the User St atus nmessage:

User Status =  ( COWON- HEADER)
[ BENEFI Cl ARY- | NFORVATI ON]
* ( FLOOR- REQUEST- | NFORMATI ON)
*[ EXTENSI ON- ATTRI BUTE]
Fi gure 36: UserStatus fornat

5.3.7. FloorQuery
Fl oor participants and floor chairs request information about a floor
or floors by sending a FloorQuery nessage to the floor control
server. The following is the fornat of the FloorRequest nessage:
Fl oor Query = ( COMMON- HEADER)
*( FLOOR- | D)
*[ EXTENSI ON- ATTRI BUTE]

Fi gure 37: Fl oorQuery fornmat
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5.3.8. FloorStatus

The floor control server informs floor participants and floor chairs
about the status (e.g., the current holder) of a floor by sending
them Fl oor St at us nmessages. The following is the format of the

Fl oor St at us nessage:

FI oor St at us = ( COMVON- HEADER)
*1(FLOOR-1 D)
*[ FLOOR- REQUEST- | NFORNMATI ON|
*[ EXTENSI ON- ATTRI BUTE]
Fi gure 38: FloorStatus fornmat
5.3.9. ChairAction

Fl oor chairs send instructions to floor control servers by sending
ChairAction nessages. The following is the format of the ChairAction
nessage:

ChairAction = ( COWON HEADER)
( FLOOR- REQUEST- | NFORNMATI ON)
*[ EXTENSI ON- ATTRI BUTE]
Fi gure 39: ChairAction fornmat
5.3.10. ChairActionAck

Fl oor control servers confirmthat they have accepted a ChairAction
nmessage by sending a ChairActi onAck nessage. The following is the
format of the ChairActi onAck nessage:

ChairActionAck =  ( COMMON HEADER)
* [ EXTENSI ON- ATTRI BUTE]

Fi gure 40: ChairActionAck fornmat
5.3.11. Hello
Fl oor participants and floor chairs check the liveliness of floor

control servers by sending a Hello nessage. The following is the
format of the Hell o nessage:

Hel | o = ( COWDN- HEADER)
* [ EXTENSI ON- ATTRI BUTE]

Figure 41: Hello format

Camarillo, et al. St andards Track [ Page 33]



RFC 4582 BFCP Novenber 2006

5.3.12. Hell oAck

Fl oor control servers confirmthat they are alive on reception of a
Hel | o message by sending a Hell oAck nessage. The following is the
format of the Hell oAck nmessage

Hel | 0Ack = ( COWDN HEADER)
( SUPPORTED- PRI M TI VES)
( SUPPORTED- ATTRI BUTES)
* [ EXTENS| ON- ATTRI BUTE]

Fi gure 42: Hel |l oAck format
5.3.13. Error

Fl oor control servers informfloor participants and fl oor chairs
about errors processing requests by sending them Error nmessages. The
following is the format of the Error nessage

Error = ( COMMON- HEADER)
( ERROR- CODE)
[ ERROR- | NFO
*[ EXTENSI ON- ATTRI BUTE]

Figure 43: Error fornmat
6. Transport

BFCP entities exchange BFCP nessages using TCP connections. TCP
provides an in-order reliable delivery of a stream of bytes.
Consequently, nessage franing is inplenented in the application

| ayer. BFCP inplenments application-layer fram ng using TLV-encoded
attributes

A client MJUST NOT use nore than one TCP connection to communi cate
with a given floor control server within a conference. Neverthel ess,
if the same physical box handles different clients (e.g., a floor
chair and a floor participant), which are identified by different
User I Ds, a separate connection per client is allowed.

If a BFCP entity (a client or a floor control server) receives data
from TCP that cannot be parsed, the entity MJST cl ose the TCP
connection, and the connection SHOULD be reestablished. Simlarly,
if a TCP connection cannot deliver a BFCP nessage and tines out, the
TCP connecti on SHOULD be reestablished.
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The way connection reestablishment is handl ed depends on how the
client obtains information to contact the floor control server (e.g.
usi ng an SDP of fer/answer exchange [7]). Once the TCP connection is
reestabl i shed, the client MAY resend those nmessages for which it did
not get a response fromthe floor control server

If a floor control server detects that the TCP connection towards one
of the floor participants is lost, it is up to the local policy of
the floor control server what to do with the pending floor requests
of the floor participant. In any case, it is RECOMENDED t hat the
floor control server keep the floor requests (i.e., that it does not
cancel them) while the TCP connection is reestablished.

If aclient wishes to end its BFCP connection with a floor contro
server, the client closes (i.e., a graceful close) the TCP connection
towards the floor control server. |If a floor control server w shes
to end its BFCP connection with a client (e.g., the Focus of the
conference infornms the floor control server that the client has been
ki cked out fromthe conference), the floor control server closes
(i.e., a graceful close) the TCP connection towards the client.

7. Lower-Layer Security

BFCP relies on | ower-layer security nmechanisns to provide replay and
integrity protection and confidentiality. BFCP floor control servers
and clients (which include both floor participants and floor chairs)
MUST support TLS [3]. Any BFCP entity MAY support other security
mechani sns.

BFCP entities MJST support, at a mninum the TLS
TLS RSA WTH AES 128 CBC SHA ci phersuite [5].

Which party, the client or the floor control server, acts as the TLS
server depends on how the underlying TCP connection is established.
For exanple, when the TCP connection is established using an SDP

of fer/ answer exchange [7], the answerer (which nmay be the client or
the floor control server) always acts as the TLS server

8. Protocol Transactions

In BFCP, there are two types of transactions: client-initiated
transactions and server-initiated transactions (notifications).
Cient-initiated transactions consist of a request froma client to a
floor control server and a response fromthe fl oor control server to
the client. The request carries a Transaction IDin its comon
header, which the floor control server copies into the response.
Cients use Transaction ID values to match responses with previously
i ssued requests.
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Server-initiated transactions consist of a single nessage froma
floor control server to a client. Since they do not trigger any
response, their Transaction IDis set to O.

8.1. dient Behavior

A client starting a client-initiated transaction MJST set the
Conference IDin the common header of the nessage to the Conference
ID for the conference that the client obtained previously.

The client MIJST set the Transaction ID value in the commbn header to
a nunber that is different from0O and that MJST NOT be reused in
anot her nessage fromthe client until a response fromthe server is
received for the transaction. The client uses the Transaction ID
value to match this nmessage with the response fromthe floor contro
server.

8.2. Server Behavi or

A floor control server sending a response within a client-initiated
transacti on MJST copy the Conference ID, the Transaction ID, and the
User ID fromthe request received fromthe client into the response
Server-initiated transactions MJIST contain a Transaction ID equal to
0.

9. Authentication and Authori zation

BFCP clients SHOULD aut henticate the floor control server before

sendi ng any BFCP nessage to it or accepting any BFCP nessage fromit.
Simlarly, floor control servers SHOULD authenticate a client before
accepting any BFCP nessage fromit or sending any BFCP nessage to it.

BFCP supports TLS-based nutual authentication between clients and
floor control servers, as specified in Section 9.1. This is the
RECOMVENDED aut henti cati on mechani smin BFCP

Note that future extensions may define additional authentication
mechani sns.

In addition to authenticating BFCP nessages, floor control servers
need to authorize them On receiving an authenticated BFCP nessage,
the floor control server checks whether the client sending the
message is authorized. |If the client is not authorized to perform

t he operation being requested, the floor control server generates an
Error message, as described in Section 13.8, with an Error code with
a value of 5 (Unauthorized Operation). Messages froma client that
cannot be aut horized MJUST NOT be processed further
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1. TLS-Based Mutual Authentication

BFCP supports TLS-based nutual authentication between clients and
floor control servers. BFCP assumes that there is an integrity-
protected channel between the client and the floor control server
that can be used to exchange their self-signed certificates or, nore
commonly, the fingerprints of these certificates. These certificates
are used at TLS establishment tinme.

The inplenmentati on of such an integrity-protected channel using
SIP and the SDP of fer/answer nodel is described in [7].

BFCP nessages received over an authenticated TLS connection are

consi dered authenticated. A floor control server that receives a
BFCP nessage over TCP (no TLS) can request the use of TLS by
generating an Error nessage, as described in Section 13.8, with an
Error code with a value of 9 (Use TLS). dients SHOULD sinply ignore
unaut henti cat ed nessages.

Note that future extensions may define additional authentication
mechani sms that may not require an initial integrity-protected
channel (e.g., authentication based on certificates signed by a
certificate authority).

As described in Section 9, floor control servers need to perform

aut hori zati on before processing any nessage. In particular, the
floor control server SHOULD check that messages arriving over a given
aut henti cated TLS connection use an authorized User ID (i.e., a User
ID that the user that established the authenticated TLS connection is
al l owed to use).

Fl oor Participant Operations

This section specifies how floor participants can performdifferent
operations, such as requesting a floor, using the protocol elements
described in earlier sections. Section 11 specifies operations that
are specific to floor chairs, such as instructing the floor contro
server to grant or revoke a floor, and Section 12 specifies
operations that can be performed by any client (i.e., both floor
participants and floor chairs).

1. Requesting a Floor

A floor participant that wi shes to request one or nore floors does so
by sending a Fl oor Request nessage to the floor control server
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10.1.1. Sending a Fl oor Request Message

10.

The ABNF in Section 5.3.1 describes the attributes that a

Fl oor Request nessage can contain. |In addition, the ABNF specifies
normatively which of these attributes are mandatory, and whi ch ones
are optional

The floor participant sets the Conference ID and the Transaction ID
in the common header following the rules given in Section 8. 1.

The floor participant sets the User IDin the conmon header to the
floor participant’s identifier. This User IDw Il be used by the
floor control server to authenticate and authorize the request. |If
the sender of the FloorRequest nmessage (identified by the User ID) is
not the participant that would eventually get the floor (i.e., a
third-party floor request), the sender SHOULD add a BENEFI Cl ARY-1D
attribute to the nessage identifying the beneficiary of the floor.

Note that the nanme space for both the User ID and the Beneficiary
IDis the sane. That is, a given participant is identified by a
single 16-bit value that can be used in the User IDin the comopn
header and in several attributes: BENEFICl ARY-1D, BENEFI Cl ARY-

| NFORMATI ON, and REQUESTED- BY- | NFORMATI ON

The floor participant nust insert at |east one FLOOR-ID attribute in
t he Fl oor Request nessage. |f the client inserts nore than one
FLOOR-ID attribute, the floor control server will treat all the floor
requests as an atonic package. That is, the floor control server
will either grant or deny all the floors in the Fl oorRequest nessage.

The floor participant nmay use a PARTI Cl PANT- PROVI DED- | NFO attri bute
to state the reason why the floor or floors are being requested. The
Text field in the PARTI Cl PANT- PROVI DED- | NFO attribute is intended for
human consunpti on.

The floor participant may request that the server handle the floor
request with a certain priority using a PRRORITY attribute.

1.2. Receiving a Response

A nmessage fromthe floor control server is considered a response to

t he Fl oor Request nessage if the nessage fromthe floor control server
has the same Conference ID, Transaction ID, and User |ID as the

Fl oor Request nessage, as described in Section 8.1. On receiving such
a response, the floor participant follows the rules in Section 9 that
relate to floor control server authentication.
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The successful processing of a Fl oor Request nessage at the floor
control server involves generating one or several FloorRequest Status
nmessages. The floor participant obtains a Floor Request IDin the
Fl oor Request ID field of a FLOOR- REQUEST-| NFORMATI ON attribute in
the first Fl oor Request Status nessage fromthe floor control server
Subsequent Fl oor Request St at us nessages fromthe floor control server
regarding the same floor request will carry the same Floor Request |ID
in a FLOOR- REQUEST-| NFORMATI ON attribute as the initia

Fl oor Request St at us nmessage. This way, the floor participant can
associ at e subsequent inconi ng Fl oor Request St at us nessages with the
ongoi ng fl oor request.

The floor participant obtains information about the status of the
floor request in the FLOOR- REQUEST-| NFORMATI ON attri bute of each of
t he Fl oor Request St at us nessages received fromthe floor contro
server. This attribute is a grouped attribute, and as such it

i ncludes a nunber of attributes that provide information about the
floor request.

The OVERALL- REQUEST- STATUS attribute provides information about the

overall status of the floor request. |If the Request Status value is
Granted, all the floors that were requested in the FloorRequest
message have been granted. |If the Request Status value is Denied,

all the floors that were requested in the Fl oor Request nessage have
been denied. A floor request is considered to be ongoing while it is
in the Pending, Accepted, or Granted states. |If the floor request

val ue i s unknown, then the response is still processed. However, no
meani ngf ul val ue can be reported to the user.

The STATUS-INFO attribute, if present, provides extra information
that the floor participant MAY display to the user

The FLOOR- REQUEST- STATUS attri butes provide information about the
status of the floor request as it relates to a particular floor. The
STATUS- I NFO attribute, if present, provides extra information that
the floor participant MAY display to the user.

The BENEFI Cl ARY- | NFORMATI ON attribute identifies the beneficiary of
the floor request in third-party floor requests. The
REQUESTED- BY- | NFORMATI ON attri bute need not be present in

Fl oor Request St at us nmessages received by the floor participant that
requested the floor, as this floor participant is already identified
by the User IDin the common header

The PRIORITY attribute, when present, contains the priority that was
requested by the generator of the FloorRequest nessage.
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10.

10.

If the response is an Error nessage, the floor control server could
not process the FloorRequest nmessage for some reason, which is
described in the Error nessage.

2. Cancelling a Floor Request and Rel easing a Fl oor

A floor participant that wi shes to cancel an ongoing fl oor request
does so by sending a Fl oorRel ease nessage to the floor contro
server. The Fl oorRel ease nessage is also used by floor participants
that hold a floor and would like to release it.

2.1. Sending a FloorRel ease Message

The ABNF in Section 5.3.2 describes the attributes that a

FI oor Rel ease nessage can contain. In addition, the ABNF specifies
normatively which of these attributes are mandatory, and whi ch ones
are optional

The floor participant sets the Conference ID and the Transaction ID
in the common header following the rules given in Section 8.1. The
floor participant sets the User ID in the common header to the floor
participant’s identifier. This User IDw Il be used by the floor
control server to authenticate and authorize the request.

Note that the FloorRel ease nessage is used to rel ease a floor or
floors that were granted and to cancel ongoing floor requests
(fromthe protocol perspective, both are ongoing floor requests).
Usi ng the sanme message in both situations hel ps resolve the race
condition that occurs when the Fl oor Rel ease nmessage and the

Fl oor G ant nessage cross each other on the wre.

The floor participant uses the FLOOR- REQUEST-ID that was received in
the response to the Fl oor Request message that the Fl oorRel ease
nmessage i s cancel ling.

Note that if the floor participant requested several floors as an

atomc operation (i.e., in a single FloorRequest nessage), all the
floors are rel eased as an atom c operation as well (i.e., all are

rel eased at the sane tine).

2.2. Receiving a Response

A nessage fromthe floor control server is considered a response to

t he Fl oor Rel ease nessage if the nessage fromthe floor control server
has the same Conference ID, Transaction ID, and User |ID as the

Fl oor Request nessage, as described in Section 8.1. On receiving such
a response, the floor participant follows the rules in Section 9 that
relate to floor control server authentication
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11.

11.

If the response is a Fl oor Request St at us nessage, the Request Status
val ue in the OVERALL- REQUEST- STATUS attribute (within the FLOOR-
REQUEST- | NFORVATI ON grouped attribute) will be Cancelled or Rel eased

If the response is an Error nmessage, the floor control server could
not process the Fl oor Request nessage for sonme reason, which is
described in the Error nessage.

It is possible that the Fl oorRel ease nessage crosses on the wire with
a Fl oor Request St at us nessage fromthe server with a Request Status
different from Cancelled or Rel eased. 1In any case, such a

FI oor Request St at us nmessage will not be a response to the Fl oorRel ease
message, as its Transaction IDw Il not match that of the

Fl oor Rel ease.

Chair Operations

This section specifies how floor chairs can instruct the floor
control server to grant or revoke a floor using the protocol elenents
described in earlier sections.

Fl oor chairs that wish to send instructions to a floor control server
do so by sending a ChairAction nmessage

1. Sending a ChairAction Message

The ABNF in Section 5.3.9 describes the attributes that a ChairAction
message can contain. |In addition, the ABNF specifies normatively
whi ch of these attributes are mandatory, and which ones are optional

The floor chair sets the Conference ID and the Transaction ID in the
common header following the rules given in Section 8.1. The floor
chair sets the User IDin the common header to the floor
participant’s identifier. This User IDw Il be used by the floor
control server to authenticate and authorize the request.

The ChairAction nessage contains instructions that apply to one or
nore floors within a particular floor request. The floor or floors
are identified by the FLOOR- REQUEST- STATUS attributes and the fl oor
request is identified by the FLOOR REQUEST- | NFORVATI ON- HEADER, whi ch
are carried in the ChairAction nmessage.

For exanple, if a floor request consists of two floors that depend on
different floor chairs, each floor chair will grant its floor w thin
the floor request. Once both chairs have granted their floor, the
floor control server will grant the floor request as a whole. On the
other hand, if one of the floor chairs denies its floor, the floor
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control server will deny the floor request as a whole, regardl ess of
the other floor chair’s decision

The floor chair provides the new status of the floor request as it
relates to a particular floor using a FLOOR- REQUEST- STATUS attri bute.
If the new status of the floor request is Accepted, the floor chair
MAY use the Queue Position field to provide a queue position for the
floor request. |If the floor chair does not wish to provide a queue
position, all the bits of the Queue Position field SHOULD be set to
zero. The floor chair SHOULD use the Status Revoked to revoke a
floor that was granted (i.e., Ganted status) and SHOULD use the
Status Denied to reject floor requests in any other status (e.g.
Pendi ng and Accepted).

The floor chair MAY add an OVERALL- REQUEST- STATUS attribute to the
Chair Action nessage to provide a new overall status for the floor
request. |If the new overall status of the floor request is Accepted,
the floor chair MAY use the Queue Position field to provide a queue
position for the floor request.

Note that a particular floor control server nmay inplenment a

di fferent queue for each floor containing all the floor requests
that relate to that particular floor, a general queue for al
floor requests, or both. Also note that a floor request may

i nvol ve several floors and that a ChairAction nessage nmay only

deal with a subset of these floors (e.g., if a single floor chair
is not authorized to manage all the floors). |In this case, the
floor control server will conbine the instructions received from

the different floor chairs in FLOOR- REQUEST- STATUS attributes to
come up with the overall status of the floor request.

Note that, while the action of a floor chair may comunicate

i nformation in the OVERALL- REQUEST- STATUS attribute, the floor
control server may override, nodify, or ignore this field s
content.

The floor chair may use STATUS-INFO attributes to state the reason
why the floor or floors are being accepted, granted, or revoked. The
Text in the STATUS-I NFO attribute is intended for human consunption

11.2. Receiving a Response

A nessage fromthe floor control server is considered a response to
the ChairAction nmessage if the nmessage fromthe server has the sane
Conference I D, Transaction ID, and User |ID as the ChairAction
message, as described in Section 8. 1. On receiving such a response,
the floor chair follows the rules in Section 9 that relate to fl oor
control server authentication.
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A ChairActionAck nmessage fromthe floor control server confirns that
the floor control server has accepted the ChairAction nessage. An
Error message indicates that the floor control server could not
process the ChairAction nessage for sone reason, which is described
in the Error message

CGeneral dient Operations

This section specifies operations that can be perforned by any
client. That is, they are not specific to floor participants or
floor chairs. They can be performed by both.

1. Requesting Information about Floors

A client can obtain informati on about the status of a floor or floors
in different ways, which include using BFCP and using out - of - band
mechani sms. Clients using BFCP to obtain such information use the
procedures described in this section.

Cients request information about the status of one or several floors
by sending a Fl oorQuery nessage to the floor control server

1.1. Sending a Fl oorQuery Message

The ABNF in Section 5.3.7 describes the attributes that a Fl oor Query
nmessage can contain. In addition, the ABNF specifies normatively
whi ch of these attributes are mandatory, and which ones are optional

The client sets the Conference ID and the Transaction ID in the
common header following the rules given in Section 8.1. The client
sets the User IDin the common header to the client’s identifier

This User IDwill be used by the floor control server to authenticate
and authorize the request.

The client inserts in the nmessage all the Floor IDs it wants to
receive information about. The floor control server will send
periodic information about all of these floors. |If the client does
not want to receive information about a particular floor any |onger
it sends a new Fl oor Query nessage renoving the FLOOR-1D of this
floor. If the client does not want to receive information about any
floor any longer, it sends a Fl oorQuery nessage with no FLOOR-1D
attribute.

1.2. Receiving a Response
A message fromthe floor control server is considered a response to

the Fl oorQuery nessage if the nmessage fromthe floor control server
has the sanme Conference ID, Transaction ID, and User |ID as the
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FI oor Request nessage, as described in Section 8.1. On receiving such
a response, the client follows the rules in Section 9 that relate to
floor control server authentication.

On reception of the FloorQuery message, the floor control server wll

respond with a FloorStatus nmessage or with an Error nessage. |If the
response is a FloorStatus nessage, it will contain information about
one of the floors the client requested information about. If the

client did not include any FLOOR- 1D attribute in its FloorQuery
message (i.e., the client does not want to receive information about
any floor any |longer), the FloorStatus nmessage fromthe floor contro
server will not include any FLOOR-ID attribute either

Fl oor St at us nessages that carry infornmation about a floor contain a
FLOOR-1D attribute that identifies the floor. After this attribute,
Fl oor St at us nessages contain information about existing (one or nore)
floor requests that relate to that floor. The information about each
particular floor request is encoded in a FLOOR- REQUEST- | NFORVATI ON
attribute. This grouped attribute carries a Floor Request ID that
identifies the floor request, followed by a set of attributes that
provide information about the floor request.

After the first FloorStatus, the floor control server will continue
sendi ng Fl oor St atus nessages, periodically inform ng the client about
changes on the floors the client requested infornmation about.

12.2. Requesting Information about Floor Requests

A client can obtain information about the status of one or severa
floor requests in different ways, which include using BFCP and using
out - of -band nechani sns. Cients using BFCP to obtain such

i nformati on use the procedures described in this section

Cients request information about the current status of a floor
request by sending a Fl oor Request Query nessage to the floor contro
server.

Requesting informati on about a particular floor request is useful in
a nunber of situations. For exanple, on reception of a Fl oorRequest
message, a floor control server may choose to return

Fl oor Request St at us nmessages only when the floor request changes its
state (e.g., from Accepted to Ganted), but not when the floor
request advances in its queue. |In this situation, if the user
requests it, the floor participant can use a Fl oor Request Query
nmessage to poll the floor control server for the status of the floor
request.
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12.2.1. Sending a Fl oor Request Query Message

The ABNF in Section 5.3.3 describes the attributes that a

Fl oor Request Query nessage can contain. In addition, the ABNF
specifies normatively which of these attributes are mandatory, and
whi ch ones are optional

The client sets the Conference ID and the Transaction ID in the
conmon header following the rules given in Section 8.1. The client
sets the User IDin the common header to the client’s identifier.
This User IDwll be used by the floor control server to authenticate
and aut hori ze the request.

The client nust insert a FLOOR-REQUEST-ID attribute that identifies
the floor request at the floor control server

12.2.2. Receiving a Response

A nessage fromthe floor control server is considered a response to

t he Fl oor Request Query nessage if the nessage fromthe floor contro
server has the sane Conference I D, Transaction ID, and User ID as the
Fl oor Request Query nessage, as described in Section 8.1. On receiving
such a response, the client follows the rules in Section 9 that
relate to floor control server authentication

If the response is a Fl oorRequest Status nmessage, the client obtains
i nformati on about the status of the FloorRequest the client requested
i nformati on about in a FLOOR- REQUEST-| NFORMATI ON attri bute.

If the response is an Error nessage, the floor control server could
not process the Fl oor Request Query nessage for some reason, which is
described in the Error nessage.

12.3. Requesting Information about a User

A client can obtain infornmation about a participant and the fl oor
requests related to this participant in different ways, which include
usi ng BFCP and usi ng out-of -band nmechanisnms. Cients using BFCP to
obtain such information use the procedures described in this section

Cients request information about a participant and the fl oor
requests related to this participant by sending a UserQuery nessage
to the floor control server.

This functionality may be useful for floor chairs or floor
participants interested in the display nane and the URI of a
particular floor participant. 1In addition, a floor participant may
find it useful to request information about itself. For exanple, a
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floor participant, after experiencing connectivity problens (e.qg.

its TCP connection with the floor control server was down for a while
and eventually was re-established), may need to request infornmation
about all the floor requests associated to itself that still exist.

12.3.1. Sending a UserQuery Message

The ABNF in Section 5.3.5 describes the attributes that a UserQuery
nmessage can contain. |In addition, the ABNF specifies normatively
whi ch of these attributes are mandatory, and which ones are optional

The client sets the Conference ID and the Transaction IDin the
common header following the rules given in Section 8.1. The client
sets the User IDin the cormmobn header to the client’'s identifier

This User IDwill be used by the floor control server to authenticate
and aut horize the request.

If the floor participant the client is requesting infornation about
is not the client issuing the UserQery nessage (which is identified
by the User IDin the cormon header of the nessage), the client MJST
insert a BENEFI Cl ARY-1D attribute.

12.3.2. Receiving a Response

A nessage fromthe floor control server is considered a response to
the UserQuery nessage if the nessage fromthe floor control server
has the same Conference ID, Transaction ID, and User |ID as the

User Query nessage, as described in Section 8.1. On receiving such a
response, the client follows the rules in Section 9 that relate to
floor control server authentication.

If the response is a UserStatus nessage, the client obtains

i nformation about the floor participant in a BENEFI Cl ARY-1 NFORVATI ON
grouped attribute and about the status of the floor requests
associated with the floor participant in FLOOR REQUEST-| NFORMATI ON
attributes

If the response is an Error nessage, the floor control server could
not process the UserQuery nessage for sonme reason, which is described
in the Error message

12.4. (Obtaining the Capabilities of a Floor Control Server
A client that wishes to obtain the capabilities of a floor contro

server does so by sending a Hell o nessage to the floor contro
server.
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12.4.1. Sending a Hello Message

The ABNF in Section 5.3.11 describes the attributes that a Hello
message can contain. |In addition, the ABNF specifies normatively
whi ch of these attributes are mandatory, and which ones are optional

The client sets the Conference ID and the Transaction IDin the
common header following the rules given in Section 8.1. The client
sets the User IDin the conmon header to the client’s identifier.
This User IDwill be used by the floor control server to authenticate
and aut horize the request.

12.4.2. Receiving Responses

A nmessage fromthe floor control server is considered a response to
the Hell o nmessage by the client if the message fromthe floor contro
server has the sane Conference I D, Transaction ID, and User ID as the
Hel | o message, as described in Section 8.1. On receiving such a
response, the client follows the rules in Section 9 that relate to
floor control server authentication.

If the response is a Hell oAck nessage, the floor control server could
process the Hell o nessage successfully. The SUPPORTED- PRI M TVI ES and
SUPPORTED- ATTRI BUTES attributes indicate which primtives and
attributes, respectively, are supported by the server.

If the response is an Error nessage, the floor control server could
not process the Hello message for sone reason, which is described in
the Error nessage

13. Floor Control Server Operations

Thi s section specifies how floor control servers can perform
di fferent operations, such as granting a floor, using the protoco
el enments described in earlier sections.

On reception of a nessage froma client, the floor control server
MJUST check whether the value of the Primitive is supported. If it
does not, the floor control server SHOULD send an Error nessage, as
described in Section 13.8, with Error code 3 (Unknown Primtive).

On reception of a nessage froma client, the floor control server
MUST check whether the value of the Conference ID natched an existing
conference. |If it does not, the floor control server SHOULD send an
Error message, as described in Section 13.8, with Error code 1
(Conference does not Exist).
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13.

13.

On reception of a nessage froma client, the floor control server
follows the rules in Section 9 that relate to the authentication of
t he nmessage.

On reception of a nmessage froma client, the floor control server
MUST check whether it understands all the nmandatory ("M bit set)
attributes in the nessage. |If the floor control server does not
understand all of them the floor control server SHOULD send an Error
nmessage, as described in Section 13.8, with Error code 2

(Aut hentication Failed). The Error nessage SHOULD list the
attributes that were not understood.

1. Reception of a FloorRequest Message

On reception of a FloorRequest nmessage, the floor control server
follows the rules in Section 9 that relate to client authentication
and authorization. |If while processing the Fl oor Request nessage, the
floor control server encounters an error, it SHOULD generate an Error
response follow ng the procedures described in Section 13.8.

BFCP all ows floor participants to have several ongoing floor
requests for the sane floor (e.g., the sane floor participant can
occupy nore than one position in a queue at the sane tine). A
floor control server that only supports a certain nunber of
ongoi ng floor requests per floor participant (e.g., one) can use
Error Code 8 (You have Al ready Reached the Maxi mum Nunber of
Ongoi ng Fl oor Requests for this Floor) to informthe fl oor

partici pant.

1.1. Cenerating the First FloorRequestStatus Message

The successful processing of a Fl oor Request nessage by a fl oor
control server involves generating one or several FloorRequestStatus
messages, the first of which SHOULD be generated as soon as possible.
If the floor control server cannot accept, grant, or deny the fl oor
request right away (e.g., a decision froma chair is needed), it
SHOULD use a Request Status val ue of Pending in the OVERALL- REQUEST-
STATUS attribute (within the FLOOR REQUEST- | NFORMATI ON gr ouped
attribute) of the first FloorRequestStatus nessage it generates.

The policy that a floor control server follows to grant or deny
floors is outside the scope of this docunent. A given floor
control server may performthese decisions automatically while
anot her nmay contact a human acting as a chair every tine a
deci si on needs to be nade.

The floor control server MJST copy the Conference ID, the Transaction
ID, and the User ID fromthe FloorRequest into the
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Fl oor Request St at us, as described in Section 8.2. Additionally, the
floor control server MJST add a FLOOR- REQUEST- | NFORMATI ON gr ouped
attribute to the Fl oorRequest Status. The attributes contained in
this grouped attribute carry information about the floor request.

The floor control server MJST assign an identifier that is unique
within the conference to this floor request, and MJST insert it in
the Fl oor Request ID field of the FLOOR- REQUEST- | NFORMATI ON
attribute. This identifier will be used by the floor participant (or
by a chair or chairs) to refer to this specific floor request in the
future.

The floor control server MJST copy the Floor IDs in the FLOOR-ID
attributes of the FloorRequest into the FLOOR REQUEST- STATUS
attributes in the FLOOR REQUEST- | NFORVATI ON grouped attribute. These
Fl oor I1Ds identify the floors being requested (i.e., the floors
associated with this particular floor request).

The floor control server SHOULD copy (if present) the contents of the
BENEFI Cl ARY-1 D attribute fromthe Fl oorRequest into a

BENEFI ClI ARY- 1 NFORMATI ON attri bute inside the

FLOOR- REQUEST- | NFORMATI ON grouped attribute. Additionally, the floor
control server MAY provide the display name and the URI of the
beneficiary in this BENEFI Cl ARY-| NFORVATI ON attri bute.

The floor control server MAY provide information about the requester
of the floor in a REQUESTED- BY-1 NFORMATI ON attribute inside the
FLOOR- REQUEST- | NFORMATI ON grouped attri bute.

The floor control server MAY copy (if present) the PARTI Cl PANT-
PROVI DED- | NFO attribute fromthe Fl oorRequest into the FLOOR-
REQUEST- | NFORMATI ON grouped attri bute.

Note that this attribute carries the priority requested by the
participant. The priority that the floor control server assigns
to the floor request depends on the priority requested by the
participant and the rights the participant has according to the
policy of the conference. For exanple, a participant that is only
allowed to use the Nornmal priority may request Highest priority
for a floor request. In that case, the floor control server would
ignore the priority requested by the participant.

The floor control server MAY copy (if present) the

PARTI Cl PANT- PROVI DED- | NFO attribute fromthe Fl oorRequest into the
FLOOR- REQUEST- | NFORMATI ON grouped attri bute.
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13.1.2. Ceneration of Subsequent FloorRequest Status Messages

A floor request is considered to be ongoing as long as it is not in
the Cancel |l ed, Rel eased, or Revoked states. |f the OVERALL- REQUEST-
STATUS attribute (inside the FLOOR REQUEST- | NFORVATI ON gr ouped
attribute) of the first FloorRequestStatus nessage generated by the
floor control server did not indicate any of these states, the fl oor
control server will need to send subsequent Fl oor Request St at us
nmessages.

When the status of the floor request changes, the floor contro
server SHOULD send new Fl oor Request St at us nessages with the
appropriate Request Status. The floor control server MJST add a
FLOOR- REQUEST- | NFORMATI ON attribute with a Fl oor Request ID equal to
the one sent in the first FloorRequestStatus nessage to any new

Fl oor Request Status related to the same fl oor request. (The Fl oor
Request ID identifies the floor request to which the

Fl oor Request St at us applies.)

The floor control server MJST set the Transaction ID of subsequent
FI oor Request St at us nmessages to O.

The rate at which the floor control server sends

Fl oor Request St at us nessages is a matter of local policy. A floor
control server may choose to send a new Fl oor Request St at us nessage
every tinme the floor request noves in the floor request queue,
whi | e another may choose only to send a new Fl oor Request St at us
nmessage when the floor request is Granted or Denied.

The floor control server may add a STATUS-INFO attribute to any of
t he Fl oor Request St at us nessages it generates to provide extra

i nformati on about its decisions regarding the floor request (e.g.
why it was denied).

Fl oor participants and floor chairs may request to be inforned
about the status of a floor following the procedures in

Section 12.1. If the processing of a floor request changes the
status of a floor (e.g., the floor request is granted and
consequently the floor has a new hol der), the floor control server
needs to follow the procedures in Section 13.5 to informthe
clients that have requested that information

The conmon header and the rest of the attributes are the sane as in
the first FloorRequest Status nessage.

The fl oor control server can discard the state informati on about a

particul ar floor request when this reaches a status of Cancell ed,
Rel eased, or Revoked.
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13.2. Reception of a FloorRequest Query Message

On reception of a FloorRequest Query nessage, the floor control server
follows the rules in Section 9 that relate to client authentication
and authorization. |If while processing the Fl oor Request Query
message, the floor control server encounters an error, it SHOULD
generate an Error response followi ng the procedures described in
Section 13. 8.

The successful processing of a Fl oor Request Query nessage by a fl oor
control server involves generating a Fl oor Request St at us nessage,
whi ch SHOULD be generated as soon as possible.

The floor control server MJST copy the Conference ID, the Transaction
ID, and the User ID fromthe FloorRequest Query nessage into the

Fl oor Request St at us nessage, as described in Section 8. 2.
Additionally, the floor control server MJIST include information about
the floor request in the FLOOR- REQUEST-| NFORMATI ON grouped attribute
to the Fl oor Request St at us.

The floor control server MJST copy the contents of the

FLOOR- REQUEST-1D attribute fromthe Fl oor Request Query nessage into
the Floor Request ID field of the FLOOR- REQUEST- | NFORMATI ON

attri bute.

The floor control server MJUST add FLOOR- REQUEST- STATUS attributes to
t he FLOOR- REQUEST- | NFORMATI ON grouped attribute identifying the
floors being requested (i.e., the floors associated with the fl oor
request identified by the FLOOR-REQUEST-I1D attribute).

The floor control server SHOULD add a BENEFIClIARY-ID attribute to the
FLOOR- REQUEST- | NFORMATI ON grouped attribute identifying the
beneficiary of the floor request. Additionally, the floor control
server MAY provide the display nanme and the URI of the beneficiary in
t hi s BENEFI Cl ARY- | NFORMATI ON attri bute.

The floor control server MAY provide information about the requester
of the floor in a REQUESTED- BY-| NFORMATI ON attribute inside the
FLOOR- REQUEST- | NFORMATI ON grouped attri bute.

The floor control server MAY provide the reason why the floor
partici pant requested the floor in a PARTI Cl PANT- PROVI DED- | NFO.

The floor control server MAY also add to the

FLOOR- REQUEST- | NFORMATI ON grouped attribute a PRIORITY attribute with
the Priority value requested for the fl oor request and a STATUS- | NFO
attribute with extra information about the floor request.
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The floor control server MUST add an OVERALL- REQUEST- STATUS attri bute
to the FLOOR- REQUEST- | NFORVATI ON grouped attribute with the current
status of the floor request. The floor control server MAY provide

i nformati on about the status of the floor request as it relates to
each of the floors being requested in the FLOOR REQUEST- STATUS
attributes.

13.3. Reception of a UserQuery Message

On reception of a UserQuery nessage, the floor control server follows
the rules in Section 9 that relate to client authentication and

aut horization. |f while processing the UserQery nessage, the floor
control server encounters an error, it SHOULD generate an Error
response follow ng the procedures described in Section 13.8.

The successful processing of a UserQuery nessage by a floor control
server involves generating a UserStatus nessage, which SHOULD be
generated as soon as possi bl e.

The floor control server MJST copy the Conference ID, the Transaction
ID, and the User ID fromthe UserQuery nessage into the USerStatus
message, as described in Section 8. 2.

The sender of the UserQuery nessage is requesting information about
all the floor requests associated with a given participant (i.e., the
floor requests where the participant is either the beneficiary or the
requester). This participant is identified by a BENEFI Cl ARY-ID
attribute or, in the absence of a BENEFICIARY-ID attribute, by a the
User IDin the common header of the UserQuery nessage.

The floor control server MJST copy, if present, the contents of the
BENEFI Cl ARY-1 D attribute fromthe UserQuery nessage into a

BENEFI Cl ARY- | NFORMATI ON attribute in the UserStatus nessage.
Additionally, the floor control server NMAY provide the display nane
and the URI of the participant about which the UserStatus nmessage
provides information in this BENEFI Cl ARY- | NFORMATI ON attri bute.

The floor control server SHOULD add to the User Status nessage a
FLOOR- REQUEST- | NFORMATI ON grouped attribute for each floor request
related to the participant about which the nessage provides
information (i.e., the floor requests where the participant is either
the beneficiary or the requester). For each

FLOOR- REQUEST- | NFORVATI ON attribute, the floor control server foll ows
the foll ow ng steps.

The floor control server MJST identify the floor request the

FLOOR- REQUEST- | NFORMATI ON attribute applies to by filling the Fl oor
Request ID field of the FLOOR REQUEST-| NFORMATI ON attri bute.
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The floor control server MUST add FLOOR- REQUEST- STATUS attributes to
t he FLOOR- REQUEST- | NFORMATI ON grouped attribute identifying the
floors being requested (i.e., the floors associated with the floor
request identified by the FLOOR-REQUEST-ID attribute).

The floor control server SHOULD add a BENEFI Cl ARY-1D attribute to the
FLOOR- REQUEST- | NFORMATI ON grouped attribute identifying the
beneficiary of the floor request. Additionally, the floor contro
server MAY provide the display nane and the URI of the beneficiary in
t hi s BENEFI Cl ARY- | NFORMATI ON attri bute.

The floor control server MAY provide information about the requester
of the floor in a REQUESTED BY-| NFORMATION attri bute inside the
FLOOR- REQUEST- | NFORMATI ON gr ouped attri bute.

The floor control server MAY provide the reason why the floor
partici pant requested the floor in a PARTI Cl PANT- PROVI DED- | NFO

The floor control server MAY also add to the FLOOR- REQUEST-
| NFORMATI ON grouped attribute a PRIORITY attribute with the Priority
val ue requested for the floor request.

The floor control server MJST include the current status of the floor
request in an OVERALL- REQUEST- STATUS attribute to the FLOOR- REQUEST-
| NFORMATI ON grouped attribute. The floor control server MAY add a
STATUS- I NFO attribute with extra infornmation about the floor request.

The floor control server MAY provide information about the status of
the floor request as it relates to each of the floors being requested
in the FLOOR- REQUEST- STATUS attri butes.

13.4. Reception of a FloorRel ease Message

On reception of a FloorRel ease nmessage, the floor control server
follows the rules in Section 9 that relate to client authentication
and authorization. |If while processing the FloorRel ease nessage, the
floor control server encounters an error, it SHOULD generate an Error
response follow ng the procedures described in Section 13.8.

The successful processing of a FloorRel ease nessage by a fl oor
control server involves generating a Fl oor Request St at us nessage,
whi ch SHOULD be generated as soon as possible.

The floor control server MJST copy the Conference ID, the Transaction

ID, and the User ID fromthe Fl oorRel ease nessage into the
Fl oor Request St at us nessage, as described in Section 8. 2.
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The floor control server MJST add a FLOOR- REQUEST- | NFORMATI ON gr ouped
attribute to the Fl oorRequest Status. The attributes contained in
this grouped attribute carry information about the floor request.

The Fl oor Rel ease nessage identifies the floor request it applies to
using a FLOOR-REQUEST-ID. The floor control server MJST copy the
contents of the FLOOR-REQUEST-ID attribute fromthe Fl oor Rel ease
message into the Floor Request ID field of the

FLOOR- REQUEST- | NFORMATI ON attri bute.

The floor control server MJST identify the floors being requested
(i.e., the floors associated with the floor request identified by the
FLOOR- REQUEST- 1D attribute) in FLOOR- REQUEST- STATUS attributes to the
FLOOR- REQUEST- | NFORMATI ON gr ouped attri bute.

The floor control server MUST add an OVERALL- REQUEST- STATUS attri bute
to the FLOOR- REQUEST- | NFORVATI ON grouped attribute. The Request
Status val ue SHOULD be Rel eased, if the floor (or floors) had been
previously granted, or Cancelled, if the floor (or floors) had not
been previously granted. The floor control server MAY add a STATUS-

I NFO attribute with extra informati on about the floor request.

13.5. Reception of a FloorQery Message

On reception of a FloorQuery nessage, the floor control server
follows the rules in Section 9 that relate to client authentication
I f while processing the FloorRel ease nessage, the floor contro
server encounters an error, it SHOULD generate an Error response
foll owi ng the procedures described in Section 13. 8.

A floor control server receiving a FloorQuery nessage froma client
SHOULD keep this client informed about the status of the floors

identified by FLOOR-ID attributes in the Fl oorQuery nessage. Fl oor
Control Servers keep clients informed by using Fl oor Status nessages.

An individual FloorStatus nessage carries information about a single
floor. So, when a FloorQuery nessage requests information about nore
than one floor, the floor control server needs to send separate

Fl oor St at us nessages for different floors.

The informati on Fl oor Query nessages carry may depend on the user
requesting the information. For exanple, a chair nmay be able to
recei ve informati on about pending requests, while a regular user nay
not be authorized to do so.
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13.5.1. Ceneration of the First FloorStatus Message

The successful processing of a FloorQuery nessage by a fl oor control
server involves generating one or several FloorStatus nessages, the
first of which SHOULD be generated as soon as possi bl e.

The floor control server MJST copy the Conference ID, the Transaction
ID, and the User ID fromthe FloorQuery nmessage into the FloorStatus
nmessage, as described in Section 8. 2.

If the FloorQuery nessage did not contain any FLOOR-ID attribute, the
floor control server sends the FloorStatus nessage w t hout addi ng any
additional attribute and does not send any subsequent Fl oor Status
nessage to the floor participant.

If the FloorQuery nessage contained one or nore FLOOR-ID attri butes,
the floor control server chooses one from anong them and adds this
FLOOR- 1D attribute to the Fl oorStatus nessage. The floor control
server SHOULD add a FLOOR- REQUEST- | NFORMATI ON grouped attribute for
each floor request associated to the floor. Each

FLOOR- REQUEST- | NFORMATI ON grouped attribute contains a nunber of
attributes that provide information about the floor request. For
each FLOOR- REQUEST- | NFORMATI ON attribute, the floor control server
follows the follow ng steps.

The floor control server MJST identify the floor request the
FLOOR- REQUEST- | NFORMATI ON attribute applies to by filling the Fl oor
Request ID field of the FLOOR REQUEST-| NFORMATI ON attri bute.

The floor control server MJST add FLOOR- REQUEST- STATUS attributes to
t he FLOOR- REQUEST- | NFORMATI ON grouped attribute identifying the
floors being requested (i.e., the floors associated with the floor
request identified by the FLOOR-REQUEST-ID attribute).

The floor control server SHOULD add a BENEFICI ARY-ID attribute to the
FLOOR- REQUEST- | NFORMATI ON grouped attribute identifying the
beneficiary of the floor request. Additionally, the floor control
server MAY provide the display nane and the URI of the beneficiary in
t hi s BENEFI Cl ARY- | NFORMATI ON attri bute.

The floor control server MAY provide information about the requester

of the floor in a REQUESTED- BY-| NFORMATI ON attribute inside the
FLOOR- REQUEST- | NFORMATI ON gr ouped attri bute.
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13.

13.

The floor control server MAY provide the reason why the floor
partici pant requested the floor in a PARTI Cl PANT- PROVI DED- | NFO

The floor control server MAY also add to the FLOOR- REQUEST-
| NFORMVATI ON grouped attribute a PRRORITY attribute with the Priority
val ue requested for the floor request.

The floor control server MUST add an OVERALL- REQUEST- STATUS attri bute
to the FLOOR- REQUEST- | NFORVATI ON grouped attribute with the current
status of the floor request. The floor control server MAY add a
STATUS- I NFO attribute with extra information about the floor request.

The floor control server MAY provide information about the status of
the floor request as it relates to each of the floors being requested
in the FLOOR- REQUEST- STATUS attri butes.

5.2. Ceneration of Subsequent FloorStatus Messages

If the FloorQuery nessage carried nore than one FLOOR-ID attri bute,
the floor control server SHOULD generate a Fl oor Status nessage for
each of them (except for the FLOOR-ID attribute chosen for the first
Fl oor St at us nmessage) as soon as possible. These Fl oor Status nessages
are generated followi ng the sane rules as those for the first

Fl oor St at us nessage (see Section 13.5.1), but their Transaction IDis
0.

After generating these nessages, the floor control server sends

Fl oor St at us nessages, periodically keeping the client informed about
all the floors for which the client requested information. The
Transaction | D of these nessages MJST be O.

The rate at which the floor control server sends Fl oor Status
nmessages is a matter of local policy. A floor control server nay
choose to send a new Fl oor St at us nessage every tinme a new fl oor
request arrives, while another may choose to only send a new

Fl oor St at us nessage when a new floor request is G anted.

6. Reception of a ChairAction Message

On reception of a ChairAction nessage, the floor control server
follows the rules in Section 9 that relate to client authentication
and authorization. |If while processing the ChairAction nessage, the
floor control server encounters an error, it SHOULD generate an Error
response follow ng the procedures described in Section 13.8.

The successful processing of a ChairAction nessage by a floor contro
server involves generating a ChairActionAck nmessage, which SHOULD be
generated as soon as possi bl e.
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The floor control server MJST copy the Conference ID, the Transaction
ID, and the User ID fromthe ChairAction nessage into the
Chai r Acti onAck nmessage, as described in Section 8. 2.

The floor control server needs to take into consideration the
operation requested in the ChairAction nessage (e.g., granting a
floor) but does not necessarily need to performit as requested by
the floor chair. The operation that the floor control server
performs depends on the ChairAction nessage and on the internal state
of the floor control server.

For exanple, a floor chair may send a ChairAction nessage granting a
floor that was requested as part of an atom c floor request operation
that involved several floors. Even if the chair responsible for one
of the floors instructs the floor control server to grant the floor
the floor control server will not grant it until the chairs
responsible for the other floors agree to grant themas well.

So, the floor control server is ultimately responsible for keeping a
coherent floor state using instructions fromfloor chairs as input to
this state.

If the new Status in the ChairAction nessage is Accepted and all the
bits of the Queue Position field are zero, the floor chair is
requesting that the floor control server assign a queue position
(e.g., the last in the queue) to the floor request based on the |oca
policy of the floor control server. (OF course, such a request only
applies if the floor control server inplenents a queue.)

13.7. Reception of a Hello Message

On reception of a Hello nessage, the floor control server follows the
rules in Section 9 that relate to client authentication. |If while
processing the Hell o message, the floor control server encounters an
error, it SHOULD generate an Error response follow ng the procedures
described in Section 13.8.

The successful processing of a Hello nessage by a floor contro

server involves generating a Hell oAck nessage, which SHOULD be
generated as soon as possible. The floor control server MJST copy
the Conference ID, the Transaction ID, and the User ID fromthe Hello
into the Hell oAck, as described in Section 8.2.

The fl oor control server MJUST add a SUPPORTED-PRIM Tl VES attribute to

the Hell oAck nmessage listing all the prinitives (i.e., BFCP nessages)
supported by the fl oor control server.
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The floor control server MJST add a SUPPORTED- ATTRI BUTES attri bute to
the Hell oAck nessage listing all the attributes supported by the
floor control server.

13.8. FError Message Ceneration

Error nmessages are always sent in response to a previous nessage from
the client as part of a client-initiated transaction. The ABNF in
Section 5.3.13 describes the attributes that an Error nessage can
contain. In addition, the ABNF specifies normatively which of these
attributes are mandatory and which ones are optional

The floor control server MJST copy the Conference ID, the Transaction
ID, and the User ID fromthe nessage fromthe client into the Error
nmessage, as described in Section 8. 2.

The floor control server MUST add an ERROR-CODE attribute to the
Error message. The ERROR-CODE attribute contains an Error Code from
Table 5. Additionally, the floor control server nmay add an
ERROR- I NFO attribute with extra infornati on about the error

14. Security Consi derations

BFCP uses TLS to provide nutual authentication between clients and
servers. TLS also provides replay and integrity protection and
confidentiality. It is RECOMWENDED that TLS with non-null encryption
al ways be used. BFCP entities MAY use other security nechanisns as
long as they provide sinilar security properties.

The renai nder of this section analyzes sone of the threats agai nst
BFCP and how t hey are addressed.

An attacker may attenpt to inpersonate a client (a floor participant
or a floor chair) in order to generate forged floor requests or to
grant or deny existing floor requests. Cdient inpersonation is

avoi ded by having servers only accept BFCP nessages over

aut henti cated TLS connections. The floor control server assunes that
attackers cannot hi ghjack the TLS connection and, therefore, that
nmessages over the TLS connection conme fromthe client that was
initially authenticated.

An attacker nmay attenpt to inpersonate a floor control server. A
successful attacker would be able to make clients think that they
hold a particular floor so that they would try to access a resource
(e.g., sending nedia) without having legitinmate rights to access it.
Fl oor control server inpersonation is avoided by having servers only
accept BFCP nessages over authenticated TLS connecti ons.
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Attackers may attenpt to nodi fy nessages exchanged by a client and a
floor control server. The integrity protection provided by TLS
connections prevents this attack

An attacker may attenpt to fetch a valid nmessage sent by a client to
a floor control server and replay it over a connection between the
attacker and the floor control server. This attack is prevented by
havi ng fl oor control servers check that nmessages arriving over a

gi ven authenticated TLS connection use an authorized user ID (i.e., a
user ID that the user that established the authenticated TLS
connection is allowed to use).

Attackers may attenpt to pick nmessages fromthe network to get access
to confidential information between the floor control server and a
client (e.g., why a floor request was denied). TLS confidentiality
prevents this attack. Therefore, it is RECOWENDED that TLS be used
with a non-null encryption algorithm

15. | ANA Consi derati ons

The 1 ANA has created a new registry for BFCP paraneters called

"Binary Floor Control Protocol (BFCP) Paraneters". This new registry
has a nunber of subregistries, which are described in the foll ow ng
sections.

15.1. Attribute Subregistry

This section establishes the Attribute subregistry under the BFCP
Paraneters registry. As per the terminology in RFC 2434 [4], the
registration policy for BFCP attri butes shall be "Specification
Required". For the purposes of this subregistry, the BFCP attributes
for which | ANA registration is requested MJST be defined by a
standards-track RFC. Such an RFC MJST specify the attribute s type,
nane, format, and senantics.

For each BFCP attribute, the 1 ANA registers its type, its nane, and

the reference to the RFC where the attribute is defined. The
following table contains the initial values of this subregistry.
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Attribute | Reference
--------------------------- o+
BENEFI Cl ARY- | D | [RFC 4582]
FLOOR-1D | [RFC 4582] |
FLOOR- REQUEST- 1 D | [RFC 4582]
PRI ORI TY | [RFC 4582]
REQUEST- STATUS | [ RFC 4582] |
ERROR- CODE | [RFC 4582]
ERRCR- | NFO | [RFC 4582]
PARTI Cl PANT- PROVI DED- | NFO | [ RFC 4582]
STATUS- | NFO | [RFC 4582]
SUPPORTED- ATTRI BUTES | [RFC 4582]
SUPPORTED- PRI M TI VES | [RFC 4582] |
USER- DI SPLAY- NAMVE | [RFC 4582]
USER- UR | [RFC 4582]
BENEFI Cl ARY- | NFORMATI ON | [ RFC 4582]
FLOOR- REQUEST- | NFORVATI ON | [ RFC 4582]
REQUESTED- BY- | NFORMATI ON | [ RFC 4582]
FLOOR- REQUEST- STATUS | [ RFC 4582] |
OVERALL- REQUEST- STATUS | [RFC 4582]
--------------------------- e

nitial values of the BFCP Attribute subregistry

15.2. Prinitive Subregistry

This section establishes the Prinitive subregistry under the BFCP

Paraneters registry.

registration policy for BFCP primtives shal

Requi r ed"

For the purposes of this subregistry,

As per the terminology in RFC 2434 [4], the

be "Specification

the BFCP primtives

for which | ANA registration is requested MJST be defined by a

st andards-track RFC

nane, format,

and semanti cs.

For each BFCP primtive, the I ANA registers
the reference to the RFC where the primtive is defined. The

following table contains the initial

Camarill o,

et al.

St andards Track

ts val ue,

Such an RFC MUST specify the primtive's val ue,

its nanme, and

val ues of this subregistry.
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Fom e e e e e e e R +
| Value | Prinitive | Reference
Fom oo e Fmm e e e TR +
| 1 | Fl oor Request | [RFC 4582]
| 2 | Fl oorRel ease | [RFC 4582]
| 3 | FloorRequest Query | [RFC 4582]
| 4 | FloorRequest Status | [ RFC 4582]
| 5 | User Query | [ RFC 4582]
| 6 | User Status | [RFC 4582]
| 7 | FloorQuery | [RFC 4582]
| 8 | Floor Status | [RFC 4582]
| 9 | ChairAction | [RFC 4582]
| 10 | ChairActionAck | [ RFC 4582]
| 11 | Hello | [RFC 4582]
| 12 | Hell oAck | [RFC 4582]
| 13 | Error | [RFC 4582]
Fomm - e e e a - S +
Table 7: Initial values of the BFCP primtive subregistry

15.3. Request Status Subregistry

This section establishes the Request Status subregistry under the
BFCP Paraneters registry. As per the terminology in RFC 2434 [4],
the registration policy for BFCP request status shall be
"Specification Required". For the purposes of this subregistry, the
BFCP request status for which | ANA registration is requested MJST be
defined by a standards-track RFC. Such an RFC MJUST specify the val ue
and the semantics of the request status.

its

For each BFCP request status, the | ANA registers its val ue,

nmeani ng, and the reference to the RFC where the request status is
defined. The following table contains the initial values of this
subregi stry.

F - S B S +

| Value | Status | Reference |

Fommanan N I +

| 1 | Pending | [RFC 4582]

| 2 | Accepted | [RFC 4582]

| 3 | Ganted | [RFC 4582]

| 4 | Denied | [RFC 4582]

| 5 | Cancelled | [RFC 4582]

| 6 | Released | [RFC 4582]

| 7 | Revoked | [RFC 4582]

S S Fomm e e e o - +

Table 8: Initial values of the Request Status subregistry
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15.

16.

Ca

4. Error Code Subregistry

This section establishes the Error Code subregistry under the BFCP
Paraneters registry. As per the terminology in RFC 2434 [4], the
registration policy for BFCP error codes shall be "Specification
Required". For the purposes of this subregistry, the BFCP error
codes for which | ANA registration is requested MJST be defined by a
standards-track RFC. Such an RFC MJUST specify the value and the
semantics of the error code, and any Error Specific Details that

apply to it.

For each BFCP prinmtive, the 1 ANA registers its value, its neaning,
and the reference to the RFC where the prinmitive is defined. The
following table contains the initial values of this subregistry.

------- B T
Val ue | Meaning | Reference
------- Ty

1 | Conference does not EXxi st | [ RFC 4582]

2 | User does not Exi st | [RFC 4582]

3 | Unknown Prinitive | [RFC 4582]

4 | Unknown Mandatory Attribute | [RFC 4582]

5 | Unaut horized Operation | [RFC 4582]

6 | I'nvalid Floor ID | [RFC 4582]

7 | Floor Request |ID Does Not EXxist | [ RFC 4582]

8 | You have Already Reached the Maxi mnum Numnber | [RFC 4582]

| of Ongoing Fl oor Requests for this Floor |

9 | Use TLS | [RFC 4582]

------- T T I Ty

Table 9: Initial Values of the Error Code subregistry
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