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Abstract

This specification allows Anycast-RP (Rendezvous Point) to be used

i nside a donmain that runs Protocol |ndependent Multicast (PIM only.
O her nulticast protocols (such as Milticast Source Di scovery
Protocol (MsSDP), which has been used traditionally to solve this
problem are not required to support Anycast-RP.

1. Introduction

Anycast-RP as described in [11] is a nechanismthat |SP-based
backbones have used to get fast convergence when a Pl M Rendezvous
Point (RP) router fails. To allow receivers and sources to
Rendezvous to the closest RP, the packets froma source need to get
to all RPs to find joined receivers.

This notion of receivers finding sources is the fundanental problem
of source discovery that MSDP was intended to solve. However, if one
would like to retain the Anycast-RP benefits from[l1] with less

prot ocol machinery, renoving MSDP fromthe solution space is an
option.

This meno extends the Regi ster nmechanismin PIMso Anycast-RP
functionality can be retai ned without using MSDP.
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1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [N2].

2. Overview
0 A unicast | P address is chosen to use as the RP address. This
address is statically configured, or distributed using a dynamc

protocol, to all PIMrouters throughout the domain.

0 A set of routers in the donmain is chosen to act as RPs for this RP
address. These routers are called the Anycast-RP set.

0 Each router in the Anycast-RP set is configured with a | oopback
interface using the RP address.

0 Each router in the Anycast-RP set al so needs a separate |P address,
to be used for communicati on between the RPs.

0 The RP address, or a prefix that covers the RP address, is injected
into the unicast routing systeminside of the domain.

0 Each router in the Anycast-RP set is configured with the addresses
of all other routers in the Anycast-RP set. This nust be
consistently configured in all RPs in the set.

3. Mechani sm

The following diagramillustrates a domain using 3 RPs where

receivers are joining to the closest RP according to where unicast

routing nmetrics take them and 2 sources sendi ng packets to their
respecti ve RPs.

The rul es described in this section do not override the rules in

[N1]. They are intended to blend with the rules in [Nl]. |If there
is any question on the interpretation, precedent is given to [N1].

Sl----- RP1 RP2 RP3- - ---- S3

|
R1 R1’ R2
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Assunme the above scenario is conpletely connected where R1, Rl', and
R2 are receivers for a group, and S1 and S3 send to that group.

Assume RP1, RP2, and RP3 are all assigned the sane | P address, which
is used as the Anycast-RP address (let’s say the IP address is RPA).

Note, the address used for the RP address in the domain (the
Anycast - RP address) needs to be different than the addresses used by
the Anycast-RP routers to communicate with each other.

The follow ng procedure is used when S1 starts sourcing traffic:
0 S1 sends a nulticast packet.

0 The designated router (DR) directly attached to S1 will forma PIM
Regi ster nmessage to send to the Anycast-RP address (RPA). The
uni cast routing systemw || deliver the PIM Regi ster message to the
nearest RP, in this case RP1.

o0 RP1 will receive the PI M Regi ster nessage, decapsulate it, and send
t he packet down the shared-tree to get the packet to receivers Rl
and R1’.

0 RP1 is configured with RP2 and RP3’s I P address. Since the
Regi ster nessage did not cone fromone of the RPs in the anycast-RP
set, RP1l assunes the packet cane froma DR If the Register is not
addressed to the Anycast-RP address, an error has occurred and it
shoul d be rate-linmited | ogged.

o0 RP1 will then send a copy of the Register message fromSl's DR to
both RP2 and RP3. RP1 will use its own |P address as the source
address for the PIM Regi ster nessage.

0 RP1 MAY join back to the source-tree by triggering a (S1,G Join
message toward S1. However, RP1 MJIST create (S1,G state.

0 RP1 sends a Register-Stop back to the DR If, for sone reason, the
Regi ster nessages to RP2 and RP3 are lost, then when the Register
suppression tiner expires in the DR, it will resend Registers to
al | ow anot her chance for all RPs in the Anycast-RP set to obtain
the (S, G state.

0 RP2 receives the Register nmessage from RP1, decapsulates it, and
al so sends the packet down the shared-tree to get the packet to
recei ver R2.

0 RP2 sends a Register-Stop back to RP1. RP2 MAY wait to send the

Regi ster-Stop if it decides to join the source-tree. RP2 should
wait until it has received data fromthe source on the source-tree
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before sending the Register-Stop. |If RP2 decides to wait, the
Regi ster-Stop will be sent when the next Register is received. |If
RP2 decides not to wait, the Register-Stop is sent now

0 RP2 MAY join back to the source-tree by triggering a (S1,G Join
message toward S1. However, RP2 MJUST create (S1,G state.

0 RP3 receives the Regi ster nessage from RP1, decapsulates it, but
since there are no receivers joined for the group, it can discard
t he packet.

0 RP3 sends a Register-Stop back to RPL.

0 RP3 creates (S1,3 state so when a receiver joins after Sl starts
sending, RP3 can join quickly to the source-tree for Sl

0 RP1 processes the Register-Stop fromeach of RP2 and RP3. There is
no specific action taken when processi ng Regi ster-Stop nessages.

The procedure for S3 sending follows the sane as above but it is RP3
that sends a copy of the Register originated by S3's DRto RP1 and
RP2. Therefore, this exanple shows how sources anywhere in the
domai n, associated with different RPs, can reach all receivers, also
associated with different RPs, in the same donain.

4. (oservations and Cuidelines about This Proposa

0 An RP will send a copy of a Register only if the Register is
received froman IP address not in the Anycast-RP list (i.e., the
Regi ster cane froma DR and not another RP). An inplenentation
MUST saf eguard agai nst inconsistently configured Anycast-RP sets in
each RP by copying the Tine to Live (TTL) from a Regi ster nessage
to the Register nessages it copies and sends to other RPs.

0 Each DR that PIMregisters for a source will send the nessage to
the Anycast-RP address (which results in the packet getting to the
cl osest physical RP). Therefore, there are no changes to the DR
| ogi c.

0 Packets flowto all receivers no matter what RP they have j oi ned
to.

0 The source gets Registered to a single RP by the DR It’'s the
responsibility of the RP that receives the PIM Regi ster nessages
fromthe DR (the closest RP to the DR based on routing netrics) to
get the packet to all other RPs in the Anycast-RP set.
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Logic is changed only in the RPs. The logic change is for sending
copi es of Register nessages. Register-Stop processing is
unchanged. However, an inplenmentation MAY suppress sending

Regi ster-Stop nmessages in response to a Register received from an
RP.

The rate-limting of Register and Regi ster-Stop nessages are done
end-to-end. That is fromDR -> RP1 -> {RP2 and RP3}. There is no
need for specific rate-liniting | ogic between the RPs.

When topol ogy changes occur, the existing source-tree adjusts as it
does today according to [N1]. The existing shared-trees, as well,
adj ust as they do today according to [N1].

Physi cal RP changes are as fast as unicast route convergence,
retaining the benefit of [11].

An RP that doesn’t support this specification can be nmixed with RPs
that do support this specification. However, the non-supporter RP
shoul d not have sources registering to it, but may have receivers
joined to it.

If Null Registers are sent (Registers with an I P header and no IP
payl oad), they MUST be replicated to all of the RPs in the
Anycast - RP set so that source state remamins alive for active

sour ces.

The nunber of RPs in the Anycast-RP set should remain small so the
anount of non-native replication is kept to a m ni num

Since the RP, who receives a Register fromthe DR, will send copies
of the Register to the other RPs at the sane tinme it sends a

Regi ster-Stop to the DR, there could be packet loss and |l ost state
in the other RPs until the time the DR sends Regi ster nessages

agai n.

Interaction with MSDP Running in an Anycast-Pl M Router

The objective of this Anycast-PlM proposal is to renmpove the
dependence on using MSDP. This can be achi eved by renoving MSDP
peering between the Anycast-RPs. However, to advertise interna
sources to routers outside of a PIMrouting donmain and to |earn
external sources from other routing donains, MSDP may still be
required.
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5.1. Anycast-PIM Stub Donain Functionality

In this capacity, when there are internal sources that need to be
advertised externally, an Anycast-RP that receives a Register
message, either froma DR or an Anycast-RP, should process it as
described in this specification as well as how to process a Register
message as described in [N1]. That neans a Source-Active (SA) for
the same internal source could be originated by multiple Anycast-RPs
doi ng the MSDP peering. There is nothing inherently wong with this
other than that the source is being advertised into the MSDP
infrastructure fromnultiple places fromthe source domain. However
if this is not desirable, configuration of one or nore (rather than
all) Anycast-RP MSDP routers would allow only those routers to
originate SAs for the internal source. And in some situations, there
is a good possibility not all Anycast-RPs in the set will have MSDP
peering sessions so this issue can be nmitigated to a certain extent.

From an Anycast-RP perspective, a source should be considered
internal to a domain when it is discovered by an Anycast-RP t hrough a
recei ved Regi ster nessage, regardl ess of whether the Regi ster nessage
was sent by a DR, another Anycast-RP nenber, or the router itself.

For | earning sources external to a domain, the MSDP SA nessages coul d
arrive at nmultiple MSDP-peering Anycast-RPs. The rules for
processing an SA, according to [I11], should be followed. That is, if
Gis joined in the domain, an (S,G join is sent towards the source.
And i f data acconpani es the SA, each Anycast-PI M RP doi ng MsDP
peering will forward the data down each of its respective shared-
trees.

The above assunes each Anycast-RP has external NMSDP peering
connections. |If this is not the case, the Anycast-PIMrouters with
t he MSDP peering connections would follow the sane procedure as if a
Dat a- Regi ster or Null-Register was received fromeither a DR or

anot her Anycast-RP. That is, they would send Registers to the other
menbers of the Anycast-RP set.

If there is a mix of Anycast-RPs that do and do not have externa
MSDP peering connections, then the ones that do nust be configured
with the set that do not. So Register nessages are sent only to the
menbers of the Anycast-RP set that do not have external MSDP peering
connecti ons.

The anount of Register traffic generated by this MSDP-peering RP
woul d be equal to the nunmber of active sources external to the
domain. The Source-Active state would have to be conveyed to al
other RPs in the Anycast-RP set since the MSDP-peering RP would not
know about the group nenbership associated with the other RPs. To
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avoid this periodic control traffic, it is recommended that all
Anycast - RPs be configured with external MSDP peering sessions so no
RP in the Anycast-RP set will have to originate Register nessages on
behal f of external sources.

5.2. Anycast-PIM Transit Domain Functionality

Wthin a routing donmain, it is reconmended that an Anycast-RP set
defined in this specification should not be nixed with MSDP peering
anong the menbers. In sone cases, the source discovery will work but
it may not be obvious to the inplenmentations which sources are |oca
to the domain and which are not. This may affect external MSDP
advertisement of internal sources.

Havi ng said that, this document nakes no attenpt to connect MSDP
peering domai ns together by using Anycast-PIMinside a transit
donai n.

6. Security Consideration

This section describes the security consideration for Register and
Regi ster-Stop nmessages between Anycast-RPs. For PIM nessages between
DR and RP, please see [N1].

6.1. Attack Based On Forged Messages

An attacker may forge a Register nessage using one of the addresses
in the Anycast-RP list in order to achieve one or nore of the
followi ng effects:

1. Overwhelmthe target RP in a denial-of-service (DoS) attack

2. Inject unauthorized data to receivers served by the RP

3. Inject unauthorized data and create bogus SA entries in other
PIMdomains if the target RP has external MSDP peerings

An attacker may al so forge a Register-Stop nessage using one of the
addresses in the Anycast-RP |ist. However, besides denial -of-
service, the effect of such an attack is linited because an RP
usual 'y i gnores Regi ster-Stop nessages.

6.2. Protect Register and Register-Stop Messages

The DoS attack using forged Regi ster or Register-Stop nessages cannot
be prevented. But the RP can still be protected. For exanple, the
RP can rate-limt incomng nmessages. |t can also choose to refuse to
process any Register-Stop nessages. The actual protection nechanism
is inplementation specific.
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The distribution of unauthorized data and bogus Regi ster nessages can
be prevented using the nethod described in section 6.3.2 of [N1].
When RP1 sends a copy of a register to RP2, RP1 acts as [Ni1]
describes the DR and RP2 acts as [Nl] describes the RP.

As described in [N1], an RP can be configured using a unique SA and
Security Paraneter Index (SPlI) for traffic (Registers or Register-
Stops) to each nmenber of Anycast-RPs in the list, but this results in
a key managenent problem therefore, it my be preferable in PIM
domai ns where all Rendezvous Points are under a single administrative
control to use the sane authentication algorithm paraneters
(including the key) for all Registered packets in a donain.
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Appendi x A: Possi bl e Configuration Language
A possible set of commands to be used coul d be:
i p pi manycast-rp <anycast-rp-addr> <rp-addr>
Wher e:

<anycast - r p- addr > descri bes the Anycast-RP set for the RP that is
assigned to the group range. This IP address is the address that
first-hop and last-hop PIMrouters use to register and join to.

<r p- addr > descri bes the | P address where Regi ster nessages copies
are sent to. This IP address is any address assigned to the RP
router not including the <anycast-rp-addr>.

Exanpl e:
Fromthe illustration above, the configuration comands woul d be:
i p pi manycast-rp RPA RP1
i p pimanycast-rp RPA RP2
i p pimanycast-rp RPA RP3

Conment :

It may be useful to include the Iocal router I P address in the
command set so the above |ines can be cut-and-pasted or scripted
into all the RPs in the Anycast-RP set.

But the inplenentation would have to be aware of its own address
and not inadvertently send a Register to itself.
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