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1. Introduction
MSDP [ RFC3618] is used prinmarily in two depl oynent scenari os:
0 Between PI M Donai ns

MSDP can be used between Protocol |ndependent Milticast Sparse
Mode (PI M SM [RFC4601] donmins to convey infornation about active
sources available in other domains. MSDP peering used in such
cases is generally one-to-one peering, and utilizes the

determ nistic peer-RPF (Reverse Path Forwardi ng) rules described
in the MSDP specification (i.e., it does not use nesh-groups).
Peerings can be aggregated on a single MSDP peer. Such a peer can
typically have fromone to hundreds of peerings, which is simlar
in scale to BGP peerings.

o Wthin a PIM Domain

MSDP i s often used between Anycast Rendezvous Points (Anycast - RPs)
[ RFC3446] within a PIMdomain to synchroni ze information about the
active sources being served by each Anycast-RP peer (by virtue of
| GP reachability). MSDP peering used in this scenario is
typically based on MSDP nesh groups, where anywhere fromtwo to
tens of peers can conprise a given nesh group, although nore than
ten is not typical. One or nore of these nesh-group peers nay

al so have additional one-to-one peerings with MSDP peers outside
that PI M donmain for discovery of external sources. NMSDP for
anycast-RP without external MSDP peering is a valid depl oynent
option and comon.

Current best practice for MSDP depl oyment utilizes PIMSM and the
Border Gateway Protocol with nulti-protocol extensions (MGP)

[ RFC4271, RFC2858]. This document outlines how these protocols work
together to provide an intra-domain and inter-domain Any Source

Mul ticast (ASM service.

The PI M SM specification assunes that SM operates only in one PIM
domain. MSDP is used to enable the use of nultiple PIMdomains by
distributing the required information about active nulticast sources
to other PI M donmains. Due to breaking the Internet multicast
infrastructure down to nultiple PIMdomains, MSDP al so enabl es the
possibility of setting policy on the visibility of the groups and
sour ces.

Transit | P providers typically deploy MSDP to be part of the gl oba

mul ticast infrastructure by connecting to their upstream and peer
mul ti cast networks using MSDP
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Edge nulticast networks typically have two choices: to use their
Internet providers’ RP, or to have their own RP and connect it to
their 1SP using MSDP. By deploying their owmn RP and MSDP, they can
use internal multicast groups that are not visible to the provider’'s
RP. This helps internal nulticast be able to continue to work in the
event that there is a problemw th connectivity to the provider or
that the provider’'s RP/MSDP is experiencing difficulties. 1In the

si npl est cases, where no internal nulticast groups are necessary,
there is often no need to depl oy MSDP

1.1. BCP, Experinental Protocols, and Normative References

Thi s docunent describes the best current practice for a wdely

depl oyed Experinmental protocol, MSDP. There is no plan to advance
the MSDP’'s status (for exanple, to Proposed Standard). The reasons
for this include:

o MBSDP was originally envisioned as a tenporary protocol to be
suppl ant ed by whatever the | DVMR working group produced as an
i nter-domain protocol. However, the IDVR WG (or subsequently, the
BGW W5 never produced a protocol that could be deployed to
repl ace MSDP

0 One of the primary reasons given for MSDP to be classified as
Experimental was that the MSDP Working Group cane up with
nmodi fications to the protocol that the WG thought nade it better
but that inplenmentors didn't see any reasons to deploy. Wthout
these nodifications (e.g., UDP or GRE encapsul ation), MSDP can
have negative consequences to initial packets in datagram streans.

0 Scalability: Al though we don't know what the hard limts mnight be,
readvertising everything you know every 60 seconds clearly linits
t he amount of state you can adverti se.

o MSDP reached nearly ubiquitous depl oynent as the de facto standard
inter-domain nulticast protocol in the IPv4 Internet.

0 No consensus coul d be reached regardi ng the reworking of MSDP to
address the nmany concerns of various constituencies within the
|ETF. As a result, a decision was taken to docunment what is
(ubi qui tously) deployed and to nove that docunent to Experinental
Whi | e advancenent of MSDP to Proposed Standard was consi dered, for
the reasons nentioned above, it was imredi ately di scarded.

0 The advent of protocols such as source-specific nulticast and bi-
directional PIM as well as enbedded RP techni ques for |Pv6, have
further reduced consensus that a replacenent protocol for NMSDP for
the IPv4 Internet is required.
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The RFC Editor’'s policy regarding references is that they be split
into two categories known as "normative" and "informative"

Nor mati ve references specify those docunents that nust be read for
one to understand or inplenment the technology in an RFC (or whose
technol ogy nust be present for the technology in the new RFC to wor k)
[RFCED]. In order to understand this docunent, one nust al so
understand both the PIM and MSDP docunments. As a result, references
to these docunents are normative

The | ETF has adopted the policy that BCPs nust not have normative
references to Experinental protocols. However, this docunent is a
special case in that the underlying Experinmental docunent (MSDP) is
not planned to be advanced to Proposed Standard.

The MBONED Wor ki ng Group has requested approval under the Variance
Procedure as docunented in RFC 2026 [ RFC2026]. The I ESG foll owed the
Vari ance Procedure and, after an additional 4 week |ETF Last Call

eval uated the comments and status, and has approved this docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Inter-domain MSDP Peering Scenarios

The foll owi ng sections describe the nmost conmon inter-domai n MSDP
peering possibilities and their depl oyment options.

2.1. Peering between PI M Border Routers

In this case, the MSDP peers within the donmain have their own RP

| ocated within a bounded PIMdonmain. In addition, the domain will
typically have its own Aut ononous System (AS) nunber and one or nore
MBGP speakers. The domain may al so have nultiple MSDP speakers

Each border router has an MSDP and MBGP peering with its peer
routers. These external MSDP peering deploynents typically configure
the MBGP peering and MSDP peering using the same directly connected
next hop peer |P address or other |P address fromthe sane router
Typi cal deploynents of this type are providers who have a direct
peering with other providers, providers peering at an exchange, or
provi ders who use their edge router to MSDP/ MBGP peer wi th custoners.

For a direct peering inter-donain environnent to be successful, the
first ASin the MBGP best path to the originating RP should be the
sane as the AS of the MSDP peer. As an exanple, consider the

foll owi ng topol ogy:
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ASl----AS2----AS4
| /

| /

|/

AS3

In this case, AS4 receives a Source Active (SA) nessage, originated
by AS1, from AS2. AS2 also has an MBGP peering with AS4. The MBGP
first hop AS from AS4, in the best path to the originating RP, is
AS2. The AS of the sending MSDP peer is also AS2. In this case, the
peer - Rever se Pat h Forwardi ng check (peer-RPF check) passes, and the
SA nessage i s forwarded

A peer-RPF failure would occur in this topology when the MBGP first
hop AS, in the best path to the originating RP, is AS2 and the origin
AS of the sending MSDP peer is AS3. This reliance upon BGP AS PATH

i nformati on prevents endl ess | oopi ng of SA packets.

Rout er code, which has adopted the |latest rules in the MSDP docunent,
will relax the rules between AS's a bit. In the follow ng topol ogy,
we have an MSDP peering between AS1<->AS3 and AS3<->AS4:

RP
ASL- - - - AS2- - - - AS3- - - - AS4

If the first ASin best path to the RP does not equal the MSDP peer
MSDP peer-RPF fails. So AS1 cannot MSDP peer with AS3, since AS2 is
the first ASin the MBGP best path to AS4 RP. Wth the | atest MSDP
docunent conpliant code, AS1 will choose the peer in the closest AS
al ong best AS path to the RP. ASl1 will then accept SA's coning from
AS3. If there are nultiple MSDP peers to routers within the sane AS,
the peer with the highest | P address is chosen as the RPF peer

2.2. Peering between Non-Border Routers

For MSDP peering between border routers, intra-domai n MSDP
scalability is restricted because it is necessary to also nmaintain
MBGP and MSDP peerings internally towards their border routers.
Wthin the intra-domain, the border router becones the announcer of
the next hop towards the originating RP. This requires that al

i ntra-domain MSDP peerings mirror the MBGP path back towards the
border router. External MSDP (eMSDP) peerings rely upon AS path for
peer RPF checking, while internal MSDP (i MSDP) peerings rely upon the
announcer of the next hop
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While the eMBGP peer is typically directly connected between border
routers, it is comon for the eVMSDP peer to be | ocated deeper into
the transit provider’'s AS. Providers, which desire nore flexibility
in MSDP peering placenment, commonly choose a few dedicated routers
within their core networks for the inter-domain MSDP peerings to
their custoners. These core MSDP routers will also typically be in
the provider's intra-domain MSDP nesh group and be configured for
Anycast RP. Al nulticast routers in the provider’s AS should
statically point to the Anycast RP address. Static RP assignnent is
the nmost conmonly used nethod for group-to-RP mapping due to its
determ nistic nature. Auto-RP [RFC4601] and/or the Bootstrap Router
(BSR) [BSR] dynani ¢ RP nappi ng nechani sns could also be used to

di sseminate RP information within the provider’s network

For an SA nmessage to be accepted in this (multi-hop peering)
environnent, we rely upon the next (or closest, with | atest MSDP
spec) AS in the best path towards the originating RP for the RPF
check. The MSDP peer address should be in the sanme AS as the AS of
the border router’s MBGP peer. The MSDP peer address should be
advertised via MBGP

For exanple, in the diagrambelow, if customer Rl router is MBGP
peering with the R2 router and if RL is MSDP peering with the R3
router, then R2 and R3 nust be in the sane AS (or nust appear, to
AS1l, to be fromthe sane AS in the event that private AS nunbers are
depl oyed). The MSDP peer with the highest |IP address will be chosen
as the MSDP RPF peer. Rl nust also have the MSDP peer address of R3
inits MBGP table.

+- -+ +- -+ +- -+
IRl ----| R ----| R3]
+- -+ +- -+ +- -+
AS1 AS2 AS2

From R3’ s perspective, AS1 (Rl) is the MBGP next AS in the best path
towards the originating RP. As long as ASl1 is the next AS (or
closest) in the best path towards the originating RP, RPF will
succeed on SAs arriving fromR1

In contrast, with the single hop scenario, with R2 (instead of R3)
border MSDP peering with RL border, R2’s MBGP address becones the
announcer of the next hop for R3, towards the originating RP, and R3
nmust peer with that R2 address. Mreover, all AS2 intra-donmain MSDP
peers need to follow i MBGP (or other | GP) peerings towards R2 since
i MSDP has a dependence upon peering with the address of the MBGP (or
other 1 GP) announcer of the next hop
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2.3. MBDP Peering without BGP

In this case, an enterprise maintains its owm RP and has an MsSDP
peering with its service provider but does not BGP peer with them
MSDP relies upon BGP path information to | earn the MSDP topol ogy for
the SA peer-RPF check. MSDP can be depl oyed wi thout BGP, however,
and as a result, there are sone special cases where the requirenent
to performa peer-RPF check on the BGP path information i s suspended.
These cases are:

o There is only a single MSDP peer connection

0 A default peer (default MSDP route) is configured.
0 The originating RP is directly connected.

o0 A mesh group is used.

0 An inplenentation is used that allows for an MSDP peer-RPF check
using an | GP

An enterprise will typically configure a unicast default route from
its border router to the provider’s border router and then MSDP peer
with the provider’s MSDP router. |If internal MSDP peerings are al so
used within the enterprise, then an VMSDP default peer will need to be
configured on the border router that points to the provider. 1In this
way, all external nulticast sources will be |earned, and interna
sources can be advertised. |If only a single MSDP peering was used
(no internal MSDP peerings) towards the provider, then this stub site
will MSDP default peer towards the provider and skip the peer-RPF
check.

2.4, VSDP Peering at a Multicast Exchange

Mul ti cast exchanges allow nulticast providers to peer at a common |IP
subnet (or by using point-to-point virtual LANs) and share MSDP SA
updates. Each provider will MSDP and MBGP peer with each others
directly connected exchange | P address. Each exchange router wll
send/receive SAs to/fromtheir MSDP peers. They will then be able to
forward SAs throughout their domain to their custoners and any direct
provi der peerings.

3. Intra-donmain MSDP Peering Scenarios

The foll owi ng sections describe the different intra-domain MSDP
peering possibilities and their deployment options.
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3.1. Peering between MSDP- and MBGP- Confi gured Routers

The next hop I P address of the iBGP peer is typically used for the
MSDP peer - RPF check (I GP can also be used). This is different from
the inter-domai n BGP/ MSDP case, where AS path information is used for
the peer-RPF check. For this reason, it is necessary for the IP
address of the MSDP peer connection to be the sane as the interna
MBGP peer connection whether or not the MSDP/ MBGP peers are directly
connected. A successful deploynment would be sinmilar to the

fol | owi ng:
S
| Rb| 3.3.3.3
[ +----+
AS1 AS2 / |
+-- -+ +--+ |/ |
| RPL[ -~ oo | Ral |
+- - -+ +- -+ |
1.1.1.1 2.2.2.2
\ |
\ |
\ H----- +
| RP2 |
+om o +

where RP2 MSDP and MBGP peers with Ra (using 2.2.2.2) and with Rb
(using 3.3.3.3). Wen the MSDP SA update arrives on RP2 from Ra, the
MSDP RPF check for 1.1.1.1 passes because RP2 receives the SA update
from MSDP peer 2.2.2.2, which is also the correct MBGP next hop for
1.1.1.1.

When RP2 receives the sane SA update from MSDP peer 3.3.3.3, the MBGP
| ookup for 1.1.1.1 shows a next hop of 2.2.2.2, so RPF correctly
fails, preventing a |oop.

This depl oynent could also fail on an update fromRa to RP2 if RP2
was MBGP peering to an address other than 2.2.2.2 on Ra. Intra-
domai n depl oyments nust have MSDP and MBGP (or other | GP) peering
addresses that match, unless a nethod to skip the peer-RPF check is
depl oyed.

3.2. MBDP Peer |s Not BGP Peer (or No BGP Peer)

This is a common MSDP intra-domain depl oynent in environnents where
few routers are running MBGP or where the domain is not running MBGP
The problemhere is that the MSDP peer address needs to be the sane
as the MBGP peer address. To get around this requirenent, the intra-
domai n MSDP RPF rul es have been relaxed in the foll ow ng topol ogies:
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o By configuring the MSDP peer as a nmesh group peer
o By having the MSDP peer be the only MSDP peer

o By configuring a default MSDP peer

0 By peering with the originating RP

0 By relying upon an I GP for MSDP peer - RPF.

The conmon choice around the intra-domain BGP peering requirenent,
when nore than one MSDP peer is configured, is to depl oy MSDP nesh
groups. Wen an MSDP nesh group is deployed, there is no RPF check
on arriving SA nessages when they are received froma nesh group
peer. Subsequently, SA nessages are al ways accepted from nmesh group
peers. MSDP nmesh groups were devel oped to reduce the amount of SA
traffic in the network since SAs, which arrive froma nmesh group
peer, are not flooded to peers within that sanme nesh group. Mesh
groups nust be fully neshed.

If recent (but not currently w dely depl oyed) router code is running
that is fully conpliant with the |atest MSDP docunent, another
option, to work around not having BGP to MSDP RPF peer, is to RPF
using an IGP like OSPF, 1S-1S, RIP, etc. This new capability wll
all ow for enterprise custoners, who are not running BGP and who don’t
want to run nmesh groups, to use their existing IGP to satisfy the
MSDP peer - RPF rul es.

3.3. Hierarchical Mesh G oups

Hi erarchical nesh groups are occasionally deployed in intra-donmain
envi ronnents where there are a | arge nunber of MSDP peers. Allow ng
mul ti ple mesh groups to forward to one another can reduce the nunber
of MSDP peerings per router (due to the full mesh requirenent) and
hence reduce router |oad. A good hierarchical nmesh group

i npl enentation (one that prevents | ooping) contains a core nesh group
in the backbone, and these core routers serve as nesh group
aggregation routers:

[R2]{A 2}
I\

{A LRI ----enemenees [Re]{A 3}
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In this exanple, Rl, R2, and R3 are in MSDP nesh group A (the core
mesh group), and each serves as MSDP aggregation routers for their

| eaf (or second tier) mesh groups 1, 2, and 3. Since SA nessages
received froma mesh group peer are not forwarded to peers within
that same nmesh group, SA nmessages will not [oop. Do not create
topol ogi es that connect nesh groups in a loop. |In the above exanple,
for instance, second-tier mesh groups 1, 2, and 3 nust not directly
exchange SA nessages with each other or an endless SA [oop will
occur.

Redundancy between nmesh groups will also cause a loop and is
subsequently not available with hierarchical nmesh groups. For

i nstance, assune that R3 had two routers connecting its |eaf nesh
group 3 with the core nesh group A. A loop would be created between
mesh group 3 and nesh group A because each nesh group nust be fully
meshed between peers.

3.4. MBDP and Route Reflectors

BGP requires all iBGP speakers that are not route-reflector clients
or confederation menbers be fully neshed to prevent loops. In the
route reflector environnent, MSDP requires that the route reflector
clients peer with the route reflector since the router reflector (RR
is the BG announcer of the next hop towards the originating RP. The
RR is not the BGP next hop, but is the announcer of the BGP next hop.
The announcer of the next hop is the address typically used for MSDP
peer - RPF checks. For exanple, consider the foll ow ng case:

A B C

Ra is forwarding MSDP SAs to the route reflector RR Routers A B
and C al so MSDP peer with RR Wien RR forwards the SAto A B, and
C, these RRclients will accept the SA because RR is the announcer of
the next hop to the originating RP address.

An SA will peer-RPF fail if Ra MSDP peers directly with Routers A, B,
or C because the announcer of the next hop is RR but the SA update
came from Ra. Proper deploynment is to have RR clients MSDP peer with
the RR. MSDP nesh groups may be used to work around this
requirenent. External NMSDP peerings will also prevent this

requi renent since the next AS is conpared between MBGP and MSDP
peerings, rather than the I P address of the announcer of the next

hop.
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Sonme recent NMSDP inplenentations conformto the | atest MSDP docunent,
whi ch rel axes the requirenent of peering with the Advertiser of the
next hop (the Route Reflector). This newrule allows for peering
with the next hop, in addition to the Advertiser of the next hop. In
t he exanpl e above, for instance, if Ra is the next hop (perhaps due
to using BGP's next hop self attribute), and if routers A, B, and C
are peering with Ra, the SA's received fromRa will now succeed

3.5. MSDP and Anycast RPs

A network with multiple RPs can achieve RP | oad sharing and
redundancy by using the Anycast RP nmechanismin conjunction with NMSDP
mesh groups [ RFC3446]. This nmechanismis a comon depl oynent

techni que used within a domain by service providers and enterprises
that deploy several RPs within their domains. These RPs will each
have the sanme | P address configured on a Loopback interface (making
this the Anycast address). These RPs will MSDP peer with each other
using a separate | oopback interface and are part of the sane fully
meshed MSDP nesh group. This | oopback interface, used for MSDP
peering, will typically also be used for the MBGP peering. Al
routers within the provider’s domain will learn of the Anycast RP
address through Auto-RP, BSR or a static RP assignnent. Each
designated router in the domain will send source registers and group
joins to the Anycast RP address. Unicast routing will direct those
registers and joins to the nearest Anycast RP. |f a particular
Anycast RP router fails, unicast routing will direct subsequent
registers and joins to the nearest Anycast RP. That RP will then
forward an MSDP update to all peers within the Anycast MSDP nesh
group. Each RP will then forward (or receive) the SAs to (from
external custoners and providers.

4. Security Considerations

An MSDP service should be secured by explicitly controlling the state
that is created by, and passed within, the MSDP service. As wth

uni cast routing state, MSDP state should be controlled locally, at
the edge origination points. Selective filtering at the nulticast
service edge hel ps ensure that only intended sources result in SA
nmessage creation, and this control helps to reduce the |ikelihood of
state-aggregation related problens in the core. There are a variety
of points where |ocal policy should be applied to the MSDP service.

4.1. Filtering SA Messages
The process of originating SA nessages should be filtered to ensure
that only intended | ocal sources are resulting in SA nessage

origination. In addition, MSDP speakers should filter which SA
messages get received and forwarded.
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Typically, there is a fair anmount of (S, G state in a PIM SM donai n
that is local to the domain. However, w thout proper filtering, SA
nmessages containing these local (S, G announcenents nmay be advertised
to the global MSDP infrastructure. Exanples of this include donmain-

| ocal applications that use global IP nmulticast addresses and sources
that use RFC 1918 addresses [RFC1918]. To inprove on the scalability
of MSDP and to avoid global visibility of domain local (S, QG
information, an external SA filter list is recommended to help
prevent unnecessary creation, forwarding, and caching of well-known
domai n | ocal sources.

4.2. SA Message State Linmits

Proper filtering on SA nmessage origination, receipt, and forwarding
will significantly reduce the |ikelihood of unintended and unexpected
spi kes in MSDP state. However, an SA-cache state limt SHOULD be
configured as a final safeguard to state spikes. When an MSDP
peering has reached a stable state (i.e., when the peering has been
established and the initial SA state has been transferred), it may

al so be desirable to configure a rate Iimter for the creation of new
SA state entries.
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