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Abst ract
Some i nplenmentations of IP Security (IPsec) may want to use a
pseudo-random function (PRF) based on the Advanced Encryption
Standard (AES). This neno describes such an algorithm called
AES- CVAC- PRF-128. It supports fixed and variabl e key sizes.
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1. Introduction

[ RFC4493] describes a nmethod to use the Advanced Encryption Standard
(AES) as a Message Authentication Code (MAC) that has a 128-bit

out put length. The 128-bit output is useful as a long-lived pseudo-
random function (PRF). This docunent specifies a PRF that supports
fixed and variabl e key sizes for | KEv2 [ RFC4306] Key Derivation
Function (KDF) and authenticati on.

2. Basi ¢ Definitions

VK Vari abl e-1 ength key for AES- CMAC- PRF- 128, denoted
by VK
0n128 The string that consists of 128 zero-bits, which is

equi val ent to 0x00000000000000000000000000000000 in
hexadeci nal notati on

AES-CVAC The AES-CMAC algorithmwith a 128-bit | ong key descri bed
in section 2.4 of [RFC4493].

3. The AES-CMAC- PRF-128 Al gorithm

The AES- CMAC-PRF-128 algorithmis identical to AES-CVAC defined in
[ RFC4493] except that the 128-bit key length restriction is renoved.

| KEv2 [ RFC4306] uses PRFs for multiple purposes, nost notably for
generating keying material and authentication of the |KE_SA. The

| KEv2 specification differentiates between PRFs with fixed key sizes
and those with variable key sizes.

When using AES- CMAC- PRF-128 as the PRF described in | KEv2, AES-CVAC
PRF-128 is considered to take fixed size (16 octets) keys for
generating keying material but it takes variable key sizes for

aut henti cati on.

That is, when generating keying naterial, "half the bits nust come
fromN and half fromNr, taking the first bits of each" as described
in | KEv2, section 2.14; but for authenticating with shared secrets

(I KEv2, section 2.16), the shared secret does not have to be 16
octets and the I ength may vary.
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L B o
+ AES- CMAC- PRF- 128 +
e T e e B o

+ +
+ Input : VK (Variable-length key) +
+ . M (Message, i.e., the input data of the PRF) +
+ VKl en (length of VK in octets) +
+ . len (length of Min octets) +
+ Qutput : PRV (128-bit Pseudo- Random Vari abl e) +
+ +
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
+ Variable: K (128-bit key for AES-CMAC) +
+ +
+ Step 1. If VKlen is equal to 16 +
+ Step la. then +
+ K:= VK +
+ Step 1b. else +
+ K := AES- CMAC( 07128, VK, VKlen); +
+ Step 2. PRV : = AES-CMAC(K, M len); +
+ return PRV, +
+ +

+++++++++++++H+H++H+ A+
Figure 1. The AES- CMVAC- PRF-128 Al gorithm
In step 1, the 128-bit key, K, for AES-CMAC is derived as foll ows:
o lf the key, VK, is exactly 128 bits, then we use it as-is.
olf it is longer or shorter than 128 bits, then we derive the key,
K, by applying the AES-CMAC al gorithmusing the 128-bit all-zero
string as the key and VK as the input nessage. This step is

described in step 1b.

In step 2, we apply the AES-CMAC al gorithmusing K as the key and M
as the input nessage. The output of this algorithmis returned.
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4, Test Vectors

Test Case AES- CMAC- PRF-128 with 20-octet input

Key : 00010203 04050607 08090a0b 0c0dOeOf edch
Key Length : 18
Message : 00010203 04050607 08090a0b 0c0dOeOf 10111213

PRF Qut put : 84a348a4 a45d235b abfffcO0d 2b4dal09a

Test Case AES- CMAC- PRF-128 with 20-octet input

Key : 00010203 04050607 08090a0b 0c0dOeOf
Key Length : 16
Message : 00010203 04050607 08090a0b 0c0dOeOf 10111213

PRF Qutput : 980ae87b 5f4c9c52 14f5b6a8 455e4c2d

Test Case AES- CMAC- PRF-128 with 20-octet input

Key : 00010203 04050607 0809
Key Length : 10
Message : 00010203 04050607 08090a0b 0c0dOeOf 10111213

PRF Qutput : 290d9ell 2edb09ee 141fcf64 cOb72f 3d

5. Security Considerations

The security provided by AES-CMAC- PRF-128 is based upon the strength
of AES and AES-CVAC. At the tine of this witing, there are no known
practical cryptographic attacks agai nst AES or AES-CMAC. However, as
is true with any cryptographic algorithm part of its strength lies
in the secret key, VK, and the correctness of the inplenentation in
all of the participating systens. The key, VK, needs to be chosen

i ndependently and randomy based on RFC 4086 [ RFC4086], and both
keys, VK and K, should be kept safe and periodically refreshed.
Section 4 presents test vectors that assist in verifying the
correctness of the AES- CMAC- PRF-128 code

If VKis longer than 128 bits and it is shortened to nmeet the AES-128
key size, then sonme entropy m ght be lost. However, as long as VK is
| onger than 128 bits, then the new key, K, preserves sufficient
entropy, i.e., the entropy of Kis about 128 bits.

Therefore, we recommend the use of VK that is |onger than or equal to

128 bits, and we discourage the use of VK that is shorter than or
equal to 64 bits, because of the snall entropy.
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| ANA Consi der ati ons

| ANA has allocated a value of 8 for I KEv2 Transform Type 2 (Pseudo-
Random Function) to the PRF_AES128 CMAC al gorithm

Acknowl edgenent s

Portions of this text were borrowed from [ RFC3664] and [ RFC4434].
Many thanks to Russ Housl ey and Paul Hof fman for suggestions and
gui dance. We also thank Alfred Hoenes for nany useful comrents.

We acknow edge support fromthe following grants: Coll aborative
Technol ogy Alliance (CTA) fromUS Arny Research Laboratory,
DAAD19- 01- 2-0011; Presidential Award from Arny Research Office, -
VWO11NF-05-1-0491; ONR YI P NOOO14-04-1-0479. Results do not reflect
any position of the funding agencies.

Ref er ences
Nor mat i ve Ref erences

[ RFC4493] Song, JH., Poovendran, R, Lee, J., and T. Iwata, "The
AES- CMAC Al gorithm', RFC 4493, June 2006

[ RFC4306] Kaufnman, C., "Internet Key Exchange (IKEv2) Protocol", RFC
4306, Decenber 2005.

[ RFC4086] Eastlake, D., 3rd, Schiller, J., and S. Crocker,
"Randomess Requirenents for Security", BCP 106, RFC 4086,
June 2005.

I nformati ve References

[ RFC3664] Hoffnman, P., "The AES- XCBC- PRF-128 Al gorithmfor the
I nternet Key Exchange Protocol (IKE)", RFC 3664, January
2004.

[ RFC4434] Hoffman, P., "The AES- XCBC- PRF-128 Al gorithmfor the
I nternet Key Exchange Protocol (IKE)", RFC 4434, February
2006.

Song, et al. St andards Track [ Page 5]



RFC 4615 AES- CMAC- PRF- 128 for | KE August 2006

Aut hors’ Addresses
JunHyuk Song
Samsung El ectronics
Uni versity of Washington
Phone: (206) 853-5843
EMai | : junhyuk. song@ansung. com j unhyuk. song@nmai | . com
Radha Poovendr an
Net work Security Lab
Uni versity of Washington
Phone: (206) 221-6512
EMai | : radha@e. washi ngt on. edu
Ji cheol Lee
Sanmsung El ectronics
Phone: +82-31-279-3605
EMai |l : jicheol .|l ee@ansung. com
Tetsu Iwata

Nagoya University

EMai | : iwata@se. nagoya-u.ac.jp

Song, et al. St andards Track [ Page 6]



RFC 4615 AES- CMAC- PRF- 128 for | KE August 2006

Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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