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Abstract
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1

I ntroduction

This meno defines an experinental portion of the Managenent
Informati on Base (M B) for use with network managenent protocols in
the Internet community. |In particular, it describes managed objects
used for managing Multicast Source Discovery Protocol (MSDP) [1]
speakers.

The I nternet-Standard Managenent Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [7].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [4], STD 58, RFC 2579 [5] and STD 58, RFC 2580 [6].

Overvi ew

This M B nodul e contai ns four scalars and four tables, one
deprecated. The tables are:

0 The deprecated Requests Table, containing the | ongest-match table
used to determ ne the peer to send SA-Requests to for a given
group. This table is deprecated because Requests were renoved
from MSDP before it becanme an RFC

0 The Peer Table, containing information on the systenis peers.

0 The Source-Active (SA) Cache Table, containing the SA cache
entries.

0 The Mesh Group Table, containing the list of MSDP mesh groups to
whi ch this system bel ongs.

This M B nodul e uses the | pAddress SYNTAX, making it only suitable
for 1Pv4 systens. Although the desired direction for MBs is to use
| net Addr essType/ | net Address pairs to allow both I Pv4 and | Pv6 (and
future formats as well), the MSDP protocol itself is IPv4-only, and
t he MSDP wor ki ng group made an explicit decision not to create an

| Pv6 version of the protocol
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This M B nodul e i s sonewhat di sorgani zed, with scalars before and
after tables, holes in the OD space, tables with the RowStatus in
the mddle, and so on. This is because objects were added and
renoved as necessary as the MSDP protocol evolved, and the plan was
to renunber the whole M B when noving to the standard mb-2 tree.
The MSDP Wor ki ng Group then changed direction, publishing the MSDP
protocol as Experinental. Since there were existing inplenentations
usi ng the strange object order under the experinental O D, the W5
deci ded not to renunber the MB and to publish it as experinental,
keepi ng the experinental QO D.

4, Definitions

MSDP-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI O\ TYPE,
experinental, Counter32, Gauge32, TinmeTicks, I|nteger32,
| pAddr ess
FROM SNWVPv2- SM
RowSt at us, Trut hVal ue, TinmeStanp, DisplayString
FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWPv 2- CONF;

nmsdpM B MODULE- | DENTI TY
LAST- UPDATED "200608010000Z"
ORGANI ZATI ON "I ETF MBONED Wor ki ng Group”
CONTACT- | NFO
"Bill Fenner
75 W11 ow Road
Menl o Park, CA 94025
Phone: +1 650 867 6073
E-mail : fenner @esearch. att.com

Dave Thal er

One M crosoft Way

Rednond, WA 98052

Phone: +1 425 703 8835

Emai | : dthal er @ crosoft. com

MBONED Wor ki ng Group: nboned@ i sts. uoregon. edu”

DESCRI PTI ON
"An experinmental M B nodul e for MSDP Managenent and
Moni t ori ng.
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Copyright (C The Internet Society 2006. This version of
this MB nodule is part of RFC 4624; see the RFC itself

for full legal notices."
REVI SI ON "200608010000Z"
DESCRI PTI ON

"Initial version, published as RFC 4624."
;.= { experinental 92 }

nmsdpM Bobj ect s OBJECT | DENTI FI ER : :

1
—~

mdpM B 1 }

nsdp OBJECT | DENTI FI ER ::

1
—~

msdpM Bobj ects 1 }

nmsdpEnabl ed OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The state of MSDP on this MSDP speaker - globally enabled
or di sabl ed.

Changes to this object should be stored to non-volatile
menory. "
o= { nmedp 1}

nmsdpCacheli f eti ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The lifetime given to SA cache entries when created or
refreshed. This is the [SG State-Period] in the MSDP
spec. A value of 0 nmeans no SA caching is done by this
MSDP speaker .

Changes to this object should be stored to non-volatile
nenory.

Thi s object does not neasure tinme per se; instead, it
is the delta fromthe tinme at which an SA nessage is
received at which it should be expired if not refreshed.
(i.e., it is the value of nsdpSACacheExpiryTi ne
i mediately after receiving an SA nessage applying to
that row.) As such, Tinmelnterval would be a nore
appropriate SYNTAX; it remains TineTicks for backwards
compatibility."

REFERENCE " RFC 3618 section 5.3"

o= { nmedp 2}
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nmsdpNunSACacheEnt ri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of entries in the SA Cache table."
o= { nmedp 3}

-- The spec doesn’t define SA-Hol d- Down- Peri od any nore.
- - medpSAHol dDownPeri od OBJECT- TYPE
-- o= { nmedp 9}

-- This object was introduced in error, with a simlar definition
-- to nsdpCachelLifetinme

-- medpSASt at ePeri od OBJECT- TYPE

-- 2= { medp 10 }

nsdpRPAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The Rendezvous Point (RP) address used when sourcing
MSDP SA nessages. May be 0.0.0.0 on non-RPs.

Changes to this object should be stored to non-volatile
menory. "
c:={ medp 11 }

-- The MSDP Requests table
-- SA Requests were renoved fromthe MSDP spec, so this entire table
-- 1s deprecat ed.

nsdpRequest sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MsdpRequest sEntry
MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"The (conceptual) table listing group ranges and MSDP peers
used when deci ding where to send an SA Request nessage, when
required. |f SA Requests are not enabled, this table may be

enpty.
In order to choose a peer to whomto send an SA Request for

a given group, G the subset of entries in this table whose
(msdpRequest sPeer Type, nsdpRequestsPeer) tuple represents a
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peer whose nsdpPeerState is established are exanm ned. The
set is further reduced by exam ning only those entries for
whi ch nmedpPeer Request sGr oupAddr essType equal s t he address
type of G The entries with the highest val ue of
msdpRequest sG oupPrefi x are consi dered, where the group G
falls within the range descri bed by the conbi nation of
nmsdpRequest sG oup and nmsdpRequest sGroupPrefix. (This
sequence is comonly known as a ’'|ongest-match’ | ookup.)

Finally, if multiple entries remain, the entry with the

| owest val ue of medpRequestsPriority is chosen. The SA

Request nessage is sent to the peer described by this row "
o= { nmedp 4}

msdpRequest sentry OBJECT- TYPE

SYNTAX MsdpRequest sEntry

MAX- ACCESS not - accessi bl e

STATUS deprecat ed

DESCRI PTI ON

"An entry (conceptual row) representing a group range

used when deci ding where to send an SA Request
nmessage. "

I NDEX { nsdpRequest sG oupAddr ess, nsdpRequest sG oupMask }

;.= { nmedpRequestsTable 1 }

MsdpRequest sEntry ::= SEQUENCE {
msdpRequest sG oupAddr ess | pAddr ess,
msdpRequest sG oupMask | pAddr ess,
msdpRequest sPeer | pAddr ess,
nsdpRequest sSt at us RowsSt at us

}

msdpRequest sG oupAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON

"The group address that, when conbined with the mask
inthis entry, represents the group range to which
this row applies.”

::={ medpRequestsEntry 1 }

nmsdpRequest sG oupMask OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"The nmask that, when conbined with the group address
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inthis entry, represents the group range to which
this row applies.”
::={ medpRequestsEntry 2 }

msdpRequest sPeer OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead- create

STATUS deprecat ed

DESCRI PTI ON
"The peer to which MSDP SA Requests for groups matching
this entry’s group range will be sent. This object,
conbi ned wi th nsdpRequest sPeer Type, nust natch the | NDEX
of a rowin the nsdpPeerTable, and to be considered,
this peer’s nedpPeer State nmust be established.”

::={ medpRequestsEntry 3 }

msdpRequest sSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS deprecat ed

DESCRI PTI ON
"The status of this row, by which new rows nay be added
to the table or old rows may be deleted.”

;.= { nmedpRequestsEntry 4 }

-- The MSDP Peer table

nsdpPeer Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF MsdpPeer Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The (conceptual) table listing the MSDP speaker’s peers."
::={ medp 5}

nmsdpPeer Entry OBJECT- TYPE
SYNTAX MsdpPeer Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (conceptual row) representing an MSDP peer.
If rowcreation is supported, dynamically added rows are

added to the systenis stable configuration (corresponding
to a StorageType val ue of nonVolatile). "
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| NDEX { nsdpPeer Renot eAddr ess }
::={ medpPeerTable 1 }
MsdpPeer Entry ::= SEQUENCE {

nmsdpPeer Renot eAddr ess | pAddr ess,
nsdpPeer St at e | NTEGER,
nmsdpPeer RPFFai | ur es Count er 32,
nmsdpPeer | nSAs Count er 32,
nmsdpPeer Qut SAs Count er 32,
msdpPeer | nSARequest s Count er 32,
nmsdpPeer Qut SARequest s Count er 32,
nsdpPeer | nSAResponses Count er 32,
nsdpPeer Qut SAResponses Count er 32,
nmsdpPeer | nCont r ol Messages Count er 32,
nmsdpPeer Qut Cont r ol Messages Count er 32,
nmsdpPeer | nDat aPacket s Count er 32,
nmsdpPeer Qut Dat aPacket s Count er 32,
nsdpPeer FsnEst abl i shedTransiti ons Counter 32,
nsdpPeer FsnEst abl i shedTi me Ti meSt anp,
nmsdpPeer | nMessageTi e Ti meSt anp,
nmsdpPeer Local Addr ess | pAddr ess,
nmsdpPeer Connect Ret ryl nt er val I nt eger 32,
nmsdpPeer Hol dTi meConf i gur ed I nt eger 32,
nsdpPeer KeepAl i veConf i gured I nt eger 32,
nsdpPeer Dat aTt | I nt eger 32,
nmsdpPeer ProcessRequest sFrom Tr ut hval ue,
nmsdpPeer St at us RowSt at us,
nmsdpPeer Renot ePor t I nt eger 32,
nmsdpPeer Local Port I nt eger 32,
nsdpPeer Encapsul ati onType | NTEGER,
nsdpPeer Connecti onAtt enpts Count er 32,
nmsdpPeer I nNoti fi cati ons Count er 32,
nmsdpPeer Qut Noti fi cati ons Count er 32,
nmsdpPeer Last Er r or OCTET STRI NG
nmsdpPeer Di sconti nuityTi ne Ti meSt anp

}

nmsdpPeer Renot eAddr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The address of the renote MSDP peer."
::={ msdpPeerEntry 1 }

-- dunno what happened to 2.

nsdpPeer St at e OBJECT- TYPE
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SYNTAX | NTEGER {
i nactive(1),
listen(2),
connecti ng(3),
est abl i shed(4),
di sabl ed(5)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The state of the MSDP TCP connection with this peer.”
::={ nmedpPeerEntry 3}

nmsdpPeer RPFFai | ures OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of SA nessages received fromthis peer that
fail ed the Peer-RPF check.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
nsdpPeer Di sconti nui tyTi ne. "

::= { msdpPeerEntry 4 }

msdpPeer | nSAs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of MSDP SA nmessages received on this
connecti on.

Discontinuities in the value of this counter can occur at
re-initialization of the nanagenent system and at other
tinmes as indicated by the val ue of
nmsdpPeer Di sconti nui tyTi ne."

::={ medpPeerEntry 5}

nsdpPeer Qut SAs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of MSDP SA messages transmitted on this
connecti on.
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Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
nmsdpPeer Di sconti nui tyTi ne. "

::={ medpPeerEntry 6 }

nsdpPeer | nSARequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The nunber of MSDP SA- Request nessages received on this
connecti on.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
nsdpPeer Di sconti nui tyTi ne. "

::={ medpPeerEntry 7 }

nmsdpPeer Qut SARequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of MSDP SA- Request nessages transnitted on
this connecti on.

Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
nmsdpPeer Di scontinui tyTi ne."

::={ msdpPeerEntry 8 }

nmsdpPeer | nSAResponses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS deprecat ed
DESCRI PTI ON

"The nunber of MSDP SA- Response nmessages received on this
connecti on.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
nmsdpPeer Di sconti nui tyTi ne. "

::={ medpPeerEntry 9 }
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nsdpPeer Qut SAResponses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of MSDP SA Response nessages transnmitted on
this TCP connecti on.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
nsdpPeer Di sconti nui tyTi ne. "

::={ nmedpPeerEntry 10 }

nmsdpPeer | nCont r ol Messages OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of MSDP nessages, excluding encapsul ated
data packets, received on this TCP connecti on.

Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
nmsdpPeer Di scontinui tyTi ne."

::={ nmedpPeerEntry 11 }

nmsdpPeer Qut Cont r ol Messages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of MSDP nessages, excluding encapsul ated
data packets, transmitted on this TCP connecti on.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
nmsdpPeer Di sconti nui tyTi ne. "

::={ medpPeerEntry 12 }

nsdpPeer | nDat aPacket s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The total nunber of encapsul ated data packets received
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fromthis peer.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
nsdpPeer Di sconti nui tyTi ne. "

::={ nmedpPeerEntry 13 }

nmsdpPeer Qut Dat aPacket s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of encapsul ated data packets sent to
this peer.

Discontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
tinmes as indicated by the val ue of
nmsdpPeer Di scontinui tyTi ne."

::={ nmedpPeerEntry 14 }

nmsdpPeer FsnEst abl i shedTr ansi ti ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of times the MSDP FSMtransitioned into
t he ESTABLI SHED state."
REFERENCE " RFC 3618 section 11"
::={ medpPeerEntry 15 }

nmsdpPeer FsnEst abl i shedTi me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"This tinmestanp is set to the value of sysUpTi ne when a
peer transitions into or out of the ESTABLI SHED st ate.
It is set to zero when the MSDP speaker is booted."

REFERENCE " RFC 3618 section 11"

::={ nedpPeerEntry 16 }

nmsdpPeer | nMessageTi me OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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"The sysUpTi ne val ue when the | ast MSDP nessage was
received fromthe peer. It is set to zero when the MSDP
speaker is booted."

::={ medpPeerEntry 17 }

nsdpPeer Local Addr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON
"The local |IP address used for this entry’' s MSDP TCP
connection."

::={ nmedpPeerEntry 18 }

-- medpPeer SAAdvPeri od ([ SA-Advertisenent-Tiner]) has been renoved

-- ::={ medpPeerEntry 19 }
-- RFC 3618, Section 5.1, says it MJST be 60 seconds.

nmsdpPeer Connect Retryl nt erval OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Time interval, in seconds, for the [ConnectRetry-period]

for this peer.”
REFERENCE " RFC 3618 section 5.6"
DEFVAL { 30 }
::={ nedpPeerEntry 20 }

nmsdpPeer Hol dTi meConf i gured OBJECT- TYPE

SYNTAX I nteger32 (0] 3..65535)
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Time interval, in seconds, for the [Hol dTi ne-Peri od]

configured for this MSDP speaker with this peer. |If the
val ue of this object is zero (0), the MSDP connection is
never torn down due to the absence of nessages fromthe
peer."

REFERENCE " RFC 3618 section 5. 4"

DEFVAL { 75 }

::={ nmedpPeerEntry 21 }

nmsdpPeer KeepAl i veConf i gured OBJECT- TYPE
SYNTAX I nt eger32 (0] 1..21845)
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UNI TS "seconds"

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON
"Time interval, in seconds, for the [KeepAlive-Period]
configured for this MSDP speaker with this peer. [If the
val ue of this object is zero (0), no periodic KEEPALI VE
nmessages are sent to the peer after the MSDP connection
has been established. "

REFERENCE " RFC 3618 section 5.5"

DEFVAL { 60 }

::={ nedpPeerEntry 22 }

nmsdpPeer Dat aTt| OBJECT- TYPE

SYNTAX I nteger 32 (0..255)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The mininmum TTL a packet is required to have before it
may be forwarded using SA encapsulation to this peer."

DEFVAL { 1}

::={ medpPeerEntry 23 }

nsdpPeer Pr ocessRequest sFr om OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS r ead- create
STATUS deprecat ed
DESCRI PTI ON
"This object indicates whether to process MSDP SA
Request nessages fromthis peer. If True(l), MSDP SA
Request nessages fromthis peer are processed and replied
to (if appropriate) with SA Response nessages. |If
Fal se(2), MsSDP SA Request nessages fromthis peer are
silently ignored. It defaults to Fal se when
msdpCachelLifetine is 0 and to True when nsdpCachelLifetinme
is non-0.

This object is deprecated because MSDP SA Requests were
removed fromthe MSDP specification.”
::={ medpPeerEntry 24 }

nsdpPeer St at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The RowStatus object by which peers can be added and
deleted. A transition to "active’ will cause the MSDP
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"Enabl e MSDP peering with P Event to be generated. A
transition out of the 'active' state will cause the MSDP
"Di sabl e MSDP peering with PP Event to be generated.
Care should be used in providing wite access to this
obj ect wi thout adequate authentication

nsdpPeer Renot eAddress is the only variable that nust be
set to a valid value before the row can be activated
Since this is the table’s INDEX, a row can be activated
by sinply setting the msdpPeer St atus vari abl e.

It is possible to nodify other columms in the same
conceptual row when the status value is active(l1)."
REFERENCE " RFC 3618 section 11.1"
::={ nmedpPeerEntry 25 }

nmsdpPeer Renot ePort OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The renpote port for the TCP connection between the MSDP
peers."

DEFVAL { 639 }
::={ nmedpPeerEntry 26 }

nmsdpPeer Local Port OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The |l ocal port for the TCP connection between the MSDP
peers."

DEFVAL { 639 }
::={ medpPeerEntry 27 }

-- medpPeer Encapsul ati onSt ate has been renoved
-- because there is no | onger an encapsul ation
-- state machi ne.

-- ::={ medpPeerEntry 28 }

nsdpPeer Encapsul ati onType OBJECT- TYPE

SYNTAX | NTEGER {
none(0),
tep(l)
}
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The encapsul ation in use when encapsul ating data in SA
nmessages to this peer.”

::={ medpPeerEntry 29 }

nsdpPeer Connecti onAttenpts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of tinmes the state nmachine has transitioned
from | NACTI VE t o CONNECTI NG. "
::={ nmedpPeerEntry 30 }

nmsdpPeer | nNoti ficati ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS deprecat ed

DESCRI PTI ON

"The nunber of MSDP Notification messages received from

this peer.
This object is deprecated because MSDP Notifications have
been renoved fromthe spec.”

::={ nmedpPeerEntry 31 }

nmsdpPeer Qut Not i fi cati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of MSDP Notification nmessages transmitted to
t his peer.

This object is deprecated because MSDP Notifications have
been renoved fromthe spec.”
::={ nedpPeerEntry 32 }

nmsdpPeer Last Error OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (2))

MAX- ACCESS r ead-onl y

STATUS depr ecat ed

DESCRI PTI ON
"The | ast error code and subcode received via Notification
fromthis peer. |If no error has occurred, this field is

zero. Oherwise, the first byte of this two-byte OCTET
STRING contains the O-bit and error code, and the second
byte contains the subcode.
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This object is deprecated because MSDP Notifications have
been renoved fromthe spec.”

DEFVAL { ' 0000’ h }

::={ medpPeerEntry 33 }

nsdpPeer Di sconti nuityTi ne OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTine on the nost recent occasion at
which one or nore of this entry’s counters suffered a
di scontinuity. See the DESCRI PTI ON of each object to see
if it is expected to have discontinuities. These
di scontinuities may occur at peer connection
est abl i shnent .

I f no such discontinuities have occurred since the |ast
reinitialization of the |ocal managenent subsystem then
this object contains a zero value."

::={ nmsdpPeerEntry 34 }

-- The MSDP Source-Active Cache table

nmsdpSACacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MsdpSACacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the MSDP SA adverti senents
currently in the MSDP speaker’s cache."
::={ medp 6 }

nsdpSACacheEnt ry OBJECT- TYPE

SYNTAX MsdpSACacheEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual row) representing an MSDP SA
advertisement. The INDEX to this table includes
nmsdpSACacheOri gi nRP for diagnosing incorrect MSDP

advertisenents; normally, a Goup and Source pair would
be uni que.

Row creation is not permtted; nsdpSACacheStatus may only
be used to delete rows fromthis table."
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| NDEX { msdpSACacheG oupAddr, nsdpSACacheSour ceAddr,
msdpSACacheOri gi nRP }
::={ medpSACacheTable 1 }

MsdpSACacheEntry ::= SEQUENCE {
nsdpSACacheG oupAddr | pAddr ess,
nmsdpSACacheSour ceAddr | pAddr ess
msdpSACacheOri gi nRP | pAddr ess,
nmsdpSACachePeer Lear nedFrom | pAddr ess,
nmsdpSACacheRPFPeer | pAddr ess,
msdpSACachel nSAs Count er 32,
nsdpSACachel nDat aPacket s Count er 32,
nmsdpSACacheUpTi ne Ti meTi cks,
nmsdpSACacheExpi ryTi e Ti meTi cks,
nmsdpSACacheSt at us RowSt at us
}
nmsdpSACacheG oupAddr OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The group address of the SA Cache entry."
;.= { nmedpSACacheEntry 1 }

nmsdpSACacheSour ceAddr OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The source address of the SA Cache entry."
::= { medpSACacheEntry 2 }

msdpSACacheOri gi nRP OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The RP of the SA Cache entry. This field is in the I NDEX
in order to catch nultiple RPs advertising the same
source and group."

;.= { nmedpSACacheEntry 3 }

nmsdpSACachePeer Lear nedFr om OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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"The peer fromwhich this SA Cache entry was | ast
accepted. This address nmust correspond to the
nmsdpPeer Renot eAddr ess value for a row in the MSDP Peer
Table. This should be 0.0.0.0 on the router that
originated the entry."

;.= { nmedpSACacheEntry 4 }

nmsdpSACacheRPFPeer OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The peer from which an SA nessage corresponding to this
cache entry would be accepted (i.e., the RPF peer for
medpSACacheOri ginRP). This may be different than
msdpSACachePeer LearnedFromif this entry was created by
an MSDP SA- Response. This address nust correspond to
t he nsdpPeer Renot eAddress value for a row in the MSDP
Peer Table, or it may be 0.0.0.0 if no RPF peer exists."

::={ medpSACacheEntry 5 }

nsdpSACachel nSAs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of MSDP SA nessages received relevant to this
cache entry. This object nust be initialized to zero
when creating a cache entry.”

;.= { nmedpSACacheEntry 6 }

nmsdpSACachel nDat aPacket s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of MSDP-encapsul ated data packets received
relevant to this cache entry. This object nust be
initialized to zero when creating a cache entry."

::={ medpSACacheEntry 7 }

nsdpSACacheUpTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The time since this entry was first placed in the SA
cache.
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The first epoch is the tinme that the entry was first
pl aced in the SA cache, and the second epoch is the
current tine."

::={ medpSACacheEntry 8 }

nsdpSACacheExpi ryTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The time remaining before this entry will expire from
t he SA cache.

The first epoch is now, and the second epoch is the tine
that the entry will expire.”
::={ medpSACacheEntry 9 }

nsdpSACacheSt at us OBJECT- TYPE

SYNTAX RowSt atus { active(l), destroy(6) }

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The status of this rowin the table. The only allowable
actions are to retrieve the status, which will be
"active', or to set the status to 'destroy’ in order to
renove this entry fromthe cache.

Row creation is not permtted.
No col umar objects are witable, so there are none that

may be changed while the status value is active(1)."
::= { msdpSACacheEntry 10 }

-- MSDP Mesh Group Menbership table

nmsdpMeshG oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MsdpMeshGroupEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing MSDP Mesh G oup
configuration."
c:={ medp 12 }

nsdpMeshG oupEnt ry OBJECT- TYPE
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SYNTAX MsdpMeshGr oupEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (conceptual row) representing a peer in an MSDP
Mesh G oup.

If row creation is supported, dynanically added rows are
added to the systenis stable configuration
(corresponding to a StorageType val ue of nonVol atile)."

| NDEX { msdpMeshG oupName, nsdpMeshG oupPeer Addr ess }

::= { medpMeshGroupTable 1 }

MsdpMeshGr oupEntry :: = SEQUENCE {
msdpMeshG oupNane Di splayString,
msdpMeshG oupPeer Addr ess | pAddr ess,
msdpMeshG oupSt at us RowSt at us
}

nmsdpMeshGr oupNane OBJECT- TYPE
SYNTAX Di splayString (SIZE(1..64))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The name of the nesh group.”
::={ medpMeshGroupEntry 1 }

msdpMeshG oupPeer Addr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A peer address that is a nmenber of the nesh group with
nane nsdpMeshG oupNane. The msdpMeshG oupPeer Addr ess
must match a row in the nmsdpPeer Tabl e.”

::= { medpMeshGroupEntry 2 }

msdpMeshGr oupSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This entry’'s status, by which new entries nay be added
to the table and old entries del eted.

msdpMeshG oupNane and msdpMeshG oupPeer Addr ess mnust be

set to valid values before the row can be acti vat ed.
Since these are the table’s INDEX, a row can be activated
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by sinply setting the nmsdpMeshG oupStatus vari abl e.

It is not possible to nodify other colums in the sane
conceptual row when the status value is active(l),
because the only other objects in the row are part of the
| NDEX. Changi ng one of these changes the row, so an old
row nust be deleted and a new one created."

::={ medpMeshGroupEntry 3 }

-- Traps
nmsdpTr aps OBJECT IDENTIFIER ::= { nmsdp 0 }

nmsdpEst abl i shed NOTI FI CATI ON- TYPE
OBJECTS { msdpPeer FsnEst abl i shedTransitions }
STATUS current
DESCRI PTI ON
"The MSDP Established event is generated when the MSDP FSM
enters the ESTABLI SHED state."
= { medpTraps 1 }

nmsdpBackwar dTr ansi ti on NOTI FI CATI ON- TYPE

OBJECTS { nsdpPeerState }
STATUS current
DESCRI PTI ON

"The MSDPBackwar dTransition Event is generated when the

MSDP FSM nmoves from a hi gher-nunbered state to a

| ower - nunbered state.”

;.= { nedpTraps 2 }

-- conformance information
msdpM BConf or mance OBJECT | DENTI FI ER ::

msdpM BConpl i ances OBJECT | DENTI FI ER ::
nsdpM BG oups OBJECT | DENTI FI ER ::

{ medp 8 }
{ msdpM BConf ormance 1 }
{ nmsdpM BConf or mance 2 }

-- conpliance statenents

msdpM BConpl i ance MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"The conpliance statenent for entities that inplenent a pre-
RFC version of MsSDP. This statenent is deprecated because
it includes objects used for managi ng/ nonitoring aspects of
MSDP that were renoved before it was published as an RFC. "
MODULE -- this nodule
MANDATORY- GROUPS { nsdpM Bd obal sG oup, nsdpM BPeer G oup,
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nmsdpM BNot i fi cati onGroup }

GROUP nsdpM BEncapsul ati onG oup
DESCRI PTI ON

"This group is mandatory if MSDP encapsul ation interfaces are
not given their own interface i ndex nunbers."

GROUP nsdpM BSACacheG oup

DESCRI PTI ON
"This group is mandatory if the MSDP speaker has the ability
to cache SA messages.”

GROUP nsdpM BRequest sG oup

DESCRI PTI ON
"This group is nmandatory if the MSDP speaker has the ability
to send SA-Request nessages and to parse SA-Response

messages. "

GROUP nsdpM BRPG oup

DESCRI PTI ON
"This group is mandatory if the MSDP speaker sources (as
opposed to forwards) MSDP nessages."

GROUP nsdpM BMeshG oupG oup

DESCRI PTI ON
"This group is mandatory if the MSDP speaker can participate
in MSDP Mesh G oups.”

::={ nmsdpM BConpliances 1 }

nmsdpM BFul | Conpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenent for entities that inplenment NMSDP
(RFC3618) . "
MODULE -- this nodule

MANDATORY- GROUPS { nmsdpM Bd obal sG oup, nsdpM BPeer G oup2,
nmsdpM BSACacheG oup, mnmsdpM BEncapsul ati onG oup }
GROUP nsdpM BRPG oup
DESCRI PTI ON
"This group is mandatory if the MSDP speaker sources (as
opposed to forwards) MSDP nessages."
GROUP nsdpM BMeshG oupG oup
DESCRI PTI ON
"This group is mandatory if the MSDP speaker can participate
in MSDP Mesh G oups.”
::={ nmsdpM BConpl i ances 2 }

nmsdpM BReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for entities that inplement NMSDP
(RFC3618), but do not permt configuration (or only pernit
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partial configuration) via SNWP."
MODULE -- this nodul e
MANDATORY- GROUPS { nmsdpM Bd obal sG oup, nsdpM BPeer Gr oup2
msdpM BSACacheG oup, mnmsdpM BEncapsul ati onG oup }
GROUP nsdpM BRPG oup
DESCRI PTI ON
"This group is mandatory if the MSDP speaker sources (as
opposed to forwards) MSDP nessages."
GROUP nsdpM BMeshG oupG oup
DESCRI PTI ON
"This group is mandatory if the MSDP speaker can participate
in MSDP Mesh Groups."
OBJECT nsdpEnabl ed
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT nmsdpCacheli feti ne
M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required.”
OBJECT nmsdpPeer Local Addr ess
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT nsdpPeer Connect Retryl nterva
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT nmsdpPeer Hol dTi meConf i gur ed
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT nmsdpPeer KeepAl i veConf i gur ed
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT nsdpPeer Dat aTt |
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT msdpPeer St at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT nmsdpPeer Encapsul ati onType
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
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OBJECT nmsdpSACacheSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT msdpRPAddr ess
M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required.”
OBJECT msdpMeshGr oupSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
::={ msdpM BConpl i ances 3 }

-- units of conformance

msdpM Bd obal sG oup OBJECT- GROUP
OBJECTS { nsdpEnabl ed }
STATUS current
DESCRI PTI ON

Cct ober 2006

"A collection of objects providing information on global MSDP

state."
::={ medpM BG oups 1 }

nsdpM BPeer Gr oup OBJECT- GROUP
OBJECTS { nsdpPeer RPFFai | ures,

nmsdpPeer St at e, nsdpPeer | nSAs, nsdpPeer Qut SAs,
nmsdpPeer | nSARequest s, nmsdpPeer Qut SARequest s,
nmsdpPeer | nSAResponses, nsdpPeer Qut SAResponses,

nsdpPeer I nNoti ficati ons, nsdpPeer Qut Notifications,
nmsdpPeer | nCont r ol Messages, mnsdpPeer Qut Cont r ol Messages,

nmsdpPeer FsnEst abl i shedTransi ti ons,

nmsdpPeer FsnEst abl i shedTi ne,
nmsdpPeer Local Addr ess,

nmsdpPeer Renot ePort, nsdpPeer Local Port,

nsdpPeer Connect Retryl nt erval ,
nsdpPeer Hol dTi meConfi gur ed,
nmsdpPeer KeepAl i veConf i gur ed,
nmsdpPeer | nMessageTi ne,
nmsdpPeer ProcessRequest sFrom
nmsdpPeer Connect i onAt t enpt s,
nsdpPeer Last Err or,

nsdpPeer St at us,

nmsdpPeer Di sconti nui tyTi ne

}
STATUS deprecat ed
DESCRI PTI ON

"A collection of objects for managi ng MSDP peers.
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is deprecated in favor of nsdpM BPeer Group2 because it
contai ns objects for managi ng aspects of NMSDP that were
renoved before it was published as an RFC."

::={ msedpM BG oups 2 }

nsdpM BEncapsul ati onG oup OBJECT- GROUP
OBJECTS { nsdpPeer| nDat aPackets, nsdpPeer Qut Dat aPacket s,
nmsdpPeer Dat aTt | ,
nmsdpPeer Encapsul ati onType

}
STATUS current
DESCRI PTI ON
"A collection of objects for managi ng encapsul ations if the
MSDP encapsul ation interfaces are not given interface
i ndi ces."
::={ msdpM BG oups 3 }

nsdpM BSACacheG oup OBJECT- GROUP

OBJECTS { nsdpCachelLifetine, nmsdpNunSACacheEntri es,
nmsdpSACachePeer Lear nedFr om
msdpSACacheRPFPeer, nsdpSACachel nSAs,
msdpSACachel nDat aPacket s,
msdpSACacheUpTi ne, nmsdpSACacheExpi ryTi ne,
nsdpSACacheSt at us }

STATUS current

DESCRI PTI ON

"A collection of objects for managi ng MSDP SA cache entries.”
::={ msdpM BG oups 4 }

nsdpM BNot i fi cati onGr oup NOTI FI CATI ON- GROUP

NOTI FI CATI ONS { nsdpEst abl i shed,

nmsdpBackwar dTransi tion }
STATUS current
DESCRI PTI ON
"A collection of notifications for signaling changes in MSDP
peer rel ationships."
::={ medpM BG oups 5 }

msdpM BRequest sG oup OBJECT- GROUP

OBJECTS { msdpRequest sPeer, nsdpRequestsStatus }

STATUS depr ecat ed

DESCRI PTI ON
"A collection of objects for managi ng MSDP Request
transmi ssion. This group is deprecated because Requests
were renmoved from MSDP before its publication as an RFC. "

::={ msdpM BG oups 6 }

nsdpM BRPG oup OBJECT- GCROUP
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OBJECTS { nsdpRPAddress }

STATUS current
DESCRI PTI ON
"A collection of objects for MSDP speakers that source MSDP
messages. "

;.= { nmedpM BG oups 7 }

msdpM BMeshG oupGroup OBJECT- GROUP
OBJECTS { msdpMeshG oupSt at us }
STATUS current
DESCRI PTI ON
"A collection of objects for MSDP speakers that can
participate in MSDP nesh groups."
::={ msdpM BG oups 8 }

msdpM BPeer Gr oup2 OBJECT- GROUP
OBJECTS { mnsdpPeer RPFFai | ures,

nsdpPeer St at e, nsdpPeer | nSAs, nsdpPeer Qut SAs,
nsdpPeer | nSARequest s, nmsdpPeer Qut SARequest s,
nmsdpPeer | nCont r ol Messages, msdpPeer Qut Cont r ol Messages,
nmsdpPeer FsnEst abl i shedTransi ti ons,
nmsdpPeer FsnEst abl i shedTi ne,
nmsdpPeer Local Addr ess,
nsdpPeer Renot ePort, nsdpPeer Local Port,
nsdpPeer Connect Retryl nt erval ,
nmsdpPeer Hol dTi meConfi gur ed,
nmsdpPeer KeepAl i veConf i gur ed,
nmsdpPeer | nMessageTi ne,
nmsdpPeer Connect i onAt t enpt s,
nsdpPeer St at us,
nsdpPeer Di sconti nuityTi ne

}
STATUS current
DESCRI PTI ON

"A collection of objects for managi ng MSDP peers. "
::={ nmsdpM BG oups 9 }

END
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5.

Security Considerations

There are a nunber of nmanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment wi t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

msdpEnabl ed
Qobvi ously, by nodifying nsdpEnabl ed, an attacker could sinply
di sabl e MSDP processing on the router

nmsdpCacheli feti ne
If allowed to nodify nsdpCachelifetime, an attacker could set the
value to a value lower than a peer’s refresh interval, causing all
state to time out and be refreshed.

nmsdpRequest sPeer, nsdpRequest sSt at us
If allowed to nmodify entries in the msdpRequestsTabl e, an attacker
could cause this systemto send MSDP Requests to an unknown
system or could sinply renove the proper configuration. Note
that the nsdpRequestsTable is deprecated, and the MSDP Request
functionality is not in the published MSDP spec.

nmsdpPeer Tabl e obj ects
The witable objects in the nsdpPeerTable are:
nmsdpPeer Local Addr ess, nsdpPeer Connect Ret ryl nt er val
nsdpPeer Hol dTi neConfi gured, nsdpPeer KeepAl i veConfi gur ed,
nsdpPeer Dat aTt |, nmsdpPeer ProcessRequest sFrom nsdpPeer St at us, and
nmsdpPeer Encapsul ati onType. O these, nodifying msdpPeer| pAddress
and nsdpPeer St atus coul d cause a changed or del eted peer
configuration. Mbodifying any of the other values could cause
subtl e protocol m sbehavior

nsdpSACacheSt at us
This witabl e object can be used to renove valid values fromthe
router’s SA cache.

msdpRPAddr ess
Changing this object can cause a failure of the Peer-RPF rules for
SA nmessages sourced by this router

msdpMeshGr oupSt at us
Thi s object can be used to change this router’s idea of its nesh
group nenbership and those of its peers. M sconfiguration of nesh
groups can cause subtle protocol m shehavi or
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Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

0 The entire nsdpPeerTable. Peer information can result in
di scovering internal topology, which many want to keep secret.

o medpNunBSACacheEntries. The size of the SA Cache could revea
whet her this system has MSDP entries for public and/or private
gr oups.

0 The entire nsdpSACacheTabl e. The active sources and groups in a
network could be private.

0 The entire nsdpMeshG oupTable. This information can also lead to
i nternal topology infornmation.

SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [6], Section 8), including ful
support for the SNMPv3 cryptographi c nechanisns (for authentication
and privacy).

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOUWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ delete) them

6. | ANA Consi der ations

Since this MB is for an experinental protocol, it uses an
experinmental O D.

Deci mal Nare Description Ref er ences

92 VSDP- M B Mul ti cast Source Di scovery MB RFC 4624
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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