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Abst ract

This meno defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to routing within a Fibre Channel fabric, which is independent of the
usage of a particular routing protocol
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1

3.

3.

I ntroduction

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to the Fibre Channel network’s Routing Table for routing within a
Fabric. Managed objects specific to particular routing protocols,
such as the Fabric Shortest Path First (FSPF) protocol [FC-SW4], are
not specified in this MB nodul e.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The I nternet-Standard Managenent Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Short Overvi ew of Fi bre Channe
1. Introduction

The Fibre Channel (FC) is logically a bidirectional point-to-point
serial data channel, structured for high performance. Fibre Channe
provi des a general transport vehicle for higher-level protocols, such
as Snall Conputer SystemInterface (SCSI) command sets, the High-
Performance Parallel Interface (H PPI) data framing, |IP (Internet
Protocol ), |EEE 802.2, and ot hers.

Physically, Fibre Channel is an interconnection of multiple

communi cation points, called N Ports, interconnected either by a
switching network, called a Fabric, or by a point-to-point link. A
Fi bre Channel "node" consists of one or nore N Ports. A Fabric may
consist of multiple Interconnect Elenents, some of which are
switches. An N Port connects to the Fabric via a port on a switch
called an F_Port. When multiple FC nodes are connected to a single
port on a switch via an "Arbitrated Loop" topology, the switch port
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is called an FL_Port, and the nodes’ ports are called NL_Ports. The
term Nx_Port is used to refer to either an N _Port or an NL_Port. The
termFx_Port is used to refer to either an F_Port or an FL_Port. A
switch port, which is interconnected to another switch port via an
Inter-Switch Link (1SL), is called an E_Port. A B Port connects a
bridge device with an E Port on a switch; a B Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents, including the fabric, each node, and
nmost ports, have gl obally-uni que names. These gl obal |l y-uni que nanes
are typically formatted as Wrld Wde Nanes (WAWs). Mre information
on WANs can be found in [FC-FS]. WAWs are expected to be persistent
across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers that identify
the frame’s source and destination ports. Each FC port has both an
address identifier and a WMW. Wen a fabric is in use, the FC
address identifiers are dynam c and are assigned by a switch. Each
octet of a 24-bit address represents a level in an address hierarchy,
a Donmain_I D being the highest |evel of the hierarchy.

3.2. Routing Protocols

The routing of frames within the Fabric is nornally based on the
standard routing protocol, called the Fabric Shortest Path First
(FSPF) protocol. The operation of FSPF (or of any other routing
protocol) allows a switch to generate and nmaintain its own routing
table of howto forward franes it receives; i.e., a table in which to
| ook up the destination address of a received frane in order to
deternmne the best link by which to forward that frane towards its
desti nati on.

3.3. Virtual Fabrics

The | atest standard for an interconnecting Fabric containing nultiple
Fabric Switch elenents is [ FCSW4] (which replaces the previous
revision, [FCG-SW3]). [FCSW4] carries forward the existing
specification for the operation of a single Fabric in a physica
infrastructure, augnenting it with the definition of Virtual Fabrics
and with the specification of how multiple Virtual Fabrics can
operate within one (or nore) physical infrastructures. The use of
Virtual Fabrics provides for each frane to be tagged in its header to
i ndi cate which one of several Virtual Fabrics that frane is being
transmtted on. Al frames entering a particular "Core Switch"
[FC-SW4] (i.e., a physical switch) on the sanme Virtual Fabric are
processed by the sanme "Virtual Switch" within that Core switch
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4.

5.

Rel ati onship to Gther M Bs

The first standardized M B for Fibre Channel [RFC2837] was focussed
on Fibre Channel switches. It is being replaced by the nore generic
Fi bre Channel Managenent M B [ FC-MGMI], which defines basic

i nformati on for Fibre Channel hosts and swi tches, including
extensions to the standard I F-M B [ RFC2863] for Fi bre Channel

i nterfaces.

This M B extends beyond [ FCGMGMIl to cover the routing of traffic
within a Fabric of a Fibre Channel network. The standard routing
protocol for Fibre Channel is FSPF [FC-SW4]. Another M B [ RFC4626]
speci fi es managenent infornmation specific to FSPF. This M B contains
routing information that is independent of FSPF (i.e., it would still
apply even if a routing protocol other than FSPF were in use in the
net wor k) .

This MB inports sone common Textual Conventions from T11-TC- M B,
defined in [ RFC4439].

M B Overvi ew

This M B nodul e provides the neans for nonitoring the operation of,
and configuring sone paraneters of, one or nore instances of the FSPF
protocol. (Note that there are no definitions in this MB nodul e of
"managed actions" that can be invoked via SNW.)

1. Fibre Channel Managenent |nstance

A Fi bre Channel managenent instance is defined in [ FCMGMI] as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fi bre Channel nanagenent

i nstances in whatever way is nmost convenient for the

i npl enmentation(s). For exanple, one such groupi ng accommodat es a
single SNMP agent with multiple Agent X [ RFC2741] sub-agents, each
sub-agent inplenenting a different Fibre Channel nmanagenent instance.

The object, fcnl nstancelndex, is | MPORTed fromthe FC MaVI-M B

[ FCG-MGMI as the index value that uniquely identifies each Fibre
Channel managenent instance within the same SNWP context ([RFC3411],
Section 3.3.1).
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5.2. Switch | ndex

The FC-MGMI-M B [ FC- MGMI] defines the fcnbwi tchTable as a table of

i nformati on about Fibre Channel swi tches that are managed by Fibre
Channel managenent instances. Each Fibre Channel managenent instance
can nanage one or nore Fibre Channel switches. The Switch I ndex,
fcnBwi tchlndex, is | MPORTed fromthe FC-MAMI-M B as the index val ue
that uniquely identifies a Fibre Channel switch anong those (one or
nore) managed by the sane Fi bre Channel managenent instance

5. 3. Fabric | ndex

Whet her operating on a physical Fabric (i.e., without Virtua
Fabrics) or within a Virtual Fabric, the operation of FSPF within a
Fabric is identical. Therefore, this MB defines all Fabric-rel ated
information in tables that are | NDEX-ed by an arbitrary integer,
naned a "Fabric I ndex", the syntax of which is | MPORTed fromthe
T11-TCMB. When a device is connected to a single physical Fabric,
wi t hout use of any virtual Fabrics, the value of this Fabric Index
will always be 1. In an environment of multiple virtual and/or

physi cal Fabrics, this index provides a nmeans to distinguish one
Fabric from anot her.

It is quite possible, and may even be likely, that a Fibre Channe
switch will have ports connected to nmultiple virtual and/or physica
Fabrics. Thus, in order to sinplify a managenent protocol query
concerning all the Fabrics to which a single switch is connected,
fcmbwi tchlndex will be listed before t11FcRouteFabriclndex when they
bot h appear in the same | NDEX cl ause.

5.4. The t1lFcRouteG oup G oup

This M B contai ns one object group, the t1l1FcRouteG oup, which
contains objects to allow the displaying and the configuring of
routes in the Fibre Channel Routing tables for the |ocally nanaged
sw t ches.

5.5. The tl1llFcRout eTabl e’ s | NDEX

It is normally valuable for a MB table that contains routes to be
ordered such that a managenent application is able to query the table
based on sone attribute, without having to read every rowin the MB
table. This requires that the rows in the table be ordered according
to such attributes, and thus that those attributes be represented by
objects included in the table’'s | NDEX cl ause. Exanples of this can
be seen in the ipG drRout eTabl e [ RFC2096] and, nore recently, the

i net G dr Rout eTabl e in [ RFC4292].
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feature results in an unusually |arge nunber (ten)
ten are either

integers or strings of 3 (or zero) octet
O Ds are not unusually large. (Specifically,

| engt h,

so the resulting
t he aggregate nunber of

sub-identifiers to be appended to an OBJECT-TYPE s O D, when nam ng

an instance of an object
identifiers; i.e.,
the inetCG drRouteTable table.)

6. The T11- FC ROUTE-M B Modul e

T11- FC-ROUTE-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
Unsi gned32, m b-2
MODUL E- COMPLI ANCE, OBJECT- GROUP
RowsSt at us, Ti neSt anp,
St or ageType
I nt er facel ndex,
f cm nst ancel ndex,
FcAddr essl| dOr Zer o,
T11Fabri cl ndex

I nt erfacel ndexOr Zer o
f cnBwi t chl ndex,

t 11FcRout eM B MODULE- | DENTI TY
LAST- UPDATED "200608140000Z"
ORGANI ZATI ON "T11"

CONTACT- | NFO
" Cl audi o DeSant i

Cisco Systems, Inc.

170 West Tasman Drive

San Jose, CA 95134 USA

EMai | : cds@i sco. com

Keith McC oghrie

Cisco Systems, Inc.

170 West Tasman Drive

San Jose, CA USA 95134

Email . kzm@&i sco. cont
DESCRI PTI ON

in the t11FcRout eTabl e,
| ess than the *m ni nunt nunber to be appended for

FROM SNWPv2-SM - -
FROM SNWPv2- CONF - -

FROM SNVPv2-TC  --
FROMIF-MB  --

FcDomai nl dOr Zero FROM FC-MGMI-M B - -
FROM T11-TC-M B; --

is at nost 22 sub-

[ RFC2578]
[ RFC2580]

[ RFC2579]
[ RFC2863]

[ FC- MG
[ RFC4439]

"The M B nodul e for configuring and di splaying Fibre

Channel Route Information.

Copyright (C) The Internet Society (2006).
of this MB nodule is part of RFC 4625;

itself for full legal notices.”
REVI SI ON "200608140000Z"
DeSanti, et al. St andards Track
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DESCRI PTI ON
"Initial version of this MB nodule, published as RFC4625."
= {mb-2 144 }
t 11FcRout eNoti fi cati ons OBJECT | DENTI FI ER ::

t 11FcRout ebj ect s OBJECT | DENTI FI ER ::
t 11FcRout eConf or mance OBJECT | DENTI FI ER ::

t 11FcRouteM B 0 }
t11FcRouteM B 1 }
t11FcRouteM B 2 }

I n
i ——

-- Per-Fabric routing information

t 11FcRout eFabri cTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1l1FcRout eFabri cEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"The table containing Fibre Channel Routing information
that is specific to a Fabric."
::={ tllFcRouteObjects 1}

t 11FcRout eFabri cEntry OBJECT- TYPE

SYNTAX T11FcRout eFabri cEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Each entry contains routing information specific to a
particular Fabric on a particular switch (identified by
val ues of fcm nstancel ndex and fcnbw tchl ndex)."

| NDEX { fcm nstancel ndex, fcnBwi tchl ndex,

t 11FcRout eFabri cl ndex }
::={ tl1lFcRout eFabricTable 1 }

T1l1FcRout eFabri cEntry ::=
SEQUENCE {
t 11FcRout eFabri cl ndex T11lFabri cl ndex,
t 11FcRout eFabri cLast Change Ti neStanp

}

t 11FcRout eFabri cl ndex OBJECT- TYPE
SYNTAX T11Fabri cl ndex
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"A uni que index value that uniquely identifies a
particul ar Fabric.

In a Fabric conformant to FC-SW3, only a single Fabric
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can operate within a physical infrastructure, and thus
the value of this Fabric Index will always be 1.

In a Fabric conformant to FC-SW4, multiple Virtual Fabrics
can operate within one (or nore) physical infrastructures.

In such a case, index value is used to uniquely identify a
particular Fabric within a physical infrastructure."

::={ tllFcRout eFabricEntry 1 }

t 11FcRout eFabri cLast Change OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine at the nost recent tinme when any
corresponding row in the t11FcRout eTabl e was creat ed,
nodi fied, or deleted. A corresponding rowin the

t 11FcRouteTabl e is for the sane nanagenent instance,

the sanme switch, and same Fabric as the rowin this table.

If no change has occurred since the last restart of the
managenent system then the value of this object is 0."

::={ tl1lFcRout eFabricEntry 2 }

-- Fibre Channel Routing table

t 11FcRout eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFcRouteEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The Fi bre Channel Routing tables for the

| ocally managed switches. This table lists all the
routes that are configured in and/or computed by any
| ocal switch for any Fabric.

Such routes are used by a switch to forward frames (of user
data) on a Fabric. The conceptual process is based on
extracting the Destination Fibre Channel Address ldentifier
(D_ID) out of a received frane (of user data) and conparing
it to each entry of this table that is applicable to the
given switch and Fabric. Such conparison consists of first
performng a | ogical -AND of the extracted D ID with a mask
(the val ue of t1l1lFcRouteDestMask) and second conparing the
result of that 'AND operation to the val ue of

t 11FcRout eDest Addrid. A simlar conparison is nmade of the
Source Fibre Channel Address ldentifier (S ID) of a frane
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agai nst the t11FcRout eSrcAddrid and t11FcRout eSrcMask val ues

of an entry. |If an entry’s value of tl1llFcRoutelnlnterface
is non-zero, then a further conparison deternines if the
frane was received on the appropriate interface. |If all of

t hese conparisons for a particular entry are successful,
then that entry represents a potential route for forwarding
the received frane.

For entries configured by a user, tllFcRouteProto has
the value "netngnt’; only entries of this type can be
del eted by the user.”

{ t1llFcRoutenjects 2 }

teEntry OBJECT- TYPE

SYNTAX T11FcRout eEntry

MAX-

ACCESS not -accessi bl e

STATUS current
DESCRI PTI ON

"Each entry contains a route to a particular destination,
possibly froma particul ar subset of source addresses,

on a particular Fabric via a particular output interface
and learned in a particular manner."

| NDEX { fcm nstancel ndex, fcnbw tchlndex,

t 11FcRout eFabri cl ndex,
t 11FcRout eDest Addr I d, t 11FcRout eDest Mask,
t 11FcRout eSrcAddr 1 d, t11FcRout eSrcMask,
t 11FcRout el nl nterface, t11FcRouteProto,
t 11FcRout eCut I nterface }
{ tllFcRouteTable 1 }

T11lFcRouteEntry :: =
SEQUENCE {

t 11FcRout eDest Addr | d FcAddr ess| dOr Zer o,
t 11FcRout eDest Mask FcAddr essl dOr Zer o,
t 11FcRout eSr cAddr | d FcAddr essl dOr Zer o,
t 11FcRout eSr cMask FcAddr essl dOr Zer o,
t11FcRoutelnl nterface Interfacel ndexOr Zer o,
t 11FcRout ePr ot o | NTEGER,
t11FcRout eQut I nterface | nterfacel ndex,
t 11FcRout eDomai nl d FcDomai nl dOr Zer o,
t 11FcRout eMetri c Unsi gned32,
t 11FcRout eType | NTEGER,
t 11FcRout el f Down | NTEGER,

t 11FcRout eSt or ageType St or ageType,
t 11FcRout eRowsSt at us RowSt at us

}
t 11FcRout eDest Addr I d OBJECT- TYPE
SYNTAX FcAddressl dOr Zero (Sl ZE (3))
DeSanti, et al. St andards Track [ Page 10]
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MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"The destination Fibre Channel Address |dentifier of
this route. A zero-length string for this field is
not all owed. "

::={ tl1lFcRouteEntry 1 }

t 11FcRout eDest Mask OBJECT- TYPE

SYNTAX FcAddr ess| dOr Zer o
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"The mask to be | ogical-ANDed with a destination

Fi bre Channel Address ldentifier before it is conpared

to the value in the t11FcRout eDest Addrid field.

Al'l oned val ues are 255. 255. 255, 255.255.0, or 255.0.0.

FSPF s definition generates routes to a Donmain_I D,

so the nmask for all FSPF-generated routes is 255.0.0.

The zero-length value has the same nmeaning as 0.0.0."
::={ tllFcRouteEntry 2}

t 11FcRout eSr cAddr I d OBJECT- TYPE

SYNTAX FcAddr essl dOr Zer o
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The source Fi bre Channel Address ldentifier of this
route. Note that if this object and the correspondi ng
i nstance of tl1l1FcRouteSrcMask both have a value of 0.0.O0,
then this route matches all source addresses. The
zero-length val ue has the same neaning as 0.0.0."

::={ tl1lFcRouteEntry 3}

t 11FcRout eSr cMask OBJECT- TYPE

SYNTAX FcAddr essl dOr Zer o
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The mask to be | ogical-ANDed with a source

Fi bre Channel Address ldentifier before it is compared

to the value in the t1lFcRouteSrcAddrid field. Al owed

val ues are 255. 255. 255, 255.255.0, 255.0.0, or 0.0.0.

The zero-length value has the same nmeaning as 0.0.0."
::={ tllFcRouteEntry 4}

t 11FcRout el nl nt er f ace OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zer o
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"If the value of this object is non-zero, it is the
val ue of iflndex that identifies the |ocal
Fi bre Channel interface through which a frame
nust have been received in order to match with
this entry. |If the value of this object is zero,
t he mat chi ng does not require that the frane be
recei ved on any specific interface."

::={ tl1lFcRouteEntry 5 }

t 11FcRout eProt o OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
| ocal (2),
net mgnt ( 3),
fspf (4)

}
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"The mechani smvia which this route was | earned:
other(1) - not specified
local (2) - local interface
netnmgnt (3)- static route
fspf (4) - Fibre Shortest Path First

2= { tl1lFcRouteEntry 6 }

t 11FcRout eQut I nt erf ace OBJECT- TYPE

SYNTAX I nt er f acel ndex
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The value of iflndex that identifies the |ocal
Fi bre Channel interface through which the next hop
of this route is to be reached."

c:={ tllFcRouteEntry 7 }

t 11FcRout eDomai nl d OBJECT- TYPE

SYNTAX FcDomai nl dOr Zer o
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The domai n_I D of next hop swtch.

This object can have a value of zero if the val ue
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of t1lFcRouteProto is 'local’."
::={ tl1lFcRouteEntry 8 }

t 11FcRout eMetri ¢ OBJECT- TYPE
SYNTAX Unsi gned32 (0..65536)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The routing nmetric for this route.

The use of this object is dependent on t1l1FcRouteProto."
::={ tl1lFcRouteEntry 9 }

t 11FcRout eType OBJECT- TYPE
SYNTAX | NTEGER {
| ocal (1),
renot e(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of route.

local (1) - a route for which the next Fibre Channel
port is the final destination;
renote(2) - a route for which the next Fibre Channel
port is not the final destination."
DEFVAL {l ocal}
::={ tl1llFcRouteEntry 10 }

t 11FcRout el f Down OBJECT- TYPE
SYNTAX | NTEGER {
remove(1),
retain(2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The value of this object indicates what happens to
this route when the output interface (given by the
correspondi ng val ue of t1lFcRouteQutlnterface) is
operationally "down’. |If this object’s value is 'retain’,
the route is to be retained in this table. If this
object’s value is '"renove', the route is to be renoved
fromthis table."

DEFVAL { retain }

::={ tl1llFcRouteEntry 11 }
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t 11FcRout eSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the val ue ’'pernmanent’ need not
all ow wite-access to any col unmar objects in the row "
DEFVAL { nonVol atile }
::={ tl1llFcRouteEntry 12 }

t 11FcRout eRowsSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row
The only rows that can be deleted by setting this object to
"destroy’ are those for which t1llFcRouteProto has the val ue
"netnmgnt’ "

::={ tllFcRouteEntry 13 }

-- Conformance
t 11FcRout eConpl i ances OBJECT | DENTI FI ER

::= { tllFcRout eConformance 1 }
t 11FcRout eG oups OBJECT | DENTI FI ER

::={ t1lFcRout eConformance 2 }

t 11FcRout eConpl i ance  MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for entities that
i mpl enent the T11- FC- ROUTE- M B.

-- Note: The next four OBJECT clauses are for auxiliary objects, and the

-- SMv2 does not permit inclusion of objects that are not accessible
-- in an OBJECT cl ause (see Sections 3.1 & 5.4.3 in STD 58, RFC 2580).
-- Thus, these four clauses cannot be included below in the normal

-- location for OBJECT cl auses.

- - OBJECT t 11FcRout eSrcAddr i d
-- SYNTAX FcAddressl dOr Zero (SIZE (0))
-- DESCRI PTI ON

-- " Support is not required for routes that
-- match only a subset of possible source
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-- addr esses.’

-- OBJECT t 11FcRout eSr cMask

-- SYNTAX FcAddressl dOr Zero (Sl ZE (0))

-- DESCRI PTI ON

-- "Support is not required for routes that
-- match only a subset of possible source
-- addresses.’

-- OBJECT t 11FcRout eDest Mask

-- DESCRI PTI ON

-- "Support is mandatory only for FSPF-generated
-- routes. Since FSPF' s definition generates

-- routes to a Domain_ID, the mask for all

-- FSPF-generated routes is 255.0.0. Thus,

-- support is only required for 255.0.0.’

-- OBJECT t 11FcRout el nl nterface
-- SYNTAX I nterfacel ndexOrZero (0)
-- DESCRI PTI ON

-- " Support for routes specific to particular
-- source interfaces is not required.’

MODULE -- this nodul e
MANDATORY- GROUPS { t11FcRout eG oup }
OBJECT t 11FcRout el f Down
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT t 11FcRout eDomnai nl d
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT t 11FcRout eMetri c
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT t 11FcRout eType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT t 11FcRout eSt or ageType

DeSanti, et al. St andards Track [ Page 15]



RFC 4625 FC Routing Information MB Sept ember 2006

M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required."

OBJECT t 11FcRout eRowsSt at us
SYNTAX | NTEGER { active(l) }
M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required."

::={ t1lFcRout eConpliances 1 }
t 11FcRout eG oup OBJECT- GROUP

OBJECTS { t1l1FcRouteFabriclLast Change,
t 11FcRout eDomai nl d,
t 11FcRout eMetri c,
t 11FcRout eType,
t 11FcRout el f Down,
t 11FcRout eSt or ageType,
t 11FcRout eRowst at us

}
STATUS current
DESCRI PTI ON
"A collection of objects for displaying and configuring
routes.”
::={ tllFcRouteGoups 1 }

END
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| ANA Consi der ati ons

The |1 ANA has assigned a MB O D for the T1l-FC ROUTE-M B nodul e under
the appropriate subtree.

Security Considerations

There are several managenent objects defined in this MB nodule wth
a MAX- ACCESS cl ause of read-wite and/or read-create. Such objects
may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
networ k operations. These objects and their
sensitivity/vulnerability are:

t 11FcRout eDomai nl d, tl1lFcRouteMetric, tl1lFcRouteType,
t 11FcRout el f Down, t 11FcRout eRowSt at us
-- configure new routes and/or nodify existing routes.

Such objects may be considered sensitive or vulnerable in sone
networ k environnents. For exanple, the ability to change network
topol ogy or network speed may afford an attacker the ability to
obtain better perfornmance at the expense of other network users. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations.
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Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. The objects and their
sensitivity/vulnerability are: the wite-able objects |isted above
pl us one ot her:

t 11FcRout eLast ChangeTi ne
-- the tine of the last routing table change.

SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using | PSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenentors consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ del ete) them
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