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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (2006).

Abst r act
Thi s docunent updates the handling of DirectoryString in the Internet
X. 509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile, which is published in RFC 3280. The
use of UTF8String and PrintableString are the preferred encodi ng.
The requirement for exclusive use of UTF8String after Decenber 31,
2003 is renoved.
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1. Introduction

At the time that RFC 3280 [PKI X1] was published, it was very uncl ear
how i nternati onal character sets ought to be supported.

| mpl enent ati on experience and depl oynment experience have made the
picture much | ess fuzzy. This update to RFC 3280 aligns the docunent
with this experience and the direction of the | ETF PKI X Wr ki ng

G oup.

The use of UTF8String and PrintableString are the preferred encodi ng.
UTF8String provides support for international character sets, and
Printabl eString preserves support for the vast bul k of the
certificates that have al ready been depl oyed.

2. Terninol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ STDWORDS] .

3. Update to RFC 3280, Section 4.1.2.4: |ssuer
In Section 4.1.2.4, RFC 3280 says:

The DirectoryString type is defined as a choice of

Printabl eString, TeletexString, BMPString, UTF8String, and

Uni versal String. The UTF8String encoding [ RFC 2279] is the
preferred encoding, and all certificates issued after Decenber 31
2003 MUIST use the UTF8String encoding of DirectoryString (except
as noted below). Until that date, confornm ng CAs MJUST choose from
the follow ng options when creating a distingui shed naneg,

i ncluding their own:

(a) if the character set is sufficient, the string MAY be
represented as a PrintableString;

(b) failing (a), if the BMPString character set is sufficient
the string MAY be represented as a BWString; and

(c) failing (a) and (b), the string MJST be represented as a

UTF8String. If (a) or (b) is satisfied, the CA MAY stil
choose to represent the string as a UTF8Stri ng.
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Exceptions to the Decenber 31, 2003 UTF8 encodi ng requirenments
are as follows:

Thi

(a) CAs MAY issue "nane rollover" certificates to support an
orderly migration to UTF8Stri ng encodi ng. Such
certificates would include the CA's UTF8String encoded
nane as issuer and the old nane encodi ng as subj ect,
or vice-versa

(b) As stated in section 4.1.2.6, the subject field MIST be
popul ated with a non-enpty distingui shed name matchi ng the
contents of the issuer field in all certificates issued by
t he subj ect CA regardl ess of encoding.

The Tel etexString and Universal String are included for backward
conmpatibility, and SHOULD NOT be used for certificates for new
subj ects. However, these types MAY be used in certificates where
the nane was previously established. Certificate users SHOULD be
prepared to receive certificates with these types

In addition, nany |egacy inplenentations support names encoded in
the 1SO 8859-1 character set (LatinlString) [ISO 8859-1] but tag

them as TeletexString. TeletexString encodes a |arger character

set than | SO 8859-1, but it encodes sone characters differently.

| mpl enent ati ons SHOULD be prepared to handl e both encodi ngs.

s block of text is replaced with the follow ng:

The DirectoryString type is defined as a choice of

Printabl eString, TeletexString, BMPString, UTF8String, and

Uni versal String. CAs conforming to this profile MJST use either
the PrintableString or UTF8String encoding of DirectoryString,

wi th one exception. Wen CAs have previously issued certificates
with issuer fields with attributes encoded using the

Tel etexString, BMPString, or Universal String, the CA MAY conti nue
to use these encodings of the DirectoryString to preserve the
backward conpatibility.

4. Update to RFC 3280, Section 4.1.2.6: Subject

In Section 4.1.2.6, RFC 3280 says:

The subject nane field is defined as the X 501 type Nane.

| mpl ementation requirements for this field are those defined for
the issuer field (section 4.1.2.4). \Wen encoding attribute

val ues of type DirectoryString, the encoding rules for the issuer
field MIUST be i npl enent ed.
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5.

6.

This block of text is replaced with the foll ow ng:

The subject nanme field is defined as the X 501 type Nane.

I mpl enentation requirenments for this field are those defined for
the issuer field (Section 4.1.2.4). CAs conforming to this
profile MJST use either the PrintableString or UTF8String encodi ng
of DirectoryString, with one exception. Wen CAs have previously

i ssued certificates with subject fields with attributes encoded
using the TeletexString, BMPString, or Universal String, the CA MAY
continue to use these encodings of the DirectoryString in new
certificates for the same subject to preserve backward
conpatibility.

Si nce nanme conparison assunes that attribute values encoded in
different types (e.g., PrintableString and UTF8String) are assuned
to represent different strings, any name conponents that appear in
both the subject field and the issuer field SHOULD use the sane
encodi ng throughout the certification path.

Update to RFC 3280, Section 4.2.1.7: Subject Alternative Name
In Section 4.2.1.7, RFC 3280 says:

When the subj ect Alt Nane extension contains a DN in the
directoryName, the DN MJUST be uni que for each subject entity
certified by the one CA as defined by the issuer nane field. A CA
MAY i ssue nore than one certificate with the sane DN to the same
subj ect entity.

Thi

s block of text is replaced with the foll ow ng:

When the subj ect Al t Nane extension contains a DN in the
directoryName, the encoding preference is defined in Section
4.1.2. 4. The DN MJST be unique for each subject entity certified
by the one CA as defined by the issuer nane field. A CA MAY issue
nore than one certificate with the sane DN to the sane subj ect
entity.

Security Considerations

The use of consistent encoding for nane conponents will ensure that
the nane constraints specified in [PKI X1] work as expected.

Wien strings are mapped frominternal representations to visua
representations, sonetines two different strings will have the sane
or simlar visual representations. This can happen for many

di fferent reasons, including the use of simlar glyphs and use of
conposed characters (such as e + ' equaling U+tO0E9, the Korean
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conposed characters, and vowel s above consonant clusters in certain

| anguages). As a result of this situation, people doing visual
conpari sons between to different nanes may think they are the sane
when in fact they are not. Also, people may mni stake one string for
another. |Issuers of certificates and relying parties both need to be
aware of this situation.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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