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Abstract

A nobil e node needs at least the followi ng infornation: a hone
address, a honme agent address, and a security association with home
agent to register with the home agent. The process of obtaining this
information is called bootstrapping. This docunent discusses issues
i nvol ved with how t he nobil e node can be bootstrapped for Mbile |IPv6
(M Pv6) and various potential deploynent scenarios for nobile node
boot st r appi ng.
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1. Introduction

Mobil e | Pv6 [ RFC3775] specifies nobility support based on the
assunption that a nobile node (MN) has a trust relationship with an
entity called the honme agent. Once the hone agent address has been

| earned (for example, via manual configuration, anycast discovery
mechani sms, or DNS | ookup), Mbile I Pv6 signaling nessages between
the nobil e node and the honme agent are secured with | Psec or with the
aut henti cation protocol, as defined in [RFC4285]. The requirenents
for this security architecture are created with [ RFC3775], and the
details of this procedure are described in [ RFC3776].

In [RFC3775], there is an inmplicit requirenent that the MN be

provi sioned with enough information that will permt it to register
successfully with its hone agent. However, having this infornmation
statically provisioned creates practical depl oynent issues.

Thi s docunent serves to define the problem of bootstrapping.

Boot strapping is defined as the process of obtaining enough
information at the nobile node that it can successfully register with
an appropriate hone agent.

The requirenents for bootstrapping coul d consider various
scenari os/ networ k depl oyment issues. It is the basic assunption of
this docunent that certain mininml paranmeters (seed information) are
available to the nobile node to aid in bootstrapping. The exact seed
i nformati on avail able differs depending on the depl oynent scenario.
Thi s docunent describes various depl oynent scenarios and provides a
set of nminimal paraneters that are available in each depl oynent
scenari o.
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Thi s docunent stops short of suggesting the preferred solutions for
how t he nmobil e node should obtain information. Such details will be
avai l abl e from separate docunents.

Overvi ew of the Probl em

Mobil e | Pv6 [ RFC3775] expects the nobile node to have a static hone
address, a honme agent address (which can be derived from an anycast
address), and a security association with a hone agent (or multiple
hone agents).

This static provisioning of informati on has various probl ens, as
di scussed in Section 5.

The aimof this docunent is:
o To define bootstrapping;

0 To identify sanple deploynent scenari os where Mobile Internet
Protocol version 6 (MPv6) will be deployed, taking into account
the rel ationshi p between the subscriber and the service provider
and

0 To identify the minimal set of information required on the Mbile
Node and in the network in order for the nobile node to obtain
address and security credentials, to register with the hone agent.

Boot st rappi ng

Boot strapping is defined as obtaining enough information at the
nmobi | e node that the nobile node can successfully register with an
appropriate hone agent. Specifically, this means obtaining the hone
agent address and hone address, and for the nobil e node and home
agent to authenticate and nmutually construct security credentials for
Mobi | e | Pv6.

Typi cal |y, bootstrappi ng happens when a nobil e node does not have all
the information it needs to set up the Mbile |IPv6 service. This
includes, but is not linmted to, situations in which the nobile node
does not having any information when it boots up for the first tinme
(out of the box), or does not retain any information during reboots.

Al'so, in certain scenarios, after the MN bootstraps for the first
time (out of the box), the need for subsequent bootstrapping is

i mpl enent ati on dependent. For instance, the MN may bootstrap every
time it boots, bootstrap every time on prefix change, or bootstrap
periodically to anchor to an optimal HA (based on di stance, | oad,
etc.).
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1.3. Termnol ogy

CGeneral nobility terninology can be found in [RFC3753]. The
followi ng additional terns are used here:

Trust relationship

In the context of this docunment, trust relationship neans that the
two parties in question, typically the user of the nobile host and
the mobility or access service authorizer, have sone sort of prior
contact in which the nobile node was provisioned with credentials.
These credentials allow the nobile node to authenticate itself to
the nmobility or access service provider and to prove its

aut hori zation to obtain service.

Infrastructurel ess rel ationship

In the context of this docunment, an infrastructurel ess
relationship is one in which the user of the nobile node and the
nmobility or access service provider have no previous contact and
the nmobile node is not required to supply credentials to

aut henticate and prove authorization for service. Mbility and/or
networ k access service is provided without any authentication or
authorization. Infrastructureless in this context does not nean
that there is no network infrastructure, such as would be the case
for an ad hoc network.

Credential s

Data used by a nobile node to authenticate itself to a nobility or
access network service authorizer and to prove authorization to
recei ve service. User nane/passwords, one tinme password cards,
public/private key pairs with certificates, and bionetric

i nformati on are sone exanpl es.

ASA

Access Service Authorizer. A network operator that authenticates
a nobil e node and establishes the nobile node's authorization to
recei ve I nternet service

ASP

Access Service Provider. A network operator that provides direct
| P packet forwarding to and fromthe end host.
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Serving Network Access Provider

A network operator that is the nobile node’s ASP but not its ASA
The serving network access provider may or may not additionally
provide mobility service

Home Network Access Provi der

A network operator that is both the nobile node’s ASP and ASA.
The hone network access provider may or nmay not additionally
provide mobility service (note that this is a slightly different
definition fromthat in RFC 3775).

I ASP
I ntegrated Access Service Provider. A service provider that
provi des both authorization for network access and nobility
servi ce.

MBA

Mobility Service Authorizer. A service provider that authorizes
Mobil e | Pv6 service

MSP
Mobility Service Provider. A service provider that provides
Mobile | Pv6 service. |In order to obtain such service, the nobile
node nmust be authenticated and prove authorization to obtain the
servi ce.

Honme Mbbility Service Provider
A MSP that both provides mobility service and authorizes it.
Serving Mbility Service Provider

A MSP that provides nobility service but depends on anot her
service provider to authorize it.

2.  Assunptions

0 A basic assunption in Mbile IPv6 [RFC3775] is that there is a
trust relationship between the nobile node and its hone agent(s).
This trust relationship can be direct, or indirect through, for
i nstance, an ASP that has a contract with the MSP. This trust
rel ati onship can be used to bootstrap the M\
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One typical way of verifying the trust relationship is using
aut henti cation, authorization, and accounting (AAA)
infrastructure. In this docunment, two distinct uses of AAA are
consi der ed:

AAA for Network Access

This functionality provides authentication and authorization to
access the network (obtain address and send/receive packets).

AAA for Mbility Service

This functionality provides authentication and authorization
for mobility services.

These functionalities may be inplenented in a single entity or in
different entities, depending on the service nodels described in
Section 6 or deploynent scenarios as described in Section 7.

Some identifier, such as an Network Access Identifier (NAl), as
defined in [ RFC4283] or [RFC2794], is provisioned on the M that
permts the MNto identify itself to the ASP and MsSP

3. Design Goals

A solution to the bootstrapping problemhas the foll owi ng design
goal s:

(0]

Pat el

The follow ng information nust be avail able at the end of
boot strapping, to enable the MNto register with the HA

*  MN's hone agent address
*  MN's hone address

* | Psec Security Association (SA) between MN and HA, |ntenet Key
Exchange Protocol (IKE) pre-shared secret between MN and HA

The boot st rappi ng procedure can be triggered at any tinme, either
by the MN or by the network. Bootstrapping can occur, for

i nstance, due to administrative action, information going stale,
or HA indicating the MN. Bootstrapping may be initiated even when
the MN is registered with the HA and has all the required
credentials. This may typically happen to refresh/renew the
credenti al s.
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0 Subsequent protocol interaction (for exanple, updating the |IPsec
SA) can be executed between the MN and the HA itself without
involving the infrastructure that was used during boot strapping.

0 Solutions to the bootstrapping probl emshoul d enabl e storage of
user-specific infornmation on entities other than the hone agent.

0 Solutions to the bootstrapping problem should not exclude storage
of user-specific information on entities other than the hone
agent .

0 Configuration information which is exchanged between the nobile
node and the hone agent nust be secured using integrity and replay
protection. Confidentiality protection should be provided if
necessary.

0 The solution should be applicable to all feasible depl oynent
scenarios that can be envisaged, along with the rel evant
aut henti cati on/ aut hori zati on nodel s.

4. Non-goal s

This follow ng issues are clearly outside the scope of bootstrapping:

0 Hone prefix renunbering is not explicitly supported as part of
bootstrapping. |If the MN executes the bootstrap procedures every
time it powers on (as opposed to caching state information from
previ ous bootstrap process), then hone network renunbering is
taken care of automatically.

0 Bootstrapping in the absence of a trust relationship between W
and any provider is not considered.

5. Mdtivation for bootstrapping

5.1. Addressing
The default bootstrapping described in the Mbile | Pv6 base
specification [ RFC3775] has a tight binding to the hone addresses and

hone agent addresses.

In this section, we discuss the problens caused by the currently
tight binding to hone addresses and honme agent addresses.

5.1.1. Dynamic Hone Address Assi gnnent

Currently, the hone agent uses the nobile node’s hone address for
aut hori zation. Wien nmanual keying is used, this happens through the
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security policy database, which specifies that a certain security
association nmay only be used for a specific hone address. Wen
dynanmi ¢ keying is used, the hone agent ensures that the | KE Phase 1
identity is authorized to request security associations for the given
hone address. Mbile IPv6 uses | KEvl, which is unable to update the
security policy database according to a dynamically assigned hone
address. As a result, static hone address assignnent is really the
only honme address configuration techni que conpatible with the base
speci fication.

However, support for dynam c hone address assignment would be
desirable for the follow ng reasons

Dynami ¢ Host Configuration Protocol (DHCP)-based address assignnent.
Some providers may want to use DHCPv6 or other dynanic address

assignnent (e.g., IKEv2) fromthe home network to configure home
addr esses.
Recovery froma duplicate address collision. It nmay be necessary to

recover froma collision of addresses on the home network by one of
t he nmobil e nodes changing its hone address.

Addressing privacy. It may be desirable to establish randomy
gener at ed addresses as in [RFC3041] and use themfor a short period
of time. Unfortunately, current protocols nake it possible to use
such addresses only fromthe visited network. As a result, these
addresses cannot be used for conmuni cations lasting |onger than the
attachnent to a particular visited network

Ease of deploynent. 1In order to sinplify the depl oynent of Mbile
IPv6, it is desirable to free users and administrators fromthe task
of allocating home addresses and specifying themin the security
policy database. This is consistent with the general |Pv6 design
goal of using autoconfiguration wherever possible.

Prefix changes in the honme network. The Mbbile | Pv6 specification
contains support for a nobile node to autoconfigure a hone address as
based on its discovery of prefix information on the hone subnet

[ RFC3775]. Autoconfiguration in case of network renunbering is done
by replacing the existing network prefix with the new network prefix.

Subsequently, the MN needs to update the nobility binding in the HA
to register the newy configured Hone Address. However, the MN nay
not be able to register the newy configured address with the HAif a
security association related to that reconfigured Honme Address does
not exist in the MN and the HA. This situation is not handled in the
current M Pv6 specification [ RFC3775].
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5.1.2. Dynanic Hone Agent Assignnent

Currently, the address of the hone agent is specified in the security

policy database. Support for multiple hone agents requires the
configuration of nultiple security policy database entries.

However, support for dynani c hone agent assignment woul d be desirable

for the follow ng reasons:

Home agent di scovery. The Mobile I Pv6 specification contains support

for a nobile node to autoconfigure a honme agent address as based on a

di scovery protocol [RFC3775].

| ndependent network managenent. An MSP may want to assign home
agents dynamically in different subnets; for instance, not require
that a roami ng nobil e node have a fixed hone subnet.

Local hone agents. The nobile node’s MSP nay want to allow the
serving MSP to assign a |local hone agent for the nobile node. This

is useful fromthe point of view of comunications efficiency and has

al so been nmentioned as one approach to support |ocation privacy.

Ease of deployment. 1In order to sinplify the deploynent of Mbile
IPv6, it is desirable to free users and administrators fromthe task
of allocating home agent addresses in a static nmanner. Mreover, an
MSP nmay want to have a dynam ¢ hone agent assignnment nechanismto
| oad bal ance users anobng honme agents | ocated on different |inks.

5.1.3. "QOpportunistic" or "Local" Discovery

The hone agent di scovery protocol does not support an "opportunistic"

or local discovery nechanisns in an ASP's |ocal access network. |t
is expected that the nobile node nust know the prefix of the hone
subnet in order to be able to discover a hone agent. It mnust either

obtain that information through prefix update or have it statically
configured. A nore typical pattern for inter-domain service

di scovery in the Internet is that the client (nobile node in this
case) knows the domain nane of the service and uses DNS to find the
server in the visited domain. For |ocal service discovery, DHCP is
typically used

5.1. 4. Managenent Requirenents

As described earlier, new addresses invalidate configured security
policy databases and authorization tables. Regardless of the
specific protocols used, there is a need for either an autonatic
system for updating the security policy entries or nanua
configuration. These requirenents apply to both hone agents and
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nmobi | e nodes, but it cannot be expected that nobile node users are
capabl e of perforning the required tasks.

5.2. Security Infrastructure
5.2.1. Integration with AAA Infrastructure

The current | KEvl-based dynani c key exchange protocol, described in
[ RFC3776], has no integration with backend authentication

aut hori zati on, and accounting techni ques unl ess the authentication
credentials and trust relationships use certificates or pre-shared
secrets.

Certificates are not easily supported by traditional AAA
infrastructures. Wiere a traditional AAA infrastructure is used, the
hone agent is not able to | everage authentication and authorization

i nformati on established between the nobile node, the foreign AAA
server, and the hone AAA server. This would be desirable when the
nmobi | e node gai ns access to the foreign network, in order to

aut henticate the nobile node’'s identity and determ ne whether the
nobi l e node is authorized for nobility service.

The | ack of connection to the AAA infrastructure al so nmeans that the
hone agent does not know where to send accounting records at
appropriate tines during the nobile node’s session, as determi ned by
t he business relationship between the MSP and the nobil e node’'s
owner .

Presumably, some backend AAA protocol between the hone agent and hone
AAA could be utilized, but |IKEvl does not contain support for
exchanging full AAA credentials with the nobile node. It is
worthwhile to note that | KEv2 provides this feature.

5.3. Topol ogy Change
5.3.1. Dormant Mdde Mbil e Nodes

The description of the protocol to push prefix information to nobile
nodes in Section 10.6 of [RFC3775] has an inplicit assunption that
the nmobile node is active and taking IP traffic. |In fact, many, if
not nost, nobile devices will be in a | ow power "dornmant node" to
save battery power, or will even be switched off, so they will mss
any propagation of prefix information. As a practical matter, if
this protocol is used, an MSP will need to keep the old prefix around
and handl e any queries to the old honme agent anycast address on the
ol d subnet, whereby the nobile node asks for a new honme agent as
described in Section 11.4, until all nobile nodes are accounted for
Even then, since sone nobile nodes are likely to be turned off for
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| ong periods, sone owners would need to be contacted by ot her neans,
reducing the utility of the protocol

Boot st rappi ng does not explicitly try to solve this problem of hone
networ k renunbering when MNis in dormant node. |If the M can
configure itself after it 'cones back on’ by reinitiating the
boot st rappi ng process, then network renunbering problemis fixed as a
side effect.

6. Network Access and Mobility Services

This section defines sone terns as they pertain to authentication and
practical network depl oynent/roani ng scenarios. This description

| ays the groundwork for Section 7. The focus is on the ’'service
nmodel since, ultimately, it is the provider providing the service
that wants to authenticate the nobile (and vice versa for nutua

aut henti cati on between provider and the user of the service).

Net wor k access service enables a host to send and receive | P packets
on the Internet or an intranet. |P address configuration and IP
packet forwarding capabilities are required to deliver this service
A network operator providing this service is called an access service
provider (ASP). An ASP can, for exanple, be a conmercial ASP, the IT
departnent of an enterprise network, or the nmmintainer of a hone
(residential) network.

If the nmobile node is not directly usable for comunication at the
current location of the MNin which network access service is
provided by its home ASP, the nobile node is roaming. In this case
the home ASP acts as the access service authorizer, but the actua
network access is provided by the serving network access provider
During the authentication and authorization prior to the nobile nodes
havi ng I nternet access, the serving network access provider may
sinmply act as a routing agent for authentication and authorization
back to the access service authorizer, or it may require an
addi ti onal authentication and authorization step itself. An exanple
of a roaming situation is when a business person is using a hotspot
service in an airport and the hotspot service provider has a roaning
agreement with the business person’s cellular provider. In that

case, the hotspot network is acting as the serving network access
provider, and the cellular network is acting as the access service
aut hori zer. Wen the business person noves fromthe hotspot network
to the cellular network, the cellular network is both the home access
service provider and the access service authorizer

Mobility service using Mobile IPv6 is conceptually and possibly al so

in practice separate from network access service, though of course
network access is required prior to providing nobility. Modbile |IPv6
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service enables an IPv6 host to maintain its reachability despite
changing its network attachnent point (subnets). A network operator
providing Mbile IPv6 service is called a nobility service provider
(MSP). Ganting Mbile I Pv6 service requires that a host

aut henticate and prove authorization for the service. A network
operator that authenticates a nobile node and authorizes nobility
service is called a nobility service authorizer (MSA). |If both types
of operation are performed by the sanme operator, that operator is
called a home nobility service provider. |f authentication and

aut hori zation is provided by one operator and the actual service is
provi ded by another, the operator providing the service is called the
serving nobility service provider. The serving MSP nust contact the
nmobi |l e node’'s nobility service authorizer to check the nobile node's
aut hori zation prior to granting nobility service.

The service nodel defined here clearly separates the entity providing
the service fromthe entity that authenticates and authorizes the
service. In the case of basic network access, this supports the
tradi tional and well-known roam ng nodel, in which inter-operator
roam ng agreements allow a host to obtain network access in areas
where their home network access provider does not have coverage. In
the case of mobility service, this allows a roam ng nobile node to
obtain nmobility service in the |ocal operator’s network while having
that service authorized by the honme operator. The service nodel also
all ows nobility service and network access service to be provided by
different entities. This allows a network operator with no wreless
access, such as, for exanple, an enterprise network operator, to

depl oy a Mbile | Pv6 home agent for mobility service while the actua
W rel ess network access is provided by the serving network access
providers with which the enterprise operator has a contract. Here
are sone other possible conbinations of ASPs and MSPs:

0 The serving ASP night be the hone ASP. Sinmilarly, the serving MSP
m ght be the hone MSP

o The hone ASP and the hone MSP nay be the sane operator, or not.
When they are the sane, the same set of credentials may be used
for both services

0 The serving ASP and the serving MSP may be the same operator, or
not .

o It is possible that serving ASP and hone MSP are the sane
operator.

Simlarly the home ASP and serving MSP may be the same. Also, the
ASA and MSA may be the sane.
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These entities and all conbinations that are reasonable froma

depl oynent perspective nmust be taken into consideration to solve the
Mobi l e | Pv6 boot strappi ng problem They inpact hone agent discovery,
hone address configuration, and nobil e node-to-hone agent

aut henti cati on aspects.

7. Deploynment Scenari os

This section describes the various network depl oynent scenarios. The
vari ous conbi nati ons of service providers described in Section 6 are
consi der ed.

For each scenario, the underlying assunptions are described. The
basic assunption is that there is a trust relationship between nobile
user and the MSA. Typically, this trust relationship is between the
nmobi |l e user and AAA in the MSA's network. Seed information needed to
bootstrap the nobile node is considered in two cases:

0 AAA authentication is nandatory for network access.

0 AAA authentication is not part of network access.

The seed information is described further in Section 8.
7.1. Mbility Service Subscription Scenario

Many commerci al depl oynents are based on the assunption that nobile
nodes have a subscription with a service provider. 1In this scenario
the MN has a subscription with an MSA, also called the honme MSP, for
Mobile I Pv6 service. As stated in Section 6, the MSP is responsible
for setting up a hone agent on a subnet that acts as a Mbile | Pv6
home link. As a consequence, the home MSP should explicitly

aut hori ze and control the whol e bootstrapping procedure.

Since the MN is assuned to have a pre-established trust relationship
with its honme provider, it nust be configured with an identity and
credentials; for instance, an NAl and a shared secret by sone out-
of -band nmeans (i.e., manual configuration) before bootstrapping.

In order to guarantee ubiquitous service, the MN should be able to
bootstrap M Pv6 operations with its home MSP from any possi bl e access
| ocation, such as an open network or a network nmanaged by an ASP

that may be different fromthe MSP and that may not have any pre-
established trust relationship with it.
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7.2. Integrated ASP Network Scenario
In this scenario, the ASA and MSA are the sane entity. The M has
security credentials for access to the network, and these credentials
can al so be used to bootstrap M Pv6.

Figure 1 describes an AAA design exanple for integrated ASP scenario.

I T L +
| | ASP( ASA+NBA) |

+--- -+ +--- - - + +--- -+

| MN|--- | NAS | | HA| |

+--- -+ S e + +--- -+ |
|\ \ |
| \ F----- + \ F-e--- - +
| - | AAA- NA| - | AAA-M P |
| [ + [ S +
oo e e e +

NAS: Network Access Server
AAA- NA: AAA for network access
AAA-M P: AAA for Mbile | P service

Figure 1. Integrated ASP network
7.3. Third-Party MSP Scenari o

Mobility service has traditionally been provided by the sane entity
that aut henticates and aut horizes the subscriber for network access.
This is certainly the only nodel supported by the base Mbile | Pv6
speci fication.

In the third-party nobility service provider scenario, the
subscription for nobility service is made with one entity (the MSA
is for instance, a corporate), but the actual nobility service is
provi ded by yet another entity (such as an operator specializing in
this service, the serving MSP). These two entities have a trust
relationship. Transitive trust anong the nobile node and these two
entities nay be used to assure the participants that they are dealing
with trustworthy peers.

This arrangenent is sinlar to the visited - hone operator roan ng
arrangenent for network access.
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Fi gure 2 describes an exanple of a network for the third-party MSP

scenari o.
S + [ +
| | Serving |
| ASP | | MSP |
+--- -+ S e + | | +----+
| MN|--- | NAS | | | I HAL | 4o +
+----+ +o---- + |===] +----+ | | MBA
| \ | | \ || (e.g., corporate NW |
| e o \ | oo + |
R N B | AAA-M P |
| ] | * |
e + Fomm - I +

Figure 2. Third-Party MSP network
7.4. Infrastructure-less Scenario

Infrastructure refers to network entities |ike AAA Public-Key
Infrastructure (PKI), and Home Location Register (HLR)
"Infrastructure-less" inplies that there is no dependency on any
el ements in the network with which the user has any form of trust
rel ati onshi p.

In such a scenario, there is absolutely no rel ationship between host
and infrastructure.

A good exanple of infrastructure-less environnent for M Pv6
bootstrapping is the IETF network at | ETF neetings. It is possible
that there could be M P6 service available on this network (i.e., a
M Pv6 HA). However, there is not really any AAA infrastructure or
for that matter, any trust relationship that a user attending the
nmeeting has with any entity in the network

This specific scenario is not supported in this docunent. The reason
for this is described in Section 9.

8. Paraneters for Authentication

The following is a list of paraneters that are used as the seed for

t he bootstrappi ng procedure. The paraneters vary dependi ng on

whet her authentication for network access is independent of

aut hentication for nobility services. |If different client identities
are used for network access and nmobility services, authentication for
networ k access is independent of authentication for mobility

services
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Parameter Set 1

In this case, authentication for network access is independent of
aut hentication for nobility services.

If the hone agent address is not known to the nobile node, the
foll owi ng paraneter is needed for discovering the hone agent
addr ess:

* The domain nane or Fully Qualified Domain Name (FQDN) of the
hone agent

This paraneter nmay be derived in various ways, such as (but not
limted to) static configuration, use of the domain name fromthe
network access NAl (even if AAA for network access is not

ot herwi se used), or use of the domain name of the serving ASP
where the domain name nmay be obtained via DHCP in the serving ASP

If the hone agent address is not known but the hone subnet prefix
i s known, Dynanmi c Hone Agent Address Discovery of Mobile | Pv6 may
be used for discovering the hone agent address, and the above
paraneter may not be used.

When the hone agent address is known to the nobile node, the
foll owi ng paraneter is needed for perforning nutual authentication
bet ween t he nobil e node and the home agent by using | KE

* | KE credentials (*)
In the case where the hone agent does not have the entire set of

| KE credentials, the hone agent may comuni cate w th another
entity (for exanple, an AAA server) to perform nutual

authentication in IKE. |In such a case, the I KE credentials
i nclude the credenti als used between the npbil e node and the ot her
entity. In the case where an AAA protocol is used for the

conmuni cati on between the honme agent and the other entity during
the I KE procedure, AAA for Mbile |IPv6 service may be involved in
IKE. If the authentication protocol [RFC4285] is used, the shared
key-based security association with the home agent is needed.

Paraneter Set 2

In this case, sone dependency exists between authentication for
networ k access and authentication for nobility services in that a
security association that is established as a result of

aut hentication for network access is re-used for authentication
for mobility services.
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Al'l required information, including I|KE credentials, is
boot strapped fromthe foll ow ng parameter:

*  Network access credential s(*)

(*) A pair of an NAl and a pre-shared secret is an exanple of a set
of credentials. A pair of an NAl and a public key, which may be
provided as a digital certificate, is another exanple of a set of
credenti al s.

9. Security Considerations

There are two aspects of security for the Mbile | Pv6 bootstrapping
pr obl em

1. The security requirements inposed on the outcome of the
boot st rappi ng process by RFC 3775 and ot her RFCs used by Mbile
| Pv6 for security.

2. The security of the bootstrapping process itself, in the sense of
threats to the bootstrappi ng process inposed by active or passive
att ackers.

Note that the two are related; if the bootstrapping process is
conpromi sed, the |evel of security required by RFC 3775 nmay not be
achi eved.

The followi ng two sections discuss these issues.
9.1. Security Requirenents of Mobile |IPv6

The Mobile I Pv6 specification in RFC 3775 requires the establishnment
of a collection of |IPsec SAs between the hone agent and nobil e node
to secure the signaling traffic for Mbile IP, and, optionally, also
to secure data traffic. The security of an | Psec SA required by the
rel evant | Psec RFCs nust be quite strong. Provisioning of keys and
ot her cryptographic nmaterial during the establishnment of the SA

t hr ough boot strappi ng nust be done in a manner such that authenticity
is proved and confidentiality is ensured. In addition, the
generation of any keying material or other cryptographic material for
the SA nmust be done in a way such that the probability of conpronise
after the SAis in place is nmnimzed. The best way to mninize the
probability of such a conpronmise is to have the cryptographic
material only known or cal cul able by the two end nodes that share the
SA -- in this case, the hone agent and nobile node. |[|f other parties
are involved in establishing the SA (through key distribution, for
exanpl e) the process should follow the constraints designed to
provi de equi val ent security.
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RFC 3775 al so requires a trust relationship, as defined in Section
1.3, between the nobile node and its hone agent(s). This is
necessary, for instance, to ensure that fraudul ent nobile nodes that
attenpt to flood other nmobile nodes with traffic be not only shut off
but tracked down. An infrastructureless relationship as defined in
Section 1.3 does not satisfy this requirenent. Any bootstrapping
solution nust include a trust relationship between nobile node and
nobility service provider. Solutions that depend on an
infrastructurel ess relationship are out of scope for bootstrapping.

Anot her requirenment is that a hone address be authorized to one
specific host at a tinme. RFC 3775 requires this so that ni sbehaving
nmobi | e nodes can be shut down. This inplies that, in addition to the
| Psec SA, the hone agent nust somehow aut horize the nobile node for a
home address. The authorization can be either inplicit (for exanple,
as a side effect of the authentication for nobility service) or
explicit. The authorization can either be done at the time the SAis
created or be dynanmically nmanaged through a first cone, first served
al l ocation policy.

9.2. Threats to the Bootstrappi ng Process

Various attacks are possible on the bootstrappi ng process itself.
These attacks can conpromi se the process such that the RFC 3775
requirenents for Mobile I P security are not net, or they can serve
simply to disrupt the process such that bootstrappi ng cannot be
conpl eted. Here are some possible attacks:

0 An attacking network entity purporting to offer the nobile node a
| egitimate home agent address or bootstrapping for the | Psec SAs
may i nstead offer a bogus hone agent address or configure bogus
SAs that allow the honme agent to steal the nobile node's traffic
or otherw se disrupt the nobile node’s nmobility service.

0 An attacking nobile node may attenpt to steal mobility service by
offering up fake credentials to a bootstrappi ng network entity or
otherwi se disrupting the hone agent’s ability to offer nobility
service.

o0 Aman in the mddle on the |ink between the nobile node and the
boot st rappi ng network entity could steal credentials or other
sensitive information and use that to steal nobility service or
deny it to the legitinmate owner of the credentials. Refer to
Section 7.15 in [RFC3748] and [ AAA- EAP-LLA] for further
i nformati on.
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0 An attacker could arrange for a distributed denial-of-service
attack on the bootstrapping entity, to disrupt legitimte users
from boot strappi ng.

In addition to these attacks, there are other considerations that are
i mportant in achieving a good security design. As nobility and
networ k access authentication are separate services, keys generated
for these services need to be cryptographically separate, to be
separately naned, and to have separate lifetimes. This needs to be
achi eved even though the keys are generated fromthe sane

aut hentication credentials. This is necessary because a nobil e node
nmust be able to nove fromone serving (or roam ng) network access
provi der to another wi thout needing to change its nobility access
provider. Finally, basic cryptographic processes nust provide for

nmul tiple algorithms in order to acconmpdate the wi dely varying

depl oynent needs; the need for replacenent of algorithnms when attacks
becone possible nmust al so be considered in the design
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