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Abstr act

Thi s docunent defines an extension to the Network News Transfer
Protocol (NNTP) that allows a client to indicate an authentication
mechanismto the server, to perform an authentication protocol
exchange, and optionally to negotiate a security |layer for subsequent
protocol interactions during the remai nder of an NNTP sessi on.

Thi s docunent updates and fornalizes the AUTH NFO USER/ PASS
aut henti cati on nmethod specified in RFC 2980 and deprecates the
AUTHI NFO SI MPLE and AUTHI NFO GENERI C aut henti cati on net hods.
Additionally, this docunent defines a profile of the Sinple
Aut hentication and Security Layer (SASL) for NNTP.
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1. Introduction

Al 't hough NNTP [NNTP] has traditionally been used to provide public
access to newsgroups, authentication is often useful for severa

pur poses; for exanple, to control resource consunption, to allow
abusers of the POST conmand to be identified, and to restrict access
to "local" newsgroups.

The ad-hoc AUTHI NFO USER and AUTH NFO PASS conmands, docunented in
[ NNTP- COMMON], provide a very weak authentication mechanismin

wi despread use by the installed base. Due to their ubiquity, they
are formalized in this specification but (because of their
insecurity) only for use in conbination with appropriate security
| ayers.

The ad hoc AUTHI NFO GENERI C conmand, al so docunented in [ NNTP- COVMON]
but nuch | ess ubi quitous, provided an NNTP-specific equival ent of the
generic SASL [SASL] facility. This docunent deprecates AUTH NFO
GENERI C in favor of an AUTHI NFO SASL repl acenment so that NNTP can
benefit from authenticati on nechani sns devel oped for other SASL-
enabl ed application protocols, including Sinple Mail Transfer

Protocol (SMIP) [ SMIP-AUTH], Post O fice Protocol (POP) [POP-AUTH],

I nternet Message Access Protocol (IMAP) [IMAP], Lightweight Directory
Access Protocol (LDAP) [LDAP-AUTH], and Bl ocks Extensive Exchange

Pr ot ocol (BEEP) [ BEEP].

This specification is to be read in conjunction with the NNTP base
specification [NNTP]. Except where specifically stated otherw se, in
the case of a conflict between these two docunents, [NNTP] takes
precedence over this one.

It is also recormended that this specification be read in conjunction
with the SASL base specification [ SASL].

1.1. Conventions Used in This Docunent

The notational conventions used in this docunent are the sanme as
those in [NNTP], and any termnot defined in this document has the
same nmeaning as it does in that one.

The key words "REQUI RED', "MJST", "MJST NOT", "SHOULD', "SHOULD NOT",
"MAY", and "OPTIONAL" in this docunent are to be interpreted as
described in "Key words for use in RFCs to Indicate Requirenent
Level s" [ KEYWORDS] .

Terns related to authentication are defined in "On | nternet
Aut henti cation" [ AUTH].
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In the exanples, commands fromthe client are indicated with [C], and
responses fromthe server are indicated with [S]

2. The AUTHI NFO Ext ensi on

The AUTHI NFO extension is used to authenticate a user. Note that
authorization is a matter of site policy, not network protocol, and
therefore it is not discussed in this docunent. The server

determi nes authorization in whatever manner is defined by its

i npl enment ati on as configured by the site adm ni strator.

Thi s extension provides three new commands: AUTHI NFO USER, AUTHI NFO
PASS, and AUTHI NFO SASL. The capability label for this extension is
AUTHI NFO.

2.1. Advertising the AUTH NFO Ext ension

A server MJST inplenent at |east one of the AUTH NFO USER or AUTHI NFO
SASL conmands in order to advertise the "AUTH NFO' capability | abe

in response to the CAPABILITIES command ([ NNTP] Section 5.2).

However, this capability MJUST NOT be advertised after successfu

aut hentication (see Section 2.2). This capability MAY be advertised
both before and after any use of the MODE READER conmand ([ NNTP]
Section 5.3), with the sane senanti cs.

The AUTHI NFO capability | abel contains an argunent list detailing
whi ch aut henticati on commands are avail abl e.

The "USER" argunent indicates that AUTH NFO USER/ PASS is supported as
defined by Section 2.3 of this docunent. The "USER' argunment MJST
NOT be advertised, and the AUTH NFO USER/ PASS conmands SHOULD NOT be
provi ded, unless a strong encryption |layer (e.g., Transport Layer
Security (TLS) [NNTP-TLS]) is in use or backward conpatibility

di ctat es ot herw se

The "SASL" argunent indicates that AUTH NFO SASL is supported as
defined by Section 2.4 of this docunent. |f the server advertises
the "SASL" argunent, then it MJST al so advertise the "SASL"
capability in response to the CAPABI LI TIES command. The SASL
capability is followed by a whitespace-separated |ist of available
SASL mechani sm nanes.

The server MAY list the AUTHI NFO capability with no argunents, which
indicates that it conplies with this specification and does not
permit any authentication conmands in its current state. |In this
case, the client MUST NOT attenpt to utilize any AUTH NFO comands,
even if it contains logic that m ght otherw se cause it to do so
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(e.g., for backward conpatibility with servers that are not conpliant
with this specification).

Future extensions may add additional arguments to this capability.
Unr ecogni zed argunments MJST be ignored by the client.

As the AUTHI NFO command is related to security, cached results of
CAPABI LI TIES from a previ ous session MJST NOT be relied on, as per
Section 12.6 of [NNTP]. However, a client MAY use such cached
results in order to detect active down-negotiation attacks.

Exanpl e of AUTHI NFO capabilities before and after the use of the
STARTTLS [ NNTP-TLS] extensi on:

[C] CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] I HAVE

[S] STARTTLS

[S] AUTHI NFO SASL

[S] SASL CRAM MD5 DI GEST- MD5 GSSAPI
[S] LIST ACTI VE NEWSGROUPS

[S] .

[C STARTTLS

[S] 382 Continue with TLS negoti ation
[ TLS negoti ati on proceeds, further commands protected by TLS]
[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] | HAVE

[S] AUTHI NFO USER SASL

[S] SASL CRAM MD5 DI GEST- MD5 GSSAPI PLAI N EXTERNAL
[S] LIST ACTI VE NEWSGROUPS

[S] .

2.2. Authenticating with the AUTH NFO Ext ensi on

An NNTP server responds to a client command with a 480 response to
indicate that the client MJST authenticate and/or authorize in order
to use that command or access the indicated resource. Use of the
AUTHI NFO conmand as descri bed below is one such way that a client can
aut henti cate/authorize to the server. The client MAY therefore use
an AUTHI NFO command after receiving a 480 response. A client

i ntending to use an AUTHI NFO conmand SHOULD i ssue the CAPABI LI TI ES
command to obtain the avail abl e aut henti cati on conmands and

mechani sns before attenpting authentication.
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If a server advertises the AUTHI NFO capability, a client MAY attenpt
the first step of authentication at any tine during a session to
acquire additional privileges w thout having received a 480 response.
Servers SHOULD accept such unsolicited authentication requests. A
server MJST NOT under any circunstances reply to an AUTH NFO comrand
with a 480 response.

A client MJUST NOT under any circunstances continue with any steps of
aut henti cation beyond the first, unless the response code fromthe
server indicates that the authentication exchange is welconed. In
particul ar, anything other than a 38x response code indicates that
the client MUST NOT continue the authentication exchange.

After a successful authentication, the client MJST NOT i ssue anot her
AUTHI NFO command in the sane session. A server MJST NOT return the
AUTHI NFO capability in response to a CAPABI LI TIES command, and a
server MJST reject any subsequent AUTHI NFO commands with a 502
response. Additionally, the client MUST NOT i ssue a MODE READER
conmand after authentication, and a server MJUST NOT advertise the
MODE- READER capabi lity.

In agreenent with [ SASL], the server MJST continue to advertise the
SASL capability in response to a CAPABILITIES conmand with the same
list of SASL mechanisns that it did before authentication (thereby
enabling the client to detect a possible active down-negotiation
attack). Oher capabilities returned in response to a CAPABILITIES
conmand received after authentication MAY be different fromthose
returned before authentication. For exanple, an NNTP server may not
want to advertise support for a specific extension unless a client
has been aut henti cat ed.

Note that a server may perform a successful authentication exchange
with a client and yet still deny access to sone or all resources; the
per manent 502 response indicates that a resource is unavail able even
t hough aut hentication has been perforned (this is in contrast to the
tenporary 480 error, which indicates that a resource is unavail able
now but may becone avail abl e after authentication).

2.3. AUTH NFO USER/ PASS Conmmand
This section supersedes the definition of the AUTH NFO USER and

AUTHI NFO PASS commands as docunented in Section 3.1.1 of
[ NNTP- COMMVON .
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2.3.1. Usage
These commands MJUST NOT be pi pel i ned.

Synt ax
AUTHI NFO USER user nane
AUTHI NFO PASS password

Responses
281 Authentication accepted
381 Password required [1]
481 Authentication failed/rejected
482 Aut hentication commands issued out of sequence
502 Conmand unavail abl e [2]

[1] Only valid for AUTH NFO USER. Note that unlike traditional 3xx
codes, which indicate that the client may continue the current
conmand, the | egacy 381 code neans that the AUTH NFO PASS
command nust be used to conpl ete the authentication exchange.

[2] If authentication has already occurred, AUTH NFO USER/ PASS are
not valid commands (see Section 2.2).

NOTE: Notwi t hstandi ng Section 3.2.1 of [NNTP], the server MJST
NOT return 480 in response to AUTH NFO USER/ PASS

Par anmet ers
user nane
password

string identifying the user/client
string representing the user’s password

2.3.2. Description

The AUTHI NFO USER and AUTHI NFO PASS commands are used to present

clear text credentials to the server. These credentials consist of a
usernanme or a usernane plus a password (the distinction is that a
password is expected to be kept secret, whereas a usernane is not;
this does not directly affect the protocol but may have an inpact on
user interfaces). The username is supplied through the AUTH NFO USER
command, and the password through the AUTH NFO PASS command.

If the server requires only a usernane, it MJST NOT give a 381
response to AUTHI NFO USER and MJST give a 482 response to AUTH NFO
PASS.

If the server requires both usernanme and password, the former MJST be
sent before the latter. The server will need to cache the username
until the password is received; it MAY require that the password be
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sent in the i mediately next command (in other words, only caching
the username until the next conmand is sent). The server

- MJST return a 381 response to AUTHI NFO USER

- MJST return a 482 response to AUTHINFO PASS if there is no cached
user namne;

- MJST use the argunent of the nost recent AUTHI NFO USER f or
aut henti cation; and

- MJST NOT return a 381 response to AUTH NFO PASS.

The server MAY determ ne whether a password is needed for a given
usernanme. Thus the same server can respond with both 381 and ot her
response codes to AUTHI NFO USER

Shoul d the client successfully present proper credentials, the server
issues a 281 reply. |If the server is unable to authenticate the
client, it MJST reject the AUTH NFO USER/ PASS comrand with a 481
reply. |f an AUTHH NFO USER/ PASS comand fails, the client MAY
proceed w thout authentication. Alternatively, the client MAY try
anot her aut henticati on mechani smor present different credentials by
i ssui ng anot her AUTH NFO comand.

The AUTHI NFO PASS command pernits the client to use a clear-text
password to authenticate. A conpliant inplenentation MIUST NOT

i npl ement this command without also inplenenting support for TLS

[ NNTP-TLS]. Use of this command wi thout an active strong encryption
|l ayer is deprecated, as it exposes the user’s password to all parties
on the network between the client and the server. Any inplenentation
of this command SHOULD be configurable to disable it whenever a
strong encryption layer (such as that provided by [NNTP-TLS]) is not
active, and this configuration SHOULD be the default. The server
will use the 483 response code to indicate that the datastreamis
insufficiently secure for the command being attenpted (see Section
3.2.1 of [NNTP]).

Note that a server MAY (but is not required to) allow white space
characters in usernanes and passwords. A server inplenentation MAY
blindly split command argunents at white space and therefore may not
preserve the exact sequence of white space characters in the usernane
or password. Therefore, a client SHOULD scan the usernane and
password for white space and, if any is detected, warn the user of
the likelihood of problems. The SASL PLAIN [ PLAIN] nechanismis
recomended as an alternative, as it does not suffer fromthese

i ssues.
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Al'so note that historically the usernanme is not canonicalized in any
way. Servers MAY use the [SASLprep] profile of the [StringPrep]
algorithmto prepare usernanmes for conparison, but doing so may cause
interoperability problens with | egacy inplenentations. |If

canoni calization is desired, the SASL PLAIN [ PLAIN] mechanismis
reconmended as an alternative.

2.3.3. Exanples
Exanpl e of successful AUTH NFO USER:

[C AUTH NFO USER wi | na
[S] 281 Authentication accepted

Exanpl e of successful AUTH NFO USER/ PASS:

[C AUTHI NFO USER fred

[S] 381 Enter passphrase

[C] AUTHI NFO PASS flintstone
[S] 281 Authentication accepted

Exanpl e of AUTHI NFO USER/ PASS requiring a security |ayer:

[C] AUTHI NFO USER fred@t onecanyon. exanpl e. com
[S] 483 Encryption or stronger authentication required

Exanpl e of failed AUTH NFO USER/ PASS:

[C] AUTHI NFO USER bar ney

[S] 381 Enter passphrase

[C] AUTHI NFO PASS flintstone
[S] 481 Authentication failed

Exanpl e of AUTHI NFO PASS bef ore AUTHI NFO USER:

[C] AUTHI NFO PASS flintstone
[S] 482 Authentication commands issued out of sequence

2.4. AUTH NFO SASL Conmand

This section defines a formal profile of the Sinple Authentication
and Security Layer [SASL]. The use of the AUTH NFO GENERI C conmand
as docunented in Section 3.1.3 of [NNTP-COMWON], as a way to perform
SASL aut hentication, is deprecated in favor of the AUTH NFO SASL
conmand. A server SHOULD NOT advertise AUTHI NFO GENERIC in the 1i st
of capabilities returned by CAPABI LI TIES.
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2.4.1. Usage
Thi s command MUST NOT be pi pel i ned.

Synt ax
AUTHI NFO SASL nechanism[initial-response]

This command MAY exceed 512 octets. The maxi numlength of this
command is increased to that which can acconmodate the |argest
encoded initial response possible for any of the SASL nechani sns
supported by the inplenentation

Responses
281 Aut henti cati on accepted
283 challenge  Authentication accepted (with success data) [1]
383 chal | enge Continue with SASL exchange [1]

481 Aut hentication failed/rejected
482 SASL protocol error
502 Command unavai |l abl e [ 2]

[1] These responses MAY exceed 512 octets. The maxi mum | ength of
these responses is increased to that which can accommodat e the
| argest encoded chal | enge possible for any of the SASL
mechani snms supported by the inplenentation

[2] If authentication has already occurred, AUTH NFO SASL is not a
valid comuand (see Section 2.2).

NOTE: Notwi t hstandi ng Section 3.2.1 of [NNTP], the server MJST
NOT return 480 in response to AUTHH NFO SASL.

Par amet er s
mechani sm = String identifying a [ SASL] authentication

mechani sm

Optional initial client response.

If present, the response MJST be encoded as

specified in Section 4 of [BASE64]. [ 3]

chal | enge = Server chall enge
The chal | enge MUST be encoded as specified
in Section 4 of [BASE64].

initial-response

[3] This argunment MAY exceed 497 octets. The maxi mnum | ength of
this argunent is increased to that which can accommpdate the
| argest encoded initial response possible for any of the SASL
nmechani sms supported by the inplenentation
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2.4.2. Description

The AUTHI NFO SASL command initiates a [ SASL] exchange between the
client and the server. The client identifies the SASL nmechanismto
be used with the first paraneter of the AUTH NFO SASL command. |If
the server supports the requested authentication nmechanism it
perforns the SASL exchange to authenticate the user. Optionally, it
al so negotiates a security layer for subsequent protocol interactions
during this session. |If the requested authentication nmechanismis
invalid (e.g., is not supported), the server rejects the AUTH NFO
SASL command with a 503 reply (see Section 3.2.1 of [NNTP]). If the
requested authentication nechanismrequires an encryption |layer, the
server rejects the AUTH NFO SASL conmmand with a 483 reply (see
Section 3.2.1 of [NNTP]).

The service nane specified by this protocol’s profile of SASL is
"nnt p".

The SASL exchange consists of a series of server challenges and
client responses that are specific to the chosen [ SASL] nechani sm

A server challenge is sent as a 383 reply with a single argunent
cont ai ni ng the [ BASE64]-encoded string supplied by the SASL
mechani sm A server challenge that has zero |l ength MUST be sent as a
single equals sign ("=") and MJST be included (in order to conply
with the [NNTP] requirenment that responses always have the sane
number of argunents).

A client response consists of a |ine containing a [ BASE64] - encoded
string. A client response that has zero | ength MUST be sent as a
single equals sign ("=") and MJST be included (for consistency with
the server challenge format). |If the client wi shes to cancel the
aut henti cation exchange, it issues a line with a single "*". If the
server receives such a response, it MJST reject the AUTH NFO SASL
command by sending a 481 reply.

Not e that these [ BBASE64]-encoded strings can be nuch | onger than
normal NNTP responses. Clients and servers MJIST be able to handl e
t he maxi mum encoded size of chall enges and responses generated by
their supported authentication mechanisms. This requirenment is

i ndependent of any line length Iimtations the client or server may
have in other parts of its protocol inplenentation

The optional initial response argunment to the AUTH NFO SASL command
is used to save a round trip when using authentication nmechani sns
that support an initial client response. |If the initial response
argunent is onmtted and the chosen nechanismrequires an initia
client response, the server MJIST proceed as defined in section 5.1 of
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[SASL]. In NNTP, a server challenge that contains no data is
equivalent to a zero-length challenge and is encoded as a single
equals sign ("=").

Note that the [BASE64]-encoded initial response argunent can exceed
497 octets, and therefore that the AUTH NFO SASL command can exceed
512 octets. dients SHOULD and servers MJST be able to handl e the
maxi mrum encoded size of initial responses possible for their
supported authentication mechanisms. This requirenent is independent
of any conmmand or argunent length limtations the client or server
may have in other parts of its protocol inplenentation

If use of the initial response argunent woul d cause the AUTH NFO SASL
command to exceed 512 octets, the client MAY choose to onit the
initial response paraneter (and instead proceed as defined in Section
5.1 of [SASL]).

If the client is transnmitting an initial response of zero length, it
MUST instead transnmt the response as a single equals sign ("=").
This indicates that the response is present, but that it contains no
dat a.

If the client uses an initial-response argunent to the AUTH NFO SASL
command with a SASL nechani smthat does not support an initial client
response, the server MJST reject the AUTH NFO SASL command with a 482

reply.

If the server cannot [BASE64] decode any client response, it MJST
reject the AUTH NFO SASL command with a 504 reply (see Section 3.2.1
of [NNTP]). If the client cannot BASE64 decode any of the server’'s
chal | enges, it MJST cancel the authentication using the "*" response.
In particular, servers and clients MJST reject (and not ignore) any
character not explicitly allowed by the BASE64 al phabet, and they
MUST reject any sequence of BASE64 characters that contains the pad
character (’=") anywhere other than the end of the string (e.qg.
"=AAA" and "AAA=BBB" are not all owed).

The aut horization identity generated by this [ SASL] exchange is a
simpl e usernanme, and both client and server MJST use the [ SASLprep]
profile of the [StringPrep] algorithmto prepare these nanes for
transm ssion or conparison. |If preparation of the authorization
identity fails or results in an enpty string (unless it was
transmitted as the enpty string), the server MIUST fail the
authentication with a 481 reply.

Shoul d the client successfully conplete the exchange, the server

i ssues either a 281 or a 283 reply. |If the server is unable to
authenticate the client, it MJST reject the AUTHI NFO SASL conmand
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with a 481 reply. |If an AUTH NFO SASL command fails, the client NMAY
proceed without authentication. Alternatively, the client MAY try
anot her aut hentication nmechanism or present different credentials by
i ssui ng anot her AUTHI NFO comand.

If the SASL nechani smreturns additional data on success (e.g.
server authentication), the NNTP server issues a 283 reply with a
singl e argunment containing the [ BASE64]-encoded string supplied by
the SASL nechanism |If no additional data is returned on success,
the server issues a 281 reply.

If a security layer is negotiated during the SASL exchange, it takes
effect for the client on the octet immediately follow ng the CRLF
that concludes the | ast response generated by the client. For the
server, it takes effect inmediately following the CRLF of its success

reply.

When a security layer takes effect, the NNTP protocol is reset to the
state inmmedi ately after the initial greeting response (see 5.1 of
[NNTP]) has been sent, with the exception that if a MODE READER
conmand has been issued, the effects of it (if any) are not reversed.
The server MUST discard any know edge obtained fromthe client, such
as the current newsgroup and article nunber, that was not obtained
fromthe SASL negotiation itself. Likew se, the client SHOULD

di scard and MUST NOT rely on any know edge obtained fromthe server
such as the capability list, that was not obtained fromthe SASL
negotiation itself. (Note that a client MAY conpare the advertised
SASL mechani snms before and after authentication in order to detect an
active down-negotiation attack.)

When both TLS [ NNTP-TLS] and SASL security layers are in effect, the
TLS encodi ng MIST be applied after the SASL encoding (the cleartext
data is always SASL encoded first, and then the resultant data is TLS
encoded) .

To ensure interoperability, client and server inplenentations of this
ext ensi on MJST i npl enent the [ D GEST- MD5] SASL nechani sm

I f AUTH NFO USER/ PASS and AUTHI NFO SASL are both inplenented, the
SASL [PLAIN] mechani sm SHOULD al so be inpl enented, as the
functionality of DIGEST-MD5 is insufficient for sone environnments
(e.g., the server may need to pass off the plaintext password to an
external authentication service). The SASL PLAIN nmechanismis
preferred over AUTH NFO USER, even if there is not a strong
encryption layer active, because it elinmnates limitations that
AUTHI NFO USER/ PASS has with regards to the use of white space
characters being used in usernames and passwords.
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2.4.3. Exanples

Exanpl e of the [PLAIN] SASL nechani sm under a TLS Il ayer, using an
initial client response:

[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] STARTTLS

[S] AUTHI NFO SASL

[S] SASL CRAM MD5 DI GEST- MD5 GSSAPI

[S] LIST ACTI VE NEWSGROUPS

[s] .

[C STARTTLS

[S] 382 Continue with TLS negoti ation

[ TLS negoti ati on proceeds, further commands protected by TLS]
[C CAPABILITIES

[S] 101 Capability list:

[S] VERSION 2

[S] READER

[S] AUTHI NFO USER SASL

[S] SASL CRAM MD5 DI GEST- MD5 GSSAPI PLAI N EXTERNAL
[S] LIST ACTI VE NEWSGROUPS

[S] .

[C] AUTH NFO SASL PLAIN AHRI c3QAMII zNA==
[S] 281 Authentication accepted

Exanpl e of the EXTERNAL SASL nechani sm under a TLS |ayer, using the
aut hori zation identity derived fromthe client TLS certificate, and
thus a zero-length initial client response (conmands prior to

AUTHI NFO SASL are the sane as the previous exanple and have been
omitted):

[C AUTH NFO SASL EXTERNAL =
[S] 281 Authentication accepted

Exanpl e of the [ DI GEST- MD5] SASL nechani sm which includes a server
chal | enge and server success data (white space has been inserted for
clarity; base64-encoded data is actually sent as a single line with
no enbedded white space):

[C AUTH NFO SASL DI GEST- MD5

[S] 383 bmBuY2WII nNhe UFPaENFS0dJ ZFBNSEMMI3Rs ZUxx TOI j TOKyd1FZSWJO
enpl QXR1aVE9Il i xyZWFsbTOi ZWFnbCGUUb2NI YWshLm\vbSI scVWwPSJhdXRo
LGF1dCGgt aWbOLGF1dGgt Y29uZi | s Y2l waGVyPSJyYzQt NDAscnVDLTU2LHJj
NCxkZXMs MRl cyl sbWFAYnVnPTQAMOTYsY2hhenNl dD11dGYt OCxhbGdveni 0
aGD9bWRLLXN c3M=
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[C dXN cnbhbWWOI nRI ¢3Q LHII YWkt PSJI YWdsZS5vY2VhbnEuY29t | i xub25j
ZTOi c2F5QUI0QOVLROI KUELl QzB3dGxI THFPSWNPSTJ3UVI JZTR6emvBdHVp
UTOi LGNub25j ZT0i MFkzSI FWM RnOVN RA wK08xU1ZDWVHIoVntvLyt kbk9J
aUd6LzdDZUSKODOi LGsj PTAMVDAWVDAX LHFv c D1Lhd XRoLWNv bniYs Y21 waGvy
PXJj NCxt YXhi dWY9MIAy NCxkaWdl c3Q dXJIpPSJubnRwL2xvY2Fsa®@zdCl s
cnmvVzcXuc2U9ZDQz Y2 Y2 NmNnZES MDNOW/i MDMLNMMAVOGEZ ZG wWZj | =

[S] 283 cnNwYXV0aD1kZTJI MTl 3ZTVhODFj ZCELMRQBN2Fj ZGEZNWNKZTgz YQ==

Exanpl e of a failed authentication due to bad [ GSSAPI] credential s.
Not e that al though the nechanismcan utilize the initial response,
the client chooses not to use it because of its length, resulting in
a zero-length server challenge (here, white space has been inserted
for clarity; base64-encoded data is actually sent as a single line
with no enbedded white space):

[C AUTHI NFO SASL GSSAPI

[S] 383 =

[C YIICOAYJIKoZI hve SAQ CAQBuggl nM | Cl 6 ADAgEFoQMCAQGT BMVFACAAAAC
ggE/ YYI BOz CCATegAWM BBaEYGxZURVNULKk5FVC5J UOMUVVBFTk4uRURVoi Qw
| gADAgEDoRsWCGRs Ebmv3cxs RbmVObniv3cy51cGvubi 51 ZHW ge8wgeygAwl B
EKEDAgECooHf Bl He SQF LKC8vnRi 17EXmomwk6hHvj BY/ BnKnvvDTr bno3198
vl X2RSUt +C uAKhcDcj 4DWOgvZEqH7t 5v9yWedzzt | paThebBat 6hQNr ONJP
ozhl/ +74HUWMGM50KE j uf t O ft BqONTuYKgl q6PMAt p2ddoll f pj f ANROE
95GFi 3y1uBT7] QOat QbRIUj PSCBi j due9V7cNNVmYsBsgNsaHhvI BJEXF 4W
dj H8y G+Dw/ gX8f UTt C5f DpB5zLt 01nk SXh6We4UhqQ wZBI 2t / +TpX1lokbg6
Hr 1ZZupeH6SBy|j CBx6 ADAgGEQu0G Bl GBGhCnt XW qhXh48dGTLHQJ 04K5F]
RMVH2gPShi ha9l q0osqR2KANQAGLI oWyx U+6y PKpBDSC5WOT44 1f Uf kVBi AL
kVBuUNc+l uFCGecnDsacr mnoVU7 Y6 Ak cp9nv Fni7or Rc+TWBWPpBg30OR20G3ATWD
ONAZ8TTO6VOLVXI MUTI NKdYVI / Ja7f 3sy+/ NALGkJqScCQOM o5t f DWh/ UQF
i TWO52wW435r H8pj y2smCnqCLl4v3NVAWTU4j +dz HUNw=

[S] 481 Authentication error

Exanpl e of a client aborting in the m dst of an exchange:
[C] AUTH NFO SASL GSSAPI
[S] 383 =
[q *
[S] 481 Authentication aborted as requested

Exanpl e of attenpting to use a nechanismthat is not supported by the
server:

[C AUTHI NFO SASL EXAMPLE
[S] 503 Mechani sm not recognized

Vi nocur, et al. St andards Track [ Page 15]



RFC 4643 NNTP Aut henti cati on Cct ober 2006

Exanpl e of attenpting to use a nechanismthat requires a security
| ayer:

[C AUTHI NFO SASL PLAIN
[S] 483 Encryption or stronger authentication required

Exanpl e of using an initial response with a nechanismthat doesn’'t
support it (the server must start the exchange when using
[ CRAM MD5] ) :

[C AUTHI NFO SASL CRAM MD5 AHRI c3QAMII zNA==
[S] 482 SASL protocol error

Exanpl e of an authentication that failed due to an incorrectly
encoded response:

[C] AUTHI NFO SASL CRAM MD5

[S] 383 PDEINDE2Nz(BMy4zM Y4MzE3QHRI ¢3RAZXhhbXBsZS5j b20+
[C] abcd=efg

[S] 504 Base64 encoding error

3. Augnented BNF Syntax for the AUTH NFO Ext ensi on

This section describes the formal syntax of the AUTHI NFO ext ensi on
using ABNF [ABNF]. It extends the syntax in Section 9 of [NNTP], and
non-termnals not defined in this docunent are defined there. The

[ NNTP] ABNF should be inported first before attenpting to validate

t hese rul es.

3.1. Conmands

This syntax extends the non-terninal "command", which represents an
NNTP command.

command =/ aut hi nf o-sasl -conmand /
aut hi nf o- user - conmand /
aut hi nf o- pass- command

aut hi nfo-sasl -command = "AUTHI NFO' WS "SASL" W5 nechani sm
[W5 initial-response]

aut hi nfo-user-conmmand = "AUTH NFO' W5 "USER' WS user nane

aut hi nf o- pass-comand = "AUTH NFO' W5 "PASS' W5 passwor d

initial-response = base64-opt
username = l*user-pass-char
password = 1*user - pass-char
user - pass-char = B-CHAR
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NOTE: a server inplenentation MAY parse AUTH NFO USER and AUTH NFO
PASS specially so as to allow white space to be used within the
usernanme or password. Such inplenentations accept the additiona
syntax (making these two itenms inconsistent with "token" in Section
9.8 of [NNTP]):

user - pass-char =/ SP / TAB
In doing so, the granmar can becone anbi guous if the usernanme or
password begins or ends with white space. To solve this anbiguity,
such inplementations typically treat everything after the first white
space character follow ng "USER'/"PASS', up to, but not including,
the CRLF, as the usernane/ password

3.2. Commrand Conti nuation
This syntax extends the non-term nal "conmand-continuation”, which
represents the further naterial sent by the client in the case of
mul ti-stage comuands
conmand- conti nuati on =/ aut hi nfo-sasl -383-conti nuation
aut hi nf o- sasl - 383-conti nuation = ("*" / base64-opt) CRLF

3.3. Responses

This syntax extends the non-terminal "initial-response-content”,
whi ch represents an initial response line sent by the server.

initial-response-content =/ response-283-content /
response- 383- cont ent

"283" SP base64
"383" SP base64- opt

response- 283- cont ent
r esponse- 383- cont ent

3.4. Capability Entries

This syntax extends the non-terninal "capability-entry", which
represents a capability that may be advertised by the server

capability-entry =/ authinfo-capability /
sasl -capability

aut hi nfo-capability = "AUTH NFO' *(WS aut hi nf o-vari ant)

aut hi nfo-variant = "USER' / " SASL"
sasl -capability = "SASL" 1*(W5 nmechani sm
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3.5. Ceneral Non-term nals

base64-opt = "=" |/ base64
nmechani sm = 1*20nech- char
nmech-char = UPPER/ DIGQT/ "-" [ " "

4., Sunmary of Response Codes

This section contains a |list of each new response code defined in
this docunent and indicates whether it is nulti-Iline, which comands
can generate it, what argunents it has, and what its neaning is.

Response code 281
Cenerated by: AUTH NFO USER, AUTHI NFO PASS, AUTH NFO SASL
Meani ng: aut hentication accepted

Response code 283
CGenerated by: AUTH NFO SASL
1 argunent: chall enge
Meani ng: aut hentication accepted (with success data)

Response code 381
Cenerated by: AUTH NFO USER
Meani ng: password required via AUTH NFO PASS conmand. Note
that this code is used for backwards conpatibility and does
not conformto the traditional use of 3xx codes.

Response code 383
Cenerated by: AUTH NFO SASL
1 argunent: chall enge
Meani ng: continue with SASL exchange

Response code 481
Generated by: AUTH NFO USER, AUTHI NFO PASS, AUTHI NFO SASL
Meani ng: aut hentication failed/rejected

Response code 482
CGenerated by: AUTH NFO USER, AUTHI NFO PASS, AUTH NFO SASL
Meani ng: aut hentication comrands issued out of sequence or
SASL protocol error

5. Authentication Tracki ng/Loggi ng
This section contains inplenentation suggestions and notes of best

current practice; it does not specify further network protoco
requirenents
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Once authenticated, the authorization identity presented in the

AUTHI NFO exchange (usernane when usi ng USER/ PASS) SHOULD be i ncl uded
in an audit trail associating the identity with any articles supplied
during a POST operation, and this configurati on SHOULD be the
default. This may be acconplished, for exanple, by inserting headers
in the posted articles or by a server |ogging nechanism The server
MAY provide a facility for disabling the procedure described above,
as sonme users or administrators may consider it a violation of
privacy.

6. Security Considerations
Security issues are discussed throughout this neno.

In general, the security considerations of [SASL] and any i npl enent ed
SASL mechani sns are applicable here; only the nost inportant are

hi ghli ghted specifically below. Al so, this extension is not intended
to cure the security considerations described in section 12 of

[ NNTP]; those considerations renain relevant to any NNTP

i mpl enent ati on.

Before the [ SASL] negotiation has begun, any protocol interactions
may have been perforned in the clear and nay have been nodified by an
active attacker. For this reason, clients and servers MJST discard
any sensitive know edge obtained prior to the start of the SASL
negoti ati on upon the establishment of a security layer. Furthernore,
t he CAPABI LI TI ES conmand SHOULD be re-issued upon the establishnment
of a security layer, and other protocol state SHOULD be re-negoti ated
as wel | .

Servers MAY inpl enent a policy whereby the connection is dropped
after a nunmber of failed authentication attenpts. |If they do so,
they SHOULD NOT drop the connection until at least 3 attenpts at
aut henti cati on have fail ed.

| mpl enent ati ons MUST support a configuration where authentication
mechani snms that are vul nerabl e to passive eavesdroppi ng attacks (such
as AUTHI NFO USER/ PASS and SASL [PLAIN]) are not advertised or used

wi t hout the presence of an external security layer such as TLS

[ NNTP-TLS], and this configuration SHOULD be the default.

When mul tiple authenticati on nechanisns are permitted by both client
and server, an active attacker can cause a down-negotiation to the
weakest mechanism For this reason, both clients and servers SHOULD
be configurable to forbid use of weak nechanisns. The m ni nrum
strength acceptable is a policy decision that is outside the scope of
this specification.
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7. | ANA Consi derati ons

7.1. | ANA Consi derations for SASL/ GSSAPlI Services

The |1 ANA has regi stered the SASL/ GSSAPI service nane "nntp". This

service nane refers to authenticated use of Usenet news service when

it is provided via the [ NNTP] protocol

o Published Specification: This docunent.

o Contact for Further Information: Authors of this docunent.
0 Change Controller: |IESG <iesg@etf.org>.

7.2. | ANA Consi derations for NNTP Extensions

This section gives a fornmal definition of the AUTH NFO extension

required by Section 3.3.3 of [NNTP] for the | ANA registry.

0 This extension provides an extensible nmechani smfor NNTP
aut hentication via a variety of nethods.

0 The capability label for this extension is "AUTH NFO'

0 The "AUTHI NFO' capability |abel has two possible optiona
argunents, "USER' and "SASL" (as defined in Section 2.1),

as

i ndi cating which variants of the AUTH NFO conmand are support ed.

o This extension al so provides the "SASL" capability | abel, whose

argunents list the avail able SASL nechani sns.

0 This extension defines three new conmands, AUTH NFO USER, AUTHI NFO
PASS, and AUTHI NFO SASL, whose behavi or, argunents, and responses

are defined in Sections 2.3 and 2. 4.

0 This extension does not associate any new responses with pre-
exi sting NNTP comands.

o This extension may affect the overall behavior of both server and

client in that the AUTH NFO SASL conmmand may require that
subsequent comunication be transnmitted via an intermedi ary
security |ayer.

o The length of the AUTH NFO SASL command (as defined in this
docunent) may exceed 512 octets. The nmaxi mumlength of this

command is increased to that which can acconmodate the |argest

initial response possible for any of the SASL nechani sns supported

by the inplenentation
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0 This extension defines two new responses, 283 and 383, whose
| engt hs may exceed 512 octets. The maximum |l ength of these
responses is increased to that which can accommodate the | argest
chal | enge possible for any of the SASL mechani snms supported by the
i mpl enent ati on.

0 This extension does not alter pipelining, but AUTH NFO comuands
cannot be pi pelined.

o0 Use of this extension nmay alter the capabilities list; once the
AUTHI NFO conmand has been used successfully, the AUTH NFO
capability can no | onger be advertised by CAPABI LI TIES.

Addi tionally, the MODE- READER capability MJST NOT be advertised
after successful authentication.

0 This extension does not cause any pre-existing command to produce
a 401, 480, or 483 response.

0 This extension is unaffected by any use of the MODE READER
command; however, the MODE READER command MJUST NOT be used in the
sanme session follow ng successful authentication

o Published Specification: This docunent.

0o Contact for Further Information: Authors of this docunent.

0 Change Controller: |ESG <iesg@etf.org>
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