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Abstract
Thi s docunent provides requirenents for Layer 2 Provider-Provisioned
Virtual Private Networks (L2VPNs). It first provides taxonony and
term nol ogy and states generic and general service requirenents. It

covers point-to-point VPNs, referred to as Virtual Private Wre
Service (VPW5), as well as nultipoint-to-multipoint VPNs, also known
as Virtual Private LAN Service (VPLS). Detailed requirenents are
expressed fromboth a custoner as well as a service provider
perspecti ves.
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1. Introduction
This section describes the scope and outline of the docunent.
1.1. Scope of This Documnent

Thi s docunent provides requirenents for provider-provisioned Layer 2
Virtual Private Networks (L2VPN). It identifies requirements that
MAY apply to one or nore individual approaches that a Service
Provider (SP) may use for the provisioning of a Layer 2 VPN service.
The content of this docunent nakes use of the term nol ogy defined in
[ RFC4026] and conmon conponents for deploying L2VPNs described in

[ RFC4664] .

The technical specifications to provide L2VPN services are outside
the scope of this docunent. The framework docunent [RFC4664] and
several other documents, which explain technical approaches providing
L2VPN servi ces, such as [VPLS LDP], [VPLS BGP], and [IPLS], are
avai l able to cover this aspect.

Thi s docunent describes requirenments for two types of L2VPNs: (1)
Virtual Private Wre Service (VPW5), and (2) Virtual Private LAN
Service (VPLS). The approach followed in this docunent distinguishes
L2VPN types as to how the connectivity is provided (point-point or

mul tipoint-nultipoint), as detailed in [ RFC4664].

This docunent is intended as a "checklist" of requirenents that wll
provide a consistent way to eval uate and docunment how wel |l each

i ndi vi dual approach satisfies specific requirenents. The
applicability statenent docunment for each individual approach should
docunment the results of this evaluation

In the context of provider-provisioned VPNs, there are two entities
i nvol ved in operation of such services, the Provider and the
Customer. The Provider engages in a binding agreement with the
Custonmer as to the behavior of the service in a nornmal situation as
well as in exceptional situations. Such agreenent is known as
Service Level Specification (SLS), which is part of the Service Leve
Agreenent (SLA) established between the Provider and the Custoner

A proper design of L2VPNs aids fornulation of SLSes in that it

provi des nmeans for proper separation between Custoner Edge (CE) and
Provi der Edge (PE), allows proper execution of the SLS offer, and
supports a flexible and rich set of capabilities.

Thi s docunent provides requirenents fromboth the Provider’s and the

Customer’s point of view. It begins with common custoner’s and
service provider’s point of view, followed by a custoner’s
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4.

4.

perspective, and concludes with specific needs of an SP. These
requi renents provide high-level L2VPN features expected by an SP in
provi sioning L2VPNs, which include SP requirements for security,
privacy, manageability, interoperability, and scalability.

2. Qutline

The outline of the rest of this docunment is as follows. Section 4
provi des definitions and taxonony. Section 5 provides conmon
requirenents that apply to both customer and SP, respectively.
Section 6 states requirenments froma custonmer perspective. Section 7
states network requirenents froman SP perspective. Section 8 states
SP managenent requirenents. Section 9 describes the engineering
requirenents, particularly control and data plane requirenents.
Section 10 provides security considerations. Section 11 lists
acknow edgenments. Section 12 provides a list of references cited
her ei n.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Contributing Authors

Thi s docunent was the conbined effort of several individuals. The
followi ng are the authors that contributed to this docunent:

Wal demar Augustyn

Marco Carug

G les Heron

Vach Kompell a

Marc Lasserre

Pascal Menezes

Ham d Qul d- Brahi m

Ti ssa Senevirat hne

Yeti k Serbest

Definitions and Taxonony
1. Definitions

The term nol ogy used in this docunent is defined in [ RFC4026]. The
L2VPN framewor k docurment [RFC4664] further describes these concepts
in the context of a reference nodel that defines |ayered service
rel ati onshi ps between devices and one or nore | evels of tunnels.
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4.2. Taxonony of L2VPN Types

The requirenments distinguish two maj or L2VPN nodel s, a Virtua
Private Wre Service (VPW5), and a Virtual Private LAN Service
(VPLS).

The foll owi ng di agram shows an L2VPN ref erence nodel

+----- + +----- +
+ CE1 +--+ +---| CE2 |
+o---- 2 | +o---- +
L2VPN A |  +----+ oo+ L2VPN A
+--| PE|--- Service ---| PE|[--+
oo+ Provi der +----+
/. Backbone o\ - I\ -
+----- + . | . \ I\ \ +----- +
+ CE4 +--+ . | . +--\ Access \----| CE5
- + . +----+ . | Network | - +
L2VPN B ... | PE|......... \ / L2VPN B
+----+ L
| |
| |
+--- - - + |
| CE3 | +-- Logi cal switching instance
+--m - - +
L2VPN A

Figure 1. L2VPN Reference Model
4.3. VPWS

The PE devices provide a | ogical interconnect such that a pair of CE
devi ces appears to be connected by a single |logical Layer 2 circuit.
PE devices act as Layer 2 circuit switches. Layer 2 circuits are
then mapped onto tunnels in the SP network. These tunnels can either
be specific to a particular VPW5, or be shared anong severa

services. VPW5 applies for all services, including Ethernet, ATM
Frame Relay, etc. |In Figure 1, L2VPN B represents a VPW5 case

Each PE device is responsible for allocating custoner Layer 2 franes

to the appropriate VPW5 and for proper forwarding to the intended
desti nati ons.
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4. 4. VPLS

In case of VPLS, the PE devices provide a logical interconnect such
that CE devices belonging to a specific VPLS appear to be connected
by a single LAN. End-to-end VPLS consists of a bridge nodule and a
LAN enul ati on nodul e ([ RFC4664]). A VPLS can contain a single VLAN
or multiple VLANs ([IEEE 802.1Q ). A variation of this service is

| PLS ([ RFC4664]), which is linmted to supporting only custoner |IP
traffic.

In a VPLS, a custoner site receives Layer 2 service fromthe SP. The
PE is attached via an access connection to one or nore CEs. The PE
perfornms forwardi ng of user data packets based on information in the
Layer 2 header, such as a MAC destination address. In Figure 1

L2VPN A represents a VPLS case

The details of VPLS reference nodel, which we sunmarize here, can be
found in [RFC4664]. |In VPLS, the PE can be viewed as containing a
Virtual Switching Instance (VSI) for each L2VPN that it serves. A CE
devi ce attaches, possibly through an access network, to a bridge
nodule of a PE. Wthin the PE, the bridge nodul e attaches, through
an Enul ated LAN Interface to an Enul ated LAN. For each VPLS, there
is an Enul ated LAN i nstance. The Emul ated LAN consists of VPLS
Forwar der nodul e (one per PE per VPLS service instance) connected by
pseudo wires (PW, where the PW nmay be traveling through Packet

Swi tched Network (PSN) tunnels over a routed backbone. VSI is a

| ogical entity that contains a VPLS forwarder nodul e and part of the
bri dge nodul e relevant to the VPLS service instance [ RFC4664].

Hence, the VSI term nates PW for interconnection with other VSIs and
al so termnates Attachnent Circuits (ACs) (see [RFC3985] for
definition) for accommodating CEs. A VS| includes the forwarding

i nformati on base for an L2VPN [ RFC4664] which is the set of
information regarding how to forward Layer 2 franes received over the
AC fromthe CEto VSIs in other PEs supporting the sane L2VPN service
(and/or to other ACs), and it contains information regarding howto
forward Layer 2 franes received fromPW to ACs. Forwarding

i nformati on bases can be popul ated dynanically (such as by source MAC
address learning) or statically (e.g., by configuration). Each PE
device is responsible for proper forwarding of the custoner traffic
to the appropriate destination(s) based on the forwardi ng infornmation
base of the correspondi ng VSI

5. Service Requirenents Comon to Custoners and Service Providers

This section contains requirenents that apply to both the custoner
and the provider, or that are of an otherw se general nature.
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5.1

5.2.

5.3.

Aug

Scope of emul ation

L2VPN protocol s SHOULD NOT interfere with existing Layer 2 protocols
and standards of the Layer 2 network the custoner is managing. |If
they inpact customer Layer 2 protocols that are sent over the VPLS,
then these inpacts MJUST be docunented.

Some possibly salient differences between VPLS and a real LAN are:

- The reliability may likely be less, i.e., the probability that a
message broadcast over the VPLS is not seen by one of the bridge
nodul es in PEs is higher than in a true Ethernet.

- VPLS frames can get duplicated if the PWsequencing option isn't
turned on. The data franes on the PW are sent in |P datagrans,
and under certain failure scenarios, |IP networks can duplicate
packets. If the PWdata transm ssion protocol does not ensure
sequence of data packets, franes can be duplicated or received out
of sequence. |If the custoner’s Bridge Protocol Data Unit (BPDU)
franes are sent as data packets, then BPDU frames can be duplicated
or m s-sequenced, although this may not create any problens for
Real - Ti me Stream ng Protocol (RSTP).

- Del ayed delivery of packets (e.g., nore than half a second), rather
than dropping them could have adverse effect on the performance of
t he service

- 802.3x Pause frames will not be transported over a VPLS, as the
bridge nodul e ([ RFC4664]) in the PE ternmi nates them

- Since the IPLS solution ains at transporting encapsulated traffic
(rather than Layer 2 frames thenselves), the | PLS solution is NOT
REQUI RED to preserve the Layer 2 Header transparently fromCE to
CE. For exanple, Source MAC address will probably not be preserved
by the I PLS sol ution

Traffic Types

A VPLS MJST support unicast, nulticast, and broadcast traffic.

Support for efficient replication of broadcast and nulticast traffic
i s highly desirable.

Topol ogy

A SP network may be realized using one or nore network tunne
topol ogi es to interconnect PEs, ranging fromsinple point-to-point to

di stributed hierarchical arrangenents. The typical topol ogies
i ncl ude:
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- Poi nt-to-point

- Point-to-nmultipoint, a.k.a. hub and spoke
- Any-to-any, a.k.a. full nesh

- Mxed, a.k.a. partial nesh

- Hierarchica

Regar dl ess of the SP topol ogy enpl oyed, the service to the custoners
MUST retain the connectivity type inplied by the type of L2VPN. For
exanpl e, a VPLS MJST allow nultipoint-to-nultipoint connectivity even
if it is inplemented with point-to-point circuits. This requirenent
does not inmply that all traffic characteristics (such as bandw dth
QS, delay, etc.) necessarily be the sane between any two end points
of an L2VPN. It is inportant to note that SLS requirenents of a
service have a bearing on the type of topology that can be used.

To the extent possible, an L2VPN service SHOULD be capabl e of
crossing nultiple adm nistrative boundari es.

To the extent possible, the L2VPN services SHOULD be i ndependent of
access network technol ogy.

5.4. Isol ated Exchange of Data and Forwarding | nformation

L2VPN sol uti ons SHALL define neans that prevent CEs in an L2VPN from
interaction with unauthorized entities.

L2VPN sol uti ons SHALL avoi d introduci ng undesired forwarding
i nformati on that could corrupt the L2VPN forwardi ng infornmation base.

A neans to constrain or isolate the distribution of addressed data to
only those VPLS sites determi ned either by MAC | earni ng and/or
configuration MIST be provided.

The internal structure of an L2VPN SHOULD not be adverti sed or
di scoverabl e from outsi de that L2VPN

5.5. Security

A range of security features MJST be supported by the suite of L2VPN
solutions. Each L2VPN solution MIST state which security features it
supports and how such features can be configured on a per-customner
basi s.

A nunber of security concerns arise in the setup and operation of an
L2VPN, ranging from mi sconfigurations to attacks that can be | aunched
on an L2VPN and can strain network resources such as nmenory space,
forwardi ng i nformati on base table, bandw dth, and CPU processi ng.

Augustyn & Ser best I nf or mat i onal [ Page 9]



RFC 4665 Service Requirenents for L2VPNs Sept ember 2006

This section lists sone potential security hazards that can result
due to nis-configurations and/or nalicious attacks. There MJST be
net hods avail able to protect against the follow ng situations.

- Protocol attacks
0 Excessive protocol adjacency setup/teardown
0 Excessive protocol signaling/wthdrawal

- Resource Utilization
o Forwarding plane replication (VPLS)
0 Looping (VPLS primarily)
0 MAC learning table size linmt (VPLS)

- Unaut hori zed access
0 Unaut hori zed nmenber of VPN
o I ncorrect custoner interface
0 Incorrect service delimting VLAN tag
0 Unaut hori zed access to PE

- Tanpering with signaling
o Incorrect FEC signaling
0 Incorrect PWI abel assignnent
0 Incorrect signaled VPN paraneters (e.g., QS, MU, etc.)

- Tanpering with data forwardi ng

Incorrect MAC | earning entry

I ncorrect PWI abel

Incorrect AC identifier

I ncorrect custoner facing encapsul ation
I ncorrect PWencapsul ati on

Hi j acki ng PW using the wong tunnel

I ncorrect tunnel encapsul ation

OO0OO0OO0OO0OO0O0

5.5.1. User Data Security

An L2VPN sol ution MJUST provide traffic separati on between different
L2VPNs.

In case of VPLS, VLAN Ids MAY be used as service delimters. Wen
used in this manner, they MJST be honored and traffic separation MJST
be provi ded.

5.5.2. Access Control

An L2VPN sol ution MAY al so have the ability to activate the
appropriate filtering capabilities upon request of a custoner.
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5.6. Addressing

An L2VPN sol uti on MJST support overl appi ng addresses of different
L2VPNs. For instance, customers MJST NOT be prevented from using the

same MAC addresses with different L2VPNs. |[If a service provider uses
VLANs as service delimters, the L2VPN solution MJST ensure that VLAN
Ids cannot overlap. |If VLANs are not used as service delimters,

L2VPN sol uti ons MAY all ow VLAN Ids to overl ap.
5.7. Quality of Service

To the extent possible, L2VPN QoS SHOULD be i ndependent of the access
net wor k t echnol ogy.

5.7.1. QoS Standards

As provided in [RFC3809], an L2VPN SHALL be able to support QoS in
one or nore of the follow ng al ready standardi zed nodes:

- Best Effort (support mandatory for all provider-provisioned
VPN types)

- Aggregate CE Interface Level QS (i.e., "hose |level)
- Site-to-site, or 'pipe’ level QS

Note that all cases involving QoS MAY require that the CE and/or PE
per f orm shapi ng and/ or poli cing.

Mappi ngs or translations of Layer 2 QoS paraneters into PSN QS
(e.g., DSCPs or MPLS EXP field) as well as QoS mappi ng based on VC
(e.g., FRIATM or VLAN) MAY be performed in order to provide QS
transparency. The actual mechani snms for these mappings or
transl ati ons are outside the scope of this docunent. |In addition
the Diffserv support of underlying tunneling technol ogies (e.g.

[ RFC3270] or [RFC3308]) and the Intserv nodel ([RFC2205]) MAY be
used. As such, the L2VPN SLS requi renments SHOULD be supported by
appropriate core nechani sns.

5.7.2. Service Mbodels
A service provider nay desire to offer QoS service to a custoner for
at least the follow ng generic service types: nmanaged access VPN
service or an edge-to-edge QoS service. The details of the service
nodel s can be found in [RFC3809] and in [ RFC4031].

In L2VPN service, both DSCP ([ RFC2474]) and 802.1p ([!|EEE_802.1D])
fields nmay be used for this purpose.
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5.8. Service Level Specifications

For an L2VPN service, the capabilities for Service Leve
Specification (SLS) nonitoring and reporting stated in [ RFC3809]
SHOULD be provi ded.

5.9. Protection and Restoration
The L2VPN service infrastructure SHOULD provi de redundant paths to
ensure high availability. The reaction to failures SHOULD result in
an attenpt to restore the service using alternative paths
The intention is to keep the restoration tinme small. The restoration
time MJST be less than the tine it takes the CE devices, or custoner
Layer 2 control protocols as well as Layer 3 routing protocols, to
detect a failure in the L2VPN

5.10. CE-to-PE and PE-to-PE Link Requirenents

The CE-to-PE |inks MAY be

direct physical links (e.g., 100BaseTX, and T1/E1 TDM,

I ogical links (e.g., ATM PVC, and RFC2427-encapsul ated |i nk),
transport networks carrying Ethernet,

- a Layer 2 tunnel that goes through a Layer 3 network (e.g., L2TP
sessi ons).

Layer 2 frames MAY be tunnel ed through a Layer 3 backbone from PE to
PE, using one of a variety of tunneling technologies (e.g., IP-in-1P
GRE, MPLS, L2TP, etc.).

5.11. Managenent

Standard interfaces to manage L2VPN services MJST be provided (e.g.
standard SNVP M B Mddul es). These interfaces SHOULD provi de access
to configuration, verification and runtine nonitoring protocols.

Servi ce managenent MAY include the TMN ' FCAPS functionalities, as
follows: Fault, Configuration, Accounting, Performance, and Security,
as detailed in [ITUY.1311.1].

5.12. Interoperability
Mul ti-vendor interoperability, which corresponds to simlar network
and service levels anong different inplenmentations, at the network

el ement SHOULD be guaranteed. This will likely rely on the
conpl et eness of the correspondi ng standard.
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The technical solution MJST be multi-vendor interoperable, not only
within the SP network infrastructure, but also with the custoner’s
net wor k equi pnrent and servi ces naki ng use of the L2VPN service

A L2VPN sol ution SHOULD NOT preclude different access technol ogies.
For instance, customer access connections to an L2VPN servi ce MAY be
different at different CE devices (e.g., Frane Relay, ATM 802.1D
MPLS)

5.13. Inter-working

I nter-working scenarios anong di fferent solutions providing L2VPN
services are highly desirable. It is possible to have cases that
require inter-working or interconnection between customer sites,

whi ch span network domains with different L2VPN sol utions or

different inplenentations of the sane approach. Inter-working SHOULD
be supported in a scal abl e manner

I nter-working scenarios MJST consider at least traffic isolation
security, QoS, access, and nanagenent aspects. This requirenent is
essential in the case of network nmigration, to ensure service
continuity anong sites belonging to different portions of the
net wor k.

6. Custoner Requirenents
This section captures requirenents froma custonmer perspective

6.1. Service Provider |ndependence

Custoners MAY require L2VPN service that spans nultiple
adm ni strative donmains or SP networks. Therefore, an L2VPN service

MUST be able to span nultiple AS and SP networks but still to act and
to appear as a single, honmbgeneous L2VPN from a custoner point of
Vi ew.

A custoner mght also start with an L2VPN provided in a single AS
with a certain SLS but then ask for an expansion of the service
spanning nultiple ASes and/or nultiple-SPs. |In this case, as well as
for all kinds of multi-AS and nultiple-SP L2VPNs, L2VPN service
SHOULD be able to deliver the same SLS to all sites in a VPN

regardl ess of the AS/SP to which it hones.

6.2. Layer 3 Support
Wth the exception of IPLS, an L2VPN service SHOULD be agnostic to

customer’s Layer 3 traffic (e.g., IP, IPX Appletalk) encapsul ated
within Layer 2 franes.

Augustyn & Ser best I nf or mat i onal [ Page 13]



RFC 4665 Service Requirenents for L2VPNs Sept ember 2006

| PLS MUST all ow transport of custoner’s IPv4 and | Pv6 traffic
encapsul ated within Layer 2 frames. |PLS SHOULD also allow CEs to
run SIS and MPLS protocol s transparently anong them when those are
used in conjunction with IP

6.3. Quality of Service and Traffic Paraneters

QS is expected to be an inportant aspect of an L2VPN service for
some custoners

A customer requires that the L2VPN service provide the QoS applicable
to his or her application, which can range fromPW (e.g., SONET

enul ation) to voice, interactive video, and nulti medi a applications.
Hence, best-effort as well as delay and | oss sensitive traffic MJST
be supported over an L2VPN service. A customer application SHOULD
experi ence consi stent QoS i ndependent of the access network
technol ogy used at different sites connected to the same L2VPN

6.4. Service Level Specification
Most custoners sinply want their applications to performwell. A SLS
is a vehicle for a customer to neasure the quality of the service
that SP(s) provide. Therefore, when purchasing a service, a custoner
requires access to the neasures fromthe SP(s) that support the SLS.

Standard interfaces to nonitor usage of L2VPN services SHOULD be
provided (e.g., standard SNMP M B Modul es).

6.5. Security
6.5.1. Isolation
An L2VPN sol ution MJST provide traffic as well as forwarding
i nformati on base isolation for custoners simlar to that obtained in
private lines, FR, or ATM services.
An L2VPN service MAY use custoner VLAN | ds as service delinmiters. In
that case, they MJUST be honored, and traffic separati on MUST be
provi ded.
6.5.2. Access Contro
An L2VPN sol uti on MAY have t he nechanisnms to activate the appropriate

filtering capabilities upon request of a custoner. For instance, MAC
and/or VLAN filtering MAY be considered between CE and PE for a VPLS
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6.5.3. Val ue- Added Security Services

An L2VPN sol ution MAY provi de val ue- added security services such as
encryption and/or authentication of custoner packets, certificate
managenent, and simnlar services.

L2VPN services MJST NOT interfere with the security nechanisns

enpl oyed at Layer 3 and higher |layers by custoners. Layer 2 security
mechani sms, such as 802.10b ([| EEE_802.10]) and 802. 1AE

([ EEE_802. 1AE] ), MAY inhibit L2VPN services, when the service
delimting VLAN Ids are encrypted.

6.6. Network Access

Every packet exchanged between the custoner and the SP over the
access connection MJST appear as it would on a private network
provi ding an equi val ent service to that offered by the L2VPN

6.6.1. Physical/Link Layer Technol ogy

L2VPN sol uti ons SHOULD support a broad range of physical and |ink-

| ayer access technol ogi es, such as PSTN, | SDN, xDSL, cable nodem

| eased |ine, Ethernet, Ethernet VLAN, ATM Frane Relay, Wreless

| ocal | oop, nobile radio access, etc. The capacity and QS

achi evabl e MAY be dependent on the specific access technol ogy in use.

6.6.2. Access Connectivity

Various types of physical connectivity scenarios MIJST be supported,
such as nmulti-honmed sites, backdoor |inks between custoner sites, and
devices honed to two or nore SP networks. In case of VPLS, |EEE

802. 3ad- 2000 link aggregati on SHOULD be supported. L2VPN sol utions
SHOULD support at |east the types of physical or Iink-Iayer
connectivity arrangenents shown in Figures 2 - 4 (in addition to the
case shown in Figure 1). As in Figure 2, a CE can be dual -honed to
an SP or to two different SPs via diverse access networks.
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Figure 2. Dual - Honed Access of CE Devices

Resiliency of the L2VPN service can be further enhanced as shown in
Figure 3, where CE' s connected via a "back door" connection, connect
to the sane SP or to different SPs.

o e e R
| |
R + R + R + R +
| CE |----- | PE | | CE |----- | PE |
| devi ce| | devi ce| | devi ce| | devi ce| SP network
Hom - - + Hom - - + Hom - - + Hom - - +
| | | |
| Backdoor | | Backdoor e R
| link | SP networ k | link R LR
| | | |
+-- - - + +-- - - + +-- - - + +-- - - +
| CE | | PE | | CE | | PE |
| device| ----- | devi ce| | device| ----- | devi ce| SP network
Hom oo + Hom oo + Hom oo + Hom oo +
| |
e Fom e e e e e oo oo
(a) (b)

Fi gure 3. Backdoor Links Between CE Devices

Arbitrary conbi nati ons of the above nethods, with a few exanpl es
shown in Figure 4, SHOULD be supported by any L2VPN sol ution.
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o e e R
| |
R + R + R + R +
| CE |----- | PE | | CE |----- | PE |
| devi ce| | devi ce| | devi ce| | devi ce| SP network
Hom - - +\ Hom - - + Hom - - +\ Hom - - +
| \ | | \ |
| Back \ | | Back \ T
| door \ | SP networ k | door \ R
| I'ink \ | | I'ink \ |
Hom - - + Hom - - + Hom - - + Hom - - +
| CE | | PE | | CE | | PE |
| device| ----- | devi ce| | device| ----- | devi ce| SP network
Hom oo + Hom oo + Hom oo + Hom oo +
| |
[ TS T
(a) (b)

Fi gure 4. Conbination of Dual -Homi ng and
Backdoor Links for CE Devices

6.7. Customer Traffic

6.7.1. Unicast, Unknown Unicast, Milticast, and Broadcast forwarding
A VPLS MJST deliver every packet at least to its intended
destination(s) within the scope of the VPLS, subject to the ingress
policing and security policies.

6.7.2. Packet Re-ordering

During normal operation, the queuing and forwarding policies SHOULD
preserve packet order for packets with the same QS paraneters

6.7.3. M ninmum MU
A VPLS MJST support the theoretical MIU of the offered service.
The conmitted mini mum MIU size MJUST be the sane for a given VPLS
instance. Different L2VPN services MAY have different commtted MIU
sizes. |If the custoner VLANs are used as service delimters, al
VLANs within a given VPLS MJUST inherit the sane MIU si ze.

A VPLS MAY use | P fragnentation if it presents reassenbl ed packets at
VPLS custoner edge devices

Augustyn & Ser best I nf or mat i onal [ Page 17]



RFC 4665 Service Requirenents for L2VPNs Sept ember 2006

6.7.4. End-point VLAN Tag Transl ation

The L2VPN service MAY support translation of custoners’ AC
identifiers (e.g., VLANtags, if the customer VLANs are used as
service delimters). Such service sinplifies connectivity of sites
that want to keep their AC assignnments or sites that belong to
different administrative domains. 1In the latter case, the
connectivity is sonetines referred to as Layer 2 extranet. On the
other hand, it should be noted that VLAN tag translation affects the
support for nultiple spanning trees (i.e., 802.1s [|EEE 802.1s]) and
can break the proper operation

6.7.5. Transparency

The L2VPN service is intended to be transparent to Layer 2 customner
networks. An L2VPN sol uti on SHOULD NOT require any special packet
processing by the end users before sending packets to the provider’s
net wor K.

If VLAN Ids are assigned by the SP, then VLANs are not transparent.
Transparency does not apply in this case, as it is the same as FR ATM
servi ce nodel

Since the IPLS solution ains at transporting encapsul ated traffic
(rather than Layer 2 franes thenselves), the | PLS solution MJIST not
alter the packets encapsul ated inside Layer 2 franes that are
transported by the I PLS. However, the IPLS solution is NOT REQU RED
to preserve the Layer 2 header transparently fromCE to CE. For
exanpl e, Source MAC address m ght not be preserved by the IPLS
solution. The IPLS solution MAY renove Layer 2 headers for transport
over the backbone when those can be reconstructed on egress w thout
conprom sing transport of encapsulated traffic.

6.8. Support for Layer 2 Control Protocols

The L2VPN sol ution SHOULD al |l ow transparent operation of Layer 2
control protocols enployed by custoners

In case of VPLS, the L2VPN service MJST ensure that |oops be
prevented. This can be acconplished with a | oop-free topol ogy or
appropriate forwarding rules. Control protocols such as Spanning
Tree (STP) or simlar protocols could be enployed. The L2VPN

sol ution MAY use indications fromcustoner Layer 2 control protocols,
e.g., STP BPDU snooping, to inprove the operation of a VPLS.
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6.9. CE Provisioning

The L2VPN sol ution MJST require only mininmal or no configuration on
the CE devices, depending on the type of CE device that connects into
the infrastructure

7. Service Provider Network Requirenments
This section describes requirenents froman SP perspective.
7.1. Scalability

This section contains projections regarding L2VPN si zi ng and
scalability requirements and nmetrics specific to particular
sol uti ons.

7.1.1. Service Provider Capacity Sizing Projections

[ RFC3809] lists projections regarding L2VPN sizing and scalability
requirenents and netrics. The exanples are provided in [ RFC3809].

7.1.2. Solution-Specific Metrics

Each L2VPN sol ution SHALL docunent its scalability characteristics in
quantitative terns.

7. 2. Identifiers

An SP domain MJUST be uniquely identified at least within the set of
all interconnected SP networks when supporting an L2VPN t hat spans
multiple SPs. Ideally, this identifier SHOULD be gl obally unique
(e.g., an AS nunber).

An identifier for each L2VPN SHOULD be uni que, at |east w thin each
SP's network, as it MAY be used in auto-di scovery, managenent (e.dg.
al arm and service correlation, troubl eshooting, perfornance
statistics collection), and signaling. |Ideally, the L2VPN identifier
SHOULD be gl obally unique to support the case, where an L2VPN spans
multiple SPs (e.g., [RFC2685]). G obally unique identifiers
facilitate the support of inter-AS/ SP L2VPNs.

7.3. Discovering L2VPN Rel ated I nformation
Configuration of PE devices (i.e., UPE and N-PE [ RFC4664]) is a
significant task for an SP. Solutions SHOULD provi de nethods that

dynamically allow L2VPN i nformation to be discovered by the PEs to
m nimze the configuration steps.
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Each device in an L2VPN SHOULD be able to determi ne which other

devi ces belong to the same L2VPN. Such a nenbership di scovery schene
MUST prevent unauthorized access, and it allows authentication of the
sour ce.

Di stribution of L2VPN informati on SHOULD be Iimted to those devices
involved in that L2VPN. An L2VPN sol uti on SHOULD enpl oy di scovery
nmechani snms to minimze the anobunt of operational information

mai nt ai ned by the SPs. For exanple, if an SP adds or renobves a
customer port on a given PE, the remaining PEs SHOULD deternine the
necessary actions to take without the SP's having to explicitly
reconfigure those PEs.

A L2VPN sol ution SHOULD support the neans for attached CEs to
aut henticate each other and to verify that the SP L2VPN is correctly
connect ed.

The mechani sm SHOULD respond to L2VPN nenbershi p changes in a tinely
manner. A "tinmely manner" is no |onger than the provisioning
timeframe, typically on the order of mnutes, and MAY be as short as
the timeframe required for "rerouting," typically on the order of
seconds.

Dynamical ly creating, changing, and managing nultiple L2VPN
assignnents to sites and/or custoners is another aspect of nenbership
that MJUST be addressed in an L2VPN sol ution

7.4. Quality of Service (QoS)

A significant aspect of a provider-provisioned VPN is support for
QS. An SP has control over the provisioning of resources and
configuration of paraneters in at least the PE and P devices, and in
sonme cases the CE devices as well. Therefore, the SP is to provide
ei t her managed QoS access service, or edge-to-edge QoS service, as
defined in [ RFC4031] .

7.5. Isolation of Traffic and Forwarding |Information

From a high | evel SP perspective, an L2VPN MJST isol ate the exchange
of traffic and forwarding information to only those sites that are
aut henti cated and aut hori zed nmenbers of an L2VPN

An L2VPN sol uti on SHOULD provide a neans for neeting provider-

provi sioned VPN QoS SLS requirenents that isolates L2VPN traffic from
the affects of traffic offered by non-VPN custoners. Al so, L2VPN

sol uti ons SHOULD provide a neans so that traffic congestion produced
by sites as part of one L2VPN does not affect another L2VPN
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7.6. Security

The security requirements are stated in Section 6.5. The security
requi renents provided in [ RFC3809] SHOULD be net. The security
requi renents, except Layer 3 and hi gher-1layer dependent ones,
specified in [ RFC4031], SHOULD be net.

In addition, an SP network MJST be protected agai nst nal fornmed or
mal i ci ously constructed customer traffic. This includes but is not
limted to duplicate or invalid Layer 2 addresses, customer side

| oops, short/long packets, spoofed managenent packets, spoofed VLAN
tags, high volune traffic.

The SP network devices MJUST NOT be accessible fromany L2VPN, unl ess
specifically authorized. The devices in the SP network SHOULD
provi de sone nmeans of reporting intrusion attenpts to the SP, if the
intrusion is detected.

When an L2VPN sol ution operates over a part of the Internet, it
shoul d support a configurable option to support one or nore of the
foll owi ng standard | Psec nmet hods for securing a custoner’s VPN
traffic:

- Confidentiality, so that only authorized devices can decrypt it

Integrity, to ensure that the data has not been altered

- Authentication, to ensure that the sender is indeed who he or she
clains to be

- Replay attack prevention.

The above functions SHOULD be applicable to "data traffic" of the
customer, which includes the traffic exchanged between sites. It
SHOULD al so be possible to apply these functions to "contro
traffic", such as routing or signaling protocol exchanges, that is
not necessarily perceived by the custoner but is neverthel ess
essential to maintain his or her VPN

Furt hernmore, such security methods MJST be confi gurabl e bet ween

di fferent end-points, such as PE-PE and PE-MIU, only in the case
where L2VPN data traffic is carried over |IP [ RFC4023]. Methods to
secure data flows at the native service |ayer (Layer-2), from CE-CE
CE- MU and CE-PE, are outside the scope of this docunent. It is also
desirable to configure security on a per-VPN basis.

Augustyn & Ser best I nf or mat i onal [ Page 21]



RFC 4665 Service Requirenents for L2VPNs Sept ember 2006

A VPN sol ution MAY support one or nore encryption schenes, including
AES, and 3DES. Encryption, decryption, and key nanagenent SHOULD be
included in profiles as part of the security managenent system

7.7. Inter-AS/ SP L2VPNs

Al'l applicable SP requirenents, such as traffic and forwardi ng

i nformation isolation, SLSes, managenent, security, provisioning,
etc. MJST be preserved across adjacent ASes. The sol ution MJST
describe the inter-SP network interface, encapsul ation nethod(s),
routing protocol (s), and all applicable paraneters.

An L2VPN sol uti on MJST provide the specifics of offering L2VPN
services spanning nultiple ASes and/or SPs.

An L2VPN sol uti on MJST support proper dissenination of operationa
paraneters to all elements of an L2VPN service in the presence of

multiple ASes and/or SPs. A L2VPN solution MJST enpl oy nechani sns
for sharing operational paraneters between different ASes.

An L2VPN sol uti on SHOULD support policies for proper selection of
operational paraneters conming fromdifferent ASes. Sinmilarly, an
L2VPN sol uti on SHOULD support policies for selecting information to
be dissemnated to different ASes.

7.7.1. Managenent
The general requirenents for nanaging a single AS apply to a

concat enati on of ASes. A mninum subset of such capabilities is the
fol | owi ng:

Di agnhostic tools

Secured access to one AS nanagenent system by anot her
- Configuration request and status query tools
- Fault notification and trouble tracking tools

7.7.2. Bandwi dth and QoS Brokering

When an L2VPN spans nultiple ASes, there is a need for a brokering
mechani smthat requests certain SLS paraneters, such as bandw dth and
QS, fromthe other domains and/or networks involved in transferring
traffic to various sites. The essential requirenent is that a
solution MIUST be able to determ ne whether a set of ASes can

est abli sh and guarantee uniform QoS in support of a provider-
provi si oned VPN.
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7.8. L2VPN Wol esal e
The architecture MJST support the possibility of one SP's offering
L2VPN service to another SP. One exanple is when one SP sells L2VPN
service at whol esale to another SP, who then resells that L2VPN
service to his or her custoners

7.9. Tunneling Requirenments
Connectivity between CE sites or PE devices in the backbone SHOULD be
able to use a range of tunneling technol ogies, such as L2TP, GRE,
| P-in-1P, MPLS, etc.
Every PE MUST support a tunnel setup protocol, if tunneling is used.
A PE MAY support static configuration. |f enployed, a tunne
est abl i shnent protocol SHOULD be capabl e of conveying information
such as the foll ow ng:
- Relevant identifiers
- QoS/ SLS paraneters
- Restoration paraneters
- Multiplexing identifiers
- Security paranmeters
There MUST be a neans to nmonitor the followi ng aspects of tunnels:
- Statistics, such as anmount of tinme spent in the up and down state
- Count of transitions between the up and down state
- Events, such as transitions between the up and down states
The tunneling technol ogy used by the VPN SP and its associ ated
nmechani snms for tunnel establishnent, multiplexing, and nmaintenance
MUST neet the requirenents on scaling, isolation, security, QS

manageabi lity, etc.

Regardl ess of the tunneling choice, the existence of the tunnels and
their operations MJST be transparent to the custoners.

7.10. Support for Access Technol ogies

The connectivity between PE and CE devices is referred to as an AC.
ACs MAY span networks of other providers or public networks.
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There are several choices for inplenenting ACs. Sone popul ar choi ces
i ncl ude Ethernet, ATM (DSL), Frame Relay, MPLS-based virtual circuits
et c.

In case of VPLS, the AC MIUST use Ethernet franes as the Service
Protocol Data Unit (SPDU).

A CE access connection over an AC MJUST be bi-directional

PE devi ces MAY support nultiple ACs on a single physical interface.
In such cases, PE devices MJST NOT rely on customer controlled
paraneters for distinguishing between different access connecti ons.
For exanple, if VLAN tags were used for that purpose, the provider
woul d be controlling the assignment of the VLAN tag val ues and woul d
strictly enforce conpliance by the CEs.

An AC, whether direct or virtual, MJST nmaintain all committed
characteristics of the custonmer traffic, such as QS, priorities etc.
The characteristics of an AC are only applicable to that connection

7.11. Backbone Networ ks

I deal |l y, the backbone interconnecting the SP s PE and P devices
SHOULD be i ndependent of physical and |ink-Iayer technol ogy.
Nevert hel ess, the characteristics of backbone technol ogy MJST be
taken into account when specifying the QS aspects of SLSes for VPN
service of ferings

7.12. Network Resource Partitioning and Sharing Between L2VPNs

In case network resources such as nenory space, forwarding

i nformati on base table, bandw dth, and CPU processing are shared
bet ween L2VPNs, the solution SHOULD guarantee availability of
resources necessary to prevent any specific L2VPN service instance
fromtaking up avail abl e network resources and causing others to

fail. The solution SHOULD be able to limt the resources consuned by
an L2VPN service instance. The solution SHOULD guarant ee
availability of resources necessary to fulfill the obligation of

conmitted SLSes.
7.13. Interoperability

Service providers are interested in interoperability in at |east the
foll owi ng scenari os:

- To facilitate use of PE and nanaged CE devices within a single SP
net wor k
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- To inplement L2VPN services across two or nore interconnected SP
net wor ks

- To achieve inter-working or interconnection between custoner sites
using different L2VPN solutions or different inplenentations of the
sanme approach

Each approach MJST descri be whether any of the above objectives can
be met. |If an objective can be net, the approach MJST descri be how
such interoperability could be achieved.

7.14. Testing
The L2VPN sol ution SHOULD provide the ability to test and verify
operational and mai ntenance activities on a per L2VPN service basis,
and, in case of VPLS, on a per-VLAN basis if customer VLANs are used
as service delimters

The L2VPN sol uti on SHOULD provi de nmechani sns for connectivity
verification, and for detecting and locating faults.

Exanpl es of testing mechanisnms are as foll ows:

- Checki ng connectivity between "service-aware" network nodes

- Verifying data plane and control plane integrity

- Verifying service nenbership

The provi ded nmechani sns MUST satisfy the follow ng: the connectivity

checking for a given custoner MJST enable the end-to-end testing of

the data path used by that of custoner’s data packets, and the test

packets MJST not propagate beyond the boundary of the SP network.
7.15. Support on Existing PEs

To the extent possible, the I PLS solution SHOULD facilitate support

of I PLS on existing PE devices that nmay be already depl oyed by the SP
and MAY have been designed prinmarily for Layer 3 services.
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8. Service Provider Managenent Requirenents

An SP desires to have a nmeans to view the topol ogy, operationa
state, and other paraneters associated with each custoner’s L2VPN
Furthernmore, the SP requires a neans to view the underlying | ogica
and physical topol ogy, operational state, provisioning status, and
other paranmeters associated with the equi prment providing the L2VPN
service(s) to its custonmers. Therefore, the devices SHOULD provide
standards-based interfaces (e.g., L2VPN M B Modul es), wherever
feasi bl e.

The details of service provider nanagenent requirenents for a Network
Managenment System (NMB) in the traditional fault, configuration
accounting, performance, and security (FCAPS) nanagenent categories
can be found in [ITU Y. 1311.1].

9. Engi neering Requirenents

These requirenents are driven by inplenentation characteristics that
make service and SP requirenents achievabl e.

9.1. Control Plane Requirenents

An L2VPN servi ce SHOULD be provisioned with nmni numnunber of steps.
Therefore, the control protocols SHOULD provi de nethods for signaling
bet ween PEs. The signaling SHOULD i nform of menbership, tunneling

i nformati on, and ot her rel evant paraneters.

The infrastructure MAY enpl oy manual configuration nmethods to provide
this type of information

The infrastructure SHOULD use policies to scope the nmenbership and
reachability advertisements for a particular L2VPN service. A
mechani sm for isolating the distribution of reachability information
to only those sites associated with an L2VPN MJUST be provi ded.

The control plane traffic increases with the growth of L2VPN
menbership. Sinmilarly, the control plane traffic increases with the
nunber of supported L2VPN services. The use of control plane
resources MAY increase as the nunber of hosts connected to an L2VPN
service grows.

An L2VPN sol ution SHOULD mini m ze control plane traffic and the
consunption of control plane resources. The control plane MAY of fer
means for enforcing a linmt on the nunber of customer hosts attached
to an L2VPN service
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9.2. Data Plane Requirenents
9.2.1. Encapsul ation

An L2VPN sol ution SHOULD utilize the encapsul ati on techni ques defi ned
by PWE3 ([ RFC3985]), and SHOULD not inpose any new requirenments on
t hese techni ques.

9.2.2. Responsiveness to Congestion

An L2VPN sol ution SHOULD utilize the congestion avoi dance techni ques
defined by PWE3 ([ RFC3985]).

9.2.3. Broadcast Domain
A separate Broadcast Domain MJST be nmintai ned for each VPLS.

In addition to VPLS Broadcast Donmi ns, an L2VPN servi ce MAY honor
custoner VLAN Broadcast Donmins, if custoner VLANs are used as
service delimters. |In that case, the L2VPN sol ution SHOULD nai ntain
a separate VLAN Broadcast Domain for each customer VLAN

9.2.4. Virtual Sw tching Instance

L2VPN PE devi ces MJST nmintain a separate VSI per VPLS. Each VS
MUST have capabilities to forward traffic based on custoner’s traffic
paraneters, such as MAC addresses, VLAN tags (if supported), etc. as
wel |l as local policies.

L2VPN PE devi ces MJST have capabilities to classify inconi ng custoner
traffic into the appropriate VSI.

Each VSI MJST have fl ooding capabilities for its Broadcast Domain to
facilitate proper forwardi ng of Broadcast, Milticast, and Unknown
Uni cast custoner traffic.

9.2.5. MAC Address Learning

A VPLS SHOULD derive all topology and forwarding information from
packets originating at custoner sites. Typically, MAC address

| earni ng mechani sns are used for this purpose. Wth |IPLS, snooping
of particular packets originating at custoner sites and signaling
m ght al so be used.

Dynani ¢ popul ation of the forwarding information base (e.g., via MAC

address | earning) MJST take place on a per VSI basis; i.e., in the
context of a VPLS and, if supported, in the context of VLANs therein.
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10. Security Considerations

Security considerations occur at several |evels and di nensions within
L2VPNs, as detailed within this docunent.

The requirenents based on security concerns and potential security
hazards are detailed in Section 6.5. Further details on security
requirenents are given fromthe customer and service provider
perspectives in Sections 6.5 and 7.6, respectively. |n an anal ogous
manner, further detail on traffic and routing isolation requirenments
are given fromthe custonmer and service provider perspectives in
Sections 5.4 and 7.5, respectively. Safeguards to protect network
resources such as CPU, nenory, and bandwidth are required in Section
7.12.

| Psec can also be applied after tunneling Layer 2 traffic to provide
addi tional security.

In the case where an L2VPN service is carried over |P [RFC4023],
traverses multiple SP networks and passes through an unsecured SP
POP, NAP, or IX, then security nechani sns MJST be enpl oyed. These
security nechani sns include encryption, authentication, and resource
protection, as described in section 5.5. For exanple, a provider
shoul d consi der using both authentication and encryption for a tunne
used as part of an L2VPN that traverses another service provider’s
net wor k.
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