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Abst r act

Thi s docunent describes the set of Renpte Authentication Dial-In User
Service Vendor-Specific Attributes (RAD US VSAs) defined by the DSL
Forum

These attributes are designed to transport Digital Subscriber Line
(DSL) information that is not supported by the standard RADI US
attribute set. It is expected that this document will be updated if
and when the DSL Forum defines additional vendor-specific attributes,
since its primary purpose is to provide a reference for DSL equi prment
vendors wishing to interoperate with other vendors’ products.
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1. Introduction

The DSL Forum has created additional RADI US [ RFC2865] [ RFC2866]
vendor-specific attributes to carry DSL line identification and
characterization information. This information is forwarded fromthe
Access Node/ DSLAM to the BRAS vi a Vendor-Speci fic PPPoE Tags

[ RFC2516], DHCP Rel ay Options [ RFC3046], and Vendor - Specific

I nformati on Suboptions [ RFC4243]. This docunent describes the
subscriber line identification and characterization information and
its mapping to RADI US VSAs by the BRAS

The informati on acquired may be used to provide authentication and
accounting functionality. It nay also be collected and used for
managenent and troubl eshooti ng purposes.

2. Term nol ogy

The follow ng sections define the usage and neani ng of certain
specialized terns in the context of this docunent.

2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2.2. Technical Terns and Acronyns

AAL5
ATM Adaption Layer 5 [ITU.|363-5.1996]

Access Node/ DSLAM
The Access Node/ DSLAMis a DSL signal terminator that contains a
m ni mum of one Ethernet interface that serves as its northbound
interface into which it aggregates traffic fromsevera
Asynchronous Transfer Mde (ATM -based (subscriber ports) or
Et her net - based sout hbound interfaces.

BNG
Br oadband Network Gateway. A BNGis an |P edge router where
bandwi dth and QoS policies are applied; the functions performed by
a BRAS are a superset of those perfornmed by a BNG
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BRAS
Br oadband Renpte Access Server. A BRAS is a BNG and is the
aggregation point for the subscriber traffic. It provides

aggregation capabilities (e.g., |IP, PPP, Ethernet) between the
access network and the core network. Beyond its aggregation
function, the BRAS is also an injection point for policy
managenent and | P QS in the access network.

DSL
Digital Subscriber Line. DSL is a technology that allows digita
data transm ssion over wires in the |ocal tel ephone network.

DSLAM
Di gi tal Subscriber Line Access Miultiplexer. DSLAMis a device
that term nates DSL subscriber lines. The data is aggregated and
forwarded to ATM or Ethernet-based aggregation networks

FCs
Franme Check Sequence. The FCS is a checksum added to an Ethernet
franme for error detection/correction purposes.

| POA
| P over ATM

| WF
I nt erworki ng Function. The set of functions required for
i nterconnecting two networks of different technologies (e.g., ATM
and Ethernet). |IW is utilized to enable the carriage of PPP over
ATM (PPPoA) traffic over PPPoOE

LLC
Logi cal Link Contro
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3. Attributes

The foll owi ng subsections describe the Attributes defined by this
docunent. These Attributes MAY be transmitted in one or nore RADI US
Attributes of type Vendor-Specific [RFC2865]. Mre than one
attribute MAY be transnmitted in a single Vendor-Specific Attribute;
if this is done, the attributes SHOULD be packed as a sequence of
Vendor - Type/ Vendor - Lengt h/ Val ue triples following the initial Type,
Length, and Vendor-Id fields.

3.1. DSL Forum RADIUS VSA Definition
Description
This Attribute functions as a "container", encapsul ating one or
nmore vendor-specific sub-attributes; the encoding follows the

recomendati ons in [ RFC2865].

A summary of the generic DSL Forum VSA format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Type | Length | Vendor - | d
B Lt r s i i i o o T s ks S R S
Vendor-1d (cont) | Sub-Attribute(s)..

B s T s s e T o e S T ks et s oot ST S S S o S S 3
Type
26 for Vendor-Specific
Length
This field MUST be set equal to the sum of the Vendor-Length
fields of the sub-attributes contained in the Vendor-Specific
Attribute, plus six (Type + Length + Vendor-Id).
Vendor-1d

This field MUST be set to decimal 3561, the enterprise nunber
assigned to the ADSL Forum [ | ANA].

Sub- Attri but es

This field MIUST contain one or nore DSL Forum Vendor - Specific
sub-attributes, as specified bel ow

Mamol iti, et al. I nf or mat i onal [ Page 5]



RFC 4679 DSL Forum RADI US VSA Sept ember 2006

3.2. DSL Forum Vendor Specific Sub-Attribute Encoding

A summary of the sub-attribute format is shown below. The fields are
transmitted fromleft to right.

0 1 2
012345678901234567890
i i S e it S NI P S S S S e S e

| Vendor-Type | Vendor-Length | Value..
B T o S o e T ks T ai i S S S S S

Vendor - Type

The Vendor-Type field is one octet in length and contains the
sub-attribute type, as assigned by the DSL Forum

Vendor - Lengt h

The Vendor-Length field is one octet and indicates the | ength of
the entire sub-attribute, including the Vendor-Type,
Vendor - Lengt h, and Val ue fi el ds.

Val ue

The Value field is zero or nore octets and contains infornmation
specific to the sub-attribute. The format and | ength of the Val ue
field is deternined by the Vendor-Type and Vendor-Length fields.
The format of the value field is one of 2 data types, string or

i nt eger [ RFC2865].

3.3. Sub-attribute Definitions

The foll owi ng sub-sections define the DSL Forum vendor-specific sub-
attributes.

3.3.1. Agent-Circuit-Id
Descri ption
This Attribute contains information describing the subscriber
agent circuit identifier corresponding to the |ogical access |oop
port of the Access Node/ DSLAM from whi ch a subscriber’s requests
are initiated. It MAY be present in both Access-Request and
Account i ng- Request packets.

A summary of the Agent-Circuit-l1d Attribute format is shown bel ow.
The fields are transmtted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | String. .
B T e o i S I i i S S N iy St S I S S

Vendor - Type

1 for Agent-Circuit-1d
Vendor - Lengt h

<= 65
String

The String field contains information about the Access-Node to
whi ch the subscriber is attached, along with an identifier for the
subscriber’s DSL port on that Access-Node.

The exact syntax of the string is inplenmentation dependent;
however, a typical practice is to subdivide it into two or nore
space-separ ated conmponents, one to identify the Access-Node and
anot her the subscriber line on that node, with perhaps an

i ndi cation of whether that line is Ethernet or ATM Exanple
formats for this string are shown bel ow

"Access-Node-ldentifier atmslot/port:vpi.vci"
(when ATM DSL is used)

"Access-Node-ldentifier eth slot/port[:vlan-id]"
(when Ethernet/DSL is used)

An exanpl e showing the slot and port field encoding is given
bel ow

"[ Rel ay-identifier] atm 3/0:100. 33"
(slot =3, port =0, vpi = 100, vci = 33)

The Access-Node-ldentifier is a unique ASCII string that does not

i nclude ' space’ characters. The syntax of the slot and port
fields reflects typical practices currently in place. The slot
identifier does not exceed 6 characters in length, and the port
identifier does not exceed 3 characters in length using a '\’ as a
delinmter.
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3.

3.

The exact manner in which slots are identified is Access

Node/ DSLAM i npl enent ati on dependent. The vpi, vci, and vlan-id
fields (when applicable) are related to a given access |oop
(U-interface).

2. Agent-Renote-Id
Descri ption

The Agent-Renpte-1d Attribute contains an operator-specific,
statically configured string that uniquely identifies the
subscri ber on the associ ated access | oop of the Access Node/ DSLAM

In a typical subscriber environment, nultiple attributes can be
used to identify the user, anbng others: Username (for exanple, as
defined on a PPP client); Agent-Circuit-Id (a static, pre-defined
string sent fromthe Access Node/ DSLAM ; Agent-Renote-I1d (an
operator-defined string configured on and sent by the Access

Node/ DSLAM) .

This Attribute MAY be included in both Access-Request and
Account i ng- Request packets.

A summary of the Agent-Renote-ld Attribute format is shown bel ow
The fields are transnitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Vendor-Type | Vendor-Length | String. ..
B s S S i i i ks a ks st S S S S S S
Vendor - Type

2 for Agent-Renote-Id
Vendor - Lengt h

<= 65
String

This value of this field is entirely open to the service

provider’s discretion. For exanple, it MAY contain a subscriber
billing identifier or tel ephone nunber.
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3.3.3. Actual - Dat a- Rat e- Upst ream
Descri ption
This Attribute contains the actual upstreamtrain rate of a
subscriber’s synchronized DSL |ink. It MAY be included in both
Access- Request and Accounti ng- Request packets.

A summary of the Actual - Dat a- Rate-Upstream Attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Vendor-Type | Vendor-Length | Val ue
B T S St i i T s T e o S S i St SN

Val ue (cont’d.) |
B ol ok ks o S S S e e e S
Vendor - Type
129 (0x81) for Actual - Dat a- Rat e- Upstream
Vendor - Lengt h
6
Val ue
This field contains a 4-byte unsigned integer, indicating the
subscriber’s actual data rate upstreamof a synchroni zed DSL |i nk.
The rate is coded in bits per second.
3.3.4. Actual - Dat a- Rat e- Downst r eam
Descri ption
This Attribute contains the actual downstreamtrain rate of a
subscriber’s synchronized DSL |ink. It MAY be included in both

Access- Request and Accounti ng- Request packets.

A sunmmary of the Actual - Dat a- Rat e- Downstream Attribute format is
shown below. The fields are transmitted fromleft to right.
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0 1 2 3

01234567890123456789012345678901

i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | Val ue

B T e o i S I i i S S N iy St S I S S
Val ue (cont’d.) |

s i T S e TR o

Vendor - Type
130 (0x82) for Actual - Dat a- Rat e- Downst ream

Vendor - Lengt h
6

Val ue
This field contains a 4-byte unsigned integer, indicating the
subscri ber’s actual data rate downstream of a synchronized DSL
link. The rate is coded in bits per second.

3.3.5. M ni num Dat a- Rat e- Upstream

Description
This Attribute contains the subscriber’s operator-configured
m ni mum upstream data rate. It MAY be included in Accounti ng-

Request packets.

A sunmmary of the M ni num Dat a- Rat e- Upstream Attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Vendor-Type | Vendor-Length | Val ue

B Lt r s i i i o o T s ks S R S

Val ue (cont’d.) |
B i i S S S Tk i o

Vendor - Type
131 (0x83) for M ni num Dat a- Rat e- Upst r eam
Vendor - Lengt h

6
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Val ue
This field contains a 4-byte unsigned integer, indicating the
subscriber’s m ni num upstream data rate (as configured by the
operator). The rate is coded in bits per second.

3.3.6. M ni num Dat a- Rat e- Downst r eam

Descri ption
This Attribute contains the subscriber’s operator-configured
m ni num downstream data rate. It MAY be included in Accounting-
Request packets.

A summary of the M ni num Dat a- Rat e- Downstream Attribute format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T R o o i e S  E  E e e s o i N SR
| Vendor-Type | Vendor-Length | Val ue
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Val ue (cont’d.) |
B ol ok ks o S S S e e e S
Vendor - Type
132 (0x84) for M ni mum Dat a- Rat e- Downst r eam
Vendor - Lengt h
6

Val ue

This field contains a 4-byte unsigned integer, indicating the
subscri ber’s mni num downstream data rate (as configured by the
operator). The rate is coded in bits per second.
3.3.7. Attainabl e- Dat a- Rat e- Upstream
Descri ption

This Attribute contains the subscriber’s attainable upstream data
rate. It MAY be included in Accounting-Request packets.

A summary of the Attainabl e-Data-Rate-Upstream Attribute format is
shown below. The fields are transmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Vendor-Type | Vendor-Length | Val ue
B T e o i S I i i S S N iy St S I S S
Val ue (cont’d.) |

s i T S e TR o
Vendor - Type

133 (0x85) for Attainabl e-Dat a- Rat e- Upst ream
Vendor - Lengt h

6
Val ue

This field contains a 4-byte unsigned integer, indicating the
subscriber’s actual DSL attainable upstreamdata rate. The rate
is coded in bits per second.
3.3.8. Attainabl e- Dat a- Rat e- Downst r eam
Description

This Attribute contains the subscriber’s attai nabl e downstream
data rate. 1t MAY be included in Accounting- Request packets.

A sunmary of the Attainabl e-Dat a- Rat e-Downstream Attribute format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

B T e o i S I i i S S N iy St S I S S

| Vendor-Type | Vendor-Length | Val ue

e i T i i o T R O S O e S T S s it (o (B SR S
Val ue (cont’'d.) |

B o I NI S R S S R S S e i i

Vendor - Type
134 (0x86) for Attainabl e-Dat a- Rat e- Downstr eam
Vendor - Lengt h

6
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Val ue

This field contains a 4-byte unsigned integer, indicating the
subscriber’s actual DSL attai nabl e downstream data rate. The rate
is coded in bits per second.

3.3.9. Maxi num Dat a- Rat e- Upstream
Descri ption

This Attribute contains the subscriber’s maxi num upstream data
rate, as configured by the operator. It MAY be included in
Account i ng- Request packets.

A summary of the Maxi num Dat a- Rat e- Upstream Attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T T R o o i e S  E  E e e s o i N SR
| Vendor-Type | Vendor-Length | Val ue
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Val ue (cont’d.) |

B ol ok ks o S S S e e e S
Vendor - Type

135 (0x87) for Maxi mum Dat a- Rat e- Upstream
Vendor - Lengt h

6
Val ue

This field is a 4-byte unsigned integer, indicating the nuneric
val ue of the subscriber’s DSL nmaxi mum upstream data rate. The
rate is coded in bits per second.
3.3.10. Maxi nrum Dat a- Rat e- Downst r eam
Descri ption
This Attribute contains the subscriber’s maxi num downstream dat a

rate, as configured by the operator. It MAY be included in
Account i ng- Request packets.
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A summary of the Maxi num Dat a- Rat e- Downstream Attribute format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Vendor-Type | Vendor-Length | Val ue
B Lt r s i i i o o T s ks S R S
Val ue (cont’'d.) |
B i i S S S Tk i o

Vendor - Type
136 (0x88) for Maxi num Dat a- Rat e- Downstream
Vendor - Lengt h
6
Val ue
This field is a 4-byte unsigned integer, indicating the nuneric
val ue of the subscriber’s DSL maxi num downstream data rate. The
rate is coded in bits per second.
3.3.11. M ni num Dat a- Rat e- Upst r eam Low Power
Description
This Attribute contains the subscriber’s mni numupstream data
rate in | ow power state, as configured by the operator. It MAY be
i ncluded in Accounting- Request packets.
A summary of the M ni mum Dat a- Rat e- Upst r eam Low Power Attri bute
format is shown below. The fields are transmtted fromleft to
right.
0 1 2 3
01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Vendor-Type | Vendor-Length | Val ue
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Val ue (cont’'d.) |
Bk o I I e S S T e e e e

Vendor - Type

137 (0x89) for M ni num Dat a- Rat e- Upst r eam Low Power
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Vendor - Lengt h
6
Val ue

This field is a 4-byte unsigned integer, indicating the nuneric
val ue of the subscriber’s DSL m ni num upstream data rate when in
| ow power state (L1/L2). The rate is coded in bits per second.

3.3.12. M ni mum Dat a- Rat e- Downst r eam Low Power
Description
This Attribute contains the subscriber’s m ni nrum downstream data

rate in | ow power state, as configured by the operator. It MAY be
i ncluded in Accounting- Request packets.

A summary of the M ni num Dat a- Rat e- Downst r eam Low Power Attri bute
format is shown below. The fields are transnmitted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S
| Vendor-Type | Vendor-Length | Val ue
R R R R e e s o S e R S S S S S S e e e e e
Val ue (cont’d.) |

B il i S S S S S T S S
Vendor - Type

138 (0x8A) for M ni num Dat a- Rat e- Downst r eam Low Power
Vendor - Lengt h

6
Val ue

This field is a 4-byte unsigned integer, indicating the nuneric
val ue of the subscriber’s DSL mini rum downstream data rate. The
rate is coded in bits per second.
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3.3.13. Maxi mum | nterl eavi ng- Del ay- Upstream
Descri ption
This Attribute contains the subscriber’s maxi num one-way upstream
i nterleaving delay, as configured by the operator. It MAY be
i ncluded in Accounting- Request packets.

A summary of the Maxi num | nterl eavi ng- Del ay- Upstream Attri bute fornmat
is shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Vendor-Type | Vendor-Length | Val ue
B T S St i i T s T e o S S i St SN

Val ue (cont’d.) |
B s T i S e
Vendor - Type
139 (0x8B) for Maxi mum I nterl eavi ng-Del ay- Upstream
Vendor - Lengt h
6
Val ue
This field is a 4-byte unsigned integer, indicating the nuneric
value in mlliseconds of the subscriber’s DSL maxi num one-way

upstreaminterl eaving del ay.

3.3.14. Actual -1 nterleaving-Del ay- Upstream

Descri ption
This Attribute contains the subscriber’s actual one-way upstream
interleaving delay. |t MAY be included in Accounting- Request
packets.

A sunmmary of the Actual -Interl eaving-Del ay- Upstream Attri bute format
is shown below. The fields are transnmitted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Vendor-Type | Vendor-Length | Val ue

B T e o i S I i i S S N iy St S I S S
Val ue (cont’d.) |

s i T S e TR o

Vendor - Type
140 (0x8C) for Actual -1nterleaving-Del ay- Upstream

Vendor - Lengt h
6

Val ue
This field is a 4-byte unsigned integer, indicating the nuneric
value in mlliseconds of the subscriber’s DSL actual upstream
i nterl eaving del ay.

3.3.15. Maxi mum I nterl eavi ng- Del ay- Downst r eam

Description
This Attribute contains the subscriber’s maxi num one-way
downstreaminterl eaving delay, as configured by the operator. It
MAY be included in Accounting-Request packets.

A sunmmary of the Maxi num | nterl eavi ng- Del ay- Downstream Attri bute

format is shown below. The fields are transnmitted fromleft to

right.

0 1 2 3

01234567890123456789012345678901

B s S S i i i ks a ks st S S S S S S

| Vendor-Type | Vendor-Length | Val ue

R R R R e e s o S e R S S S S S S e e e e e

Val ue (cont’d.) |
B il i S S S S S T S S

Vendor - Type

141 (0x8D) for Maxi num | nterl eavi ng- Del ay- Downstream
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Vendor - Lengt h
6

Val ue
This field is a 4-byte unsigned integer, indicating the nuneric
value in nmilliseconds of the subscriber’s DSL maxi mum one-way

downstream i nterl eavi ng del ay.

3.3.16. Actual -Interl eavi ng-Del ay- Downstream

Description
This Attribute contains the subscriber’s actual one-way downstream
interleaving delay. It MAY be included in Accounting- Request
packets.

A summary of the Actual -Interl eaving-Del ay- Downstream Attri bute
format is shown below. The fields are transnmitted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S
| Vendor-Type | Vendor-Length | Val ue

R R R R e e s o S e R S S S S S S e e e e e

Val ue (cont’d.) |
B il i S S S S S T S S

Vendor - Type
142 (O0x8E) for Actual -Interleaving-Del ay- Downstream
Vendor - Lengt h
6
Val ue
This field is a 4-byte unsigned integer, indicating the nuneric

value in mlliseconds of the subscriber’s DSL actual downstream
i nterl eaving del ay.
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3.3.17. Access-Loop-Encapsul ation
Descri ption

This Attribute describes the encapsul ation(s) used by the
subscri ber on the DSL access loop. It MAY be present in both
Access- Request and Accounti ng- Request packets.

A summary of the Access-Loop-Encapsul ation Attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Vendor-Type | Vendor-Length | Val ue
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Val ue (cont’'d) |
S S S S e SR SN
Vendor - Type
144 (0x90) for Access-Loop-Encapsul ation
Vendor - Lengt h
5

Val ue

This field is a string 3 bytes in length, logically divided into
three 1-byte sub-fields as shown in the foll ow ng di agram

0 1 2

012345678901234567890123

B S T i s s oI S S SN S S S S S e

| Dat a Link | Encaps 1 | Encaps 2 |

e i i s e S O e i e ok S ST TR SN B SR S
Valid values for the sub-fields are as foll ows:

Dat a Li nk

0x01 AALS
0x02 Et her net
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Encaps 1
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0x00 NA - Not Available
0x01 Unt agged Et her net
0x02 Si ngl e- Tagged Et her net

Encaps 2

0x00
0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08

NA - Not Avail able

PPPoA LLC
PPPoA Nul
| POA LLC
| POA Nul |
Et her net over
Et her net over
Et her net over
Et her net over

3.3.18. | WF-Sessi on

Descri ption

AAL5 LLC with FCS
AALS5 LLC wi t hout FCS
AAL5 Null with FCS
AAL5 Null without FCS

Sept ember 2006

The presence of this Attribute indicates that the | W has been

perfornmed with respect to the subscriber’s session;
data field is necessary. |t NMAY be included in both Access-

Request and Accounti ng- Request packets.

A summary of the |IW--Session Attribute format
fields are transmtted fromleft to right.

0

1

0123456789012345
R e o i Sl T S R SR
| Vendor-Type | Vendor-Length
B il i S S S S S T S S

Vendor - Type

254 (OxF

E) for |W- Session

Vendor - Lengt h

2

Manmoliti, et al

I nf or mat i ona

note that no

is shown below. The
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4.

Tabl e of Attributes

The following table provides a guide to which attributes nmay be found
i n which kinds of packets, and in what quantity; note that since none
of the DSL Forum VSAs may be present in the Access-Accept, Access-
Rej ect or Access-Chal |l enge packets, those colums have been onitted
fromthe table.

Request Acct - Request #  Attribute
0-1 0-1 1 Agent-Circuit-Id

0-1 0-1 2 Agent-Renote-1d

0-1 0-1 129 Actual - Dat a- Rat e- Upst r eam

0-1 0-1 130 Actual - Dat a- Rat e- Downst r eam

0 0-1 131 M ni mum Dat a- Rat e- Upst r eam

0 0-1 132 M ni mum Dat a- Rat e- Downst r eam

0 0-1 133 Attai nabl e- Dat a- Rat e- Upst r eam

0 0-1 134 Attai nabl e- Dat a- Rat e- Downst r eam

0 0-1 135 Maxi mum Dat a- Rat e- Upst r eam

0 0-1 136 Maxi mum Dat a- Rat e- Downst r eam

0 0-1 137 M ni mum Dat a- Rat e- Upst r eam Low Power

0 0-1 138 M ni mum Dat a- Rat e- Downst r eam Low Power
0 0-1 139 Maxi mum | nt erl eavi ng- Del ay- Upstream

0 0-1 140 Actual -Interl eavi ng-Del ay- Upst ream

0 0-1 141 WMaxi mum | nt erl eavi ng- Del ay- Downst r eam
0 0-1 142 Actual -I nterl eavi ng- Del ay- Downst r eam
0-1 0-1 144 Access- Loop- Encapsul ation

0-1 0-1 254 | WF- Sessi on

The follow ng table defines the neaning of the above table entries.

0 This Attribute MJUST NOT be present in packet.
0-1 Zero or one instances of this Attribute MAY be present in
packet .

Security Considerations

The security of these Attributes relies on an inplied trust

rel ati onshi p between the Access Node/ DSLAM and the BRAS. The
identifiers that are inserted by the Access Node/ DSLAM are

uncondi tionally trusted; the BRAS does not performany validity check
on the information received. These Attributes are intended to be
used in environnents in which the network infrastructure (the Access
Node/ DSLAM the BRAS, and the entire network in which those two
devices reside) is trusted and secure.
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6.

6.

6.

1

2.

As used in this docunent, the word "trusted" inplies that

unaut hori zed traffic cannot enter the network except through secured
and trusted devices and that all devices internal to the network are
secure and trusted. Careful consideration should be given to the
potential security vulnerabilities that are present in this nodel
before deploying this option in actual networks.

The Attributes described in this docunent neither increase nor
decrease the security of the RADIUS protocol. For discussions of
various RADIUS vul nerabilities, see [RFC2607], [RFC3579], [RFC3162],
and [ RFC3580] .
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