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This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abstract

This specification defines a TLS handshake nessage for exchange of
suppl enental application data. TLS hello nessage extensions are used
to determ ne which supplenmental data types are supported by both the
TLS client and the TLS server. Then, the suppl enental data handshake
message i s used to exchange the data. Oher docunents will define
the syntax of these extensions and the syntax of the associated

suppl enental data types.
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I ntroduction

Recent standards activities have proposed different nechanisns for
transmitting suppl enental application data in the TLS handshake
message. For exanple, recent proposals transfer data that is not
processed by the TLS protocol itself, but assist the TLS-protected
application in the authentication and authorization decisions. One
proposal transfers user name hints for |ocating credentials, and
anot her proposal transfers attribute certificates and Security
Assertions Markup Language (SAM.) assertions for authorization
checks.

In order to avoid definition of multiple handshake nessages, one for
each new type of application-specific supplenental data, this
specification defines a new handshake nessage type that bundles
together all data objects that are to be delivered to the TLS-
protected application and sends themin a single handshake nessage.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ N1].

The syntax for the suppl enental data handshake nessage is defined
using the TLS Presentation Language, which is specified in Section 4
of [N2].

Suppl enent al Data Handshake Message

The new suppl enent al _data handshake nessage type is defined to
acconmodat e conmmuni cation of suppl enental data objects as agreed
during the exchange of extensions in the client and server hello
messages. See RFC 2246 (TLS 1.0) [N2] and RFC 4346 (TLS 1.1) [N3]
for other handshake message types.

Information provided in a supplenental data object MJST be intended
to be used exclusively by applications and protocol s above the TLS
protocol layer. Any such data MJST NOT need to be processed by the
TLS pr ot ocol
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enum {
suppl enent al _dat a(23), (255)
} HandshakeType;

struct {
HandshakeType nsg_type; /* handshake type */
ui nt 24 | engt h; /* octets in nessage */
sel ect (HandshakeType) {
case suppl ement al _dat a: Suppl enent al Dat a;
} body;
} Handshake;
struct {

Suppl enent al Dat aEntry supp_dat a<l..2/24-1>;
} Suppl enent al Dat a;

struct {
Suppl enent al Dat aType supp_dat a_type;
uint16 supp_data_l ength;
sel ect (Suppl enent al Dat aType) { }
} Suppl enent al Dat aEnt ry;

enum {
(65535)
} Suppl enent al Dat aType;

supp_data_l ength
This field is the length (in bytes) of the data sel ected by
Suppl enent al Dat aType.

The client MUST NOT send nore than one Suppl enental Dat a handshake
message, and the server MJST NOT send nore than one Suppl enent al Dat a
handshake nessage. Receiving nore than one Suppl enent al Dat a
handshake nessage results in a fatal error, and the receiver MJST

cl ose the connection with a fatal unexpected_nessage alert.

I f present, the Suppl enental Data handshake nessage MJST contain a
non-enpty Suppl enental DataEntry structure carrying data associ ated
with at | east one defined Suppl enental DataType. An explicit
agreement that governs presence of any suppl enental data MJST be
concl uded between client and server for each Suppl enental Dat aType
using the TLS extensions [N4] in the client and server hello
messages. Receiving an unexpected Suppl enent al Dat a handshake nessage
results in a fatal error, and the receiver MIST cl ose the connection
with a fatal unexpected_nessage alert.
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define specific Suppl enental DataTypes and their

associ at ed data syntax and processing.
nmust al so specify the client and server

are used to negotiate the support for the specified suppl emental
Thi s docunment sinply specifies the TLS Handshake Protocol

type.

message that will carry the suppl enental

Different situations require the transfer of suppl enental

the client to the server, require the tr
fromthe server to the client,
are fully supported.

or both ways.

These sane specifications
hel | 0 message extensions that
data

dat a obj ects.
data from

ansfer of supplenmental data
Al three situations

i f exchanged, MJST be sent as
ed in Figure 1 bel ow

Server

ServerHel |l o(wi th extensions)

Suppl enent al Dat a*
Certificate*

Ser ver KeyExchange*
Certificat eRequest*
Server Hel | oDone

[ ChangeGi pher Spec]
Fi ni shed
Application Data

3. Message Fl ow
The Suppl enent al Dat a handshake nessage,
the first handshake message as illustrat
Cient
CientHello (with extensions) -------- >
e e e e ==
Suppl enent al Dat a*
Certificate*
d i ent KeyExchange
CertificateVerify*
[ ChangeGi pher Spec]
Finished -------- >
e = =
Application Data <------- >
* Indicates optional or situation-dependent nessages.
Figure 1. Message Flow w th Suppl ement al Dat a
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4.

Security Considerations

Each Suppl enent al Dat aType i ncluded i n the handshake nessage defi ned
in this specification introduces its own uni que set of security
properties and rel ated considerations. Security considerations nust
therefore be defined in each docunent that defines a supplenenta
data type

In sone cases, the Supplenental Data i nformati on nmay be sensitive.
The doubl e handshake techni que can be used to provide protection for
the Suppl enental Data information. Figure 2 illustrates the double
handshake, where the initial handshake does not include any
extensions, but it does result in protected conmunications. Then, a
second handshake that includes the Supplenmental Data information is
performed using the protected communications. |In Figure 2, the
nunber on the right side indicates the amount of protection for the
TLS nmessage on that line. A zero (0) indicates that there is no
conmuni cati on protection; a one (1) indicates that protection is
provided by the first TLS session; and a two (2) indicates that
protection is provided by both TLS sessi ons.

The pl acenent of the Suppl enental Data nmessage in the TLS Handshake
results in the server providing its Supplenmental Data i nformation

before the client is authenticated. |In nany situations, servers wll
not want to provide authorization information until the client is
aut henticated. The doubl e handshake illustrated in Figure 2 provides

a technique to ensure that the parties are nutually authenticated
before either party provides Suppl enental Data i nformation

Sant esson St andards Track [ Page 5]



RFC 4680 TLS Handshake Message for Suppl enental Data Septenber 2006

dient Server

CientHello (no extensions) -------- >
ServerHell o (no extensions)
Certificate*
Ser ver KeyExchange*
Certificat eRequest*

<---m---- Server Hel | oDone
Certificate*
d i ent KeyExchange
CertificateVerify*
[ ChangeGi pher Spec]
Finished  ooa----- >

[ ChangeCi pher Spec]

mmmm---- Fi ni shed

CientHello (W extensions) -------- >

ServerHello (W extensions)
Suppl enent al Dat a*
Certificate*

Ser ver KeyExchange*
Certificat eRequest*

NNRNRRPRRPRRPRPRPRRPREPRPRRPORPROO0O0ODO0OO0OO00O00OO

mmmmmmm - Server Hel | oDone
Suppl enent al Dat a*
Certificate*
d i ent KeyExchange
CertificateVerify*
[ ChangeGi pher Spec]
Finished -------- >
[ ChangeCGi pher Spec]
S Fi ni shed
Application Data <------- > Application Data

* Indicates optional or situation-dependent nessages.

Figure 2. Doubl e Handshake to Protect Supplenmental Data
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5.

| ANA Consi derations
| ANA has taken the follow ng actions:

1) Created an entry, supplenental _data(23), in the existing registry
for HandshakeType (defined in RFC 2246 [N2]).

2) Established a registry for TLS Suppl enental Data Formats
(Suppl enent al Dat aType). Values in the inclusive range 0-16385
(decimal) are assigned via RFC 2434 [N5] Standards Action. Val ues
fromthe inclusive range 16386-65279 (decinmal) are assigned via
RFC 2434 | ETF Consensus. Values fromthe inclusive range
65280- 65535 (decinal) are reserved for RFC 2434 Private Use.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2006).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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