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Abst r act

It is possible for Dynam ¢ Host Configuration Protocol (DHCP) clients
to attenpt to update the sanme DNS Fully Qualified Domai n Nane (FQDN)
or to update a DNS FQDN that has been added to the DNS for another
pur pose as they obtain DHCP | eases. Wether the DHCP server or the
clients thenmsel ves performthe DNS updates, conflicts can arise. To
resol ve such conflicts, RFC 4703 proposes storing client identifiers
in the DNS to unanbi guously associ ate dormain nanmes with the DHCP
clients to which they refer. This neno defines a distinct Resource
Record (RR) type for this purpose for use by DHCP clients and
servers: the "DHCI D' RR
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1. Introduction

A set of procedures to allow DHCP [7] [11] clients and servers to
automatically update the DNS ([3], [4]) is proposed in [1].

Conflicts can arise if nultiple DHCP clients wish to use the sane DNS
nane or a DHCP client attenpts to use a nane added for another
purpose. To resolve such conflicts, [1] proposes storing client
identifiers in the DNS to unambi guously associ ate domain nanes wth
the DHCP clients using them |In the interest of clarity, it is
preferable for this DHCP information to use a distinct RRtype. This
meno defines a distinct RR for this purpose for use by DHCP clients
or servers: the "DHCI D' RR

In order to obscure potentially sensitive client identifying
information, the data stored is the result of a one-way SHA-256 hash
comput ation. The hash includes information fromthe DHCP client’s
message as well as the domain nane itself, so that the data stored in
the DHCID RR will be dependent on both the client identification used
in the DHCP protocol interaction and the domain name. This neans
that the DHCID RDATA will vary if a single client is associated over
time with nore than one nane. This makes it difficult to 'track’ a
client as it is associated with various domai n nanes.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [2].

3. The DHCI D RR

The DHCID RR is defined with menonic DHCI D and type code 49. The
DHCID RRis only defined in the IN class. DHCI D RRs cause no
addi ti onal section processing.

3.1. DHCI D RDATA For mat

The RDATA section of a DHCID RR in transm ssion contains RDLENGTH
octets of binary data. The format of this data and its
interpretation by DHCP servers and clients are described bel ow.

DNS software shoul d consider the RDATA section to be opaque. DHCP
clients or servers use the DHCID RR to associate a DHCP client’s
identity with a DNS nanme, so that nultiple DHCP clients and servers
may determnistically performdynani ¢ DNS updates to the same zone
From the updater’s perspective, the DHCI D resource record RDATA
consists of a 2-octet identifier type, in network byte order
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followed by a 1-octet digest type, followed by one or nore octets
representing the actual identifier

< 2 octets > Identifier type code
< 1 octet > Di gest type code
< n octets > Di gest (length depends on di gest type)

3.2. DHCID Presentati on Format

In DNS master files, the RDATA is represented as a single block in
base- 64 encoding identical to that used for representing binary data
in [8], Section 3. The data nmay be divided up into any nunber of

whi t e- space-separated substrings, down to single base-64 digits,

whi ch are concatenated to formthe conpl ete RDATA. These substrings
can span lines using the standard parentheses.

3.3. The DHCID RR Identifier Type Codes

The DHCID RR Identifier Type Code specifies what data fromthe DHCP
client’s request was used as input into the hash function. The
identifier type codes are defined in a registry maintai ned by | ANA
as specified in Section 7. The initial list of assigned values for
the identifier type code and that type's identifier is:

oo o e e e e e e oo +
| ldentifier Type | ldentifier |
| Code | |
Fom e e e e e o o e e e e e e e e e e e e e e e e e e e e e e e e e e +
0x0000 The 1-octet 'htype' followed by "hlen' octets

of 'chaddr’ froma DHCPv4 client’s DHCPREQUEST
[7].

0x0001 The data octets (i.e., the Type and
Cient-ldentifier fields) froma DHCPv4

DHCPv6 client’s Client Identifier option [11]
or the DUID field froma DHCPv4 client’s
Client ldentifier option [6]).

Undefi ned; available to be assigned by | ANA
Undefi ned; RESERVED.

0x0003 - Oxfffe

|
|
|
|
| client’s Client Identifier option [10].
|
|
|
|
|
Oxffff |

| |
| |
| |
| |
: :
| 0x0002 The client’s DUD (i.e., the data octets of a

| |
| |
| |
| |
| |

3.4. The DHCI D RR Di gest Type Code
The DHCI D RR Di gest Type Code is an identifier for the digest

al gorithmused. The digest is calculated over an identifier and the
canoni cal FQDN as described in the next section
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The digest type codes are defined in a registry naintai ned by | ANA
as specified in Section 7. The initial list of assigned values for
the digest type codes is: value 0 is reserved, and value 1 is

SHA- 256. Reserving other types requires |ETF standards action
Defining new values will also require | ETF standards action to
docunent how DNS updaters are to deal with nultiple digest types

3.5. Conputation of the RDATA

The DHCI D RDATA is formed by concatenating the 2-octet identifier
type code with variabl e-l ength data.

The RDATA for all type codes other than Oxffff, which is reserved for
future expansion, is forned by concatenating the 2-octet identifier
type code, the 1-octet digest type code, and the digest value (32
octets for SHA-256).

< identifier-type > < digest-type > < di gest >
The input to the digest hash function is defined to be:
di gest = SHA-256(< identifier > < FQDN >)

The FQDN is represented in the buffer in the canonical wire format as
described in [9], Section 6.2. The identifier type code and the
identifier are related as specified in Section 3.3: the identifier
type code describes the source of the identifier

A DHCPv4 updater uses the 0x0002 type code if a Client Identifier
option is present in the DHCPv4 nessages and it is encoded as
specified in [6]. Oherwi se, the updater uses 0x0001 if a dient
Identifier option is present, and 0x0000 if not.

A DHCPv6 updater always uses the 0x0002 type code.
3.5.1. Using the dient’s DU D

When the updater is using the Client’s DU D (either froma DHCPv6
Client Identifier option or froma portion of the DHCPv4 O i ent
Identifier option encoded as specified in [6]), the first two octets
of the DHCID RR MUST be 0x0002, in network byte order. The third
octet is the digest type code (1 for SHA-256). The rest of the DHCI D
RR MUST contain the results of conputing the SHA-256 hash across the
octets of the DU D foll owed by the FQDN
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3.5.2. Using the dient Identifier Option

When the updater is using the DHCPv4 Cient ldentifier option sent by
the client in its DHCPREQUEST nmessage, the first two octets of the
DHCI D RR MJST be 0x0001, in network byte order. The third octet is
the digest type code (1 for SHA-256). The rest of the DHCID RR MUST
contain the results of conputing the SHA-256 hash across the data
octets (i.e., the Type and Cdient-ldentifier fields) of the option
foll owed by the FQDN

3.5.3. Using the dient’s htype and chaddr

When the updater is using the client’s link-layer address as the
identifier, the first two octets of the DHCI D RDATA MJST be zero.
The third octet is the digest type code (1 for SHA-256). To generate
the rest of the resource record, the updater conputes a one-way hash
usi ng the SHA-256 al gorithm across a buffer containing the client’s
networ k hardware type, |ink-layer address, and the FQDN dat a.
Specifically, the first octet of the buffer contains the network
hardware type as it appeared in the DHCP ' htype' field of the
client’s DHCPREQUEST nessage. All of the significant octets of the
"chaddr’ field in the client’s DHCPREQUEST nmessage follow, in the
same order in which the octets appear in the DHCPREQUEST nmessage.
The nunber of significant octets in the 'chaddr’ field is specified
inthe "hlen field of the DHCPREQUEST nessage. The FQDN data, as
speci fi ed above, follows.

3.6. Exanples
3.6.1. Exanple 1

A DHCP server allocates the | Pv6 address 2001: DB8::1234:5678 to a
client that included the DHCPv6 client-identifier option data 00: 01
00: 06: 41: 2d: f1: 66: 01: 02: 03: 04: 05: 06 in its DHCPv6 request. The
server updates the nane "chi 6. exanpl e.cont on the client’s behal f and
uses the DHCP client identifier option data as input in formng a
DHCID RR.  The DHCI D RDATA is fornmed by setting the two type octets
to the val ue 0x0002, the 1-octet digest type to 1 for SHA-256, and
perform ng a SHA-256 hash conputation across a buffer containing the
14 octets fromthe client-id option and the FCQDN (represented as
specified in Section 3.5).

chi 6. exanpl e. com AAAA 2001: DB8: : 1234: 5678
chi 6. exanpl e. com DHCID ( AAI BY2/ AuCccgodbsaxcQ9TUappt P69
g xf NuVAA2kj EA= )

If the DHCID RR type is not supported, the RDATA woul d be encoded
[13] as:
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\# 35 ( 000201636f c0b8271c82825bblac5c4lcf 5351aa69b4f ebd94e8f 17cd
b95000da48c40 )

3.6.2. Exanple 2

A DHCP server allocates the |Pv4 address 192.0.2.2 to a client that

i ncluded the DHCP client-identifier option data 01:07: 08: 09: Oa: Ob: Oc
inits DHCP request. The server updates the name "chi.exanpl e. cont
on the client’s behalf and uses the DHCP client identifier option
data as input in formng a DHCID RR. The DHCI D RDATA is formed by
setting the two type octets to the val ue 0x0001, the 1-octet digest
type to 1 for SHA-256, and perform ng a SHA-256 hash conputation
across a buffer containing the seven octets fromthe client-id option
and the FQDN (represented as specified in Section 3.5).

chi . exanpl e. com A 192.0.2.2
chi . exanpl e. com DHCID ( AAEBOSD+XR3GCs/ 0LozeXVqcNc7FwCl QdW
L3b/ Nai UDI W2No= )

If the DHCID RR type is not supported, the RDATA would be encoded
[13] as:

\# 35 ( 0001013920f e5d1dceb3f dOba3379756a70d73b17009f 41d58bddbf cd
6a2503956d8da )

3.6.3. Exanple 3

A DHCP server allocating the IPv4 address 192.0.2.3 to a client with
the Et hernet MAC address 01:02: 03: 04: 05: 06 usi ng domai n nane
"client.exanple.cont uses the client’s link-layer address to identify
the client. The DHCI D RDATA is conposed by setting the two type
octets to zero, the 1l-octet digest type to 1 for SHA-256, and
perform ng an SHA-256 hash conputation across a buffer containing the
1-octet 'htype value for Ethernet, 0x01, followed by the six octets
of the Ethernet MAC address, and the domain nane (represented as
specified in Section 3.5).

client.exanpl e.com A 192.0.2.3
client.exanpl e.com DHCID ( AAABxLn skl | EOMVj d57zHcWrEH3pCQBV
yt cKD/ / 7es/ deY= )

If the DHCID RR type is not supported, the RDATA woul d be encoded
[13] as:

\# 35 ( 000001c4b9a5b249651343158dde7bcc77169841f 7a4243a572b5¢c283
fffedeb3f 75e6 )
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4.

Use of the DHCID RR

This RR MUST NOT be used for any purpose other than that detailed in
[1]. Although this RR contains data that is opaque to DNS servers,
the data nust be consistent across all entities that update and
interpret this record. Therefore, new data formats nmay only be
defined through actions of the DHC Wrking G oup, as a result of
revising [1].

Updat er Behavi or

The data in the DHCID RR al |l ows updaters to deternine whether nore
than one DHCP client desires to use a particular FQDN. This allows
site adnministrators to establish policy about DNS updates. The DHCI D
RR does not establish any policy itself.

Updaters use data froma DHCP client’s request and the donmai n nane
that the client desires to use to conpute a client identity hash, and
then conpare that hash to the data in any DHCID RRs on the nanme that
they wish to associate with the client’s IP address. |f an updater

di scovers DHCI D RRs whose RDATA does not match the client identity
that they have computed, the updater SHOULD conclude that a different
client is currently associated with the name in question. The
updat er SHOULD t hen proceed according to the site’s adm nistrative
policy. That policy mght dictate that a different nane be sel ected,
or it mght permt the updater to continue.

Security Considerations

The DHCI D record as such does not introduce any new security problens
into the DNS. In order to obscure the client’'s identity infornation,
a one-way hash is used. Further, in order to nake it difficult to
"track’ a client by exanining the nanes associated with a particul ar
hash value, the FQDN is included in the hash conmputation. Thus, the
RDATA i s dependent on both the DHCP client identification data and on
each FQDN associated with the client.

However, it should be noted that an attacker that has sonme know edge,
such as of MAC addresses conmmonly used in DHCP client identification
data, may be able to discover the client’s DHCP identify by using a
brute-force attack. Even w thout any additional know edge, the
nunber of unknown bits used in conputing the hash is typically only
48 to 80.

Admi ni strators should be wary of permitting unsecured DNS updates to
zones, whether or not they are exposed to the global Internet. Both
DHCP clients and servers SHOULD use sone form of update
aut hentication (e.g., [12]) when perforni ng DNS updat es.
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7.

9.

9.

| ANA Consi derations
| ANA has all ocated a DNS RR type nunber for the DHCI D record type.

This specification defines a new nunber-space for the 2-octet
identifier type codes associated with the DHCID RR | ANA has
established a registry of the values for this nunber-space. Three
initial values are assigned in Section 3.3, and the value OxFFFF is
reserved for future use. New DHCID RR identifier type codes are
assigned through Standards Action, as defined in [5].

This specification defines a new nunber-space for the 1-octet digest
type codes associated with the DHCID RR | ANA has established a
registry of the values for this nunber-space. Two initial values are
assigned in Section 3.4. New DHCID RR di gest type codes are assigned
t hrough Standards Action, as defined in [5].
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