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Abst r act
Thi s docunent describes the transport of Ethernet franmes over the
Layer 2 Tunneling Protocol, Version 3 (L2TPv3). This includes the
transport of Ethernet port-to-port franmes as well as the transport of
Et hernet VLAN franmes. The mechani sm described in this docunment can

be used in the creation of Pseudowires to transport Ethernet franes
over an | P network.
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1. Introduction

The Layer 2 Tunneling Protocol, Version 3 (L2TPv3) can be used as a
control protocol and for data encapsulation to set up Pseudow res
(PWs) for transporting |ayer 2 Packet Data Units across an | P network
[ RFC3931]. This docunent describes the transport of Ethernet franes
over L2TPv3 including the PWestablishnent and data encapsul ation

The term"Ethernet” in this docunent is used with the intention to

i nclude all such protocols that are reasonably sinmlar in their
packet format to | EEE 802.3 [802.3], including variants or extensions
that may or may not necessarily be sanctioned by the | EEE (i ncl uding
such franmes as junbo franmes, etc.). The term"VLAN' in this docunent
is used with the intention to include all virtual LAN tagging
protocol s such as | EEE 802.1Q [802.1Q , 802.1lad [802.1ad], etc.

1.1. Specification of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", " SHOULD'
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].
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1.2. Abbreviations

AC Attachnent Grcuit (see [ RFC3985])

CE Customer Edge (Typically also the L2TPv3 Renpte Systen)
LCCE L2TP Control Connection Endpoint (see [RFC3931])

NSP Native Service Processing (see [ RFC3985])

PE Provi der Edge (Typically also the LCCE) (see [RFC3985])
PSN Packet Switched Network (see [ RFC3985])

PW Pseudowi re (see [ RFC3985])

PVE3 Pseudowi re Emul ati on Edge to Edge (Working G oup)
1.3. L2TPv3 Control Message Types

Rel evant L2TPv3 control nessage types (see [RFC3931]) are listed for
ref erence.

SCCRQ L2TPv3 Start-Control - Connecti on- Request control nessage
SCCRP  L2TPv3 Start-Control - Connection-Reply control nessage
SCCCN  L2TPv3 Start-Control - Connecti on- Connected control nessage
St opCCN L2TPv3 St op- Control - Connection-Notification control nessage
I CRQ L2TPv3 | nconi ng- Cal | - Request control nessage

| CRP L2TPv3 I nconi ng-Cal | -Reply control message

| CCN L2TPv3 | ncom ng- Cal | - Connect ed control nessage

OCRQ L2TPv3 CQut goi ng- Cal | - Request control nessage

COCRP L2TPv3 Qutgoing-Cal |l -Reply control nessage

OCCN L2TPv3 CQut goi ng- Cal | - Connected control message

CDN L2TPv3 Cal | - Di sconnect-Notify control nessage

SLI L2TPv3 Set-Link-1nfo control nessage

1.4. Requirenents

An Ethernet PWenulates a single Ethernet |ink between exactly two
endpoints. The following figure depicts the PWterm nation relative
to the NSP and PSN tunnel within an LCCE [ RFC3985]. The Ethernet
interface may be connected to one or nore Renpbte Systens (an L2TPv3
Renpte Systemis referred to as Custoner Edge (CE) in this and
associ ated PWE3 docunents). The LCCE nay or nmay not be a PE

T SNSSSS +
| LCCE |
+- + +--- - - + [ + [ + +- +
| P| | | | PWter| | PSN | | P|
Et hernet <==>|h|<=>| NSP | <=>| mi nati | <=>| Tunnel | <=>| h| <==> PSN
Interface Lyl | | lon I . Y
+- + Feom - + Feomm e + Feomm e + +- +
| |
oo m e e e e e e e e e e e e e oo oo +

Figure 1: PWterm nation
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The PWtermnation point receives untagged (also referred to as
"raw ) or tagged Ethernet frames and delivers themunaltered to the
PWterm nation point on the renmote LCCE. Hence, it can provide

unt agged or tagged Ethernet |ink enul ation service.

The "NSP" function includes packet processing needed to translate the
Et hernet franes that arrive at the CE-LCCE interface to/fromthe

Et hernet frames that are applied to the PWtermination point. Such
functions may include stripping, overwiting, or adding VLAN tags.
The NSP functionality can be used in conjunction with | ocal

provi sioning to provide heterogeneous services where the CE-LCCE
encapsul ations at the two ends nmay be different.

The physical |ayer between the CE and LCCE, and any adaptation (NSP)
functions between it and the PWternination, are outside of the scope
of PWE3 and are not defined here.

2. PWEstablishnent

Wth L2TPv3 as the tunneling protocol, Ethernet PW are L2TPv3
sessions. An L2TP Control Connection has to be set up first between
the two LCCEs. Individual PW can then be established as L2TP

sessi ons.

2.1. LCCE-LCCE Control Connection Establishnment

The two LCCEs that wish to set up Ethernet PW MJST establish an L2TP
Control Connection first as described in [RFC3931]. Hence, an

Et hernet PW Type nust be included in the Pseudowi re Capabilities List
as defined in [ RFC3931]. The type of PWcan be either "Ethernet
port" or "Ethernet VLAN'. This indicates that the Control Connection
can support the establishnent of Ethernet PW. Note that there are
two Et hernet PW Types required. For connecting an Ethernet port to
anot her Ethernet port, the PWType MJST be "Ethernet port"; for
connecting an Ethernet VLAN to another Ethernet VLAN, the PW Type
MJUST be "Ethernet VLAN'.

2.2. PW Session Establishnent
The provisioning of an Ethernet port or Ethernet VLAN and its
association with a PWtriggers the establishment of an L2TP session

via the standard Incomng Call three-way handshake described in
Section 3.4.1 of [RFC3931].
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Note that an L2TP Qutgoing Call is essentially a nethod of
controlling the originating point of a Switched Virtual Crcuit
(SVC), allowing it to be established fromany reachabl e L2TP-enabl ed
device able to performoutgoing calls. The Qutgoing Call nodel and
its correspondi ng OCRQ OCRP, and OCCN control messages are mainly
used within the dial arena with L2TPv2 today and has not been found
applicable for PWapplications yet.

The following are the signaling el ements needed for the Ethernet PW
est abl i shnent:

a)

b)

Pseudowi re Type: The type of a Pseudowire can be either "Ethernet
port" or "Ethernet VLAN'. Each LCCE signals its Pseudow re type
in the Pseudowire Type AVP [ RFC3931]. The assigned val ues for
"Et hernet port" and "Ethernet VLAN' Pseudow re types are captured
in the "I ANA Consi derations" of this docunent. The Pseudowi re
Type AVP MJST be present in the | CRQ

Pseudowire I D: Each PWis associated with a Pseudowire ID. The
two LCCEs of a PWhave the sane Pseudowire ID for it. The Renote
End lIdentifier AVP [ RFC3931] is used to convey the Pseudowire ID.
The Renote End ldentifier AVP MJUST be present in the ICRQ in order
for the renote LCCE to determne the PWto associate the L2TP
session with. An inplenmentation MUST support a Renote End
Identifier of four octets known to both LCCEs either by manual
configuration or sone other nmeans. Additional Renote End
Identifier formats that MAY be supported are outside the scope of
thi s docunent.

The Circuit Status AVP [ RFC3931] MJST be included in I CRQ and | CRP
to indicate the circuit status of the Ethernet port or Ethernet
VLAN. For ICRQ and ICRP, the Circuit Status AVP MJST indicate
that the circuit status is for a newcircuit (refer to Nbit in
Section 2.3.3). An inplenentation MAY send an | CRQ or | CRP before
an Ethernet interface is ACTIVE, as long as the Grcuit Status AVP
(refer to A bit in Section 2.3.3) inthe ICRQor ICRP reflects the
correct status of the Ethernet port or Ethernet VLAN link. A
subsequent circuit status change of the Ethernet port or Ethernet
VLAN MUST be conveyed in the Grcuit Status AVP in | CCN or SLI
control nessages. For ICCN and SLI (refer to Section 2.3.2), the
Circuit Status AVP MIST indicate that the circuit status is for an
existing circuit (refer to Nbit in Section 2.3.3) and reflect the
current status of the link (refer to A bit in Section 2.3.3).
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2.3. PWSession Mnitoring
2.3.1. Control Connection Keep-alive

The working status of a PWis reflected by the state of the L2TPv3
session. |If the corresponding L2TPv3 session is down, the PW
associated with it MJST be shut down. The Control Connection keep-
al i ve nechani sm of L2TPv3 can serve as a link status nmonitoring
nmechani smfor the set of PW associated with a Control Connecti on.

2.3.2. SLI Message

In addition to the Control Connection keep-alive mechani smof L2TPv3,
Et hernet PWover L2TP nmakes use of the Set-Link-Info (SLI) control
nmessage defined in [RFC3931]. The SLI nessage is used to signal

Et hernet link status notifications between LCCES. This can be useful
to indicate Ethernet interface state changes w thout bringi ng down
the L2TP session. Note that change in the Ethernet interface state
will trigger an SLI nessage for each PWassociated with that Ethernet
interface. This may be one Ethernet port PWor nore than one

Et hernet VLAN PW The SLI nmessage MJST be sent any tinme there is a
status change of any values identified in the Circuit Status AVP.
The only exception to this is the initial ICRQ |CRP, and CDN
nmessages that establish and tear down the L2TP session itself. The
SLI nessage nay be sent fromeither LCCE at any tinme after the first
ICRQ is sent (and perhaps before an ICRP is received, requiring the
peer to performa reverse Session |ID | ookup).

2.3.3. Use of Circuit Status AVP for Ethernet

Et hernet PWreports circuit status with the Grcuit Status AVP
defined in [RFC3931]. For reference, this AVP is shown bel ow

0 1

0123456789012345
B ol ok ks o S S S e e e S
| Reser ved | N| Al
Bk o I I e S S T e e e e

The Value is a 16-bit mask with the two | east significant bits
defined and the remaining bits reserved for future use. Reserved
bits MIUST be set to 0 when sending and i gnored upon receipt.

The A (Active) bit indicates whether the Ethernet interface is ACTIVE
(1) or I NACTIVE (0).

The N (New) bit indicates whether the circuit status is for a new (1)
Et hernet circuit or an existing (0) Ethernet circuit.
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3. Packet Processing
3.1. Encapsul ation

The encapsul ation described in this section refers to the
functionality perforned by the PWterm nation point depicted in
Figure 1, unless otherw se indicated.

The entire Ethernet frame, w thout the preanble or franme check
sequence (FCS), is encapsulated in L2TPv3 and is sent as a single
packet by the ingress LCCE. This is done regardl ess of whether or

not a VLAN tag is present in the Ethernet frane. For Ethernet port-
to-port node, the renote LCCE sinply decapsul ates the L2TP payl oad
and sends it out on the appropriate interface w thout nodifying the
Et hernet header. For Ethernet VLAN-to-VLAN node, the renote LCCE MAY
rewite the VLAN tag. As described in Section 1, the VLAN tag

nodi fication is an NSP function.

The Ethernet PWover L2TP is honpbgeneous with respect to packet
encapsul ation, i.e., both ends of the PWare either untagged or
tagged. The Ethernet PWcan still be used to provide heterogeneous
services using NSP functionality at the ingress and/or egress LCCE
The definition of such NSP functionality is outside the scope of this
docunent .

The maxi mum | ength of the Ethernet frame carried as the PWpayload is

irrelevant as far as the PWis concerned. |f anything, that val ue
woul d only be relevant when quantifying the faithful ness of the
emul ati on.

3.2. Sequencing

Dat a packet sequenci ng MAY be enabled for Ethernet PW. The
sequenci ng mechani sms described in [ RFC3931] MJST be used for
si gnal i ng sequenci ng support.

3.3. MU Handl i ng

Wth L2TPv3 as the tunneling protocol, the |IP packet resulting from
the encapsulation is M+ N bytes | onger than the Ethernet frane

wi thout the preanble or FCS. Here Mis the length of the I P header
al ong with associ ated options and extension headers, and the val ue of
N depends on the follow ng fields:

Aggarwal , et al. St andards Track [ Page 7]



RFC 4719 Transport of Ethernet Frames over L2TPv3 Novernber 2006

L2TP Sessi on Header:
Fl ags, Ver, Res - 4 octets (L2TPv3 over UDP only)
Session ID - 4 octets
Cooki e Size - 0, 4, or 8 octets
L2-Specific Sublayer - 0 or 4 octets (i.e., using sequencing)

Hence the range for Nin octets is:
N = 4-16, for L2TPv3 data nessages over |P
N = 16-28, for L2TPv3 data nessages over UDP
(N does not include the |IP header).

Fragnentation in the PSN can occur when using Ethernet over L2TP,

unl ess proper configuration and nmanagenent of MIU sizes are in place
bet ween the Customer Edge (CE) router and Provider Edge (PE) router
and across the PSN. This is not specific only to Ethernet over
L2TPv3, and the base L2TPv3 specification [ RFC3931] provi des genera
recomendations with respect to fragnentati on and reassenbly in
Section 4.1.4. "PWE3 Fragnentation and Reassenbl y" [ RFC4623]
expounds on this topic, including a fragnentation and reassenbly
mechanismwi thin L2TP itself in the event that no other option is
avail able. Inplenentations MIST foll ow these guidelines with respect
to fragnmentation and reassenbly.

4. Applicability Statenent

The Ethernet PWenul ation allows a service provider to offer a
"port-to-port"-based Ethernet service across an | P Packet Swi tched
Network (PSN), while the Ethernet VLAN PWenul ation allows an "VLAN
t o- VLAN' - based Ethernet service across an | P Packet Swi tched Network

(PSN) .

The Ethernet or Ethernet VLAN PWenulation has the follow ng
characteristics in relationship to the respective native service:

o FEthernet PWconnects two Ethernet port ACs, and Ethernet VLAN PW
connects two Ethernet VLAN ACs, which both support bi-directiona
transport of variable-length Ethernet franes. The ingress LCCE
strips the preanble and FCS fromthe Ethernet frame and transports
the frame in its entirety across the PW This is done regardl ess
of the presence of the VLANtag in the frame. The egress LCCE
receives the Ethernet frame fromthe PWand regenerates the
preanbl e and FCS before forwarding the frane to the attached
Renpte System (see Section 3.1). Since FCS is not being
transported across either Ethernet or Ethernet VLAN PW, payl oad
integrity transparency nay be lost. To achieve payload integrity
transparency on Ethernet or Ethernet VLAN PW using L2TP over |IP
or L2TP over UDP/IP, the L2TPv3 session can utilize |Psec as
specified in Section 4.1.3 of [RFC3931].
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0o Wiile architecturally [RFC3985] outside the scope of the L2TPv3 PW
itself, if VLAN tags are present, the NSP may rewite VLAN tags on
i ngress or egress fromthe PW(see Section 3.1).

o The Ethernet or Ethernet VLAN PWonly supports honogeneous
Et hernet frane type across the PW both ends of the PWnust be
ei ther tagged or untagged. Heterogeneous frane type support
achieved with NSP functionality is outside the scope of this
document (see Section 3.1).

o FEthernet port or Ethernet VLAN status notification is provided
using the Circuit Status AVP in the SLI nessage (see Sections
2.3.2 and 2.3.3). Loss of connectivity between LCCEs can be
detected by the L2TPv3 keep-alive nechani sm (see Section 2.3.1 of
this docunent and Section 4.4 of [RFC3931]). The LCCE can convey
these indications back to its attached Renote System

0 The maxi mum franme size that can be supported is limted by the PSN
MIU mi nus the L2TPv3 header size, unless fragnmentation and
reassenbly is used (see Section 3.3 of this docunent and Section
4.1.4 of [RFC3931]).

0 The Packet Switched Network may reorder, duplicate, or silently
drop packets. Sequencing nay be enabled in the Ethernet or
Et hernet VLAN PWfor sone or all packets to detect |ost,
duplicate, or out-of-order packets on a per-session basis (see
Section 3.2).

o The faithful ness of an Ethernet or Ethernet VLAN PWnay be
i ncreased by | everaging Quality-of-Service (QS) features of the
LCCEs and the underlying PSN. For exanple, for Ethernet 802.1Q
[802.1Q VLAN transport, the ingress LCCE MAY consi der the user
priority field (i.e., 802.1p) of the VLAN tag for traffic
classification and QoS treatnents, such as determ ning the
Differentiated Services (DS) field [ RFC2474] of the encapsul ating
| P header. Simlarly, the egress LCCE MAY consider the DS field
of the encapsulating | P header when rewiting the user priority
field of the VLAN tag or queuing the Ethernet frane before
forwarding the frame to the Renmbte System The mappi ng bet ween
the user priority field and the IP header DS field as well as the
Qual ity-of - Servi ce nodel depl oyed are application specific and are
out side the scope of this docunent.
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5.

Congestion Control

As explained in [ RFC3985], the PSN carrying the PWmay be subject to
congestion, with congestion characteristics depending on PSN type,
network architecture, configuration, and | oading. During congestion
the PSN may exhibit packet loss that will inpact the service carried
by the Ethernet or Ethernet VLAN PW In addition, since Ethernet or
Et hernet VLAN PW carry a variety of services across the PSN

i ncluding but not restricted to TCP/IP, they may or nmay not behave in
a TCP-friendly manner prescribed by [ RFC2914] and thus consume nore
than their fair share.

Whenever possible, Ethernet or Ethernet VLAN PW shoul d be run over
traffic-engi neered PSNs providi ng bandwi dth all ocati on and admi ssion
control mechani sms. | ntServ-enabl ed donai ns providing the Guarant eed
Service (GS) or DiffServ-enabl ed domai ns using EF (expedited
forwardi ng) are exanples of traffic-engineered PSNs. Such PSNs wi ||
m nimze |l oss and del ay while providing sone degree of isolation of
the Ethernet or Ethernet VLAN PWs effects from nei ghboring streans.

LCCEs SHOULD nonitor for congestion (by using explicit congestion
notification or by nmeasuring packet loss) in order to ensure that the
service using the Ethernet or Ethernet VLAN PWnmay be maintai ned.
When severe congestion is detected (for exanple, when enabling
sequenci ng and detecting that the packet loss is higher than a
threshol d), the Ethernet or Ethernet VLAN PW SHOULD be hal ted by
tearing down the L2TP session via a CDN nessage. The PWnay be
restarted by manual intervention or by automatic neans after an
appropriate waiting tine. Note that the thresholds and tinme periods
for shutdown and possi ble automatic recovery need to be carefully
configured. This is necessary to avoid |oss of service due to
tenporary congestion and to prevent oscillation between the congested
and halted states.

This specification offers no congestion control and is not TCP
friendly [TFRC]. Future works for PWcongestion control (being
studi ed by the PWE3 Wrking Goup) will provide congestion contro
for all PWtypes including Ethernet and Ethernet VLAN PW.

Security Considerations

Et hernet over L2TPv3 is subject to all of the general security
considerations outlined in [ RFC3931].
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7. | ANA Consi derati ons

The signaling nechani sns defined in this docunent rely upon the

foll owi ng Et hernet Pseudow re Types (see Pseudow re Capabilities List
as defined in 5.4.3 of [RFC3931] and L2TPv3 Pseudowire Types in 10.6
of [RFC3931]), which were allocated by the | ANA (nunber space created
as part of publication of [RFC3931]):

Pseudowi re Types

0x0004 Ethernet VLAN Pseudow re Type
0x0005 Ethernet Pseudow re Type
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