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Abstract

An ENUM dormain name is tightly coupled with the underlying E. 164
nunber. The process of verifying whether or not the Registrant of an
ENUM dorai n nanme is identical to the Assignee of the corresponding

E. 164 nunber is commonly called "validation". This docunent

descri bes validation requirenments and a high-level architecture for
an ENUM val i dation infrastructure.
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1

I ntroduction

E. 164 Nunber Mapping (ENUM [1] uses the Domain Nane System (DNS) [4]
to refer fromE 164 nunbers [2] to Uniform Resource ldentifiers
(URIs) [3]. E 164 nunbers are mapped to domai n names through neans
described further in RFC 3761 [1].

"Ordinary" donmain nanes are usually allocated on a first-cone-first-

served basis, where the associated registration data is the conplete
source of ownership. However, ENUM donain names are linked to E. 164
nunbers, and thus intrinsically tied to the status and the "Assi gnee"
(defined in Section 3.2) of the correspondi ng E. 164 nunber.

Requi renment s

Preserving integrity between ENUM and E. 164 is one of the main
concerns in ENUM i npl enentations, and often one of the reasons why
"trials" precede comercial inplenentations.

To maintain this relationship between E 164 nunbers and ENUM donai n
nanes, registration processes nust ensure that the foll ow ng
requirenents are fulfilled during the entire lifetine of an ENUM
del egati on:

o The ENUM donmai n nane corresponds either to an assigned E. 164
number or to a respective E. 164 nunber that is assigned during the
regi stration process itself.

o The corresponding E. 164 nunber is within a nunber range approved
to be used with ENUM

0 The registration of the ENUM donain nanme is authorized by the
Assi gnee of the corresponding E 164 nunber; i.e., the entity
requesting the registration of an ENUM donmain nanme is either the
Assi gnee of the corresponding E. 164 nunber itself or an entity
aut horized to request registration on behal f of said Assignee.

0 The "Registrant" (see Section 3.3) of the ENUM donain is identica
to the Assignee of the corresponding E. 164 nunber

The process of verifying the above requirenents during registration
is conmmonly called "initial validation". |In addition to this one-
tinme validation process, provisions nust be nmade that ENUM donain
name del egations are revoked when the above requirenents are no
longer net. In other words, it nust be ensured that the state of the
ENUM domai n name tracks any change in state and ownership of the
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correspondi ng E. 164 nunber. The regul ar process of checking that the
above requirements are still satisfied is commonly called "recurring
val idation" or "revalidation".

The above requirements are usually part of the local registration
policy issued by the authorities in charge of ENUM adni ni stration

3.  ENUM Provi si oning Mbdel and Rol es

The above requirenments lead to the introduction of a newrole in the
provi sioning nodel, an entity perfornmng validation related tasks:
The Validation Entity (VE). A typical ENUM provisioning nodel, on
whi ch this docunent is based, is depicted in Figure 1:

[ T +
| Registry |- -- -- - -= -- --
Fom - - - + |
|
. | | Trust
DNS Del egati on | Rel ati on
. | Registration |
|
: | |
Fom e oo - + S + +----+
| DNS-SP |-- -- -- -- --| Registrar |---------------- | VE
Fomee - + Nameservers +----------- + Validation +----+
: | [
| E. 164 Nunber
| ENUM Assi gnnent
NAPTR | Managenent _ Verification
| / |
| _
: | / |
+----- + ENUM enabled +------------ + E. 164 Nunmber +----- +
| ASP|- -- -- -- -- --| Assignee = |-- -- -- -- --| NAE
- + Servi ce | Registrant | Assignment +----- +
R +
Legend:
ASP: Application Service Provider
DNS- SP: Donmai n Nane System Service Provider
NAE: Nunmber Assignnent Entity
VE: Validation Entity

Fi gure 1: ENUM Nbdel
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These different roles are described further below. Note that an
entity can act in nore than one of these roles simltaneously; for
exanpl e, the Registrar, the DNS-SP, and the ASP roles could be
performed by a single company.

3.1. Nunber Assignnent Entity (NAE)

A Number Assignment Entity (NAE) assigns E. 164 nunbers to end-users.
Oten, but not always, the Communication Service Provider (CSP) of

t he end-user (Assignee) acts as NAE. There are two main variants for
E. 164 nunber assignnents:

1. Indirect assignnent:

The National Nunber Plan Adninistrator (NNPA) assigns ranges of
E. 164 nunbers to CSPs. Qut of these ranges, the CSPs assign
nunbers (or nunber blocks) to their custoners (end-users,
Assignees). In this variant, the CSPs performthe role of the
NAE.

2. Direct assignnent:
In certain cases, an NNPA assigns E. 164 nunbers directly to
Assi gnees (end-users), and therefore the NNPA acts as NAE in this

variant. Typically, this concerns the assignnent of special
pur pose nunbers (e.g., preniumrate).
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These two variants of E. 164 nunber assignnment are depicted in
Fi gure 2:

| I'nternational Tel ecomunication Union (ITU)

Country codes (e.g., +44)

| National Nunmber Plan Administrator (NNPA) [------------ +

Number Ranges
(e.g., +44 20 7946 XxxXxX)

I
I
I
I
I
v I
I
I
I
I

Si ngl e Nunbers
Ei t her Single Nunbers (e.g., +44 909 8790879)
or Nunber Bl ocks (Variant 2)
(e.g., +44 20 7946 0999, +44 20 7946 07xXx) |
(Variant 1)

<

Figure 2: E. 164 Nunber Assignnent

(Note: Nunmbers above are "drama" nunbers and are shown for
illustrative purpose only. Assignnent polices for sinmlar "real"
nunmbers in country code +44 may differ.)

As the Assignee (subscriber) data associated with an E 164 nunber is
the primary source of nunber assignnent information, the NAE usually
hol ds the authoritative information required to confirmthe

assi gnnent .

A CSP that acts as NAE (indirect assignment) nmay therefore easily
assert the E. 164 nunber assignnent for its subscribers. |In some
cases, such CSPs operate database(s) containing service information
on their subscribers’ nunbers. Typically, authorized entities such
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as other CSPs are allowed to access these databases, in real-tineg,
under contract for the limted purposes of billing and validation (no
mar keting, data nining, or otherwise). These databases could be re-
used for ENUM val i dati on purposes.

Nunmber portability transactions may |lead to situations where the CSP
that originally acted as NAE no | onger has authoritative assignnent

i nformation about ported nunbers. \Whether the old and/or the new CSP
act (s) as NAE for ported nunbers depends on | ocal policy.

However, it is unlikely that all CSPs acting as NAEs will participate
in ENUM val i dati on.

3.2. Assignee

The person or organization to whom a NAE assigns an E. 164 nunber is
call ed Assignee of this nunber. For the scope of this docunent, the
terns Assignee, subscriber, and nunber-hol der are used equival ently.

The Assignee has the "right to use" on the assigned E. 164 nunber.
3.3. Registrant

The ENUM Regi strant is the end-user, the person or organi zati on who
is the "holder" of the ENUM domai n nane.

The Registrant usually has control over his ENUM donain name(s) and
its DNS zone content.

3.4. Validation Entity (VE)

The Validation Entity (VE) verifies whether or not the Registrant of
an ENUM domain nanme is identical to the Assignee of the corresponding
E. 164 nunber.

Oten it also verifies that the entity requesting the registration of
an ENUM donmai n nane is either the Assignee of the corresponding E. 164
nunmber itself or an entity authorized to request registration on
behal f of said Assignee.

This role may be perfornmed by several parties and is not necessarily
limted to a single entity.

The actual validation nethods applied nmay vary dependi ng on, e.g.

the particular party, available data sources, Assignee’ s choice, and
regul atory requirenents. Validation nmethods are out of scope of this
docunent .
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3.5. Registry

The ENUM Regi stry operates the nmaster database of ENUM donai n

del egations and runs the authoritative nameservers for the rel evant
zone under el64.arpa. There nust always be a single authoritative
ENUM Regi stry for a specific zone.

3.6. Registrar

An ENUM Regi strar perforns ENUM domai n del egati ons on behal f of a
Regi strant by interacting with the Registry, typically through a
protocol |ike Extensible Provisioning Protocol (EPP) [5]. This role
is simlar to the one that Registrars fulfill in the "ordinary"
domai n nane registration world.

The Registrar may well not be the sanme entity as the CSP of the
Regi strant. Therefore, a Registrar may | ack authoritative nunber-
assignnent information. |If the Registrar and the CSP are the sane
entity (or has a source of authoritative data), the Registrar could
performthe role of the VE itself.

In any case, a Registrar has to ensure a proper validation through a
VE prior to the registration of an ENUM donmai n nane.

3.7. Domain Name System Service Provider (DNS-SP)
The Donmai n Name System Service Provider (DNS-SP) operates the
naneservers for the ENUM DNS zones, which contain the ENUM Nani ng
Aut hority Pointer (NAPTR) Resource Record (RR) entries [1].

In nost cases, the Registry del egates the ENUM DNS zones to the
naneservers at the DNS-SP

The DNS-SP is usually not involved in the validation process.

3.8. Application Service Provider (ASP)
The Application Service Provider (ASP) operates a service for the
Regi strant. This service could be an | P tel ephony service, whereby
the service provider popul ates the ENUM zone for its custoners so

that others can di scover that custonmer’s URI.

Usually, the ASP is not involved in the validation process.
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4.

4.

1

Val i dati on Process Assunptions
Wor kf | ow

The prototypical initial validation workflow using the above roles
and definitions consists of the follow ng steps:

1. A potential Registrant approaches a Registrar, and orders an ENUM
domai n nane.

2. The Registrar chooses a cooperating Validation Entity, and
requests an initial validation for the ENUM domai n nane ordered.

3. The Validation Entity performs the actual validation, which could
require interaction with the Assignee/ Regi strant.

4. The Validation Entity indicates the result of the initia
validation to the Registrar.

5. If the validation process was successful, the Registrar
provi sions the ENUM dormain name with the Registry. Depending on
the |l ocal Registry policy, validation-related information may be
provided to the Registry along with this registration

In nost cases, local policy mandates expiration dates to be inposed
on successful validations. |If the ENUM delegation is to be kept
beyond this expiration date, recurring validation has to be
performed. A typical revalidation workflow involves the foll ow ng
st eps:

1. In good tinme before the current validation expires, the Registrar
requests the Validation Entity to revalidate the domain nanme in
qguesti on.

2. The Validation Entity verifies if the delegation requirenents are
still nmet. 1t may use information acquired during the initial
val idation or associated to the registration data.

3. The Validation Entity indicates the result of the recurring
validation to the Registrar.

4., |In case the revalidation has been successful, the donmin

del egation may persist. Local Registry policy nmay require
updati ng donmain nane registration data, especially in case the
Regi stry keeps validation-related expiry information
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In case the revalidation has failed, the ENUM domai n del egati on
must be suspended, either by explicit interaction with the
Registry or -- if the Registry keeps validation-related
information -- automatically when the current validation expires.
Local policy may grant a grace period on the expiration date.

This workflow ensures the integrity between the E 164 and ENUM
nanespaces. ENUM donain del egations that fail to neet the validation
requi renents are suspended fromthe DNS

4. 2.

Trust Rel ati ons

The above validation workflow inplies the follow ng trust rel ations:

(o]

The Registry trusts the Validation Entities to enforce the |oca
val i dati on policy.

The Registrars trust the Validation Entities to properly perform
val i dati on based on the Registrar’s request.

Dependi ng on the anount of validation data provided to the
Regi stry additional trust relations may be necessary. Three cases
can be differentiated:

*

The Registry receives no validation-related data: The Registry
needs to trust the Registrar that validation has been
performed, and the result was positive. |In addition, the

Regi stry needs to trust the Registrar that it will properly
renove del egations for which revalidation fails.

The Registry receives validation-related data including expiry
date, but there are no neans of checking its authenticity: The
Regi stry needs to trust the Registrar that the validation data
provided is authentic.

The Registry receives validation-related data including expiry
date and neans to verify its authenticity (e.g., a
cryptographic signature issued by the VE): No additional trust
relati ons are necessary.
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4.3. Data Flow and For mat

The validation process requires the follow ng regular data fl ows
(Note: data flows not directly related to validation are out of scope
of this docunent):

0 Registrars comunicate with Validation Entities to initiate,
nodi fy, or cancel validation requests. Validation Entities act
upon val i dation requests and provide validation results to
Regi strars. Since Registrars could potentially comrunicate wth
several Validation Entities, and Validation Entities could provide
services to several Registrars (worst case: full nmesh), a
standardi zed protocol and data format should be used in this data
fl ow

o If the local Registry policy mandates that validation-rel ated
information is to be stored along with del egati on records, a
validation-related data fl ow between Registry and Registrar is
required. Since the registration itself already requires
communi cati on between those entities, validation-related
information in a standardi zed data format should be enbedded into
the existing Registry-Registrar protocol data flow.

o0 Validation Entities may need to comuni cate with Assignees to
performvalidation. A Validation Entity nay choose to perform al
conmmuni cation with the Assignee via the requesting Registrar
rather than contacting the Assignee by itself. Since the actua
communi cati on form and process are expected to greatly vary, it
does not nmke sense to specify any data formats or processes for
this purpose.

5. Exanpl e Scenari os
5.1. E. 164 Nunber Assignnent along with ENUM Regi stration

In this sinple scenario, we assune that the roles of the Registrar
the VE, and the NAE are performed by the sanme entity, e.g., an

I nt ernet Tel ephony Service Provider (ITSP). This ITSP is a CSP that
was assi gned nunmber ranges by the NNPA. Qut of these ranges he
assigns nunbers to his custoners (Assignees) to provide those with
communi cati on services. The | TSP chooses to assign an E. 164 nunber
together with the correspondi ng ENUM dormai n nanme. Therefore, it can
performthe validation sinply by reference to its subscriber

dat abase
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Fi gure 3 shows the external interactions needed for the ENUM donain
nane provi si oni ng process:

[ TS +
| Registry
[ R +
N
|
I(3)
o +
| |
| | TSP |
| e + Ep——
| | Registrar | | VE | |
| - + (2) +o---t
| |
oo e e e + |
n | |
| | |
| (1) | |
| | |
| | |
R + (4) | +----- +
| Assignee = |<---------- | | NAE |
| Registrant | | +----- +
------------- | |
TS +
Legend:

| TSP: Internet Tel ephony Service Provider
NAE: Nunber Assignnment Entity
VE: Validation Entity

Figure 3: E. 164 Nunber Assignnent along with ENUM Regi stration

(1) The I TSP receives an order for ENUM servi ces.

(2) The ITSP assigns a free E. 164 nunber and performs the validation
at the sane tine.

(3) The ITSP sends an ENUM regi strati on request to the Registry,
which m ght contain additional information about the validation
appl i ed.

(4) The I TSP sends a confirnmation about the E. 164 nunber assignnent
and the ENUM registration to its custoner, who is now Assi gnee
and Registrant.

This scenario is quite close to "ordinary" donain nane registrations
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5.2. Fully Disjoint Roles

In this nore conplex scenario, we assune that all roles of the ENUM
provi sioni ng nodel are performed by different entities. In contrast
with the previous exanple (in Section 5.1), we assume that the ENUM
domain nane to be registered is based on an already assigned E. 164
nunber and the NAE in question provides the VE with access to the
subscri ber database. W further assume that there is a requirenent
for the VE to verify the intention of the Assignee. The validation
process therefore involves al so contacting the Assignee.

Figure 4 shows the interactions needed for the ENUM domai n name
provi si oni ng process:

Fommmmea o +
| Registry
Fom e e - +
N
|
| (9)
|
|
| (3)
S + ome e oo - S4----+
| Registrar |<---------- | VE
e + (8) > 4----+
N A B
| rr
| (i1 |
| (2) 11 ||
| It (5 |
| Il |
| Il ||
| I 1(6) ||
| 11 | 1(4)
| 11 ||
| 11 |
T e +< | Vv
| Assignee = | +----- +
| Registrant |<---------- | NAE
B SR + (1) +-- - +
Legend:

NAE: Nunber Assignnent Entity
VE: Validation Entity

Figure 4: Fully Disjoint Roles
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(1) The NAE assigns an E. 164 nunber. This assignnment coul d have
been done | ong before the ENUM donai n nanme regi stration, e.g.
at the time when the Assignee subscribed to a comon tel ephony
service.

(2) The Assignee orders the correspondi ng ENUM dormai n nane at a
Regi strar of his choice.

(3) The Registrar requests validation at an i ndependent VE.

(4) The VE contacts the subscriber database of the NAE, to verify
that the Assignee of the E. 164 nunber corresponds to the
Regi strant of the ENUM domai n nane.

(5) The result of the NAE subscriber database is positive.

(6) The VE perforns a call-back to the E. 164 nunber to be registered
as ENUM donmi n nane, nakes provisions for authentication, and
asks the Assignee to confirmhis intention.

(7) The Assignee confirms and the VE docunents this confirmation

(8) The VE returns a positive answer to the Registrar. The answer
m ght contain some additional information about the validation
process, such as expiration date, validation nethod applied, and
sSo on.

(9) Finally, the Registrar sends an ENUM registration request to the
Registry. Additional information about the validation process
m ght be sent along with the registration request.

6. Security Considerations
6.1. Fraud Prevention

Situations where an entity has control over the ENUM donmain of a
third party’s E 164 nunber inpose high fraud potential. Unauthorized
control over an ENUM domai n of a bank could, for exanple, be used for
"man in the niddle" attacks on tel ephone banki ng applications. Cases
of such attacks could discredit ENUM as a whol e.

| mpl enenting high-quality validation processes is therefore crucial
to any ENUM depl oynment and shoul d receive high attention

6.2. Assignee Data

Wien handl i ng Assignee data, privacy and discretion issues nust be
considered. Inplenmentations transporting assignee data over the
Internet nmust use authenticated and encrypted transport protocols.
Local registration/validation policy and agreenents should clearly
limt usage of Assignee data.
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