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Abst ract
Thi s docunent extends | MAP (RFC 3501) SEARCH and U D SEARCH comands
with several result options, which can control what kind of
information is returned. The follow ng result options are defined:
m ni mal val ue, naxinal value, all found nessages, and nunber of found
nessages.
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3.

3.

I ntroduction

[ 1 MAPABNF] extended SEARCH and U D SEARCH commands with result
specifiers (also known as result options), which can control what
kind of information is returned.

A server advertising the ESEARCH capability supports the follow ng
result options: mininml value, maximal value, all found nessages,
and nunber of found nessages. These result options allow clients to
get SEARCH results in nore convenient forms, while al so saving

bandwi dth required to transport the results, for exanple, by finding
the first unseen nmessage or returning the nunber of unseen or del eted
messages. Also, when a single MN or a single MAX result option is
specified, servers can optim ze execution of SEARCHes.

Conventions Used in This Docunent

In exanples, "C:" and "S:" indicate lines sent by the client and
server, respectively.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

| MAP Protocol Changes
1. New SEARCH U D SEARCH Result Options

The SEARCH Ul D SEARCH commands are extended to allow for the
followi ng result options:

M N
Return the | owest nessage nunber/U D that satisfies the SEARCH
criteria.

If the SEARCH results in no nmatches, the server MJST NOT
include the MN result option in the ESEARCH response; however,

it still MJST send the ESEARCH response

MAX
Return the hi ghest nmessage nunber/U D that satisfies the SEARCH
criteria.

If the SEARCH results in no matches, the server MJST NOT
include the MAX result option in the ESEARCH response; however,
it still MJIST send the ESEARCH response
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ALL
Return all message nunbers/ U Ds that satisfy the SEARCH
criteria. Unlike regular (unextended) SEARCH, the nessages are
al ways returned using the sequence-set syntax. A sequence-set
representation nmay be nore conmpact and can be used as is in a
subsequent conmand that accepts sequence-set. Note, the client
MUST NOT assune that nessages/U Ds will be listed in any
particul ar order.

If the SEARCH results in no matches, the server MJST NOT
include the ALL result option in the ESEARCH response; however,
it still MJUST send the ESEARCH response

COUNT
Ret urn nunmber of the nessages that satisfy the SEARCH criteria.
This result option MIUST al ways be included in the ESEARCH
response.

If one or nore result options described above are specified, the
ext ended SEARCH conmand MJST return a singl e ESEARCH response
[ 1 MAPABNF], instead of the SEARCH response

An extended U D SEARCH command MJST cause an ESEARCH response wth
the U D indicator present.

Note that future extensions to this document can all ow servers to
return nultiple ESEARCH responses for a single extended SEARCH
command. These extensions will have to describe howresults from
mul ti pl e ESEARCH responses are to be anal gamat ed.

If the list of result options is enpty, that requests the server to
return an ESEARCH response instead of the SEARCH response. This is
equi val ent to "(ALL)".

Exanpl e: C. A282 SEARCH RETURN (M N COUNT) FLAGGED
SI NCE 1- Feb-1994 NOT FROM " Snith"

* ESEARCH (TAG "A282") M N 2 COUNT 3
A282 OK SEARCH conpl et ed

Exanpl e: A283 SEARCH RETURN () FLAGGED

SI NCE 1- Feb-1994 NOT FROM " Snith"
* ESEARCH ( TAG "A283") ALL 2,10:11
A283 OK SEARCH conpl et ed

WLy O wun

The foll owi ng exanpl e denonstrates finding the first unseen nessage
as returned in the UNSEEN response code on a successful SELECT
conmand:
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Exanpl e: C. A284 SEARCH RETURN (M N) UNSEEN
S: * ESEARCH (TAG "A284") MN 4
S: A284 K SEARCH conpl et ed

The followi ng exanpl e denonstrates that if the ESEARCH Ul D i ndi cat or
is present, all data in the ESEARCH response is referring to Ul Ds;
for exanple, the MN result specifier will be followed by a U D.

Exanpl e: C. A285 U D SEARCH RETURN (M N MAX) 1:5000
S: * ESEARCH (TAG "A285") UD MN 7 MAX 3800
S: A285 OK SEARCH conpl et ed

The followi ng exanpl e denpbnstrates returning the nunber of del eted
nessages:

Exanpl e: C. A286 SEARCH RETURN ( COUNT) DELETED
S: * ESEARCH (TAG "A286") COUNT 15
S: A286 OK SEARCH conpl et ed

3.2. Interaction with CONDSTORE extensi on

When the server supports both the ESEARCH and t he CONDSTORE

[ CONDSTORE] extension, and the client requests one or nore result
option described in section 3.1 together with the MODSEQ search
criterion in the sanme SEARCH U D SEARCH command, then the server MJST
return the ESEARCH response containing the MODSEQ result option
(described in the foll owi ng paragraph) instead of the extended SEARCH
response described in section 3.5 of [ CONDSTORE] .

I f the SEARCH U D SEARCH conmmand contained a single MN or MAX result
option, the MODSEQ result option contains the nod-sequence for the
found nessage. |If the SEARCH U D SEARCH command cont ai ned both M N
and MAX result options and no ALL/ COUNT option, the MODSEQ result
option contains the highest nod-sequence for the two returned
messages. Otherw se the MODSEQ result option contains the highest
nod- sequence for all nessages being returned.

Exanpl e: The foll owi ng exanpl e denonstrates how Exanple 15 from
[ CONDSTORE] woul d ook in the presence of one or nore result option:

C. al SEARCH RETURN (M N) MODSEQ "/flags/\\draft"
all 620162338
* ESEARCH (TAG "al") M N 2 MODSEQ 917162488
al OK Search conplete

all 620162338

S

S

C. a2 SEARCH RETURN (MAX) MODSEQ "/flags/\\draft"
S: * ESEARCH (TAG "a2") MAX 23 MODSEQ 907162321
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a2 K Search conpl ete

a3 SEARCH RETURN (M N MAX) MODSEQ "/flags/\\draft"
all 620162338

* ESEARCH (TAG "a3") M N 2 MAX 23 MODSEQ 917162488
a3 K Search conpl ete

a4 SEARCH RETURN (M N COUNT) MODSEQ "/flags/\\draft"
all 620162338

* ESEARCH (TAG "a4") M N 2 COUNT 10 MODSEQ 917162500
a4 K Search conplete

L O e O

4. Formal Syntax

The foll owi ng syntax specification uses the Augnented Backus- Naur
Form (ABNF) notation as specified in [ ABNF].

Non-term nal s referenced but not defined bel ow are as defined by
[1 MAP4], [ CONDSTORE], or [ MAPABNF] .

Except as noted otherwi se, all al phabetic characters are case-

i nsensitive. The use of upper or |owercase characters to define
token strings is for editorial clarity only. |Inplenmentations MJST
accept these strings in a case-insensitive fashion.

capability =/ " ESEARCH'

"M N' SP nz-nunber /

"MAX" SP nz-nunber /

"ALL" SP sequence-set /

" COUNT" SP nunber

;; confornms to the generic

;; search-return-data syntax defined
;5 in [ 1 MAPABNF]

sear ch-return-data

"M N/ "MAX' [/ "ALL" / "COUNT"
;; conforns to generic search-return-opt
7, syntax defined in [ MAPABNF]

sear ch-ret urn- opt

When t he CONDSTORE [ CONDSTORE] | MAP extension is al so supported,
the ABNF is updated as foll ows:

search-return-data =/ "MODSEQ' SP nod- sequence-val ue

;; nod-sequence-val ue is defined
;i n [ CONDSTORE]
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5.

Security Considerations

In the general case, the | MAP SEARCH U D SEARCH commands can be CPU

and/or 10 intensive, and are seen by sone as a potential attack point
for denial of service attacks, so sone sites/inplenentations even

di sable thementirely. This is quite unfortunate, as SEARCH comand
is one of the best exanples denonstrating | MAP advant age over POP3.

The ALL and COUNT return options don’t change how SEARCH i s wor ki ng
internally; they only change how i nformati on about found nessages is
returned. M N and MAX SEARCH result options described in this
docunent can lighten the Ioad on | MAP servers that choose to optin ze
SEARCHes contai ning only one or both of them

It is believed that this extension doesn't raise any additi onal
security concerns not already discussed in [|NMAP4].

| ANA Consi derations
| MAP4 capabilities are registered by publishing a standards track RFC
or an | ESG approved experinental RFC. The registry is currently

| ocated at <http://ww. iana. org/assi gnments/imap4-capabilities>.

Thi s docunent defines the ESEARCH | MAP capability, which | ANA added
to the registry.

Nor mati ve Ref erences

[ KEYWORDS] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ 1 MAP4] Crispin, M, "INTERNET MESSAGE ACCESS PROTOCOL - VERSI ON
4revl”, RFC 3501, March 2003.

[ ABNF] Crocker, D. (Ed.) and P. Overell , "Augmented BNF for
Syntax Specifications: ABNF', RFC 4234, Cctober 2005.

[ 1 MAPABNF]  Mel ni kov, A. and C. Daboo, "Collected Extensions to | MAP4
ABNF", RFC 4466, April 2006..

[ CONDSTORE] Mel ni kov, A. and S. Hole, "IMAP Extension for Conditional
STORE", RFC 4551, June 2006.

Acknowl edgrent s

Thanks to M chael Wener, Arnt Gul brandsen, Cyrus Daboo, Mark Crispin,
and Pete Macl ean for comments and corrections.

Mel ni kov & Cridl and St andards Track [ Page 6]



RFC 4731

Aut hors’ Addr esses

Al exey Mel ni kov
| sode Limted

| MAP4 Ext ensi on to SEARCH

5 Castl e Business Village

36 Station Road

Hanpt on, M ddl esex,

UK

TWL2 2BX

EMai | : Al exey. Mel ni kov@ sode. com

Dave A. Cridl and

I nventure Systens Limted

EMai | : dave. cri dl and@ nvent ur esyst ens. co. uk
URL: http://invsys.co. uk/dave/

Mel ni kov & Cridl and

St andards Track

Novenber 2006

[ Page 7]



RFC 4731 | MAP4 Ext ensi on to SEARCH Novenber 2006

Ful I Copyright Statenent
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCRED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST
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Intell ectual Property
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Intellectual Property Rights or other rights that night be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nade to obtain a general |icense or permnission for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe I ETF on-line I PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that nmay be required to inpl enent
this standard. Please address the infornmation to the |IETF at
ietf-ipr@etf.org.
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