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Abst ract

The purpose of the Intrusion Detection Message Exchange For nmat
(IDVEF) is to define data formats and exchange procedures for sharing
information of interest to intrusion detection and response systens
and to the managenent systens that nmay need to interact with them

Thi s docunment describes a data nodel to represent information
exported by intrusion detection systenms and explains the rationale
for using this nodel. An inplenentation of the data nodel in the
Ext ensi bl e Markup Language (XM.) is presented, an XM. Docunment Type
Definition is devel oped, and exanpl es are provided.
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I ntroduction

The Intrusion Detection Message Exchange Format (IDMVEF) [2] is
intended to be a standard data format that automated intrusion
detection systens can use to report alerts about events that they
deem suspi ci ous. The devel opment of this standard format will enable
i nteroperability anong comercial, open source, and research systens,
all owi ng users to mix-and-nmatch the depl oynent of these systens
according to their strong and weak points to obtain an optina

i mpl enent ati on.

The nobst obvious place to inplenent the IDVEF is in the data channe
bet ween an intrusion detection analyzer (or "sensor") and the nanager
(or "console") to which it sends alarnms. But there are other places
where the | DMEF can be useful

0 a single database systemthat could store the results froma
variety of intrusion detection products would nake it possible for
data analysis and reporting activities to be perforned on "the
whol e picture" instead of just a part of it;

0 an event correlation systemthat could accept alerts froma
variety of intrusion detection products would be capabl e of
perform ng nore sophisticated cross-correlation and cross-
confirmation calculations than one that is linmted to a single
product ;

0 a graphical user interface that could display alerts froma
variety of intrusion detection products would enable the user to
nmonitor all of the products froma single screen, and require him
or her to learn only one interface, instead of several; and

0 a common data exchange format woul d nmeke it easier for different
organi zations (users, vendors, response teans, |aw enforcenment) to
not only exchange data, but al so comuni cate about it.

The diversity of uses for the |IDVEF needs to be consi dered when
selecting its nethod of inplenmentation.

1. About the | DVEF Data Model
The | DVEF data nodel is an object-oriented representation of the

alert data sent to intrusion detection nmanagers by intrusion
detection anal yzers.
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1.1.1.

Pr obl ens Addressed by the Data Mdel

The data nodel addresses several problens associated with
representing intrusion detection alert data:

(0]

Debar ,

Alert information is inherently heterogeneous. Sone alerts are
defined with very little information, such as origin, destination
nane, and tine of the event. Qher alerts provide nmuch nore

i nformati on, such as ports or services, processes, user

i nformati on, and so on. The data nodel that represents this

i nformati on nust be flexible to acconmodate different needs.

An object-oriented nodel is naturally extensible via aggregation
and subclassing. |If an inplenentation of the data nodel extends
it with new cl asses, either by aggregation or subclassing, an

i npl enent ati on that does not understand these extensions will
still be able to understand the subset of information that is
defined by the data nodel. Subcl assing and aggregati on provide
extensibility while preserving the consistency of the nodel.

Intrusion detection environments are different. Sone anal yzers
detect attacks by analyzing network traffic; others use operating
system |l ogs or application audit trail information. Al erts for
the sane attack, sent by analyzers with different information
sources, will not contain the same information.

The data nodel defines support classes that acconmodate the

di fferences in data sources anong anal yzers. |In particular, the
noti ons of source and target for the alert are represented by the
conbi nati on of Node, Process, Service, and User classes.

Anal yzer capabilities are different. Depending on the
environnent, one nmay install a |ightweight anal yzer that provides
little information in its alerts, or a nore conpl ex anal yzer that
wi |l have a greater inpact on the running system but provide nore
detailed alert infornmation. The data nodel nust allow for
conversion to formats used by tools other than intrusion detection
anal yzers, for the purpose of further processing the alert

i nformati on.

The data nodel defines extensions to the basic Docunment Type
Definition (DTD) that allow carrying both sinple and conpl ex
alerts. Extensions are acconplished through subcl assing or
associ ati on of new cl asses.

et al. Experi ment al [ Page 5]



RFC 4765 The | DVEF March 2007

0 Operating environnents are different. Depending on the kind of
network or operating systemused, attacks will be observed and
reported with different characteristics. The data nodel should
acconmodat e t hese di fferences.

Significant flexibility in reporting is provided by the Node and
Service support classes. |f additional information nust be
reported, subclasses may be defined that extend the data nodel
with additional attributes.

o Comercial vendor objectives are different. For various reasons,
vendors may wi sh to deliver nore or less informati on about certain
types of attacks.

The object-oriented approach allows this flexibility while the
subcl assing rul es preserve the integrity of the nodel

1.1.2. Data Model Design Goals

The data nodel was designed to provide a standard representation of
alerts in an unanbi guous fashion, and to pernmit the relationship
bet ween sinple and conplex alerts to be described.

1.1.2.1. Representing Events

The goal of the data nodel is to provide a standard representati on of
the information that an intrusion detection analyzer reports when it
detects an occurrence of sone unusual event(s). These alerts may be
simpl e or conpl ex, depending on the capabilities of the analyzer that
creates them

1.1.2.2. Content-Driven

The design of the data nodel is content-driven. This nmeans that new
objects are introduced to acconmodate additional content, not
semantic differences between alerts. This is an inportant goal, as
the task of classifying and nanming conputer vulnerabilities is both
extremely difficult and very subjective.

The data nodel nust be unanmbi guous. This neans that while we all ow
anal yzers to be nore or |ess precise than one another (i.e., one

anal yzer may report nore infornation about an event than another), we
do not allow themto produce contradictory information in two alerts
descri bing the sane event (i.e., the common subset of infornmation
reported by both analyzers nust be identical and inserted in the sane
pl acehol ders within the alert data structure). O course, it is

al ways possible to insert all "interesting" information about an
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event in extension fields of the alert instead of in the fields where
it belongs; however, such practice reduces interoperability and
shoul d be avoi ded whenever possible.

1.1.2.3. Relationship between Alerts

Intrusion detection alerts can be transnitted at several |evels.
This docunent applies to the entire range, fromvery sinple alerts
(e.g., those alerts that are the result of a single action or
operation in the system such as a failed login report) to very
conmpl ex ones (e.g., the aggregation of several events causing an
alert to be generated).

As such, the data nodel nust provide a way for conplex alerts that
aggregate several sinple alerts to identify those sinple alerts in
the conplex alert’s content.

1.2. About the IDVEF XM | npl enentation

Two i npl enmentations of the |DVEF were originally proposed to the
Intrusion Detection Wrking Goup (IDW: one using the Structure of
Managenment Information (SM) to describe a Sinple Network Managenent
Protocol (SNWP) M B, and the other using a DID to describe XM
docunent s.

These proposed inplementations were reviewed by the IDWG at its
Sept enmber 1999 and February 2000 neetings; it was decided at the
February nmeeting that the XM. solution was best at fulfilling the
| DWG requi renents.

1.2.1. The Extensible Markup Language

The Extensible Markup Language (XM.) [3] is a sinplified version of
the Standard Ceneralized Markup Language (SGW), a syntax for

speci fying text markup defined by the | SO 8879 standard. XM is

gai ning wi despread attention as a | anguage for representing and
exchangi ng docunents and data on the Internet, and as the solution to
nost of the problens inherent in HyperText Markup Language (HTM).
XML was published as a recommendation by the Wrld Wde Wb
Consortium (WBC) on February 10, 1998.

XM. is a netal anguage -- a | anguage for describing other |anguages --
that enables an application to define its own markup. XM allows the
definition of custom zed nmarkup | anguages for different types of
docunents and different applications. This differs fromHIM, in
which there is a fixed set of identifiers with preset meani ngs that
must be "adapted" for specialized uses. Both XM. and HTM. use

el ements (tags) (identifiers delinmted by "< and '>") and attributes
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(of the form"nanme="value'"). But where "<p>" always neans
"paragraph" in HTM., it may nean "paragraph", "person", "price", or
"platypus" in XM, or it might have no neaning at all, depending on
the particul ar application

NOTE: XM. provides both a syntax for declaring docunent markup and
structure (i.e., defining elenments and attributes, specifying the
order in which they appear, and so on) and a syntax for using that
mar kup in docunments. Because markup declarations | ook radically
di fferent from markup, many people are confused as to which syntax
is called XM.. The answer is that they both are, because they are
actually both part of the sanme |anguage.

For clarity in this docunent, we will use the terns "XM." and " XM
docunent s" when speaking in the general case, and the term "| DMVEF
mar kup" when speaking specifically of the elenments (tags) and
attributes that describe | DVEF nessages.

The publication of XM. was foll owed by the publication of a second
reconmendation [4] by the Wrld Wde Web Consortium defining the use
of namespaces in XM. docunments. An XM nanespace is a collection of
nanes, identified by a Uniform Resource Identifier (URI) [5]. Wen
usi ng namespaces, each tag is identified with the nanespace it cones
from allowing tags fromdifferent nanespaces with the sane nanes to
occur in the same docunent. For exanple, a single docunent could
contain both "usa:football" and "europe:football" tags, each with

di fferent neanings.

In anticipation of the wi despread use of XM. nanespaces, this neno
i ncludes the definition of the URI to be used to identify the | DVEF
namespace

1.2.2. Rationale for Inplenenting |IDMEF in XM

XM.- based applications are being used or developed for a wide variety
of purposes, including electronic data interchange in a variety of
fields, financial data interchange, electronic business cards,

cal endar and schedul i ng, enterprise software distribution, web "push"
technol ogy, and markup | anguages for chenistry, nmathenmatics, nusic,
nmol ecul ar dynami cs, astronony, book and periodi cal publishing, web
publ i shing, weather observations, real estate transactions, and nany
ot hers.

XM.'s flexibility makes it a good choice for these applications; that
same flexibility nakes it a good choice for inplenmenting the | DVEF as
well. Oher, nore specific reasons for choosing XM to inplenment the
| DVEF ar e:
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0o XM allows a custom | anguage to be devel oped specifically for the
pur pose of describing intrusion detection alerts. It also defines
a standard way to extend this |anguage, either for later revisions
of this docunent ("standard" extensions) or for vendor-specific
use ("non-standard" extensions).

o Software tools for processing XM. docunents are wi dely avail abl e,
in both conmercial and open source forns. Nunerous tools and APIs
for parsing and/or validating XM_ are available in a variety of
| anguages, including Java, C, C++, Tcl, Perl, Python, and G\U
Emacs Lisp. Wdespread access to tools will nmake adoption of the
| DVEF by product devel opers easier, and hopefully, faster

0 XM neets |DVEF Requirenent 5.1 [2], that nessage fornmats support
full internationalization and localization. The XM standard
requi res support for both the UTF-8 and UTF-16 encodi ngs of 1SO
| EC 10646 (Universal Miltiple-Octet Coded Character Set, "UCS")
and Uni code, neking all XM applications (and therefore all | DVEF-
conpliant applications) conpatible with these comobn character
encodi ngs.

XML al so provides support for specifying, on a per-el enent basis,
the | anguage in which the elenent’s content is witten, making

| DVEF easy to adapt to "Natural Language Support"” versions of a
product.

0 XM neets |IDVEF Requirement 5.2 [2], that message formats nust
support filtering and aggregation. XM's integration with XSL, a
styl e | anguage, allows messages to be conbi ned, discarded, and
rearranged.

0 Ongoi ng XM. devel opnent projects, in the WBC and el sewhere, will
provi de object-oriented extensions, database support, and other
useful features. If inplemented in XM, the |IDVEF i nmedi ately
gai ns these features as well.

o0 XM is free, with no license, no license fees, and no royalties.
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2. Notices and Conventions Used in This Docunent

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

An "1 DVEF-conpliant application" is a program or program conponent,
such as an anal yzer or manager, that reads and/or wites nessages in
the format specified by this nmeno.

An "1 DVEF docunent” is a nmessage that adheres to the requirenents
specified by this neno and that is exchanged by two or nore | DVEF
applications. "I|IDMEF nessage" is another termfor an "| DVEF
document ".

3. Notational Conventions and Formatting |ssues
Thi s docunent uses three notations: Unified Mdeling Language to
describe the data nodel [14], XM. to describe the markup used in
| DVEF docunents, and | DVEF markup to represent the docunents
t henmsel ves

3.1. | DMEF XML Docunents
This section describes | DMEF XM. docunent fornmatting rules. Most of
these rules are "inherited" fromthe rules for formatti ng XM
docunent s.

3.1.1. The Docunent Prol og

The format of an I DVEF XM. docunent prolog is described in the
foll owi ng sections.

3.1.1.1. XM Decl aration
| DVEF docunents bei ng exchanged between | DVEF-conpliant applications
MUST begin with an XM. decl aration, and MJST specify the XM. version
in use. Specification of the encoding in use i s RECOMVENDED.
An | DVEF nmessage SHOULD therefore start wth:

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DMEF- Message version="1.0"
xm ns:idmef="http://iana.org/idmef"/>
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| DVEF- conpl i ant applications MAY choose to onmit the XML declaration
internally to conserve space, adding it only when the nessage is sent
to another destination (e.g., a web browser). This practice is NOT
RECOMVENDED unl ess it can be acconplished wi thout |oss of each
message’ s version and encodi ng information

In order to be valid (see Section 6.1), an XM. docunent nust contain
a docunent type definition. However, this represents significant
overhead to an | DVEF-conpliant application, both in the bandwidth it
consunmes as well as the requirenments it places on the XM. processor
(not only to parse the declaration itself, but also to parse the DID
it references).

| mpl enentors MAY decide, therefore, to have anal yzers and nanagers
agree out-of-band on the particul ar docunent type definition they
will be using to exchange nessages (the standard one as defined here,
or one with extensions), and then onmt the docunent type definition
from| DVEF nessages. The nmethod for negotiating this agreenent is
outside the scope of this docunent. Note that great care nust be
taken in negotiating any such agreenents, as the nmanager nmay have to
accept nessages from many di fferent anal yzers, each using a DID with
a different set of extensions.

3.1.2. Character Data Processing in | DVEF

For portability reasons, |DMEF-conpliant applications SHOULD NOT use,
and | DMEF nessages SHOULD NOT be encoded in, character encodi ngs
other than UTF-8 and UTF-16. Consistent with the XM. standard, if no
encoding is specified for an | DMEF nessage, UTF-8 is assuned.

NOTE: The ASCI| character set is a subset of the UTF-8 encoding, and
therefore nmay be used to encode | DVEF nessages.

Per the XML standard, |DVEF docunments encoded in UTF-16 MJST begin
with the Byte Order Mark described by 1SQO | EC 10646 Annex E and
Uni code Appendi x B (the "ZERO W DTH NO BREAK SPACE" character
#XFEFF) .

3.1.2.1. Character Entity References
It is RECOWENDED that |DMEF-conpliant applications use the entity

reference form (see Section 3.2.3.1) of the characters '&, ,'<
> " and '’ (single-quote) whenever writing these characters in

data, to avoid any possibility of misinterpretation
3.1.2.2. Wite Space Processing

Al'l | DVEF el ements MUST support the "xml:space" attribute.
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3. 1.

3. 2.

3. 2.

3. 2.

3. Languages in | DVEF

| DVEF- conpl i ant applications MJUST specify the | anguage in which their
contents are encoded; in general this can be done by specifying the
"xm :lang" attribute for the top-level elenent and letting all other
el ements "inherit" that definition [10].

| DVEF Data Types

Wthin an XM. | DVMEF nessage, all data will be expressed as "text" (as
opposed to "binary"), since XML is a text formatting | anguage. W
provide typing information for the attributes of the classes in the
data nodel, however, to convey to the reader the type of data that

t he nodel expects for each attribute.

Each data type in the nodel has specific formatting requirenments in
an XML | DMEF nessage; these requirenents are set forth in this
section.

1. Integers

Integer attributes are represented by the | NTEGER data type. |nteger
data MJUST be encoded in Base 10 or Base 16.

Base 10 integer encoding uses the digits "0 through '9" and an
optional sign ('+ or '-'). For exanple, "123", "-456"

Base 16 integer encoding uses the digits 'O through "9 and 'a
through *f’ (or their uppercase equivalents), and is preceded by the
characters "0x". For exanple, "Oxla2b"

2. Real Nunbers

Real (floating-point) attributes are represented by the REAL data
type. Real data MJST be encoded in Base 10.

Real encoding is that of the POSI X 1003.1 "strtod" library function
an optional sign ("+ or '-') followed by a non-enpty string of
decinmal digits, optionally containing a radix character, then an
optional exponent part. An exponent part consists of an 'e or 'F
foll owed by an optional sign, followed by one or nore decimal digits.
For exanple, "123.45e02", "-567, 89e-03"

| DVEF- conpl i ant applications MJUST support both the and ',’ radix

characters.
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3.2.3. Characters and Strings

Singl e-character attributes are represented by the CHARACTER data
type. Milti-character attributes of known I ength are represented by
the STRI NG data type

Character and string data have no special formatting requirenents,
other than the need to occasionally use character references (see
Section 3.2.3.1 and Section 3.2.3.2) to represent special characters.

3.2.3.1. Character Entity References

Wthin XM. docunents, certain characters have special neanings in
some contexts. To include the actual character itself in one of
these contexts, a special escape sequence, called an entity
reference, nust be used.

The characters that sonetinmes need to be escaped, and their entity
references, are:

I T +
| Character | Entity Reference

S Fom e e e e e o +
S
I < | &t I
I I I
I I
| " | &quot; |
I I I
I " | &apos; I
- T +

3.2.3.2. Character Code References

Any character defined by the SO | EC 10646 and Uni code standards nay
be included in an XM. docunent by the use of a character reference.

A character reference is started with the characters '& and '#, and
ended with the character ';’. Between these characters, the
character code for the character is inserted.

If the character code is preceded by an "x’ it is interpreted in
hexadeci mal (base 16); otherwise, it is interpreted in decinmal (base
10). For instance, the anpersand (&) is encoded as &#38; or &#x0026;
and the less-than sign (<) is encoded as &#60; or &#x003C,
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Any one-, two-, or four-byte character specified in the 1SO | EC 10646
and Uni code standards can be included in a docunent using this
t echni que.
3.2.4. Bytes
Binary data is represented by the BYTE (and BYTE[]) data type
Bi nary data MJST be encoded in its entirety using base64.
3.2.5. Enunerated Types

Enunerated types are represented by the ENUM data type, and consi st
of an ordered |ist of acceptable val ues.

3.2.6. Date-Tinme Strings
Date-time strings are represented by the DATETI ME data type. Each
date-tinme string identifies a particular instant in tine; ranges are
not supported.
Date-time strings are formatted according to a subset of |SO 8601
2000 [6], as show below. Section references in parentheses refer to
sections of the | SO 8601: 2000 standard [6].
1. Dates MJUST be formatted as foll ows:
YYYY- M\t DD
where YYYY is the four-digit year, MMis the two-digit nonth
(01-12), and DD is the two-digit day (01-31). (Section 5.2.1.1,
"Conpl ete representation -- Extended format".)
2. Times MJIST be formatted as foll ows:
hh: nm ss
where hh is the two-digit hour (00-24), nmis the two-digit
m nute (00-59), and ss is the two-digit second (00-60). (Section
5.3.1.1, "Conplete representation -- Extended format".)
Note that mi dni ght has two representations, 00:00:00 and
24:00: 00. Both representati ons MJST be supported by | DVEF-

conpliant applications; however, the 00:00:00 representation
SHOULD be used whenever possible.
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Debar ,

Note also that this format accounts for | eap seconds. Positive

| eap seconds are inserted between 23:59:59Z and 24: 00: 00Z and are
represented as 23:59:60Z. Negative | eap seconds are achi eved by
the om ssion of 23:59:59Z. | DVEF-conpliant applications MJST
support | eap seconds.

Times MAY be formatted to include a decimal fraction of seconds,
as follows:

hh: nm ss. ss or
hh: nm ss, ss

As many digits as necessary nmay follow the decimal sign (at |east
one digit must follow the decinmal sign). Decinal fractions of
hours and ninutes are not supported. (Section 5.3.1.3,
"Representation of decimal fractions".)

| DVEF- conpl i ant applications MJUST support the use of both decim
signs ('.” and ',’").

Note that the nunber of digits in the fraction part does not
i nply anyt hi ng about accuracy -- i.e., "00.100000", "O00, 1000"
and "00.1" are all equivalent.

Times MUST be formatted to include (a) an indication that the
time is in Coordinated Universal Time (UTC) or (b) an indication
of the difference between the specified tinme and Coordi nat ed

Uni versal Tine.

* Times in UTC MUST be fornmatted by appending the letter 'Z to
the tine string as foll ows:

hh: nm ssZ
hh: nm ss. ssZ
hh: nm ss, ssZ

(Section 5.3.3, "Coordi nated Universal Tine (UTC) -- Extended
format".)

* |f the time is ahead of or equal to UTC, a '+ signis
appended to the time string; if the tine is behind UTC, a ’-’
sign is appended. Follow ng the sign, the nunber of hours and
m nutes representing the different fromUTC is appended, as
fol | ows:

hh: nm ss+hh: nm

hh: nm ss- hh: mm
hh: mm ss. ss+hh: nm
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3.

3.

2.

2.

hh: mm ss. ss- hh: mm
hh: mm ss, ss+hh: mm
hh: mm ss, ss- hh: mm

The difference from UTC MJUST be specified in both hours and
m nutes, even if the mnutes conponent is 0. A "difference"
of "+00:00" is equivalent to UTC. (Section 5.3.4.2, "Loca
time and the difference with Coordi nated Universal Tine --
Ext ended Format".)

5. Date-time strings are created by joining the date and tine
strings with the letter 'T', as shown bel ow

YYYY- MM DDThh: mm ssZ

YYYY- MM DDThh: mm ss. ssZ
YYYY- MMt DDThh: mm ss, ssZ
YYYY- Mt DDThh: mm ss+hh: mm
YYYY- MM DDThh: nm ss- hh: nm
YYYY- MMt DDThh: nm ss. ss+hh: nm
YYYY- MM DDThh: mm ss. ss- hh: nm
YYYY- MMt DDThh: nm ss, ss+hh: nm
YYYY- MMt DDThh: mm ss, ss- hh: nm

(Section 5.4.1, "Conplete representation -- Extended format".)

In summary, | DMVEF date-tinme strings MJUST adhere to one of the nine
tenpl ates identified in Paragraph 5, above.

7. NTP Ti mest anps

NTP ti mestanps are represented by the NTPSTAMP data type and are
described in detail in [7] and [8]. An NTP tinestanp is a 64-bit
unsi gned fixed-point nunber. The integer part is in the first 32
bits, and the fraction part is in the last 32 bits.

Wthin | DVEF nessages, NTP tinestanps MJST be encoded as two 32-bit
hexadeci mal val ues, separated by a period ('.'). For exanple,
"0x12345678. 0x87654321" .

See also Section 6.4 for nore information on NTP tinestanps.
8. Port Lists

Port lists are represented by the PORTLI ST data type and consist of a
conma-separated |ist of nunbers (individual integers) and ranges (N-M
means ports N through M inclusive). Any conbination of nunbers and
ranges may be used in a single list. For exanple,
"5-25,37,42, 43,53, 69-119, 123- 514" .
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3.2.9.

Uni que ldentifiers

There are two types of unique identifiers used in this specification
Both types are represented by STRI NG data types.

These identifiers are inplenented as attributes on the relevant XM
el ements, and they nust have uni que val ues as foll ows:

1

Debar ,

The Analyzer class’ (Section 4.2.4.1) "analyzerid" attribute, if
speci fied, MJST have a value that is unique across all analyzers
in the intrusion detection environment.

The "anal yzerid" attribute is not required to be globally unique,
only unique within the intrusion detection environment of which
the analyzer is a nmenber. It is permissible for two anal yzers,
in different intrusion detection environnments, to have the sane
val ue for "anal yzerid".

The default value is "0", which indicates that the anal yzer
cannot generate unique identifiers.

The Alert and Heartbeat nessages (Sections 4.2.2, 4.2.3) nmust be
uniquely identified by the couple (analyzerid, nessageid), if the
anal yzer supports the generation of nmessage identifiers.

The C assification, Source, Target, Node, User, Process, Service,
File, Address, and Userld classes’ (Sections 4.2.4.2, 4.2.4.3,
4.2.4.4, 4.2.7.2, 4.2.7.3, 4.2.7.4, 4.2.7.5, 4.2.7.6, 4.2.7.2.1,
and 4.2.7.3.1) "ident" attribute, if specified, MJIST have a val ue
that is unique across all nessages sent by the individua

anal yzer.

The "ident" attribute value MJST be uni que for each particul ar
conbi nation of data identifying an object, not for each object.
hj ects may have nore than one "ident" val ue associated with
them For exanple, an identification of a host by nane woul d
have one value, while an identification of that host by address
woul d have anot her value, and an identification of that host by
both nane and address woul d have still another val ue.

Furt hernmore, different analyzers may produce different val ues for
the sane information

The "ident" attribute by itself provides a unique identifier only
anong all the "ident" values sent by a particular analyzer. But
when conbi ned with the "anal yzerid" value for the analyzer, a

val ue that is unique across the intrusion detection environment
is created. Again, there is no requirenment for globa

uni queness.

et al. Experi ment al [ Page 17]



RFC 4765 The | DVEF March 2007

The default value is "0", which indicates that the anal yzer
cannot generate unique identifiers.

The specification of nethods for creating the uni que val ues contai ned
in these attributes is outside the scope of this document.

4., The | DVEF Data Mbdel and DTD

In this section, the individual conponents of the | DVEF data node

are explained in detail. Unified Mdeling Language (UM.) diagrans of
the nodel are provided to show how the conponents are related to each
other, and relevant sections of the |IDVEF DID are presented to show
how the nodel is translated into XM.

4.1. Data Mdel Overview

The rel ati onship between the principal conponents of the data nodel
is shown in Figure 1 (occurrence indicators and attributes are
omtted).

The top-level class for all | DVEF nessages is | DVEF- Message; each
type of nessage is a subclass of this top-level class. There are
presently two types of nessages defined: Alerts and Heartbeats.
Wthin each nessage, subcl asses of the nessage class are used to
provide the detailed infornmation carried in the nessage.

It is inmportant to note that the data nodel does not specify how an
alert should be classified or identified. For exanple, a port scan
may be identified by one analyzer as a single attack against nmultiple
targets, while another analyzer nmight identify it as nultiple attacks
froma single source. However, once an anal yzer has determ ned the
type of alert it plans to send, the data nodel dictates how that
alert should be formatted.
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Figure 1: Data Mbdel Overview
4.2. The Message C asses
The individual classes are described in the follow ng sections.
4.2.1. The | DVEF- Message C ass
Al'l | DVEF nessages are instances of the | DVEF- Message class; it is
the top-level class of the | DMEF data nodel, as well as the | DMEF
DID. There are currently two types (subcl asses) of | DVEF- Message:
Al ert and Heartbeat.
The | DVEF- Message cl ass has a single attribute:
versi on
The version of the | DVMEF- Message specification (this docunent)
this message conforns to. Applications specifying a value for
this attribute MJST specify the value "1.0"
4.2.2. The Alert dass
Cenerally, every tine an anal yzer detects an event that it has been
configured to look for, it sends an Alert nmessage to its nmanager(s).
Dependi ng on the anal yzer, an Alert nessage nmay correspond to a
single detected event or nultiple detected events. Alerts occur
asynchronously in response to outside events.
An Al ert nmessage is conposed of several aggregate classes, as shown

in Figure 2. The aggregate cl asses thenselves are described in
Section 4.2.4, Section 4.2.5, and Section 4.2.6.
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LIS PRISIEp +
| Alert |
R T + R LT +
| STRING nessageid |<>--------- | Anal yzer |
| | S +
| | Fom e e e oo oo +
| [<>--c-nn---- | CreateTi me |
| | - +
| | tmmmmmm e eeeaaaas +
| | <>---------- | Cassification |
| | S +
| | 0..1 +----mmmmmmme - - - +
| [<>--c-nn---- | Det ect Ti me |
| | - +
| | 0..1 +------mmmmmmaa - - +
| | <>---------- | Anal yzer Ti me |
| | S +
| | 0. .% 4--mmm e oo - +
| [<>--c-nn---- | Sour ce |
| | - +
| | 0 +
| | <> | Tar get |
| | S +
| | 0..1 +----mmmmmmme - - - +
| [<>--c-nn---- | Assessnent |
| | - +
| | 0 +
| | <>---------- | Additional Data |
| | S +
e e e a - +
/_\
|
e IR R L +
| | |
oo + | oo +
Tool Al ert | | | CorrelationAlert |
e + | e +
|
L T +
| Overfl owAl ert |
o e - +

Figure 2: The Alert dass
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The aggregate classes that nake up Alert are:
Anal yzer

Exactly one. ldentification information for the anal yzer that
originated the alert.

CreateTi me
Exactly one. The time the alert was created. O the three tines
that may be provided with an Alert, this is the only one that is
required.

Cl assification

Exactly one. The "nane" of the alert, or other information
all owi ng the manager to determne what it is.

Det ect Ti me
Zero or one. The tinme the event(s) leading up to the alert was
detected. In the case of nore than one event, the time the first
event was detected. |In sonme circunstances, this may not be the
sanme val ue as CreateTine.

Anal yzer Ti me
Zero or one. The current time on the anal yzer (see Section 6.3).

Sour ce

Zero or nore. The source(s) of the event(s) leading up to the
alert.

Tar get

Zero or nore. The target(s) of the event(s) leading up to the
alert.

Assessnent
Zero or one. Information about the inpact of the event, actions

taken by the analyzer in response to it, and the anal yzer’'s
confidence in its evaluation
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Addi ti onal Dat a

Zero or nore. Information included by the anal yzer that does not
fit into the data nodel. This may be an atomic piece of data, or
a |l arge anobunt of data provided through an extension to the | DVEF
(see Section 5).

Alert is represented in the | DMEF DID as fol |l ows:

<! ELEMENT Al ert
Anal yzer, CreateTinme, DetectTinme?, AnalyzerTi ne?,
Source*, Target*, Cassification, Assessnent?, (Tool Alert
OverflowAlert | CorrelationAlert)?, Additional Data*
) >
<I ATTLI ST Al ert
nmessagei d CDATA o
%ttlist.global
>

The Alert class has one attribute:
nmessagei d
Optional. A unique identifier for the alert; see Section 3.2.09.

4.2.2.1. The Tool Alert d ass

The Tool Alert class carries additional information related to the use

of attack tools or nmal evol ent programs such as Trojan horses and can

be used by the analyzer when it is able to identify these tools. It

is intended to group one or nore previously-sent alerts together, to

say "these alerts were all the result of soneone using this tool".

The Tool Alert class is conposed of three aggregate classes, as shown
in Figure 3.
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Fememe e miaaaaaaas +

Alert
T T +

/_\

|

S +
| Tool Al ert |
Fommm e aeaae e + R ——— +
| | <> | name |
| | B +
| | 0..1 +------mmmmmme - - +
| [<>----nnn--- | comrand |
| | SO +
| | T . +
| [<>--cmnnnn-- | al ertident |
| | B +
| | | STRING anal yzerid
| | e e e a - +
Fomem e eieaaa e +

Figure 3: The Tool Alert d ass
The aggregate classes that make up Tool Alert are:
name

Exactly one. STRING The reason for grouping the alerts
toget her, for exanple, the nane of a particular tool

conmand

Zero or one. STRING The command or operation that the tool was
asked to perform for exanple, a BackOrifice ping.

al ertident

One or nore. STRING The list of alert identifiers that are
related to this alert. Because alert identifiers are only unique
across the alerts sent by a single analyzer, the optiona

"anal yzerid" attribute of "alertident" should be used to identify
the anal yzer that a particular alert came from |If the

"anal yzerid" is not provided, the alert is assuned to have cone
fromthe sane analyzer that is sending the Tool Alert.
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This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Tool Al ert (
nane, conmand?, al ertident+
)>
<! ATTLI ST Tool Al ert
Y%ttlist.global;
>

4.2.2.2. The CorrelationAlert C ass

The CorrelationAlert class carries additional information related to

the correlation of alert information. It is intended to group one or
nore previously-sent alerts together, to say "these alerts are all
rel ated".

The CorrelationAlert class is conposed of two aggregate cl asses, as
shown in Figure 4.

dommemeeaeaaea +
| Alert

e +

/_\
|

Fommmmeiiieanaaaa +

| CorrelationAlert |

T + T I +
| | <> | name |
| | T +
| | A T +
| [<>--c-nn---- | al ertident |
| | - +
| | | STRING anal yzerid |
| | B +
Fom e e e e e o +

Figure 4: The CorrelationAlert d ass
The aggregate classes that nake up Correlati onAlert are:
name

Exactly one. STRING The reason for grouping the alerts
together, for exanple, a particular correlation nethod.
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al ertident

One or nore. STRING The list of alert identifiers that are
related to this alert. Because alert identifiers are only unique
across the alerts sent by a single analyzer, the optional

"anal yzerid" attribute of "alertident" should be used to identify
the anal yzer that a particular alert came from |If the

"anal yzerid" is not provided, the alert is assuned to have cone
fromthe sanme analyzer that is sending the CorrelationAlert.

This is represented in the | DVMEF DID as fol | ows.

<! ELEMENT Correl ati onAl ert (
nane, al ertident+
) >
<! ATTLI ST Correl ati onAl ert
%ttlist.global;
>

4.2.2.3. The OverflowAl ert d ass
The OverflowAl ert carries additional information related to buffer
overflow attacks. It is intended to enable an anal yzer to provide
the details of the overflow attack itself.

The OverflowAl ert class is conposed of three aggregate classes, as
shown in Figure 5.

S +
| Alert
oo +

/_\

|
B S +
| OverflowAl ert |
S + [ SR —-— +
| | <> e | program |
| | N +
| | 0..1 +--------- +
| | <> | size |
| | oo +
| | 0..1 +--------- +
| [<>--c-nn---- | buffer |
| | R +
o e oo +

Figure 5: The Overfl owAl ert d ass
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The aggregate classes that nake up OverflowAl ert are:
program

Exactly one. STRING The programthat the overflow attack
attenpted to run (NOTE: this is not the programthat was
attacked).

si ze

Zero or one. |INTEGER The size, in bytes, of the overflow (i.e.
the nunber of bytes the attacker sent).

buf f er

Zero or one. BYTE[]. Sone or all of the overflow data itself
(dependent on how nuch the anal yzer can capture).

This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Overfl owAl ert (
program size?, buffer?
)>
<! ATTLI ST Overfl owAl ert
Y%attlist.global
>

4.2.3. The Heartbeat C ass

Anal yzers use Heartbeat nessages to indicate their current status to
managers. Heartbeats are intended to be sent in a regular period,
say, every ten mnutes or every hour. The receipt of a Heartbeat
nmessage from an anal yzer indicates to the manager that the anal yzer
is up and running; lack of a Heartbeat nmessage (or nore likely, |ack
of some number of consecutive Heartbeat nmessages) indicates that the
anal yzer or its network connection has fail ed.

Al'l managers MJST support the recei pt of Heartbeat nessages; however,
the use of these nmessages by analyzers is OPTIONAL. Devel opers of
manager software SHOULD permnmit the software to be configured on a
per-anal yzer basis to use/not use Heartbeat nessages.

A Heartbeat nessage is conposed of several aggregate classes, as

shown in Figure 6. The aggregate cl asses thensel ves are described in
Sections 4.2.4 and 4.2.5.
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L L TSI +
| Hear t beat |

R + R LT +
| STRING nessageid | <>---------- | Anal yzer

| | S +
| | Fom e e e oo oo +
| [<>--c-nn---- | CreateTi me |
| | - +
| | 0..1 +------mmmmmmaa - - +
| | <>---------- | Heartbeatlnterval

| | S +
| | 0..1 +----mmmmmmme - - - +
| [<>--c-nn---- | Anal yzer Ti me

| | - +
| | 0..% +---mmmmm e - +
| | <>---------- | Additional Data

| | S +
Fom e e e oo oo +

Figure 6: The Heartbeat d ass
The aggregate classes that make up Heartbeat are:
Anal yzer

Exactly one. ldentification information for the analyzer that
originated the heartbeat.

Creat eTi ne
Exactly one. The tinme the heartbeat was created.
Heart beat | nt erva

Zero or one. The interval in seconds at which heartbeats are
gener at ed.

Anal yzer Ti me
Zero or one. The current time on the anal yzer (see Section 6.3).
Addi ti onal Dat a
Zero or nore. Information included by the anal yzer that does not
fit into the data nodel. This nmay be an atonic piece of data or a

| arge anount of data provided through an extension to the | DVEF
(see Section 5).
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This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Hear t beat
Anal yzer, CreateTinme, Heartbeatlnterval ?, AnalyzerTi ne?,
Addi ti onal Dat a*
) >
<! ATTLI ST Heart beat
nmessagei d CDATA o
Y%ttlist.global;
>

The Heartbeat class has one attribute:
nmessagei d

Optional. A unique identifier for the heartbeat; see
Section 3.2.9.

4.2.4. The Core d asses
The core classes -- Anal yzer, Source, Target, Cassification, and

Additional Data -- are the main parts of Alerts and Heartbeats, as
shown in Figure 7.

Fom e mma oo + S +
| Heartbeat | Fom----- | Anal yzer
- + | - +
| | <>---+--+
[ S + | | 0..% 4+---c-mmmmm oo - - +
| +------- | Additional Data |
| SRS UL +
e + |
| Alert | | 0..% #-cocmmomcieaa +
e + | +------- | Sour ce |
| | <>---+ | S +
| | | 0% #--mmmmmee e +
| | oo | Tar get |
| | | A RREEREEE *
| | <>------ +
TS + | [ TS +
+o-- - | Classification |
o e oo +

Figure 7: The Core O asses
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4.2.4.1. The Analyzer dass

The Analyzer class identifies the analyzer fromwhich the Alert or
Heart beat nessage originates. Only one analyzer may be encoded for
each alert or heartbeat, and that MJST be the anal yzer at which the
alert or heartbeat originated. Al though the |IDVEF data nodel does
not prevent the use of hierarchical intrusion detection systens
(where alerts get relayed up the tree), it does not provide any way
to record the identity of the "relay" analyzers along the path from
the originating analyzer to the nanager that ultinmately receives the
alert.

The Anal yzer class is conposed of three aggregate classes, as shown

in Figure 8.
o e e e e e e e ea oo +
| Anal yzer |
i + 0..1 +---------- +
| STRING anal yzerid [ <>---------- | Node
| STRI NG name | Fomme - +
| STRI NG manuf act urer
| STRI NG nodel | 0..1 +---------- +
| STRING version | <>---------- | Process
| STRING cl ass | Fomme - +
| STRING ostype | 0..1 +---------- +
| STRI NG osversion [ <>---------- | Analyzer
T + N +

Fi gure 8: The Analyzer d ass
The aggregate classes that nake up Anal yzer are:
Node

Zero or one. Information about the host or device on which the
anal yzer resides (network address, network nane, etc.).

Process

Zero or one. Information about the process in which the analyzer
i s executing.

Anal yzer
Zero or one. Information about the analyzer from which the
message may have gone through. The idea behind this mechanismis

that when a manager receives an alert and wants to forward it to
anot her anal yzer, it needs to substitute the original analyzer
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information with its own. To preserve the original analyzer
information, it may be included in the new anal yzer definition
This will allow analyzer path tracking.

This is represented in the | DMEF DID as fol |l ows:
<! ELEMENT Anal yzer (
Node?, Process?, Anal yzer?
) >
<I ATTLI ST Anal yzer
anal yzerid CDATA o
name CDATA #1 MPLI ED
manuf act ur er CDATA #1 MPLI ED
nodel CDATA #| MPLI ED
ver sion CDATA #| MPLI ED
cl ass CDATA #| MPLI ED
ostype CDATA #| MPLI ED
osversion CDATA #1 MPLI ED
%attlist.global
>
The Anal yzer class has eight attributes:
anal yzerid

Optional (but see below). A unique identifier for the anal yzer
see Section 3.2.9.

This attribute is only "partially"” optional. |If the analyzer
makes use of the "ident" attributes on other classes to provide
unique identifiers for those objects, then it MJST al so provide a
valid "anal yzerid" attribute. This requirenment is dictated by the
uni queness requirenents of the "ident" attribute (they are unique
only within the context of a particular "analyzerid*). |If the
anal yzer does not make use of the "ident" attributes, however, it
may also onit the "anal yzerid" attribute.

nane

man

Debar ,

Optional. An explicit nane for the analyzer that may be easier to
understand than the anal yzeri d.

uf acturer

Optional. The manufacturer of the analyzer software and/or

har dwar e
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nodel

Optional. The nodel nanme/ nunber of the analyzer software and/or
har dwar e

versi on

Optional. The version nunmber of the analyzer software and/or
har dwar e.

cl ass
Optional. The class of anal yzer software and/ or hardware.
ostype
Optional. Operating systemnane. On PCSI X 1003.1 conpliant
systens, this is the value returned in utsnanme.sysnanme by the
unane() systemcall, or the output of the "unane -s" conmand.
osversion
Optional. Operating systemversion. On PCSIX 1003.1 conpliant
systens, this is the value returned in utsnane.release by the
unane() systemcall, or the output of the "unane -r" conmand.
The "manufacturer”, "nodel", "version", and "class" attributes
contents are vendor-specific, but may be used together to identify
different types of analyzers (and perhaps make determ nati ons about
the contents to expect in other vendor-specific fields of |IDVEF
nmessages) .
4.2.4.2. The Cassification dass
The C assification class provides the "nane" of an alert, or other
information allowi ng the manager to deternine what it is. This nane
is chosen by the alert provider

The C assification class is conposed of one aggregate class, as shown
in Figure 9.
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e +

| Cassification |

S + 0..% +--cemmnnann- +
| STRING i dent | <>---------- | Reference

| STRING text | Fommem - +
S +

Figure 9: The Cassification C ass
The aggregate class that makes up Cassification is:
Ref erence
Zero or nore. Information about the nessage, pointing to external
docunmentation sites, that will provide background infornmation

about the alert.

This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT d assification (
Ref erence*
)>
<! ATTLI ST C assification
i dent CDATA 0
t ext CDATA #REQUI RED
>

The C assification class has two attri butes:
i dent

Optional. A unique identifier for this classification; see
Section 3.2.9.

t ext
Required. A vendor-provided string identifying the Al ert nessage.
4.2.4.3. The Source d ass
The Source class contains information about the possible source(s) of
the event(s) that generated an alert. An event nay have nore than

one source (e.g., in a distributed denial-of-service attack).

The Source class is conposed of four aggregate classes, as shown in
Fi gure 10.
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- +
| Sour ce |

Homemmemmeeaneaaaas + 0..1 +----n-m--- +
| STRING i dent | <>--mmmmnm-- | Node

| ENUM spoofed | oo +
| STRING interface | 0..1 4----eemn- +
| [SSEEETEREE | User |
| | oo - +
| | 0..1 +--------- +
| | <>---eoeo--- | Process

| | N +
| | 0..1 4--------- +
| | <>-----nn--- | Service

| | oo - +

Fi gure 10: The Source d ass
The aggregate classes that nake up Source are:
Node

Zero or one. Information about the host or device that appears to
be causing the events (network address, network nane, etc.).

User

Zero or one. Information about the user that appears to be
causi ng the event(s).

Process

Zero or one. Information about the process that appears to be
causi ng the event(s).

Servi ce

Zero or one. Information about the network service involved in
the event(s).
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This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Sour ce (
Node?, User?, Process?, Service?
)>
<! ATTLI ST Source
i dent CDATA 0
spoof ed %attval s. yesno; " unknown
interface CDATA #| MPLI ED

%ttlist.global
>

The Source class has three attributes:

i dent

Optional. A unique identifier for this source; see Section 3.2.9.
spoof ed

Optional. An indication of whether the source is, as far as the

anal yzer can determ ne, a spoofed address used for hiding the rea
origin of the attack. The permitted values for this attribute are

shown bel ow. The default value is "unknown". (See also

Section 10.)
R [ TS o m e e e e e e e e e e e e e e e me oo +
| Rank | Keyword | Description
Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e m o +
| 0 | unknown | Accuracy of source information unknown
| | | |
| 1| yes | Source is believed to be a decoy |
| | | |
| 2| no | Source is believed to be "real™ |
Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e m o +

interface
Optional. My be used by a network-based anal yzer with nultiple

interfaces to indicate which interface this source was seen on
4.2.4.4. The Target d ass
The Target class contains information about the possible target(s) of

the event(s) that generated an alert. An event nmay have nore than
one target (e.g., in the case of a port sweep).
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The Target class is conposed of four aggregate classes, as shown in
Fi gure 11.

o - +
| Tar get |

o e oo + 0..1 +---------- +
| STRING i dent | <>---mmann-- | Node

| ENUM decoy | e +
| STRING interface | 0..1 +---memmn-- +
| | <>---------- | User

| | N +
| | 0..1 4---------- +
| | <> --------- | Process

| | R +
| | 0..1 +---------- +
| | <>---eoeo--- | Service

| | N +
| | 0..N H#-cmmmmmnn- +
| | <>---coee--- |  File |
| | R +

Figure 11: The Target C ass
The aggregate classes that nake up Target are:
Node

Zero or one. Information about the host or device at which the
event (s) (network address, network name, etc.) is being directed.

User

Zero or one. Information about the user at which the event(s) is
bei ng directed.

Process

Zero or one. Information about the process at which the event(s)
i s being directed.

Servi ce

Zero or one. Information about the network service involved in
the event(s).
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Optional. Information about file(s) involved in the event(s).

S is represented in the | DVMEF DID as foll ows:

<! ELEMENT Tar get

)

>
The

i de

dec

Node?, User?, Process?, Service?, File*

>
<I ATTLI ST Tar get

i dent CDATA "o

decoy %attval s. yesno; " unknown

interface CDATA #1 MPLI ED
%ttlist.global

Target class has three attributes:

nt
Optional. A unique identifier for this target, see Section 3.2.9.
oy
Optional. An indication of whether the target is, as far as the
anal yzer can deternmine, a decoy. The pernitted values for this
attribute are shown below The default value is "unknown". (See

i nt

Debar ,

al so Section 10.)

Hom - - Fomm e e o o m e o e e e e e e e e e e e e e e e e oo oo +

| Rank | Keyword | Description |

Hom oo [ TS oo e e e e e e e e e e e e e e e eme e +

| 0 | unknown | Accuracy of target information unknown

| | | |

| 1| yes | Target is believed to be a decoy |

| | | |

| 2| no | Target is believed to be "real" |

Hom oo [ TS oo e e e e e e e e e e e e e e e eme e +
erface
Optional. May be used by a network-based anal yzer with nultiple
interfaces to indicate which interface this target was seen on
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4,.2.4.5. The Assessnent d ass

The Assessnent class is used to provide the anal yzer’s assessnent of
an event -- its inpact, actions taken in response, and confidence.

The Assessnent class is conposed of three aggregate classes, as shown

in Figure 12.
T T T +
| Assessnent |
Fom e e e e e o + 0..1 +------n----- +
| | <> cmnmne | Inpact |
| | S RS +
| | 0..* 4--cmccmnanannaa +
| [<>--cmnnnn-- | Action
| | B SR +
| | 0..1 +------------ +
| [<>----nnn--- | Confidence
| | S RS +
Fommm e aeaae e +

Fi gure 12: The Assessnent C ass
The aggregate classes that nake up Assessnent are:

| npact

Zero or one. The analyzer’s assessnent of the inpact of the event
on the target(s).

Action

Zero or nore. The action(s) taken by the analyzer in response to
the event.

Confi dence

Zero or one. A nmeasurenent of the confidence the analyzer has in
its evaluation of the event.

This is represented in the | DMEF DID as fol |l ows:

<! ELEMENT Assessnent (
| npact ?, Action*, Confidence?
) >
<! ATTLI ST Assessnent
%ttlist.global
>
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4,.2.4.6. The Additional Data d ass

The Additional Data class is used to provide information that cannot
be represented by the data nodel. Additional Data can be used to
provide atom c data (integers, strings, etc.) in cases where only
smal | anpbunts of additional information need to be sent; it can also
be used to extend the data nodel and the DID to support the

transm ssion of conplex data (such as packet headers). Detailed
instructions for extending the data nodel and the DTD are provided in

Section 5.

Hom - - S o m e o e e e e e e e e e e e e e e e e e e e e e e e oo - o +
| Rank | Keyword | Description |
Hom oo S oo o e e e e e e e e e e e e e e e e e e e eee oo +
| 0 | bool ean | The el enment contains a bool ean value, i.e.,

| | | the strings "true" or "false" |
| | | |
| 1| byte | The elenment content is a single 8-bit byte

| | | (see Section 3.2.4) |
| | | |
| 2 | character | The elenment content is a single character

| | | (see Section 3.2.3)

| | | |
| 3 | date-tine | The elenent content is a date-time string

| | | (see Section 3.2.6) |
| | | |
| 4 | integer | The elenment content is an integer (see |
| | | Section 3.2.1) |
| | | |
| 5| ntpstanp | The elenent content is an NTP tinmestanp (see

| | | Section 3.2.7) |
| | | |
| 6 | portlist | The elenment content is a list of ports (see

| | | Section 3.2.8) |
| | | |
| 7| real | The elenment content is a real nunber (see

| | | Section 3.2.2) |
| | | |
| 8 | string | The elenment content is a string (see |
| | | Section 3.2.3) |
| | | |
| 9 | byte-string | The elenment is a byte[] (see Section 3.2.4)

| | | |
| 10 | xmtext | The elenment content is XM.-tagged data (see

| | | Section 5.2) |
[ Fom e e e e e o oo o m e m e e e e e e e e e e e e e e e e e e e am o +
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The Additional Data elenment is declared in the |DVEF DID as foll ows:

<IENTITY % attval s. adt ype "
( boolean | byte | character | date-time | integer | ntpstanmp |
portlist | real | string | byte-string | xmtext )
">

<! ELEMENT Addi ti onal Dat a

(bool ean | byte | character | date-tine
i nteger | ntpstanp | portlist | real
string | byte-string | xmtext )

) >

<! ATTLI ST Additi onal Data
type %t tval s. adt ype; "string
nmeani ng CDATA #1 MPLI ED
%ttlist.global
>

The Additional Data class has one attribute:
nmeani ng

Optional. A string describing the neaning of the el ement content.
These val ues will be vendor/inplenentati on dependent; the nethod
for ensuring that managers understand the strings sent by

anal yzers is outside the scope of this specification. A list of
accept abl e meani ng keywords is not within the scope of the
docunent, although |ater versions nmay undertake to establish such
alist.

Debar, et al. Experi ment al [ Page 40]



RFC 4765 The | DVEF March 2007

4,.2.5. The Tine d asses

The data nodel provides three classes for representing tinme. These
classes are elenents of the Alert and Heartbeat cl asses.

The tine classes are represented in the | DVEF DID as fol |l ows:

<I ELEMENT nt pst anp (#PCDATA) >
<I ATTLI ST nt pstanp %ttlist.global; >

<! ELEMENT CreateTi ne (#PCDATA) >
<! ATTLI ST CreateTi ne
nt pst anp CDATA #REQUI RED
Y%ttlist.global;
>

<! ELEMENT Det ect Ti ne (#PCDATA) >
<! ATTLI ST Det ect Ti ne
nt pst anp CDATA #REQUI RED
Y%ttlist.global;
>

<! ELEMENT Anal yzer Ti ne (#PCDATA) >
<I ATTLI ST Anal yzerTi me
nt pst anp CDATA #REQUI RED
Y%ttlist.global;
>

The DATETIME format of the <CreateTine> el enent content is described
in Section 3.2.6.

If the date and tine represented by the el enment content and the NTP
timestanp differ (should "never" happen), the value in the NTP
ti mestanp MJUST be used.

4,.2.5.1. The CreateTine d ass

The CreateTine class is used to indicate the date and tine the alert
or heartbeat was created by the anal yzer.

4.2.5.2. The DetectTine d ass

The DetectTime class is used to indicate the date and tinme that the
event (s) producing an alert was detected by the analyzer. 1In the
case of nore than one event, it is the time that the first event was
detected. (This may or may not be the same tinme as CreateTineg;

anal yzers are not required to send alerts inmrediately upon

det ection).
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4.2.5.3. The AnalyzerTine d ass

The AnalyzerTime class is used to indicate the current date and tine
on the analyzer. Its values should be filled in as |l ate as possible
in the nessage transm ssion process, ideally inmmediately before

pl aci ng the nessage "on the wire"

The use of <AnalyzerTinme> to performrudinentary time synchronization
bet ween anal yzers and managers is di scussed in Section 6. 3.

4.2.6. The Assessnent Cl asses

The data nodel provides three types of "assessnments" that an anal yzer
can nake about an event. These classes are aggregates of the
Assessnent cl ass.

4.2.6.1. The Inmpact d ass

The Inpact class is used to provide the analyzer’'s assessnent of the
i mpact of the event on the target(s). It is represented in the | DVEF
DTD as foll ows:

<IENTITY % attval s. severity "
(info| low| nedium| high)

">

ENTITY % attval s. conpl etion "

( failed | succeeded )
">

<!

<IENTITY % attval s.i npacttype "
( admin | dos | file | recon | user | other )
">
<! ELEMENT | npact (#PCDATA) >
<! ATTLI ST | npact
severity %attval s. severity; #1 MPLI ED
conpl etion %attval s. conpl etion; #1 MPLI ED
type %attval s. i npacttype; "ot her’

%ttlist.global
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The I npact class has three attributes:

severity

March 2007

An estimate of the relative severity of the event. The permtted
val ues are shown below. There is no default value. (See also

Section 10.)
oo I I e +
| Rank | Keyword | Description |
Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e e +
| 0| info | Alert represents informational activity
| | | |
| 1] low | Low severity |
| | | |
| 2 | nmedium | Medium severity
| | | |
| 3 | high | Hi gh severity |
Foonnnn N N +

conpl etion

An indication of whether the anal yzer
t he event describes was successful or
are shown below. There is no default

Section 10.)

[ S Fom e e e e e o oo
| Rank | Keyword | Description
Hom - - S S
| 0| failed | The attenpt

| | |

| 1 | succeeded | The attenpt

[ S Fom e e e e e o oo

Debar, et al. Experi ment al

bel i eves the attenpt that
not. The permtted val ues
value. (See al so

___________________ +
|
___________________ +
was not successful
|
succeeded |
___________________ +
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The type of attenpt represented by this event, in relatively broad
categories. The pernitted values are shown below. The default

value is "ot her"

. (See also Section 10.)

Foomonn Fommemana N . +
| Rank | Keyword | Description |
oo N "' +
| 0 | admin | Administrative privileges were attenpted or

| | | obtained |
| | | |
| 1| dos | A denial of service was attenpted or conpleted

| | | |
| 2| file | An action on a file was attenpted or conpl eted

| | | |
| 3 | recon | A reconnai ssance probe was attenpted or |
| | | conpleted |
| | | |
| 4 | user | User privileges were attenpted or obtained |
| | | |
| 5 | other | Anything not in one of the above categories |
Hom - - Fomm e e o o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +
All three attributes are optional. The elenent itself may be enpty,

or may contain a textual description of the inpact, if the analyzer

is able to provide

addi ti onal details.

4.2.6.2. The Action d ass

The Action class is used to describe any actions taken by the
analyzer in response to the event. 1|Is is represented in the | DVEF

DTD as foll ows:

<IENTITY % attval s

( bl ock-instal
">

<! ELEMENT Acti on
<! ATTLI ST Action
cat egory
%ttlist.globa
>

Debar, et al.

actioncat
ed | notification-sent | taken-offline | other )

(#PCDATA) >

%attval s. actioncat; "ot her’
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Action has one attribute:
cat egory

The type of action taken. The permtted values are shown bel ow.

The default value is "other". (See also Section 10.)
Hom oo e e e e ek oo e e e e e e e e e e e e e e e eme e +
| Rank | Keyword | Description |
[ B S +
0 bl ock-install ed A bl ock of some sort was installed to

|
prevent an attack fromreaching its |
destination. The block could be a |
port bl ock, address block, etc., or |
di sabling a user account. |
|
notification-sent A notification nessage of sone sort |
was sent out-of-band (via pager, |
e-mail, etc.). Does not include the |
transm ssion of this alert. |
|
taken-of fli ne A system conputer, or user was taken
of fline, as when the conmputer is shut
down or a user is |ogged off. |
|
|
|

Anyt hing not in one of the above
cat egori es.

The elenent itself nay be enpty, or nay contain a textua
description of the action, if the analyzer is able to provide
addi ti onal details.

4.2.6.3. The Confidence C ass
The Confidence class is used to represent the analyzer’'s best
estinmate of the validity of its analysis. It is represented in the
| DVEF DTD as fol |l ows:

<IENTITY % attval s.rating '
( low | medium| high | nuneric )

">
<! ELEMENT Confi dence (#PCDATA) >
<! ATTLI ST Confi dence
rating %ttval s.rating; ‘nuneric’

%ttlist.global
>
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The Confidence class has one attribute:
rating
The analyzer’s rating of its analytical validity. The pernmtted

val ues are shown below. The default value is "nuneric". (See
al so Section 10.)

R [ TS o o o e e e e e e e e e e e e e e e e e e e e e e e eaa - +
| Rank | Keyword | Description |
Hom - - Fomm e e o o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| 0| low | The analyzer has little confidence inits |
| | | validity |
| | | |
| 1| medium | The analyzer has average confidence in its |
| | | validity |
| | | |
| 2 | high | The anal yzer has high confidence in its validity

| | | |
| 3 | nuneric | The anal yzer has provided a posterior |
| | | probability value indicating its confidence in

| | | its validity |
Hom - - Fomm e e o o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +

This el enent should be used only when the anal yzer can produce

meani ngful information. Systens that can output only a rough
heuristic should use "low', "mediunt, or "high" as the rating val ue.
In this case, the el enent content should be omtted.

Systens capabl e of producing reasonable probability estinates should
use "nuneric" as the rating value and include a nunmeric confidence
value in the elenent content. This nuneric value should reflect a
posterior probability (the probability that an attack has occurred
given the data seen by the detection systemand the nodel used by the
system). It is a floating point nunber between 0.0 and 1.0,

i nclusive. The nunber of digits should be linmted to those
representable by a single precision floating point value, and nay be
represented as described in Section 3.2.2.

NOTE: It should be noted that different types of analyzers may
comput e confidence values in different ways and that in many
cases, confidence values fromdifferent analyzers should not be
compared (for exanple, if the analyzers use different nethods of
conmputing or representing confidence, or are of different types or
configurations). Care should be taken when inplenenting systens
that process confidence values (such as event correlators) not to
make conparisons or assunptions that cannot be supported by the
systenis knowl edge of the environnent in which it is working.
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4.2.7. The Support d asses

The support cl asses make up the nmjor parts of the core classes, and
are shared between them

4,2.7.1. The Reference C ass

The Reference class provides the "name" of an alert, or other
information allow ng the manager to deternine what it is.

The Reference class is conmposed of two aggregate classes, as shown in
Fi gure 13.

- +
| Reference |
[ TS + [ +
| STRING origin |<>--------- | name |
| STRI NG neani ng | SRR +
| | RREEE +
| | <> | url |
| | oo *
[ TS +

Fi gure 13: The Reference d ass
The aggregate classes that make up Reference are:
name

Exactly one. STRING The nane of the alert, fromone of the
origins listed bel ow

url

Exactly one. STRING A URL at which the nanager (or the human
operator of the manager) can find additional information about the
alert. The docunent pointed to by the URL may include an in-depth
description of the attack, appropriate counterneasures, or other

i nformati on deened rel evant by the vendor.
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This is represented in the | DVEF DTD as fol |l ows:

<IENTITY % attval s.origin "
( unknown | vendor-specific | user-specific | bugtraqid | cve
osvdb )
">

<! ELEMENT Ref erence (
nanme, url
) >
<! ATTLI ST Ref erence
origin Y%attval s.origin; " unknown
meani ng CDATA #| MPLI ED
>

The Reference class has two attri butes:
origin

Required. The source fromwhich the name of the alert originates
The pernmitted values for this attribute are shown below. The

default value is "unknown". (See also Section 10.)
Hom - - S o e e e e e e e e e e e e e e e e e e oo +
| Rank | Keyword | Description |
Hom oo e e e oo oo e e e e e e e e e e e e e e e e e e e eee o +
| 0 | unknown | Origin of the nane is not known |
| | | |
| 1 | vendor-specific | A vendor-specific name (and hence, URL);
| | | this can be used to provide |
| | | product-specific infornation |
| | | |
| 2 | user-specific | A user-specific name (and hence, URL); |
| | | this can be used to provide |
| | | installation-specific information |
| | | |
| 3 | bugtraqid | The SecurityFocus ("Bugtraq") |
| | | vulnerability database identifier
| | | (http://ww. securityfocus. cont bid)
| | | |
| 4 | cve | The Conmon Vul nerabilities and Exposures
| | | (CVE) nanme (http://ww.cve.nitre.org/) |
| | | |
| 5 | osvdb | The Open Source Vul nerability Database
| | | (http://ww. osvdb. org) |
[ B o m e m e e e e e e e e m e e e e e am o +

Debar, et al. Experi ment al [ Page 48]



RFC 4765 The | DVEF March 2007

meani ng

4.2.7.

Optional. The neaning of the reference, as understood by the
alert provider. This field is only valid if the value of the
<origin> attribute is set to "vendor-specific" or "user-specific"

2. The Node d ass

The Node class is used to identify hosts and other network devices
(routers, switches, etc.).

The Node class is conposed of three aggregate classes, as shown in

Fi gure 14.

S +

| Node |

S + 0..1 +---------- +
| STRING ident |[<>---------- | location

| ENUM cat egory | Fomme - +
| | 0..1 +---------- +
| | <> | name |
| | ASREEEEEEES +
| | 0. % #ooooooos +
| [<>----nnn--- | Address

| | R +

Fi gure 14: The Node d ass

The aggregate classes that nake up Node are:

| ocation

Zero or one. STRING The location of the equipnent.

namne

Zero or one. STRING The nanme of the equipment. This
i nformati on MUST be provided if no Address information is given

Addr ess

Debar ,

Zero or nore. The network or hardware address of the equi pnent.
Unl ess a nane (above) is provided, at |east one address nust be
speci fi ed.
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This is represented in the | DVEF DTD as fol |l ows:

<IENTITY % attval s. nodecat "
( unknown | ads | afs | coda | dfs | dns | hosts | kerberos
nds | nis | nisplus | nt | wiw)
">

<! ELEMENT Node
| ocation?, (name | Address), Address*

) >
<! ATTLI ST Node
i dent CDATA o
cat egory %t tval s. nodecat ; " unknown’
Y%ttlist.global;
>

Debar, et al. Experi ment al [ Page 50]



RFC 4765 The | DVEF March 2007

The Node class has two attri butes:

i dent

Optional. A unique identifier for the node; see Section 3.2.9.
cat egory

Optional. The "domain" from which the name information was

obtained, if relevant. The pernmitted values for this attribute
are shown in the table below. The default value is "unknown".
(See al so Section 10 for extensions to the table.)

Fommmm - S o e meeaaamn +
| Rank | Keyword | Description |
- Fomm e e - o e e e e e e e e e e e e e e e e mm e e +
| 0 | unknown | Donmai n unknown or not rel evant |
I 1 I ads I W ndows 2000 Advanced Directory Services I
I 2 I afs I Andrew Fil e System (Transarc) I
I 3 I coda I Coda Distributed File System I
I 4I df s I Distributed File System (I1BM I
I 5 I dns I Domai n Name System I
I 6 I host s I Local hosts file I
I 7 I ker ber os I Ker beros realm I
I 8 I nds I Novel | Directory Services I
I 9 I nis I Net wor k I nformation Services (Sun) I
I 10 I ni spl us I Net wor k | nformation Services Plus (Sun) I
I 11 I nt I W ndows NT donain I
I 12 I wf w I W ndows for Workgroups I
Ho- oo B TS o m o e e e e e e e e e e e e e e e e e eme— oo +
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4,2.7.2.1. The Address C ass

The Address class is used to represent network, hardware, and
application addresses.

The Address class is conposed of two aggregate classes, as shown in
Fi gure 15.

o e oo +

| Addr ess |

Fom e e e e e o + Fomm e e o +
| STRING i dent [ <>----n---- | address

| ENUM cat egory | Fomem- - +
| STRING vl an- nane | 0..1 +--------- +
| I'NTEGER vl an-num | <>---------- | netmask

| | oo +
Fom e e e e e o +

Fi gure 15: The Address d ass
The aggregate cl asses that nmake up Address are:

addr ess

Exactly one. STRING The address information. The format of
this data is governed by the category attribute.

net mask

Zero or one. STRING The network nmask for the address, if
appropri ate.
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This is represented in the | DVEF DTD as fol |l ows:

<IENTITY % attval s. addr cat "

( unknown | atm| e-nmail | lotus-notes | mac | sna | vm |
i pv4-addr | ipv4-addr-hex | ipv4-net | ipv4-net-nmask
i pv6-addr | ipv6-addr-hex | ipv6-net | ipv6-net-mask )
">
<! ELEMENT Addr ess (
addr ess, netnmask?
)>
<! ATTLI ST Address
i dent CDATA o
cat egory %t tval s. addrcat; " unknown
vl an- name CDATA #| MPLI ED
vl an- num CDATA #1 MPLI ED
%ttlist.global
>

The Address class has four attributes:

i dent
Optional. A unique identifier for the address; see Section 3.2.9.
cat egory
Optional. The type of address represented. The permitted val ues
for this attribute are shown below. The default value is
"unknown". (See also Section 10.)
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Foomonn . e +
| Rank | Keyword | Description |
oo e e +
| 0 | unknown | Address type unknown |
| | | |
| 1| atm | Asynchronous Transfer Mde network address

| | | |
| 2| e-mil | Electronic mail address (RFC 2822 [12])

| | | |
| 3 | lotus-notes | Lotus Notes e-nmil address |
| | | |
| 4 | mac | Media Access Control (MAC) address

| | | |
| 5] sna | IBM Shared Network Architecture (SNA) |
| | | address |
| | | |
| 6 | vm | IBMVM ("PROFS") e-nmil address |
| | | |
| 7 | ipv4-addr | I'Pv4 host address in dotted-decinal |
| | | notation (a.b.c.d) |
| | | |
| 8 | ipv4d-addr-hex | |1Pv4 host address in hexadeci mal notation

| | | |
| 9 | ipvé4-net | 1Pv4 network address in dotted-deci mal |
| | | notation, slash, significant bits |
| | | (a.b.c.d/nn) |
| | | |
| 10 | ipv4d-net-mask | 1 Pv4 network address in dotted-deci mal |
| | | notation, slash, network mask in |
| | | dotted-decimal notation (a.b.c.d/wx.y.z)

| | | |
| 11 | ipv6-addr | 1Pv6 host address |
| | | |
| 12 | ipv6-addr-hex | 1 Pv6 host address in hexadeci mal notation

| | | |
| 13 | ipv6-net | 1Pv6 network address, slash, significant

| | | bits

| | | |
| 14 | ipv6-net-mask | |1 Pv6 network address, slash, network mask

[ Fom e e e e e oo oo Fom e e e e e e e e e e m e e e e e am o +
vl an- name

Optional. The name of the Virtual LAN to which the address
bel ongs.
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vl an- num

Optional. The nunmber of the Virtual LAN to which the address
bel ongs.

4,2.7.3. The User d ass

The User class is used to describe users. It is primarily used as a
"container" class for the Userld aggregate class, as shown in
Fi gure 16.

S +

| User |

R I T + 1..% 4----n--- +

| STRING ident [<>---------- | Userld |

| ENUM cat egory | e +

S +

Fi gure 16: The User d ass
The aggregate class contained in User is:

User |l d

One or nore. ldentification of a user, as indicated by its type
attribute (see Section 4.2.7.3.1).

This is represented in the | DVMEF DTD as fol |l ows:

<IENTITY % attval s. usercat "

( unknown | application | os-device )
"

<! ELEMENT User (
User | d+
) >
<I ATTLI ST User
i dent CDATA 0
cat egory %ttval s. usercat; " unknown’

%ttlist.global;
>
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The User class has two attri butes:

i dent

Optional. A unique identifier for the user; see Section 3.2.9.
cat egory

Optional. The type of user represented. The pernmitted values for

this attribute are shown below. The default value is "unknown".
(See al so Section 10.)

R T oo e e e e e e e e e e e eaaa +
| Rank | Keyword | Description |
R B oo e e e e e e e e e e aa - +
| 0 | unknown | User type unknown |
| | | |
| 1| application | An application user |
| | | |
| 2 | os-device | An operating systemor device user |
R B oo e e e e e e e e e e aa - +

4.2.7.3.1. The Userld d ass

The Userld class provides specific infornation about a user. More
than one Userld can be used within the User class to indicate
attenpts to transition fromone user to another, or to provide
conpl ete information about a user’s (or process’) privileges.

The Userld class is conposed of two aggregate classes, as shown in
Fi gure 17.

o e e +
| Userld |
B TS + 0..1 +-------- +
| STRING ident |<>---------- | name |
| ENUM type | e +
| STRINGtty | 0..1 +-------- +
| [<>--cmnnnn-- | nunber |
| | A RRRREEE +
B TS +

Figure 17: The Userld d ass
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The aggregate classes that nake up Userld are:
name

Zero or one. STRING A user or group nane.
nunber

Zero or one. |INTEGER A user or group numrber
This is represented in the | DMEF DID as fol |l ows:
<IENTITY % attval s.idtype "

( current-user | original-user | target-user | user-privs
current-group | group-privs | other-privs )

"

<! ELEMENT Userld
(nanme, nunber?) | (nunber, nane?)

) >
<! ATTLI ST Userld
i dent CDATA o
type %attval s.idtype; “original -user’
tty CDATA #1 MPLI ED

Y%attlist.global
>

The Userld class has three attri butes:

i dent
Optional. A unique identifier for the user id, see Section 3.2.9.
type
Optional. The type of user information represented. The
permitted values for this attribute are shown bel ow. The default
value is "original-user". (See also Section 10.)
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current-user | The current user id being used by the user
| or process. On Unix systens, this would
| be the "real" user id, in general. |
| |
original-user | The actual identity of the user or process
| being reported on. On those systens that
| (a) do sonme type of auditing and (b) |
| support extracting a user id fromthe |
| "audit id" token, that value should be |
| used. On those systens that do not |
| support this, and where the user has |
| logged into the system the "login id" |
| shoul d be used. |
| |
target - user | The user id the user or process is |
| attenpting to becone. This would apply,
| on Unix systems for exanple, when the user
| attenpts to use "su", "rlogin", "telnet", |
| etc. |
| |
user-privs | Another user id the user or process has |
| the ability to use, or a user id
| associated with a file permission. On |
| Unix systens, this would be the |
| "effective" user id in a user or process
| context, and the owner permissions in a |
| file context. Miltiple Userld elenents of |
| this type may be used to specify a list of
| privileges. |
| |
current-group | The current group id (if applicable) being
| used by the user or process. On Unix |
| systems, this would be the "real" group |
| id, in general. |
| |
group-privs | Another group id the group or process has
| the ability to use, or a group id
| associated with a file permission. On |
| Unix systens, this would be the |
| "effective" group id in a group or process
| context, and the group permissions in a |
| file context. On BSD-derived Unix |
| systems, multiple Userld elenments of this |
| type would be used to include all the
| group ids on the "group list". |
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6 other-privs | Not used in a user, group, or process |
| context, only used in the file context. |
| The file permi ssions assigned to users who |
| do not match either the user or group |
| permssions on the file. On Unix systens, |
| |

this would be the "world" perm ssions.

tty
Optional. STRING The tty the user is using.
4.2.7.4. The Process C ass

The Process class is used to describe processes being executed on
sources, targets, and anal yzers.

The Process class is conposed of five aggregate classes, as shown in
Fi gure 18.

B +
| Process |

B TS + Hom - - +
| STRING ident |<>---------- | name |
| | SRR +
| | 0..1 +------ +
| | <> | pid |
| | e +
| | 0..1 +------ +
| | <>-n e | path |
| | oo +
| | 0..% #------ +
| SSRREEEEEEE | arg |
| | oo +
| | 0. % +--o--- +
| | <> | env |
| | oo +
T +

Fi gure 18: The Process d ass
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The aggregate classes that nake up Process are:
name

Exactly one. STRING The nane of the program bei ng execut ed.
This is a short nanme; path and argunent infornation are provided

el sewhere
pi d
Zero or one. |INTEGER The process identifier of the process.
pat h
Zero or one. STRING The full path of the program being
execut ed.
arg

Zero or nore. STRING A command-line argunent to the program
Mul tiple argunents may be specified (they are assuned to have
occurred in the same order they are provided) with nultiple uses
of arg.

env
Zero or nore. STRING An environment string associated with the
process; generally of the format "VARI ABLE=value". Miltiple
environnment strings may be specified with nmultiple uses of env.

This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Process (
nane, pid?, path?, arg*, env*
)>
<! ATTLI ST Process
i dent CDATA o

%ttlist.global
>

The Process class has one attri bute:
i dent

Optional. A unique identifier for the process; see Section 3.2.9.
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4,2.7.5. The Service d ass

The Service class describes network services on sources and targets.
It can identify services by nanme, port, and protocol. Wen Service
occurs as an aggregate class of Source, it is understood that the
service is one fromwhich activity of interest is originating; and
that the service is "attached" to the Node, Process, and User
informati on al so contained in Source. Likew se, when Service occurs
as an aggregate class of Target, it is understood that the service is
one to which activity of interest is being directed; and that the
service is "attached" to the Node, Process, and User information al so
contained in Target. |If Service occurs in both Source and Target,
then information in both |ocations should be the same. |If
information is the same in both |locations and inplenmenters wish to
carry it in only one location, they should specify it as an aggregate
of the Target cl ass.

The Service class is conposed of four aggregate classes, as shown in
Fi gure 19.

o +
| Service
e + 0..1 +---------- +
| STRING ident [<>----nnn--- | name
| I NTEGER i p_version | Fomme - +
| I NTEGER i ana_prot ocol _nunber | 0..1 +---------- +
| STRING iana_protocol_nane |[<>--------- | port
| | SREEEEEEES +
| | 0..1 4---------- +
| [<>----nnn--- | portlist |
| | oo +
| | 0..1 +---------- +
| [<>--cmnnnn-- | protocol
| | oo +
o e e e e e e e e e e - +
/_\
|
[ TS E R +
| |
Fom e e e e e o oo + Fom e e e e e o oo +
| SNMPService | | WebService
S + S +

Figure 19: The Service d ass
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The aggregate classes that nake up Service are:
name

Zero or one. STRING The nane of the service. Wenever
possi ble, the nane fromthe I ANA |ist of well-known ports SHOULD
be used.

port
Zero or one. |INTEGER The port nunber being used.
portli st

Zero or one. PORTLIST. A list of port numbers being used; see
Section 3.2.8 for formatting rules. |If a portlist is given, the
i ana_prot ocol _nunber and iana_protocol _nane MJIST apply to all the
el ements of the list.

pr ot ocol

Zero or one. STRING Additional information about the protoco
being used. The intent of the protocol field is to carry
additional information related to the protocol being used when the
<Service> attributes iana_protocol nunber or/and

i ana_protocol _name are filed.

A Service MJIST be specified as either (a) a nanme or a port or (b) a
portlist. The protocol is optional in all cases, but no other
conbi nations are permtted.

Service is represented in the | DVEF DTD as fol |l ows:
<! ELEMENT Servi ce

(((name, port?) | (port, nane?)) | portlist), protocol?,
SNMPSer vi ce?, WebServi ce?

) >
<I ATTLI ST Service
i dent CDATA "o
i p_version CDATA #1 MPLI ED
i ana_pr ot ocol _number CDATA #| MPLI ED
i ana_pr ot ocol _name CDATA #1 MPLI ED

Y%ttlist.global
>
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The Service class has four attributes:

i dent

Optional. A unique identifier for the service; see Section 3.2.9.
i p_version

Optional. [|INTEGER  The | P version nunber.

i ana_pr ot ocol _nunber
Optional. |INTEGER  The | ANA protocol nunber.
i ana_pr ot ocol _name
Optional. STRING The | ANA protocol nane.
4.2.7.5.1. The WebService d ass

The WebService class carries additional information related to web
traffic.

The WebService class is conposed of four aggregate classes, as shown

in Figure 20
R +
| Service
B S +
!\
|
Fomemmmeea e +
| WebService
Fom e e e e e o oo + Fom e e e e e o oo +
| | <> | ur | |
| | S +
| | 0..1 +------------- +
| | <> | cgi |
| | - +
| | 0..1 +------------- +
| | <>---------- | http-nmethod
| | S +
| | 0..* 4-ccmecmaananaan +
| | <> | arg |
| | - +
Fom e e e e e o oo +

Fi gure 20: The WebService d ass
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The aggregate classes that nake up WebService are:

url
Exactly one. STRING The URL in the request.

cqi
Zero or one. STRING The CA script in the request, wthout
ar gument s.

ht t p- net hod
Zero or one. STRING The HTTP nmethod (PUT, CET) used in the
request.

arg

Zero or nore. STRING The argunents to the CA script.
This is represented in the | DVEF DID as foll ows:

<! ELEMENT WebServi ce (
url, cgi?, http-nmethod?, arg*
) >
<I ATTLI ST WebService
%ttlist.global
>

4.2.7.5.2. The SNWPService d ass
The SNWVPService class carries additional information related to SNWP
traffic. The aggregate cl asses conposi ng SNMPServi ce nmust be
interpreted as described in RFC 3411 [15] and RFC 3584 [16].

The SNWVPService class is conposed of eight aggregate classes, as
shown in Figure 21.
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T +
| Service
B +

I\

|

S +
| SNMPServi ce
S + 0 +
| | <>---mmamm-- | oi d |
| | o +
| | 0..1 +-----mmmmee - - +
| [<>----nnn--- | messagePr ocessi nghvbdel
| | O +
| | L R e +
| [<>--cmnnnn-- | securityModel |
| | o +
| | 0..1 +-----mmmmee - - +
| [<>----nnn--- | securityName
| | O +
| | L R e +
| [<>--cmnnnn-- | securitylLevel
| | o +
| | 0..1 +-----mmmmee - - +
| [<>----nnn--- | cont ext Name
| | O +
| | L R e +
| [ <>-------n--- | cont ext Engi nel D
| | o +
| | 0..1 +-----mmmmee - - +
| [<>----nnn--- | comrand |
| | O +
S +

Fi gure 21: The SNMPServi ce C ass
The aggregate classes that nake up SNMPServi ce are:
oi d
Zero or one. STRING The object identifier in the request.
messagePr ocessi nghbdel
Zero or one. |INTEGER. The SNWP version, typically 0 for SNWv1,

1 for SNWPv2c, 2 for SNWMPv2u and SNWPv2*, and 3 for SNWPv3; see
RFC 3411 [15] Section 5 for appropriate val ues.
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securit yModel

Zero or one. |INTEGER The identification of the security node
in use, typically 0 for any, 1 for SNMPv1l, 2 for SNWPv2c, and 3
for USM see RFC 3411 [15] Section 5 for appropriate val ues.

securit yName

Zero or one. STRING The object’s security nanme; see RFC 3411
[15] Section 3.2.2.

securitylLevel

Zero or one. |INTEGER The security level of the SNMP request;
see RFC 3411 [15] Section 3.4.3.

cont ext Nane

Zero or one. STRING The object’s context name; see RFC 3411
[15] Section 3.3.3.

cont ext Engi nel D

Zero or one. STRING The object’s context engine identifier; see
RFC 3411 [15] Section 3.3.2.

conmand

Zero or one. STRING The command sent to the SNWP server (CGET
SET, etc.).

If other fields of an SNWP nessage are avail able and shoul d be
incorporated in the IDVEF alert, they nust be located in the
additional data structure with the nmeaning being an object definition
defined in RFC 3411 [15] Section 5 and the value located within the
addi ti onal dat a payl oad.

This is represented in the | DVMEF DID as foll ows:

<! ELEMENT SNMPSer vi ce
oi d?, nessageProcessi nghbdel ?, securityMdel ?, securityNanme?,
securitylLevel ?, context Nane?, contextEngi nel D?, comand?
) >
<! ATTLI ST SNMPSer vi ce
%ttlist.global
>
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The File class provides specific information about a file or other

file-like object that has been created, deleted,

target.

to the event or the file settings at the tinme of the event,

or

nodi fied on the

The description can provide either the file settings prior

specified using the "category" attribute.

The File class is conposed of el even aggregate cl asses,

Fi gure

Debar, et

22.
B TS +
| File |
oo +
| | <> oo
| |
| |
| | <>
| |
| | 0..1
| | <>
| |
| | 0..1
| | <>
| |
| | 0..1
| SSRREEEEEEE
| |
| | 0..1
| | <>
| |
| | 0..1
| SSRREEEEEEE
| |
| | 0..*
| | <>
| |
I | 0..*
| SSREEEEEEEE
| |
| | 0..1
| | <>
| |
| | 0..*
| SSREEEEEEEE
| |
S +
Figure 22: The File dass
al . Experi ment al

as

as shown in
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The aggregate classes that nake up File are:
name

Exactly one. STRING The nane of the file to which the alert
applies, not including the path to the file.

pat h

Exactly one. STRING The full path to the file, including the
nane. The path name should be represented in as "universal" a
manner as possible, to facilitate processing of the alert.

For Wndows systens, the path should be specified using the

Uni ver sal Nanmi ng Convention (UNC) for renote files, and using a
drive letter for local files (e.g., "C\boot.ini"). For Unix
systens, paths on network file systenms should use the nane of the
nmount ed resource instead of the local nount point (e.g.
"fileserver:/usr/local/bin/foo"). The nount point can be provided
usi ng the <Li nkage> el enent.

create-tine
Zero or one. DATETIME. Tine the file was created. Note that
this is *not* the Unix "st_ctime" file attribute (which is not
file creation tinme). The Unix "st_ctinme" attribute is contained
in the "l node" class.
nmodi fy-time
Zero or one. DATETIME. Tine the file was | ast nodified.
access-time
Zero or one. DATETIME. Tine the file was | ast accessed.
dat a-si ze
Zero or one. |INTEGER. The size of the data, in bytes. Typically
what is neant when referring to file size. On Unix UFS file

systenms, this value corresponds to stat.st_size. On Wndows NTFS,
this value corresponds to Valid Data Length (VDL).

Debar, et al. Experi ment al [ Page 68]



RFC 4765 The | DVEF March 2007

di sk-si ze
Zero or one. |INTEGER The physical space on di sk consuned by the
file, in bytes. On Unix UFS file systens, this value corresponds
to 512 * stat.st_blocks. On Wndows NTFS, this value corresponds
to End of File (EOF).

Fi | eAccess
Zero or nore. Access pernissions on the file.

Li nkage

Zero or nore. File systemobjects to which this file is |linked
(other references for the file).

| node

Zero or one. Inode infornmation for this file (relevant to Unix).
Checksum

Zero or nore. Checksuminformation for this file.
This is represented in the | DVEF DTD as fol |l ows:
<IENTITY % attvals.filecat "

( current | original )
">

<! ELEMENT Fil e

nane, path, create-tinme?, nodify-tinme?, access-tine?,
dat a-si ze?, disk-size?, FileAccess*, Linkage*, |node?,

Checksunt
)>
<IATTLI ST File
i dent CDATA o
cat egory Y%ttvals.filecat; #REQUI RED
fstype CDATA #1 MPLI ED
file-type CDATA #1 MPLI ED

%ttlist.global
>

The File class has four attributes (one required and three optional):
i dent

Optional. A unique identifier for this file; see Section 3.2.09.
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cat egory

Required. The context for the information being provided. The
permtted val ues are shown below. There is no default val ue.
(See al so Section 10.)

Fome - SRR o e e oo +
| Rank | Keyword | Description |
Foeem - o o m e e e e e aiaao +
| O] current | The file information is fromafter the reported |
| | | change |
| | | |
| 1| original | The file information is frombefore the |
| | | reported change |
Foeem - R o e e e e e e e aaa oo +
fstype

Optional. The type of file systemthe file resides on. This
attribute governs how path names and other attributes are
i nterpreted.

Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e m o +
| Rank | Keyword | Description |
R [ TS oo o e e e e e e e e e e e e e aaa +
| 0| ufs | Berkeley Unix Fast File System |
| 1| efs | Linux "efs" file system |
| 2| nfs | Network File System |
| 3| afs | Andrew File System |
| 4 | ntfs | Wndows NT File System |
| 5| fatl6 | 16-bit Wndows FAT File System |
| 6 | fat32 | 32-bit Wndows FAT File System |
| 7 | pcfs | "PC" (M5-DOS) file system on CD ROM |
| 8| joliet | Joliet CDOROMfile system |
| 9 | is09660 | ISO 9660 CD-ROM file system |
Hom - - Fomm e e o o e e m e e e e e e e e e e e e e e e e o - +

file-type

Optional. The type of file, as a mne-type.
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4,.2.7.6.1. The Fil eAccess C ass

The Fil eAccess class represents the access pernissions on a file.
The representation is intended to be useful across operating systens.

The FileAccess class is conposed of two aggregate classes, as shown

in Figure 23.
. +
| FileAccess |
[ + o m e e oo - - +
| [<>----nnn--- | Userld |
| | S RS +
| | 1.0% +-meiiem oo +
| [ <>-------n--- | Permnission |
| | B SR +
[ +

Fi gure 23: The Fil eAccess O ass
The aggregate classes that make up Fil eAccess are:
Userld
Exactly one. The user (or group) to which these perm ssions
apply. The value of the "type" attribute nust be "user-privs",

"group-privs", or "other-privs" as appropriate. COher values for
"type" MJST NOT be used in this context.
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Per m ssi on

One or nore. ENUM Level of access allowed. The pernitted
val ues are shown below. There is no default value. (See also

the access pernissions on this file

t akeOaner shi p This user has the ability to take

ownership of this file

Section 10.)
R e e e e oo m e e e e e e e e e e e e e e emee s +
| Rank | Keyword | Description |
R ook o m e e e e e e e e e e e e e e e me oo +
| 0 | noAccess | No access at all is allowed for this
| | | user |
| | | ]
| 1| read | This user has read access to the file
| | | |
| 2| wite | This user has wite access to the file
| | | |
| 3 | execute | This user has the ability to execute
| | | the file |
| | | |
| 4 | search | This user has the ability to search
| | | this file (applies to "execute" |
| | | perm ssion on directories in Unix)
| | | |
| 5| delete | This user has the ability to delete
| | | this file |
| | | |
| 6 | executeAs | This user has the ability to execute
| | | this file as another user |
| | | |
| 7 | changePermissions | This user has the ability to change
| | | |
| | | |
| | | |
| | | |

The "changePerni ssions" and "takeOanershi p" strings represent those
concepts in Wndows. On Unix, the owner of the file always has
"changePer m ssi ons" access, even if no other access is allowed for
that user. "Full Control" in Wndows is represented by enunerating
the perm ssions it contains. The "executeAs" string represents the
set-user-id and set-group-id features in Unix.
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This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Per ni ssi on EMPTY >

<! ATTLI ST Permi ssi on
per s Yattval s.fil eperm #REQUI RED
%ttlist.global

>

<IENTITY % attvals.fileperm"( noAccess | read | wite | execute
search | delete | executeAs | changePermni ssions
t akeOaner ship)" >

4.2.7.6.2. The Linkage d ass

The Linkage class represents file system connections between the file
described in the <File> elenent and other objects in the file system
For exanple, if the <File> elenment is a synbolic link or shortcut,
then the <Linkage> el enent should contain the nane of the object the
link points to. Further information can be provided about the object
in the <Linkage> elenent with another <File> elenment, if appropriate.

The Linkage class is conposed of three aggregate classes, as shown in
Fi gure 24.

ook +

| Li nkage |

o e e + R +
| | <> | nane |
| | oo +
| | oo +
| | <> | path |
| | oo +
| | RS +
| | <> | File |
| | oo +
RS +

Fi gure 24: The Linkage d ass
The aggregate classes that nake up Li nkage are:
name

Exactly one. STRING The nane of the file system object, not
i ncludi ng the path.
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pat h

Exactly one. STRING The full path to the file system object,

i ncluding the name. The path nanme should be represented in as
"uni versal" a manner as possible, to facilitate processing of the
alert.

File

Exactly one. A <File> elenent may be used in place of the <name>
and <path> elenents if additional information about the file is to
be i ncl uded.

This is represented in the | DVEF DID as foll ows:

<IENTITY % attval s. i nkcat "
( hard-link | nount-point | reparse-point | shortcut | stream |
synbolic-link )

"

<! ELEMENT Li nkage (
(name, path) | File
)>
<! ATTLI ST Li nkage
cat egory %attval s.|inkcat; #REQUI RED
%ttlist.global
>
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The Linkage class has one attribute:
cat egory

The type of object that the link describes. The permtted val ues
are shown below. There is no default value. (See also

Section 10.)
R S oo o e e e e e e e e e e e e e e e e eaa - +
| Rank | Keyword | Description |
Hom - - S o e e e e e e e e e e e e e e e e e e e e e +
0 hard- i nk The <nane> el enent represents another nane
for this file. This information nmay be
nore easily obtainable on NTFS file
systens than others.
1 nmount - poi nt An alias for the directory specified by

the parent’s <nane> and <pat h> el enents.
repar se- poi nt Applies only to Wndows; excludes symbolic
i nks and nount points, which are specific
types of reparse points.

"shortcut". A shortcut is distinguished
froma synbolic |link because of the
difference in their contents, which may be
of inportance to the manager.
stream An Alternate Data Stream (ADS) in W ndows;
a fork on MacOS. Separate file system
entity that is considered an extension of
the main <File>.
The <nanme> el enent represents the file to
which the link points.

| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| 3 | shortcut | The file represented by a W ndows |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | symbolic-link |

| | | |
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4,2.7.6.3. The Inode d ass

The Inode class is used to represent the additional information
contained in a Unix file systemi-node.

The I node class is conposed of six aggregate classes, as shown in
Fi gure 25

B +
| I node |

B TS + S +
| [<>----nnn--- | change-time |
| | SRS UL +
| | - +
| [<>--cmnnnn-- | numnber |
| | [ TS +
| | S +
| [<>----nnn--- | major-device

| | SRS UL +
| | - +
| | <>---------- | minor-device

| | [ TS +
| | S +
| [<>----nnn--- | c-mjor-device

| | SRS UL +
| | - +
| [<>--cmnnnn-- | c-minor-device

| | [ TS +
B TS +

Fi gure 25: The I node d ass
The aggregate classes that make up | node are:
change-tine

Zero or one. DATETIME. The tinme of the last inode change, given
by the st ctime elenent of "struct stat".

nunber
Zero or one. |INTEGER  The inode nunber.
maj or - devi ce

Zero or one. |INTEGER The mmjor device nunber of the device the
file resides on.
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m nor - devi ce

Zero or one. |INTEGER The m nor devi ce nunber of the device the
file resides on.

c-mgj or - devi ce

Zero or one. |INTEGER The nmjor device of the file itself, if it
is a character special device

c-m nor-devi ce

Zero or one. |INTEGER  The minor device of the file itself, if it
is a character special device

Not e that <nunber>, <nmjor-device>, and <m nor-device> nust be given
toget her, and the <c-mmjor-device> and <c-m nor-devi ce> nust be given
t oget her.

This is represented in the | DVMEF DID as foll ows:

<! ELEMENT | node
change-tine?, (nunber, major-device, mnor-device)?,
(c-mmj or-device, c-nminor-device)?
) >
<I ATTLI ST | node
%ttlist.global
>
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4,2.7.6.4. The Checksum d ass

The Checksum cl ass represents checksuminformati on associated with
the file. This checksuminformation can be provided by file
integrity checkers, anmong ot hers.

The checksum cl ass is conposed of two aggregate classes, as shown in

Fi gure 26.
S +
| Checksum |
RS + F - +
| algorithm [<>--c-nn---- | value |
| | A REREEE +
| | 0..14+------- +
| | <> | key |
| | oo +
RS +

Fi gure 26: The Checksum d ass

The aggregate classes that nake up Checksum are:
val ue

Exactly one. STRING The val ue of the checksum
key

Zero or one. STRING The key to the checksum if appropriate.
This is represented in the | DVMEF DID as foll ows:
<IENTITY % attval s. checksumnal gos "

( MD4 | MD5 | SHAl | SHA2-256 | SHA2-384 | SHA2-512 | CRC-32 |
Haval | Tiger | Gost )

">
<! ELEMENT Checksum (
val ue, key?
)>
<! ATTLI ST Checksum
al gorithm %t tval s. checksumal gos; #REQUI RED
Y%ttlist.global;
>
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The Checksum cl ass has one attribute:
al gorithm
The cryptographic algorithmused for the conputation of the

checksum The pernmitted val ues are shown below. There is no
default value. (See also Section 10.)

oo Fommemeaa o +
| Rank | Keyword | Description |
Hom - - Fom e e - o e e e e e e e e e e e e e e e e e e e e +
| 0| MA4 | The M4 al gorithm |
I I I I
| 1| M5 | The NMD5 al gorithm |
I I I I
| 2 | SHAL | The SHA1 al gorithm |
I I I I
| 3 | SHA2-256 | The SHA2 algorithmwi th 256 bits length. |
I I I I
| 4 | SHA2-384 | The SHA2 algorithmwi th 384 bits length. |
I I I I
| 5| SHA2-512 | The SHA2 algorithmw th 512 bits length. |
I I I I
| 6 | CRC 32 | The CRC algorithmwith 32 bits | ength. |
I I I I
| 7 | Haval | The Haval al gorithm |
I I I I
| 8 | Tiger | The Tiger algorithm |
I I I I
| 9 | Cost | The Gost algorithm |
Foonnnn N S . +

5. Extending the | DVEF

As intrusion detection systens evolve, the |IDVEF data nodel and DTD
will have to evolve along with them To allow new features to be
added as they are devel oped, both the data nodel and the DTD can be
extended as described in this section. As these extensions mature,
they can then be incorporated into future versions of the

speci fication.

5.1. Extending the Data Mdel

There are two nechani sns for extending the | DVEF data nodel,
i nheritance and aggregati on:

o Inheritance denotes a superclass/subclass type of relationship
where the subclass inherits all the attributes, operations, and
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of

rel ati onshi ps of the superclass. This type of relationship is
also called a "is-a" or "kind-of" relationship. Subclasses may
have additional attributes or operations that apply only to the
subcl ass and not to the superclass.

Aggregation is a formof association in which the whole is related
toits parts. This type of relationship is also referred to as a
"part-of" relationship. In this case, the aggregate class
contains all of its own attributes and as many of the attributes
associated with its parts as required and specified by occurrence
i ndi cators.

the two nechanisns, inheritance is preferred, because it preserves

the existing data nodel structure and al so preserves the operations
(met hods) executed on the classes of the structure.

Note that the rules for extending the | DVEF DID (see bel ow) set
limts on the places where extensions to the data nodel may be nmde.

5.2.

Ext endi ng the | DVEF DTD

There are two ways to extend the | DVEF DID

1

To

The Additional Data class (see Section 4.2.4.6) allows

i mpl enentors to include arbitrary "atomc" data itenms (integers,
strings, etc.) in an Alert or Heartbeat nessage. This approach
SHOULD be used whenever possible. See Section 7.4 and

Section 7.5.

The Additional Data class allows inplenentors to extend the | DVEF
DTD with additi onal DTD "nodul es" that describe arbitrarily
conmpl ex data types and rel ationships. The renmainder of this
section describes this extension nethod.

extend the IDMEF DID with a new DID "nodul e", the follow ng steps

MJUST be fol | owed:

1

Debar ,

The docunent decl aration MJST define a DID | ocation that defines
t he nanespace and contains the location of the extension DID, and
then reference that nanmespace.

Mul tipl e extensions may be included by defining nmultiple
nanespaces and DID | ocations, and referencing them

Ext ensi on DTDs MJUST decl are all of their elenents and attri butes

in a separate XM. nanespace. Extension DTDs MJST NOT decl are any
el ements or attributes in the "idmef" or default nanmespaces.
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4. Extensions MJST only be included in |IDVEF Al ert and Heart beat
messages under an <Additional Dat a> el enent whose "type" attribute
contains the value "xm". For exanple:

In this exanple, the "vendorco"” nanespace is defined and then
ref erenced, causing the DTID for the extension to be read by the XM

par ser.

<i dnef : | DVEF- Message version="1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns:idnmef="http://iana.org/idmef"
xm ns: vendorco="http://vendor.conlidnef"
xsi: schemalLocati on="http://vendor.comidnef http://v.com vidnmef.xsd">

<idmef:Alert nmessageid="...">

<i drmef: Addi ti onal Data type="xm " neani ng="Vendor Ext ensi on" >
<i dref: xm >
<vendor co: Test Vendor a="attribute of exanple"
xm ns: vendorco="http://vendor.conlidnef"
xsi : schemalLocati on="http://vendor.comidmef http://v.con vidnef.xsd">
<vendor co: cont ent >content el ement of exanpl e</vendorco: content>
</ vendor co: Test Vendor >
</idmef:xm >
</ i dmef : Addi ti onal Dat a>
</idmef:Aert>
</i dnef : | DVEF- Message>

See Section 7.8 for another exanple of extending the |DVEF DTD.
6. Special Considerations

This section discusses sonme of the special considerations that nust
be taken into account by inplenmentors of the |DVEF.

6.1. XM Validity and Wl | - For medness

It is expected that | DVEF-conpliant applications will not normally

include the IDVEF DID itself in their conmunications. Instead, the
DID will be referenced in the docunent type definition in the | DVEF
message. Such | DVEF docunents will be well-fornmed and valid as

defined in [3].
O her | DMEF docurents will be specified that do not include the

docunent prolog (e.g., entries in an | DVEF-fornat database). Such
| DVEF docunents will be well-fornmed but not valid.
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Cenerally, well-fornedness inplies that a docunent has a single

el ement that contains everything else (e.g., "<Book>") and that all
the other elenents nest nicely within each other without any
overlapping (e.g., a "chapter" does not start in the mddle of

anot her "chapter").

Validity further inplies that not only is the docunent well-forned,
but it also follows specific rules (contained in the Docunent Type
Definition) about which elenments are "legal" in the docunent, how
those el enments nest within other elenents, and so on (e.g., a
"chapter"” does not begin in the mddle of a "title"). A docunent
cannot be valid unless it references a DID.

XM. processors are required to be able to parse any well-forned
docunent, valid or not. The purpose of validation is to make the
processing of that docunent (what’s done with the data after it’'s
parsed) easier. Wthout validation, a document nmay contain el ements
in nonsense order, elenents "invented" by the author that the
processing application doesn’t understand, and so forth.

| DVEF docunments MJUST be wel |l -forned. | DVEF docunents SHOULD be valid
whenever both possible and practi cal

6.2. Unrecogni zed XM. Tags

On occasion, an | DMEF-conpliant application may receive a well -
forned, or even well-forned and valid, |DMVEF nessage containing tags
that it does not understand. The tags may be either:

0 Recognized as "legitimate" (a valid docunent), but the application
does not know the semantic neaning of the elenent’s content; or

0 Not recognized at all

| DVEF- conpl i ant applications MJST continue to process | DVEF nessages
that contain unknown tags, provided that such nessages neet the well-
fornedness requirenment of Section 6.1. It is up to the individua
application to decide how to process (or ignore) any content fromthe
unknown el enment s(s).

6.3. Anal yzer-Manager Tine Synchroni zation
Synchroni zati on of tine-of-day clocks between anal yzers and nanagers

is outside the scope of this docunment. However, the follow ng
comrents and suggestions are of fered:
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Whenever possible, all analyzers and nmanagers shoul d have their

ti me-of -day clocks synchroni zed to an external source such as NTP
[7] or SNTP [8] @ obal Positioning System (GPS), Geosynchronous
Operational Environnental Satellite (GOES), N ST radio station
WAV cl ocks, or some other reliable tine standard.

When external tine synchronization is not possible, the | DVEF
provi des the <Anal yzerTi me> el enent, which nmay be used to perform
rudi mentary time synchronizati on (see bel ow).

| DVEF- conpl i ant applications SHOULD pernmit the user to enabl e/
di sabl e the <Anal yzerTi me> nethod of tinme synchronization as a
configuration option.

A nunber of caveats apply to the use of <AnalyzerTime> for tine
synchroni zati on:

1

Debar ,

<Anal yzer Ti me> works best in a "flat" environment where anal yzers
report up to a single level of managers. Wen a tree topol ogy of
hi gh-1evel nmanagers, intermediate relays, and analyzers is used,
t he probl em becones nore conpl ex.

When internedi ate nmessage rel ays (managers or otherw se) are
i nvol ved, two scenarios are possible:

* The internmediaries may forward entire | DVMEF nessages, or nay
perform aggregation or correlation, but MUST NOT inject del ay.
In this case, time synchronization is end-to-end between the
anal yzer and the highest-Ievel manager

* The internmediaries nmay inject delay, due to storage or
additional processing. |In this case, tine synchronization
MUST be performed at each hop. This neans each intermediary
nmust deconpose the | DMEF nessage, adjust all time val ues, and
then reconstruct the nessage before sending it on

When the environnent is mxed, with some anal yzers and nanagers
using external time synchronization and sone not, all nanagers
and intermedi ari es nust perform <Anal yzer Ti me> synchroni zati on.
This is because determ ni ng whether or not conpensation is
actual |y needed between two parties rapidly becones very conpl ex,
and requires know edge of other parts of the topol ogy.

If an alert can take alternate paths, or be stored in multiple

| ocations, the recorded times may be different depending on the
pat h taken.

et al. Experi ment al [ Page 83]



RFC 4765 The | DVEF March 2007

The above bei ng said, <Anal yzerTi ne> synchronization is probably
still better than nothing in many environments. To inplenment this
type of synchronization, the followi ng procedure is suggested:

1. \When an anal yzer or mamnager sends an | DMEF nessage, it should
pl ace the current value of its tine-of-day clock in an
<Anal yzerTi me> el enent. This should occur as late as possible in
t he message transm ssion process, ideally right before the
nmessage is "put on the wire"

2. \Wen a manager receives an | DVEF nessage, it should conpute the
di fference between its own tinme-of-day clock and the tinme in the
<Anal yzerTi me> el enent of the nessage. This difference should
then be used to adjust the tines in the <CreateTi me> and
<Det ect Ti ne> el ements (NTP tinmestanps should al so be adjusted).

3. If the manager is an internediary and sends the | DVEF nessage on
to a higher-1evel manager, and hop-by-hop synchronization is in
effect, it should regenerate the <Anal yzerTi me> value to contain
the value of its own tinme-of-day clock

6.4. NTP Ti nestanp W ap- Around
From[8]:

Note that, since some tine in 1968 (second 2,147, 483, 648) the nost
significant bit (bit 0 of the integer part) has been set and that
the 64-bit field will overflow sone time in 2036 (second
4,294,967,296). Should NTP or SNTP be in use in 2036, sone
external neans will be necessary to qualify tine relative to 1900
and tine relative to 2036 (and other nultiples of 136 years).
There will exist a 200-picosecond interval, henceforth ignored,
every 136 years when the 64-bit field will be 0, which by
convention is interpreted as an invalid or unavail abl e tinmestanp.

| DVEF- conpl i ant applications MJUST NOT send a zero-val ued NTP
timestanp unless they nean to indicate that it is invalid or

unavai lable. |f an | DVEF-conpliant application rmust send an | DVEF
nmessage at the tinme of rollover, the application should wait for 200
pi coseconds until the tinmestanp will have a non-zero val ue.

Also from][8]:

As the NTP tinestanp format has been in use for the last 17 years,
it remains a possibility that it will be in use 40 years from now
when the seconds field overflows. As it is probably inappropriate
to archive NTP timestanps before bit 0 was set in 1968, a
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convenient way to extend the useful life of NTP tinmestanps is the
foll owi ng conventi on:

If bit 0is set, the UTCtinme is in the range 1968-2036 and UTC
time is reckoned fromOh Om Os UTC on 1 January 1900.

If bit 0 is not set, the tine is in the range 2036-2104 and UTC
time is reckoned from6h 28m 16s UTC on 7 February 2036.

Not e that when cal cul ating the correspondence, 2000 is not a |leap
year. Note also that |eap seconds are not counted in the
r eckoni ng.

| DVEF- conpl i ant applications in use after 2036-02-07T06: 28: 16Z MJST
adhere to the above convention.

6.5. Digital Signatures

Standard XML digital signature processing rules and syntax are
specified in [13]. XM Signhatures provide integrity, nessage

aut henti cation, and/or signer authentication services for data of any
type, whether located within the XM. that includes the signature or
el sewhere

The | DVEF requirenments docunent [2] assigns responsibility for
nmessage integrity and authentication to the commruni cati ons protocol
not the nmessage format. However, in situations where | DVEF nessages
are exchanged over other, |ess secure protocols, or in cases where
the digital signatures nust be archived for |later use, the inclusion
of digital signatures within an | DMEF nessage itself may be

desi rabl e.

Specifications for the use of digital signatures wthin | DVEF
nmessages are outside the scope of this docunent. However, if such
functionality is needed, use of the XM. Signature standard is
RECOMVENDED.

7. Examples

The exanples shown in this section denonstrate how the | DMEF is used
to encode alert data. These exanples are for illustrative purposes

only, and do not necessarily represent the only (or even the "best")
way to encode these particular alerts. These exanples should not be
taken as guidelines on how alerts should be classified.
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7.1. Denial-of-Service Attacks

The foll owi ng exanpl es show how sone common deni al - of - servi ce attacks
could be represented in the | DVEF.

7.1.1. The "teardrop" Attack

Net wor k- based detection of the "teardrop" attack. This shows the
basic format of an alert.

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DVEF- Message xm ns:idmef="http://iana.org/idnmef"
versi on="1.0">
<idmef: Al ert nessagei d="abc123456789" >
<i dmef: Anal yzer anal yzeri d="hqg-dnz-anal yzer 01" >
<i dref : Node cat egory="dns" >
<i dmef: | ocati on>Headquarters DVEZ Networ k</idnef:|ocation>
<i dmef : nane>anal yzer 01. exanpl e. conx/ i dnef : name>
</i dnmef ;. Node>
</idmef: Anal yzer >
<i dmef : Creat eTi me nt pst anp="0xbc723b45. Oxef 449129" >
2000- 03-09T10: 01: 25. 93464- 05: 00
</idmef: CreateTi me>
<i dmef : Source ident="alb2c3d4">
<i drref : Node i dent="alb2c3d4- 001" category="dns">
<i dmef : name>badguy. exanpl e. net </ i dnef : name>
<i dnef: Address i dent="alb2c3d4- 002"
cat egory="i pv4- net - mask" >
<i dmef : address>192. 0. 2. 50</ i dref : addr ess>
<i dmef : net mask>255. 255. 255. 255</i dnef : net mask>
</i dnmef : Addr ess>
</i dnmef : Node>
</idmef: Sour ce>
<i dmef: Target ident="dlc2b3a4">
<i dref : Node i dent="dlc2b3a4-001" category="dns">
<i drmef : Addr ess cat egory="i pv4- addr - hex" >
<i drref : addr ess>0xde796f 70</i dnef : addr ess>
</i dnmef : Addr ess>
</i dref : Node>
</i dnef: Tar get >
<idmef:Cl assification text="Teardrop detected">
<i dref : Ref erence ori gi n="bugtraqi d">
<i dmef : nane>124</i dnmef : nane>
<idmef:url>http://ww. securityfocus.conibid/124</idnef:url >
</idmef : Ref erence>
</idnmef:d assification>
</idmef:Aert>
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</i dnef : | DVEF- Message>
7.1.2. The "ping of death" Attack

Net wor k- based detection of the "ping of death" attack. Note the
identification of nultiple targets, and the identification of the
source as a spoofed address.

NOTE: The URL has been cut to fit the | ETF formating requirenents.
<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DVEF- Message version="1.0"
xm ns:idmef="http://iana.org/idmef">
<idmef: Al ert nessagei d="abc123456789" >
<i dmef : Anal yzer anal yzeri d="bc-sensor01">
<i dref : Node cat egory="dns" >
<i dmef : nane>sensor . exanpl e. conx/ i dnef : name>
</i dref : Node>
</idmef: Anal yzer >
<i dmef: Creat eTi me nt pst anp="0xbc71f 4f 5. Oxef 449129" >
2000- 03-09T10: 01: 25. 93464Z
</i dnef: Creat eTi me>
<i dmef: Sour ce ident="ala2" spoofed="yes">
<i dnef: Node ident="ala2-1">
<i dnmef: Address ident="ala2-2" category="ipv4-addr">
<i dref : addr ess>192. 0. 2. 200</ i dnef : addr ess>
</idmef: Addr ess>
</i dnmef : Node>
</ i dmef : Sour ce>
<i dmef: Target ident="b3b4">
<i drref : Node>
<i dmef : Addr ess i dent ="b3b4-1" category="i pv4-addr">
<i dnef: address>192. 0. 2. 50</i dnef : addr ess>
</i dnmef : Addr ess>
</ i dmef : Node>
</i dnef: Tar get >
<i dmef: Target ident="c5c6">
<i drref : Node i dent="c5c6-1" category="nisplus">
<i dmef : nane>l ol | i pop</i dmef : nane>
</i dnmef : Node>
</i dnef : Tar get >
<i dmef: Target ident="d7d8">
<i dnef : Node ident="d7d8-1">
<i dmef: | ocati on>Cabi net B10</idnef: | ocation>
<i dnef: nanme>Ci sco. rout er. b10</i dnef : nanme>
</i dnmef : Node>
</i dnef : Tar get >
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<idmef: Cl assification text="Ping-of-death detected">
<i dmef : Ref erence ori gi n="cve">
<i dmef : name>CVE- 1999- 128</ i dnef : nane>
<idmef:url>http://ww. cve. mtre.org/cgi-bin/
cvenane. cgi ?nane=CVE- 1999- 128</i dnef : ur| >
</ i dmef: Ref erence>
</idmef:C assification>
</idnmef:Aert>
</i dnef : | DVEF- Message>

7.2. Port Scanning Attacks

The foll owi ng exanpl es show how sone comon port scanni ng attacks
could be represented in the | DVEF.

7.2.1. Connection to a Disallowed Service

Host - based detection of a policy violation (attenpt to obtain
information via "finger"). Note the identification of the target
service, as well as the originating user (obtained, e.g., through RFC
1413 [11]).

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DVEF- Message version="1.0"
xm ns:idmef="http://iana.org/idmef">
<i dmef: Al ert nmessagei d="abc123456789" >
<i dmef : Anal yzer anal yzeri d="bc-sensor01">
<i dref : Node cat egory="dns" >
<i dmef : nane>sensor . exanpl e. conx/ i dnef : name>
</i dref : Node>
</idmef: Anal yzer >
<i dmef : Creat eTi me nt pst anp="0xbc72541d. 0x00000000" >
2000- 03-09T18: 47: 25+02: 00
</i dnef: Creat eTi me>
<i dnmef: Source ident="al123">
<i dnmef: Node ident="a123-01">
<i dnmef: Address ident="al23-02" category="ipv4-addr">
<i dref : addr ess>192. 0. 2. 200</ i dnef : addr ess>
</idmef: Addr ess>
</i dnmef : Node>
<i dmef: User ident="q987-03" category="o0s-device">
<idmef:Userld ident="gq987-04" type="target-user">
<i drmef : nane>badguy</i dnef ;. name>
</idnmef: Userl d>
</idmef: User>
<i dmef: Servi ce ident="al123-03">
<i dmef : port >31532</i dmef: port >
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</idmef: Servi ce>
</i dmef : Sour ce>
<i dmef: Target ident="2z456">
<i dref : Node i dent ="z456-01" category="nis">
<i dmef : nane>nyhost </ i dnef : name>
<i drmef : Addr ess i dent="z456-02" category="i pv4-addr">
<i dmef : addr ess>192. 0. 2. 50</ i dmef : addr ess>
</i dnmef : Addr ess>
</i dnmef : Node>
<i dnef: Servi ce ident="2z456-03">
<i drmef : nane>fi nger </ i dnef : name>
<i dmef: port >79</i dnef: port >
</idmef: Servi ce>
</i dmef : Tar get >
<idmef: C assification text="Portscan">
<i drref : Ref erence ori gi n="vendor-specific">
<i drmef : nane>f i nger </ i dnef : name>
<idmef:url>http://ww. vendor. conf finger</idnef:url>
</ i dmef : Ref er ence>
<i dnmef : Ref erence ori gi n="vendor-specific"
nmeani ng="general docunentation">
<i dnef: nanme>Di stri buted attack</idnef: nanme>
<i dmef:url >http://ww. vendor.conf di stributed</idnmef:url>
</ i dmef: Ref erence>
</idmef:C assification>
</idnmef:Aert>
</i dnef : | DVEF- Message>

7.2.2. Sinmple Port Scanning

Net wor k- based detection of a port scan. This shows detection by a
singl e anal yzer; see Section 7.5 for the same attack as detected by a
correlation engine. Note the use of <portlist> to show the ports

t hat were scanned.

<?xm version="1.0" encodi ng="UTF-8"?>

<i dnef : | DVEF- Message version="1.0"
xm ns:idmef="http://iana.org/idnmef">
<i dmef: Al ert nessagei d="abc123456789" >
<i dmef: Anal yzer anal yzeri d="hqg-dnz-anal yzer 62" >
<i dref : Node cat egory="dns" >
<i dmef: | ocation>Headquarters Wb Server</idnef:|ocation>
<i dmef : name>anal yzer 62. exanpl e. conx/ i dnef : name>
</i dmef : Node>
</idnef: Anal yzer >
<i dmef : Cr eat eTi me nt pst anp="0xbc72b2b4. 0x00000000" >
2000- 03- 09T15: 31: 00- 08: 00
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</idmef: CreateTi me>
<i dnmef : Sour ce ident="abc01">
<i dnmef : Node i dent="abc01-01">
<i dmef : Addr ess i dent ="abc01- 02" category="i pv4-addr">
<i drmef : addr ess>192. 0. 2. 200</ i dnef : addr ess>
</i dmef: Addr ess>
</i dref : Node>
</i dmef : Sour ce>
<i dmef: Target ident="def01">
<i drref : Node i dent ="def 01-01" category="dns">
<i dmef : nane>www. exanpl e. conx/ i dmef : name>
<i drmef : Addr ess i dent="def 01- 02" cat egory="i pv4-addr">
<i dmef : addr ess>192. 0. 2. 50</ i dref : addr ess>
</idmef: Addr ess>
</i dmef : Node>
<i dmef : Servi ce ident="def 01-03">
<idnmef:portlist>5-25,37,42,43,53, 69-119, 123-514
</idnef:portlist>
</idmef: Servi ce>
</i dmef : Tar get >
<idmef: Cl assification text="sinple portscan">
<i drref : Ref erence ori gi n="vendor-specific">
<i dmef : nane>port scan</i dmef : nane>
<idmef:url>http://ww. vendor. conf portscan</idnef:url>
</ i dmef : Ref er ence>
</idmef:C assification>
</idnmef:Aert>
</i dnef : | DVEF- Message>

7.3. Local Attacks

The foll owi ng exanpl es show how sone common | ocal host attacks could
be represented in the | DVEF.

7.3.1. The "l oadnodul e" Attack

Host - based detection of the "l oadnodul e" exploit. This attack

i nvol ves tricking the "l oadnodul e" programinto runni ng another
program since "loadnodule" is set-user-id "root", the executed
programruns with super-user privileges. Note the use of <User> and
<Process> to identify the user attenpting the exploit and how he’s
doing it.

<?xm version="1.0" encodi ng="UTF-8"?>
<i dref : | DMEF- Message versi on="1.0"

xm ns:idnef="http://iana.org/idmef">
<idmef: Alert nessagei d="abc123456789" >
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<i dmef: Anal yzer anal yzeri d="bc-fs-sensor13">
<i drref : Node cat egory="dns">
<i dmef : nane>fil eserver. exanpl e. conx/ i dnef : name>
</i dref : Node>
<i dref: Process>
<i dmef : name>noni t or </ i dnef : name>
<i dref : pi d>8956</i dnef: pi d>
<i dmef : ar g>noni t or</i dnef: ar g>
<i dnef: ar g>-d</i dmef: ar g>
<i dmef : arg>- nx/i dnef : ar g>
<i dmef : ar g>i dmanager . exanpl e. conx/ i dmef: ar g>
<idmef:arg>-1</idnef:arg>
<i dmef:arg>/var/logs/idl og</idnef:arg>
</i dnmef: Process>
</idmef: Anal yzer >
<i dmef : Creat eTi me nt pst anp="0xbc7221c0. Ox4ccccccc" >
2000- 03-09T08: 12; 32. 3-05: 00
</idmef: CreateTi me>
<i dnmef: Source ident="ala2">
<i dmef: User ident="ala2-01" category="o0s-device">
<i dmef: Userld ident="ala2-02"
type="ori gi nal -user">
<i dmef : nane>j oe</i dmef : nane>
<i dmef : nunber >13243</i dmef : nunber >
</idmef: Userl d>
</idnmef: User>
<i dmef: Process ident="ala2-03">
<i dnef : nanme>| oadnodul e</i dnef : nanme>
<i dmef : pat h>/ usr/ openw n/ bi n</i dmef : pat h>
</idmef: Process>
</i dmef : Sour ce>
<i dmef: Target ident="2z3z4">
<i drref : Node ident="2z3z4-01" category="dns">
<i dmef : nane>fil eserver. exanpl e. conx/ i dnef : name>
</i dnmef : Node>
</i dnmef : Tar get >
<idmef:C assification text="Loadnodul e attack"
i dent ="| oadnodul e" >
<i dnmef : Ref erence ori gi n="bugtraqi d">
<i dnef: nane>33</i dnef : nane>
<i dmef:url>http://ww. securityfocus.conx/idnef:url>
</ i dmef: Ref erence>
</idmef:C assification>
</idnmef:Aert>
</i dnef : | DVEF- Message>
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The Intrusion Detection System (I1DS) could also indicate that the
target user is the "root" user, and show the attenpted comuand; the
alert mght then ook I|ike:

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DVEF- Message versi on="1.0"
xm ns:idmef="http://iana.org/idmef">
<i dmef: Al ert nmessagei d="abc123456789" >
<i dmef: Anal yzer anal yzeri d="bc-fs-sensor13">
<i dref : Node cat egory="dns" >
<i dmef: nane>fil eserver. exanpl e. conx/ i dnef : name>
</i dref : Node>
<i dnmef : Process>
<i dmef : nane>noni t or </ i dmef : name>
<i dmef : pi d>8956</i dnef : pi d>
<i dmef : arg>noni t or </ i dnef : ar g>
<i dmef:arg>-d</idnef:arg>
<i dmef:arg>-nx/i dnef: arg>
<i dmef : ar g>i dmanager . exanpl e. conx/ i dmef : ar g>
<idnef:arg>-1</idmef:arg>
<i dmef: arg>/var/| ogs/idl og</idnef:arg>
</i dnmef: Process>
</i dnef: Anal yzer >
<i dmef: Creat eTi me nt pst anp="0xbc7221c0. Ox4ccccccc" >
2000- 03-09T08: 12: 32. 3-05: 00
</idmef: CreateTi me>
<i dmef : Sour ce i dent="ala2">
<i dmef: User ident="ala2-01" category="o0s-device">
<idmef:Userld ident="ala2-02" type="original-user">
<i dref : nane>j oe</i dnmef ; nane>
<i dref : nunber >13243</ i dmef : nunber >
</idnmef: Userl d>
</idnmef: User>
<i dmef: Process ident="ala2-03">
<i dmef : name>| oadnodul e</ i dnef : name>
<i dref : pat h>/ usr/ openw n/ bi n</i dnef ; pat h>
</idmef: Process>
</i dmef : Sour ce>
<i dmef: Target ident="2z3z4">
<i drmef : Node ident="2z3z4-01" category="dns">
<i dmef: nane>fil eserver. exanpl e. conx/ i dnef : name>
</i dmef : Node>
<i dmef: User ident="2z3z4-02" category="o0s-device">
<i dmef: Userld ident="2z3z4-03" type="target-user">
<i dref : nane>r oot </ i dnef : name>
<i dmef : nunber >0</ i dnef : nunber >
</idmef: Userl d>
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</i dnef : User >
<i dnmef: Process ident="2z3z4-04">
<i dnmef : name>sh</i dnmef : name>
<i dmef : pi d>25134</i dnef : pi d>
<i dmef : pat h>/ bi n/ sh</i dmef : pat h>
</i dmef : Process>
</i dnef: Tar get >
<idnmef:d assification text="Loadnodul e attack"
i dent ="| oadnodul e" >
</idnmef:d assification>
</idnmef:Alert>
</i dnef : | DVEF- Message>

Note that the identification of the classification is used.
7.3.2. The "phf" Attack

Net wor k- based detection of the "phf" attack. Note the use of the
<WbServi ce> el ement to provide nore details about this particular
at t ack.

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DVEF- Message version="1.0"
xm ns:idnef="http://iana.org/idnmef">
<idmef: Al ert nessagei d="abc123456789" >
<i dnmef: Anal yzer anal yzeri d="bc-sensor01">
<i dref : Node cat egory="dns" >
<i drmef : nane>sensor . exanpl e. conx/ i dmef : name>
</ i dmef : Node>
</i dnef: Anal yzer >
<i dmef: Creat eTi me nt pst anp="0xbc71e980. 0x00000000" >
2000- 03-09T08: 12: 32-01: 00
</idmef: CreateTi ne>
<i drmef : Sour ce i dent ="abc123">
<i dnmef : Node i dent ="abc123-001">
<i dnmef : Addr ess i dent ="abc123- 002"
cat egory="i pv4- addr" >
<i dref : addr ess>192. 0. 2. 200</ i dnef : addr ess>
</idmef: Addr ess>
</i dnmef : Node>
<i dmef: Servi ce ident="abcl123-003">
<i dmef : port >21534</i dmef: port >
</i dnmef: Service>
</i dmef : Sour ce>
<i dmef: Target ident="xyz789">
<i drmef : Node i dent="xyz789-001" category="dns">
<i dmef : name>www. exanpl e. conx/ i dnef : name>
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<i drref : Addr ess i dent="xyz789-002"
cat egory="i pv4- addr" >
<i dref : addr ess>192. 0. 2. 100</i dnef : addr ess>
</idmef: Addr ess>
</i dnef : Node>
<i dnef: Servi ce>
<i dref : port >8080</i dnef : port >
<i dref : WebSer vi ce>
<i dmef:url >
htt p: // www. exanpl e. cont cgi - bi n/ phf ?/ et c/ gr oup
</idnmef:url>
<i dmef: cgi >/ cgi - bi n/ phf </i dnef: cgi >
<i dmef: htt p- net hod>GET</i dnef: ht t p- net hod>
</i dnmef ;. WbSer vi ce>
</i dnmef: Service>
</i dnmef: Tar get >
<i dmef: Cl assification text="phf attack">
<i dmef : Ref erence origi n="bugtraqi d">
<i dmef : name>629</i dnef : name>
<idmef:url >
http://ww. securityfocus. conl bi d/ 629
</idmef:url>
</i dmef : Ref er ence>
</idmef:C assification>
</idmef:Aert>
</i dnef : | DVMEF- Message>

7.3.3. File Modification

Host - based detection of a race condition attack. Note the use of the
<File> to provide information about the files that are used to
performthe attack.

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DVEF- Message version="1.0"
xm ns:idnef="http://iana.org/idnmef">
<idmef:Alert>
<i dmef: Anal yzer anal yzeri d="bi ds-192.0.2. 1"
ost ype="Li nux"
osversion="2.2.16-3">
<i drmef : Node cat egory="hosts">
<i dmef : name>et ude</ i dnef : name>
<i dnmef : Addr ess cat egory="i pv4-addr">
<i dref : addr ess>192. 0. 2. 1</ i dnef : addr ess>
</idmef: Addr ess>
</i dnmef : Node>
</i dnef: Anal yzer >
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<i dmef: Creat eTi me nt pst anp="0xbc71e980. 0x00000000" >
2000- 03- 09T08: 12: 32-01: 00
</i dnef: Creat eTi me>
<i dmef : Sour ce spoof ed="no" >
<i dnef : Node>
<i dmef: | ocation>consol e</idnef:|ocation>
<i dref : Addr ess cat egory="i pv4- addr" >
<i dref : addr ess>192. 0. 2. 1</ i dmef : addr ess>
</i dnmef : Addr ess>
</i dref : Node>
</idmef: Sour ce>
<i dmef: Target decoy="no">
<i dmef : Node>
<i dmef:l ocation>l ocal </idnef:|ocation>
<i dnmef : Addr ess cat egory="i pv4-addr">
<i dnef: address>192. 0. 2. 1</ i dnef : addr ess>
</idmef: Addr ess>
</ i dmef : Node>
<i dmef: User category="o0s-device">
<idmef:Userld type="original -user">
<i dmef : nunber >456</i dnef : nunber >
</idnmef: Userl d>
<idmef:Userld type="current-user">
<i dmef : name>f r ed</ i dnef : nane>
<i dmef : nunber >456</i dnef : nunber >
</idnmef: Userl d>
<idmef:Userld type="user-privs">
<i dnef: nunber >456</ i dref : nunber >
</idnmef: Userl d>
</idmef: User >
<idmef:File category="current" fstype="tnpfs">
<i dmef : nane>xxx000238483</ i dmef : name>
<i dmef : pat h>/ t np/ xxx000238483</ i dnef : pat h>
<i dnef: Fi |l eAccess>
<i dmef:Userld type="user-privs">
<i drmef : nane>al i ce</i dmef : nane>
<i dmef : nunber >777</i dnef : nunber >
</idnmef: Userl d>
<i dmef : permi ssi on perns="read" />
<i dmef : perm ssion pernms="write" />
<i drmef : perm ssi on perns="del ete" />
<i dmef : perm ssi on perns="changePer nm ssi ons" />
</idnef: Fil eAccess>
<i dmef: Fil eAccess>
<idmef:Userld type="group-privs">
<i dnef : name>user </ i dnef : nane>
<i dnmef: nunber >42</i dnef : nunber >
</idmef: Userl d>
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<i dref : permi ssion perns="read" />
<i dref : perm ssion pernms="write" />
<i dref : permi ssi on perns="del ete" />
</idmef: Fil eAccess>
<i dmef: Fi | eAccess>
<idmef:Userld type="other-privs">
<i dmef : name>wor | d</ i dnef : name>
</idnmef: Userl d>
<i dref : per mi ssi on perms="noAccess" />
</idmef: Fil eAccess>
<i dmef : Li nkage cat egory="synbolic-1ink">
<i dmef : nane>passwd</ i dnef : name>
<i dref : pat h>/ et ¢/ passwd</ i dnef ; pat h>
</i dmef : Li nkage>
</idmef:File>
</i dnmef: Tar get >
<i dmef: Cl assification text="DOMrace condition">
<i dref : Ref erence ori gi n="vendor-specific">
<i dnmef : name>DOM race condi tion</i dnef: name>
<idmef:url>file://attack-info/race. htm
</idmef:url>
</idmef : Ref erence>
</idnmef:d assification>
</idmef:Aert>
</i dnef : | DVEF- Message>

7.4. SystemPolicy Violation

In this exanple, logins are restricted to daytine hours. The alert
reports a violation of this policy that occurs when a user logs in a
little after 10:00 pm Note the use of <Additional Data> to provide
i nformati on about the policy being violated.

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DVEF- Message version="1.0"
xm ns:idnef="http://iana.org/idnmef">
<idmef: Al ert nessagei d="abc123456789" >
<i dmef: Anal yzer anal yzeri d="bc-ds-01">
<i drref : Node cat egory="dns" >
<i dmef : nane>di al server. exanpl e. conx/ i dnef : name>
</ i dmef : Node>
</i dnef: Anal yzer >
<i dmef: Creat eTi me nt pst anp="0xbc72e7ef . 0x00000000" >
2000- 03-09T22: 18: 07- 05: 00
</i dnef: Creat eTi me>
<i dmef : Sour ce i dent="s01">
<i dmef: Node ident="s01-1">

Debar, et al. Experi ment al [ Page 96]



RFC 4765 The | DVEF

<i dref : Addr ess cat egory="i pv4- addr" >
<i dmef : addr ess>127. 0. 0. 1</ i dmef : addr ess>
</i dnef: Addr ess>
</i dref : Node>
<i dmef: Service ident="s01-2">
<i dmef: port >4325</i dnef : port >
</idmef: Servi ce>
</i dmef : Sour ce>
<i dmef: Target ident="t01">
<i dref : Node ident="t01-1" category="dns">
<i dmef : nane>mai nf r ane. exanpl e. conx/ i dmef : nane>
</ i dmef : Node>
<i dmef:User ident="t01-2" category="0s-device">
<idmef:Userld ident="t01-3" type="current-user">
<i dref : nane>l oui s</i dmef : nane>
<i dnef: nunber >501</ i drref : nunber >
</idnef: Userl d>
</idmef: User >
<i dmef: Service ident="t01-4">
<i dmef : name>| ogi n</i dnef : name>
<i dmef : port>23</i dnef: port>
</idmef: Service>
</i dnef: Tar get >
<idmef:Classification text="Login policy violation">
<i drmef : Ref erence origi n="user-specific">
<i dmef : nane>out - of - hours activity</idmef: nane>
<i dmef:url>http://my.conmpany. cont policies
</idmef:url>
</i dmef : Ref er ence>
</idmef:C assification>
<i dmef: Addi tional Data type="date-tine"
nmeani ng="start-ti me">

Mar ch

2007

<i dnmef: date-ti ne>2000- 03- 09T0O7: 00: 00- 05: 00</i dnef : date-ti me>

</i dnef: Addi ti onal Dat a>
<i drmef : Addi ti onal Data type="date-tine"
meani ng="stop-ti me" >

<i dnef: date-ti ne>2000- 03- 09T19: 30: 00- 05: 00</i dnef : date-ti me>

</i dnmef : Addi ti onal Dat a>
</idnmef:Alert>
</i dnef : | DVEF- Message>
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7.5. Correlated Alerts

The foll owi ng exanpl e shows how the port scan alert from
Section 7.2.2 could be represented if it had been detected and sent
froma correlation engine, instead of a single analyzer

<?xm version="1.0" encodi ng="UTF-8"?>

<i dnef : | DVEF- Message version="1.0"
xm ns:idmef="http://iana.org/idmef">
<idmef: Al ert nmessagei d="abc123456789" >
<i dmef: Anal yzer anal yzeri d="bc-corr-01">
<i drref : Node cat egory="dns" >
<i dref : nane>corr el at or 01. exanpl e. conx/ i dmef : nane>
</i dmef : Node>
</idnef: Anal yzer >
<i drmef : Creat eTi me nt pst anp="0xbc72423b. 0x00000000" >
2000- 03- 09T15: 31: 07Z
</idmef: CreateTi me>
<i dnmef: Source ident="al">
<i dnmef: Node ident="al-1">
<i drmef : Address ident="al-2" category="ipv4-addr">
<i dmef : addr ess>192. 0. 2. 200</ i dnef : addr ess>
</i dmef : Addr ess>
</i dref : Node>
</i dmef : Sour ce>
<i dmef: Target ident="a2">
<i dref : Node ident="a2-1" category="dns">
<i dmef : nane>www. exanpl e. conx/ i dmef : name>
<i dmef: Address ident="a2-2" category="ipv4-addr">
<i dmef : addr ess>192. 0. 2. 50</i dref : addr ess>
</idmef: Addr ess>
</i dmef : Node>
<i dmef: Service ident="a2-3">
<idnef:portlist>5-25,37,42,43,53, 69-119, 123-514
</idnef:portlist>
</idmef: Servi ce>
</i dmef : Tar get >
<i dmef: Cl assification text="Portscan">
<i drref : Ref erence ori gi n="vendor-specific">
<i dmef : nane>port scan</i dmef : nane>
<idmef:url>http://ww. vendor. conf portscan</idnef:url>
</ i dmef : Ref er ence>
</idnmef:d assification>
<i dmef: Correl ati onAl ert >
<i dmef: nane>nul tiple ports in short tine</idmef:name>
<i dmef:al ertident>123456781</idmef: al erti dent >
<idmef:alertident>123456782</i dmef: al erti dent>
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<idnmef:al ertident>123456783</i dnef: al erti dent>
<idnmef:al ertident>123456784</i dnef:al ertident>
<idmef:al ertident>123456785</i dnef: al ertident>
<idnmef:al ertident>123456786</i dnef: al erti dent>
<idmef:al ertident anal yzerid="alb2c3d4">987654321
</idnef:alertident>

<idmef:al ertident anal yzerid="alb2c3d4">987654322
</idnef:alertident>

</idmef: Correl ationAl ert>
</idnmef: Alert>
</i dnef : | DVEF- Message>

7.6. Analyzer Assessnents

Host - based detection of a successful unauthorized acquisition of root
access through the eject buffer overflow. Note the use of
<Assessnent > to provide informati on about the analyzer’s eval uation
of and reaction to the attack

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DMEF- Message versi on="1.0"
xm ns:idnmef="http://iana.org/idmef">
<idmef:Alert>
<i dmef: Anal yzer anal yzeri d="bids-192.0.2.1">
</idmef: Anal yzer >
<i dmef : Creat eTi me nt pst anp="0xbc71e980. 0x00000000" >
2000- 03-09T08: 12: 32-01: 00
</i dnef: Creat eTi me>
<i dmef : Sour ce spoof ed="no" >
<i dmef : Node>
<i dmef: | ocation>consol e</idnef:|ocation>
<i dnmef : Addr ess cat egory="i pv4-addr">
<i dnef: address>192. 0. 2. 1</ i dnef : addr ess>
</i dnmef : Addr ess>
</ i dmef : Node>
</i dmef : Sour ce>
<i drmef : Target decoy="no">
<i drref : Node>
<idnmef:location>l ocal </idnef:|ocation>
<i drmef : Addr ess cat egory="i pv4- addr ">
<i dmef : address>192. 0. 2. 1</ i dmef : addr ess>
</i dmef: Addr ess>
</i dnmef ;. Node>
<i dmef : User category="o0s-device">
<i dmef:Userld type="original -user">
<i dmef : nunber >456</i dnef : nunber >
</idmef: Userl d>
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<idmef:Userld type="current-user">
<i dref : nane>r oot </ i dnef : name>
<i dref : nunber >0</ i dnef : nunber >
</idmef: Userl d>
<i dmef:Userld type="user-privs">
<i dmef : nunber >0</ i dmef : nunber >
</idmef: Userl d>
</idnmef: User>
<i dref : Process>
<i dref : nane>ej ect </ i dmef : nane>
<i dmef : pi d>32451</i dnef : pi d>
<i dmef : pat h>/ usr/ bi n/ ej ect </ i dnef : pat h>
<i dmref : ar g>\ x90\ x80\ x3f \ xff. ..\ x08/ bi n/ sh</i dnef: arg>
</i dnmef: Process>
</idmef : Tar get >
<idnmef:C assification
t ext =" Unaut hori zed admi ni strative access">
<i dref : Ref erence ori gi n="vendor-specific">
<i dmef : nane>Unaut hori zed user to superuser</idnef: name>
<idmef:url>file://attack-info/u2s. htm </idnmef:url>
</i dmef : Ref er ence>
</idmef:d assification>
<i dmef : Assessnent >
<i dmef: | npact severity="high" conpletion="succeeded"
type="adm n"/ >
<i dmef: Action category="notification-sent">
page
</idnmef: Action>
<i dmef: Acti on category="bl ock-installed">
di sabl ed user (fred)
</idmef: Action>
<i dmef: Action category="taken-offline">
| ogout user (fred)
</idnmef: Action>
<i dmef : Confi dence rating="high"/>
</i dmef: Assessnent >
</idmef:Aert>
</i dnef : | DVEF- Message>

7.7. Hear t beat

This exanpl e shows a Heartbeat nessage that provides "I'’malive and
wor ki ng" infornation to the nmanager. Note the use of
<Addi ti onal Data> el enents, with "neaning" attributes, to provide sone
addi tional information.
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<?xm version="1.0" encodi ng="UTF-8"?>

<i dnef : | DVEF- Message version="1.0"
xm ns:idmef="http://iana.org/idmef">
<i drmef : Hear t beat nessagei d="abc123456789" >

<i dmef: Anal yzer anal yzeri d="hqg-dnz-anal yzer 01" >

<i drref : Node cat egory="dns" >
<i dnmef: | ocati on>Headquarters DVMZ Network</idmef: | ocation>
<i dmef : name>anal yzer 01. exanpl e. conx/ i dnef : name>

</i dnmef : Node>

</idnmef: Anal yzer >

<i dmef: Creat eTi me nt pst anp="0xbc722ebe. 0x00000000" >
2000- 03-09T14: 07: 582

</idmef: CreateTi me>

<i dmef : Addi ti onal Data type="real" meani ng="%renused" >
<i dmef:real >62. 5</i dnef : real >

</i dnef : Addi ti onal Dat a>

<i dmef: Addi tional Data type="real" neani ng="%i skused" >
<i dmef:real >87. 1</i dmef : real >

</ i dmef : Addi ti onal Dat a>

</idmef: Heart beat >
</i dnef : | DVEF- Message>

7.8. XM Extension

The foll owi ng exanpl e shows how to extend the IDVMEF DID. In the
exanpl e, the VendorCo conpany has decided it wants to add geographic
information to the Node class. To do this, VendorCo creates a
Docunent Type Definition or DID that defines how their class will be
formatted:

<xsd: schema xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: vendorco="http://vendor.coniidmef"
t ar get Nanespace="http://vendor. coni i dnef"
el ement For mDef aul t ="qual i fied" >

<xsd: annot ati on>
<xsd: docunent ati on>
Intrusion Detection Message Exchange Format (1 DMEF) Extension
for geographic information
</ xsd: docunent ati on>
</ xsd: annot at i on>

<xsd: conpl exType nanme="NodeCGeoType" >
<xsd: sequence>
<xsd: el enent name="latitude"
type="xsd:string" />
<xsd: el enrent name="1| ongi t ude"
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type="xsd:string" />

<xsd: el erent name="el evati on"
type="xsd: string"
m nOccur s="0"
maxQCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="node-ident"
type="xsd: i nteger"
use="required"/>
</ xsd: conpl exType>

<xsd: el erent nanme="NodeGeogr aphy" type="vendorco: NodeGeoType" />
</ xsd: schema>

The Vendor Co: NodeGeography class will contain the geographic data in
three aggregate cl asses, VendorCo: |l atitude, Vendor Co: |l ongitude, and
Vendor Co: el evation. To associate the information in this class with
a particular node, the "VendorCo: node-ident" attribute is provided;
it must contain the same value as the "ident" attribute on the

rel evant Node el enent.

To make use of this DTD now, VendorCo follows the rules in
Section 5.2 and defines a paraneter entity called "x-vendorco" within

the Docunent Type Definition, and then references this entity. In
the alert, the VendorCo el enents are included under the
Additional Data element, with a "type" attribute of "xm", as shown
bel ow.

<?xm version="1.0" encodi ng="UTF-8"?>

<i dnef : | DVEF- Message version="1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns:idnef="http://iana.org/idmef"
xm ns: vendorco="http://v.conlidnef"
xsi:schemalLocation="http://v.comidmef http://v.con geo. xsd">

<idmef: Al ert nmessagei d="abc123456789" >
<i dmef: Anal yzer anal yzeri d="hqg-dnz-anal yzer 01" >
<i dref : Node cat egory="dns" >
<i dmef: | ocati on>Headquarters DVEZ Network</idnef:|ocation>
<i dmef : nane>anal yzer 01. exanpl e. conx/ i dnef : name>
</i dmef : Node>
</idmef: Anal yzer >
<i dmef : Creat eTi me nt pst anp="0xbc723b45. Oxef 449129" >
2000- 03-09T10: 01: 25. 93464- 05: 00
</idnef: CreateTi me>
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<i dmef : Source ident="alb2c3d4">
<i drref : Node i dent="alb2c3d4- 001" category="dns">
<i dmef : name>badguy. exanpl e. net </ i dnef : name>
<i dref : Addr ess i dent ="alb2c3d4- 002" category="i pv4- net
<i dmef : addr ess>192. 0. 2. 50</i dnef : addr ess>
<i dmef : net mask>255. 255. 255. 255</i dnef : net mask>
</i dmef: Addr ess>
</i dmef : Node>
</i dmef : Sour ce>
<i dmef: Target ident="dlc2b3a4">
<i drmef : Node i dent="dlc2b3a4-001" category="dns">
<i dmef : Addr ess cat egory="i pv4- addr - hex" >
<i dmef : addr ess>0xde796f 70</i dmef : addr ess>
</idmef: Addr ess>
</i dmef : Node>
</i dnmef: Tar get >
<i dmef: Cl assification text="Teardrop">
<i dmef : Ref erence origi n="bugtraqi d">
<i dmef : name>124</i dmef : name>
<idmef:url>http://ww. securityfocus.com bi d/ 124</i dnef
</i dmef : Ref er ence>
</idnmef:d assification>
<i dmef : Addi ti onal Data type="xm " neani ng="node geo info">
<i dref: xm >
<vendor co: NodeGeogr aphy
xm ns: vendorco="http://vendor.conlidnef"

vendor co: node-i dent ="alb2c3d4- 001" >
<vendorco: | ati t ude>38. 89</ vendorco: | ati tude>
<vendor co: | ongi t ude>-77. 02</ vendor co: | ongi t ude>
</ vendor co: NodeGeogr aphy>
</idnef:xm>
</i dnmef : Addi ti onal Dat a>

</idnmef:Aert>
</i dnef : | DVEF- Message>

Debar ,
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8. The | DMEF Docunent Type Definition (Nornmative)

<?xm version="1.0" encodi ng="UTF-8"?>

P4 R R R S R R

LR R R R R R R R R R R R R R I R I I I I O I

*** |ntrusion Detection Message Exchange Fornmat (1 DVEF) XML DTD ***

koK ok Version 1.0, 07 March 2006 *ok ok
* % % * % %
*** The use and extension of the IDVEF XML DTD are described in ***
*** RFC 4765, "The Intrusion Detection Message Exchange *ox*
*** Format", H. Debar, D. Curry, B. Feinstein. i
EE R I b b b I I O b b S R I I I I R S I R I b b R Sk I O
EE R b b b R b I b I b S R I S I I b S R I b I b S I S I - >
<I--

=== SECTION 1. Attribute |ist declarations.

<l--
| Attributes of the IDVEF elenent. |In general, the fixed val ues of
| these attributes will change each tinme a new version of the DID

| is released.
-->

<IENTITY %attlist.idmef "

version CDATA #F1 XED 1.0
">
<l--
| Attributes of all elements. These are the "XM." attributes that
| every elenment should have. Space handling, |anguage, and nane
| space.
-->
<IENTITY % attlist. gl obal "
xm ns: i dmef CDATA #F|I XED
"http://iana.org/idnef’
xm ns CDATA #F|1 XED
"http://iana.org/idmef’
xnl : space (default | preserve) "defaul t’
xm ;1 ang NMTOKEN #| MPLI ED
">
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=== SECTION 2. Attribute value declarations. Enunerated values for
=== many of the element-specific attribute lists.

<l--
| Values for the Action.category attribute.
- >
<IENTITY % attval s. acti oncat "
( block-installed | notification-sent | taken-offline | other )

">
<l--
| Values for the Address.category attribute.
-->
<IENTITY % attval s. addr cat "
( unknown | atm| e-nail | lotus-notes | nac | sna | vm |
i pv4-addr | ipv4-addr-hex | ipv4-net | ipv4-net-mask |
i pv6-addr | ipv6-addr-hex | ipv6-net | ipv6-net-mask )
">
<l--
| Values for the Additional Data.type attribute.
-->
<IENTITY % attval s. adt ype "
( boolean | byte | character | date-time | integer | ntpstanmp |
portlist | real | string | byte-string | xmtext )
">
<I--

| Values for the Inpact.conpletion attribute.
-->
<IENTITY % attval s. conpl etion
( failed | succeeded )
">
<I--
| Values for the File.category attribute.
- >
<IENTITY % attval s.fil ecat "
( current | original )
">

<IENTITY % attvals.fileperm"( noAccess | read | wite | execute
search | delete | executeAs | changePermni ssions
t akeOaner ship)" >
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<I--
| Values for the Userld.type attribute.
-->
<IENTITY % attval s.idtype "
( current-user | original-user | target-user | user-privs |
current-group | group-privs | other-privs )
"

<l--

| Values for the Inpact.type attribute.
-->
<IENTITY % attval s.i npacttype

( admin | dos | file | recon | user | other )
s

<l--
| Values for the Linkage.category attribute.
-->
<IENTITY % attval s.|inkcat "
( hard-link | nmount-point | reparse-point | shortcut | stream |
synbolic-link )

"

<I--
| Values for the Checksumalgorithmattribute
-->
<IENTITY % attval s. checksunal gos "
( MD4 | MD5 | SHAL | SHA2-256 | SHA2-384 | SHA2-512 | CRC-32 |
Haval | Tiger | Gost )
">

<l--
| Values for the Node.category attribute.
-->
<IENTITY % attval s. nodecat "
( unknown | ads | afs | coda | dfs | dns | hosts | kerberos |
nds | nis | nisplus | nt | wiw)
">

<I--

| Values for the Reference.origin attribute.
-->
<IENTITY % attval s.origin "
( unknown | vendor-specific | user-specific | bugtraqid | cve |
osvdb )

"

<l--
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| Values for the Confidence.rating attribute.
-->
<IENTITY % attval s.rating "
( low | medium| high | nuneric )

">
<I--
| Values for the Inpact.severity attribute.
-->
<IENTITY % attval s. severity "
(info| low | nedium| high)
">
<I--

| Values for the User.category attribute.
-->
<IENTITY % attval s. usercat "
( unknown | application | os-device )
"

<l--
| Values for yes/no attributes such as Source. spoofed and
| Target. decoy.
--2>
<IENTITY % attval s. yesno "
( unknown | yes | no )

ll>
<l--

=== SECTION 3. Top-level elenent declarations. The |DMVEF-Message
=== el ement and the types of nessages it can include.

- >
<! ELEMENT | DVEF- Message (
(Alert | Heartbeat)*
) >

<! ATTLI ST | DVEF- Message
%ttlist.global;
Yattlist.idmef;
>

<! ELEMENT Al ert
Anal yzer, CreateTine, DetectTine?, AnalyzerTi ne?,
Source*, Target*, Cassification, Assessnent?, (ToolAlert |
OverflowAlert | CorrelationAlert)?, Additional Data*

) >
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<I ATTLI ST Al ert
nmessagei d CDATA o
Y%ttlist.global;
>

<! ELEMENT Heart beat
Anal yzer, CreateTinme, Heartbeatlnterval ?, AnalyzerTi ne?,
Addi ti onal Dat a*
) >
<! ATTLI ST Heart beat
messagei d CDATA o
Y%ttlist.global;

=== SECTION 4. Subclasses of the Alert elenent that provide nore
=== data for specific types of alerts.

<I ELEMENT Correl ati onAl ert (
nane, alertident+
) >
<! ATTLI ST Correl ati onAl ert
Y%ttlist.global;

>
<I ELEMENT Overfl owAl ert (
program size?, buffer?
) >

<I ATTLI ST Overfl owAl ert
Y%ttlist.global;

>
<! ELEMENT Tool Al ert (
nane, commuand?, alertident+
) >

<! ATTLI ST Tool Al ert
%ttlist.global;

=== SECTION 5. The Additional Data elenent. This elenent allows an
=== alert to include additional information that cannot
=== be encoded el sewhere in the data nodel.
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<! ELEMENT Addi ti onal Dat a

(bool ean | byte | character | date-tine |
i nteger | ntpstanp | portlist | real |
string | byte-string | xnmltext )

) >

<! ATTLI ST Addi ti onal Dat a

type %t tval s. adt ype; "string’
meani ng CDATA #1 MPLI ED
Y%ttlist.global;
>
<l--
=== SECTION 6. Elenents related to identifying entities - analyzers
=== (the senders of these nessages), sources (of
=== attacks), and targets (of attacks).
- >
<! ELEMENT Anal yzer (
Node?, Process?, Analyzer?
) >
<I ATTLI ST Anal yzer
anal yzerid CDATA o
name CDATA #1 MPLI ED
manuf act ur er CDATA #1 MPLI ED
nodel CDATA #1 MPLI ED
version CDATA #| MPLI ED
cl ass CDATA #1 MPLI ED
ostype CDATA #| MPLI ED
osversi on CDATA #1 MPLI ED
Y%attlist.global;
>
<! ELEMENT d assification (
Ref er ence*
)>
<I ATTLI ST d assification
i dent CDATA o
t ext CDATA #REQUI RED
>
<! ELEMENT Sour ce (

Node?, User?, Process?, Service?
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) >
<I ATTLI ST Source
i dent CDATA "o
spoof ed %attval s. yesno; " unknown’
interface CDATA #1 MPLI ED
Y%ttlist.global;
>
<! ELEMENT Tar get (
Node?, User?, Process?, Service?, File*
)>
<! ATTLI ST Tar get
i dent CDATA o
decoy %attval s. yesno; " unknown’
interface CDATA #| MPLI ED
Y%ttlist.global;
>
<! ELEMENT Assessnent (
| npact ?, Action*, Confidence?
) >

<I ATTLI ST Assessment
%ttlist.global;

>
<I--
=== SECTION 7. Support elenents used for providing detailed info
=== about entities - addresses, nanes, etc.
-->
<! ELEMENT Ref erence (
name, url
)>
<! ATTLI ST Reference
origin Y%attval s.origin; " unknown’
meani ng CDATA #| MPLI ED
>

<! ELEMENT Node
| ocation?, (nanme | Address), Address*

) >
<! ATTLI ST Node
i dent CDATA o
cat egory %t tval s. nodecat ; " unknown’

%ttlist.global;
>
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<! ELEMENT Addr ess
addr ess, net mask?
) >
<! ATTLI ST Address
i dent
cat egory
vl an- nanme
vl an- num
Y%ttlist.global;
>

<! ELEMENT File
nane, path,
dat a- si ze?,
Checksunt
) >
<I ATTLI ST File
i dent
cat egory
fstype
file-type
Y%ttlist.global;
>

create-tine?,
di sk-si ze?,

The | DVEF Mar ch 2007
(
CDATA 0
%attval s. addrcat ; " unknown’
CDATA #| MPLI ED
CDATA #| MPLI ED

nodi fy-time?, access-tine?,

<! ELEMENT Per m ssi on EMPTY >

<! ATTLI ST Per mi ssion
per ns
%ttlist.global;
>

<! ELEMENT Fi | eAccess
User | d, Perm ssion+
) >
<! ATTLI ST Fi | eAccess
%ttlist.global;
>

<! ELEMENT | node
change-ti ne?,
(c-maj or-devi ce,
)>
<l ATTLI ST I node
Y%ttlist.global;
>

<I ELEMENT Li nkage
(name, path)

) >

| File
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(number,
c-m nor-device)?

Fi | eAccess*, Linkage*, |node?,
CDATA o
Yattval s.fil ecat; #REQUI RED
CDATA #| MPLI ED
CDATA #1 MPLI ED
Yattval s.fil eperm #REQUI RED

(

maj or - devi ce, mi nor-device)?,
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<I ATTLI ST Li nkage
cat egory
%ttlist.global
>

<! ELEMENT Checksum
val ue, key?
) >
<I ATTLI ST Checksum
al gorithm
%ttlist.global
>

<! ELEMENT Process

)>
<I' ATTLI ST Process
i dent
%attlist.global

nane, pid?, path?,

>

<! ELEMENT Servi ce
(((name, port?)

The | DVEF March 2007

%ttval s.linkcat; #REQUI RED

%t tval s. checksumal gos; #REQUI RED

arg*, env*

CDATA o

(port, name?)) | portlist), protocol?,

SNWVPSer vi ce?, WebServi ce?

) >
<! ATTLI ST Service
i dent
i p_version

CDATA

CDATA o
#| MPLI ED

i ana_pr ot ocol _number CDATA
i ana_pr ot ocol _name CDATA
Y%ttlist.global
>

<! ELEMENT SNMPSer vi ce

#| MPLI ED
#| MPLI ED

oi d?, nessageProcessi nghbdel ?, securityMdel ?, securityNanme?,
securitylLevel ?, context Nane?, contextEngi nel D?, comand?

) >
<! ATTLI ST SNMPSer vi ce
%ttlist.global
>

<! ELEMENT User
User | d+
) >
<! ATTLI ST User

i dent
cat egory
%ttlist.global

Debar, et al.

CDATA 0
o%attval s. usercat; " unknown
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>

<! ELEMENT Userld
(name, number?) | (nunber, name?)

)>
<! ATTLI ST Userld
i dent CDATA o
type %attval s.idtype; "original -user’
tty CDATA #1 MPLI ED
Y%ttlist.global;
>
<! ELEMENT WebServi ce (
url, cgi?, http-method?, arg*
) >

<! ATTLI ST WebServi ce
%ttlist.global;

=== SECTION 8. Sinple elenents with sub-elenments or attributes of a
=== speci al nature.

<! ELEMENT Acti on (#PCDATA) >
<I ATTLI ST Action
cat egory %attval s. actioncat; ot her’

Y%attlist.global;
>

<! ELEMENT CreateTi ne (#PCDATA) >
<I ATTLI ST CreateTinme
nt pst anp CDATA #REQUI RED

Y%attlist.global;
>

<! ELEMENT Det ect Ti e (#PCDATA) >

<! ATTLI ST Det ect Ti ne
nt pst anp CDATA #REQUI RED
Y%attlist.global;

>
<! ELEMENT Anal yzer Ti me (#PCDATA) >

<I ATTLI ST Anal yzerTi me
nt pst anp CDATA #REQUI RED
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Y%attlist.global
>

<! ELEMENT Confi dence
<! ATTLI ST Confi dence
rating
Y%attlist.global
>

<! ELEMENT I npact
<! ATTLI ST | npact
severity
conpl etion
type
%ttlist.global
>

<! ELEMENT al erti dent

<! ATTLI ST al erti dent
anal yzerid
%ttlist.global

The | DVEF

(#PCDATA) >

%attval s.rating;

(#PCDATA) >
Y%attval s. severity;

%attval s. conpl etion
%attval s.inpacttype;

(#PCDATA) >

CDATA

‘nuneric

#| MPLI ED
#| MPLI ED
"ot her’

#| MPLI ED

March 2007
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<I--
=== SECTION 9. Sinple elenents with no sub-elenents and no speci al
=== attributes.
-->

<! ELEMENT bool ean (#PCDATA) >
<I ATTLI ST bool ean Y%ttlist.global; >
<! ELEMENT byte (#PCDATA) >
<! ATTLI ST byte %ttlist.global; >
<! ELEMENT char act er (#PCDATA) >
<I ATTLI ST char acter Y%ttlist.global; >
<! ELEMENT date-tine (#PCDATA) >
<I ATTLI ST date-tine %ttlist.global; >
<! ELEMENT i nt eger (#PCDATA) >
<! ATTLI ST i nt eger %ttlist.global; >
<! ELEMENT nt pst anp (#PCDATA) >
<I ATTLI ST nt pst anp %ttlist.global; >
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<! ELEMENT r eal (#PCDATA) >
<! ATTLI ST real Y%ttlist.global; >
<! ELEMENT string (#PCDATA) >
<I ATTLI ST string %ttlist.global; >
<! ELEMENT byte-string (#PCDATA) >
<! ATTLI ST byte-string %ttlist.global; >
<! ELEMENT xm t ext ANY >
<I ATTLI ST xml t ext %ttlist.global; >
<! ELEMENT access-tinme (#PCDATA) >
<I ATTLI ST access-tinme Y%ttlist.global; >
<! ELEMENT address (#PCDATA) >
<I ATTLI ST address %ttlist.global; >
<! ELEMENT arg (#PCDATA) >
<! ATTLI ST arg %ttlist.global; >
<! ELEMENT buf f er (#PCDATA) >
<I ATTLI ST buffer %ttlist.global; >
<! ELEMENT c- naj or - devi ce (#PCDATA) >
<I ATTLI ST c- ngj or-devi ce Y%ttlist.global; >
<! ELEMENT c- ni nor - devi ce (#PCDATA) >
<I ATTLI ST c-mi nor-devi ce %ttlist.global; >
<! ELEMENT cgi (#PCDATA) >
<! ATTLI ST cgi %ttlist.global; >
<! ELEMENT change-ti e (#PCDATA) >
<I ATTLI ST change-ti ne %ttlist.global; >
<! ELEMENT conmand (#PCDATA) >
<I ATTLI ST conmand Y%ttlist.global; >
<!l ELEMENT create-tinme (#PCDATA) >
<I ATTLI ST create-tine %ttlist.global; >
<! ELEMENT dat a- si ze (#PCDATA) >
<I ATTLI ST dat a- si ze Y%ttlist.global; >
<! ELEMENT di sk-si ze (#PCDATA) >
<I ATTLI ST di sk-si ze %ttlist.global; >
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<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST
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env
env

ht t p- net hod
ht t p- net hod

| ocation
| ocation

maj or - devi ce
maj or - devi ce

m nor - devi ce
m nor - devi ce

nmodi fy-time
nmodi fy-time

nane
nane

net mask
net mask

nunber
nunber

oid
oid

pat h
pat h

perm ssi on

perm ssi on
pid

pi d

port

port

portli st
portli st
program
program
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( #PCDATA)

Y%ttlist.global;

(#PCDATA)

%ttlist.global;

( #PCDATA)

Y%ttlist.global;

(#PCDATA)

%ttlist.global;

( #PCDATA)

Y%ttlist.global;

(#PCDATA)

%ttlist.global;

( #PCDATA)

Y%ttlist.global;

(#PCDATA)

%ttlist.global;

( #PCDATA)

Y%ttlist.global;

(#PCDATA)

%ttlist.global;

( #PCDATA)

Y%ttlist.global;

(#PCDATA)

%ttlist.global;

( #PCDATA)

Y%ttlist.global;

(#PCDATA)

%ttlist.global;

(#PCDATA)

Y%ttlist.global;

(#PCDATA)

%ttlist.global;
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<! ELEMENT pr ot ocol (#PCDATA) >
<I ATTLI ST pr ot ocol Y%ttlist.global; >
<! ELEMENT si ze (#PCDATA) >
<I ATTLI ST si ze %ttlist.global; >
<! ELEMENT ur (#PCDATA) >
<! ATTLI ST url Y%ttlist.global; >
<! ELEMENT Heart beat | nterval (#PCDATA) >
<I ATTLI ST HeartbeatInterval %attlist.global; >
<! ELEMENT nessagePr ocessi nghbdel (#PCDATA) >
<I ATTLI ST nessagePr ocessi nghvbdel %attlist. global ;>
<! ELEMENT securi t yModel (#PCDATA) >
<I ATTLI ST securi t yNModel %ttlist.global; >
<! ELEMENT securit yName (#PCDATA) >
<I ATTLI ST securityName Y%ttlist.global; >
<! ELEMENT securitylevel (#PCDATA) >
<I ATTLI ST securitylevel %ttlist.global; >
<! ELEMENT cont ext Name (#PCDATA) >
<I ATTLI ST cont ext Nare Y%ttlist.global; >
<I ELEMENT cont ext Engi nel D  (#PCDATA) >
<I ATTLI ST contextEnginelD %attlist.global; >
<! ELEMENT val ue (#PCDATA) >
<! ATTLI ST val ue Y%ttlist.global; >
<! ELEMENT key (#PCDATA) >
<I ATTLI ST key %ttlist.global; >

Thi s docunent describes a data representation for exchanging
security-related informati on between intrusion detection system

i mpl enentations. Although there are no security concerns directly
applicable to the format of this data, the data itself nmay contain
security-sensitive informati on whose confidentiality, integrity,
and/ or availability may need to be protected.
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10.

10.

This suggests that the systens used to collect, transnit, process,
and store this data should be protected agai nst unauthorized use and
that the data itself should be protected agai nst unaut horized access.
The nmeans for achieving this protection are outside the scope of this
docunent .

Section 5 of [2] describes the required and recomended security
characteristics of the transm ssion protocol that will be used to
deliver |DVEF data from anal yzers to managers. These requirenents
i ncl ude nmessage confidentiality, nessage integrity, non-repudi ation
and avoi dance of duplicate nessages. Both standard and proposed
protocol s exist that provide these features.

Where a protocol that does not neet the requirenents of Section 5 of
[2] is used to exchange | DVEF nessages, it may be desirable to use
digital signatures to certify the integrity of these nessages; this
is discussed in Section 6.5 of this docunent.

I ANA Consi der ati ons

Section 5 describes how to use the Additional Data class to include
arbitrary "atom c" data itens in an | DVEF nessage, as well as how
Addi tional Data nmay be used to extend the DID itsel f by addi ng new
cl asses and attributes.

Fromtime to time, it may be desirable to nove an extension fromits
private or local use status (as all extensions nade via the above
mechani smare) to "standard" status that should be supported by al

i npl enent ati ons.

This may be acconplished as described in this section
1. Adding Values to Existing Attributes

Several of the attributes specified in this docunent have lists of
perm ssi ble values that they may contain. To allow the addition of
new val ues to these lists, the | ANA created a repository for
attribute values called "Intrusion Detection Message Exchange For mat
(I DVEF) Attribute Val ues”

Following the policies outlined in [9], this repository is
"Specification Required" by RFC. Section 10.1.1 describes the
initial values for this repository.

Debar, et al. Experi ment al [ Page 118]



RFC 4765 The | DVEF March 2007

To create a new attribute, you MJST publish an RFC to docunent the
type. In the RFC, include a copy of the registration tenplate found
in Section 10.1.2 of this docunment. Put the tenplate in your | ANA
Consi derations section, filling in the appropriate fields. You MJST
describe any interoperability and security issues in your document.

When adding a new attribute value to the repository, the | ANA shal
assign the next rank nunber in numerical sequence for the val ue.

10.1.1. Attribute Registrations
| DMEF O ass Nane: Reference
| DVEF Attribute Nanme: origin

Regi st ered Val ues:

Hom - - S o e e e e e e e e e e e e e e e e e e oo +
| Rank | Keyword | Description |
N . T +
0 unknown Oigin of the name is not known
1 vendor - specific A vendor -specific name (and hence, URL);
this can be used to provide
product -specific information
2 user-specific A user-specific name (and hence, URL);

| | | |
| | | |
| | | |
| | | |
| | | |
| | | this can be used to provide |
| | | installation-specific information |
| 3 | bugtraqid | The SecurityFocus ("Bugtraq") |
| | | vulnerability database identifier

| | | (http://ww.securityfocus. coni bid)

| | | |
| | | |
| | | |
| | | |

4 cve The Conmon Vul nerabilities and Exposures
(CVE) name (http://cve.mtre.org/)
5 osvdb The Open Source Vul nerability Database
(http://ww. osvdb. org)
Hom - - S o e e e e e e e e e e e e e e e e e e e e +
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| DVEF Cl ass Nanme: Source
| DVEF Attribute Nane: spoofed

Regi st ered Val ues:

Foomonn Fommemana e . +
| Rank | Keyword | Description |
oo N e +
| 0 | unknown | Accuracy of source information unknown

| 1| yes | Source is believed to be a decoy |
| 2| no | Source is believed to be "real" |
Foonnnn N S T +

| DVEF Cl ass Name: Target
| DVEF Attribute Nane: decoy

Regi st ered Val ues:

R [ TS o m e e e e e e e e e e e e e e e me oo +
| Rank | Keyword | Description

Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e m o +
| 0 | unknown | Accuracy of target information unknown

| 1| yes | Target is believed to be a decoy |
| 2| no | Target is believed to be "real" |
R [ TS o m e e e e e e e e e e e e e e e me oo +
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| DVEF Cl ass Nane: Additional Data
| DVEF Attribute Nane: type

Regi st ered Val ues:

The el enent contai ns a bool ean val ue, i.e.
the strings "true" or "fal se"

bool ean

1 byt e The el enent content is a single 8-bit byte
(see Section 3.2.4)

2 character The el enment content is a single character
(see Section 3.2.3)

3 date-tinme The el enment content is a date-tine string
(see Section 3.2.6)

4 i nteger The el enent content is an integer (see

| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | Section 3.2.1) |
| 5| ntpstanmp | The elenment content is an NTP tinestanp (see

| | | Section 3.2.7) |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |

6 portli st The el ement content is a list of ports (see
Section 3.2.8)

7 r eal The el enent content is a real nunber (see
Section 3.2.2)

8 string The el enment content is a string (see
Section 3.2.3)

9 byte-string The el ement content is a byte[] (see
Section 3.2.4)

10 xnml t ext The el enent content is XM.-tagged data (see
Section 5.2)

Fooem - oo o e e e e oo +
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| DVEF Cl ass Nane: | npact
| DVEF Attribute Nane: severity

Regi st ered Val ues:

Foomonn Fommemana S N +
| Rank | Keyword | Description |
oo N e +
| 0] info | Alert represents informational activity |
I I I I
| 1| low | Low severity |
I I I I
| 2 | nmedium | Medium severity |
I I I I
| 3 | high | High severity |
Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e e +

| DVEF Cl ass Nane: | npact
| DVEF Attribute Nane: conpletion

Regi st ered Val ues:

Foomonn . S +
| Rank | Keyword | Description |
oo Fommmmmeaa e +
| 0| failed | The attenpt was not successful |
| 1 | succeeded | The attenpt succeeded |
Hom - - S o e e e e e e e e e e e e oo +
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| DVEF C ass Nane:

The | DVEF March 2007

| npact

| DVEF Attribute Nane: type

Regi st ered Val ues:

Fome - e oo
| Rank | Keyword
Foeem - oo -
| 0 | admin

| |

| 1| dos

| 2| file

| 3 | recon

| |

| 4 | user

| 5 | other
Hom - - Fomm e e o

| DVMEF Cd ass Nane:

Adm nistrative privileges were attenpted or
obt ai ned

A deni al of service was attenpted or conpleted
An action on a file was attenpted or conpleted
A reconnai ssance probe was attenpted or
conpl et ed

User privileges were attenpted or obtained
Anything not in one of the above categories

Acti on

| DVEF Attribute Nane: category

Regi st ered Val ues:

Debar ,

0 | block-installed | A block of sone sort was installed to
| | prevent an attack fromreaching its
| | destination. The block could be a
| | port block, address block, etc., or
| | disabling a user account.

1| notification-sent | A notification nmessage of sonme sort
| | was sent out-of-band (via pager
| | e-mail, etc.). Does not include the
| | transmission of this alert.

2 | taken-offline | A system conputer, or user was taken
| | offline, as when the conputer is shut
| | down or a user is |ogged off.

3 | other | Anything not in one of the above
| | categories.

U o e e e e e e e e e e e e e e e e e e e e e m e e m e — ==
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| DVEF C ass Nane:

The | DVEF

Confi dence

| DVEF Attribute Nane: rating

Regi st ered Val ues:

| Rank | Keyword |
| 0] low |
| | |
| 1| medium |
| | |
| 2 | high |
| 3 | nuneric |
| | |
| | |

| DVMEF Cd ass Nane:

The anal yzer has little confidence inits

validity

The anal yzer has average confidence inits

validity

The anal yzer has high confidence inits validity

The anal yzer has provided a posterior

probability value indicating its confidence in

its validity

| DVEF Attribute Nane: category

Regi st ered Val ues:

Hom - - Fomm e e o o e m e e e e e e e e e e e e e e e e e e e e e e e e o oo +
Node
o +
| Description |
e e e e e e e e e e e e e e e e e e am o +
| Dormai n unknown or not rel evant |
| Wndows 2000 Advanced Directory Services |
| Andrew File System (Transarc) |
| Coda Distributed File System |
| Distributed File System (1BM |
| Dormai n Nane System |
| Local hosts file |
s | Kerberos realm |
| Novell Directory Services |
| Network Information Services (Sun) |
| Network Information Services Plus (Sun) |
| Wndows NT domain |
| Wndows for Workgroups |
T +
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| DVEF Cl ass Nanme: Address
| DVEF Attribute Nane: category

Regi st ered Val ues:

R R oo o e e e e e e e e e e e e e e e e e e e eaa +
| Rank | Keyword | Description |
R S oo o e e e e e e e e e e e e e e e e eaa - +
| 0 | unknown | Address type unknown |
| 1| atm | Asynchronous Transfer Mde network address |
| 2| e-mail | Electronic mail address (RFC 822) |
| 3 | lotus-notes | Lotus Notes e-nmil address |
| 4 | mac | Media Access Control (MAC) address |
| 5| sna | 1BM Shared Network Architecture (SNA) |
| | | address |
| 6 | vm | IBMVM ("PROFS") e-nmil address |
| 7 | ipv4-addr | 1'Pv4 host address in dotted-deci nmal |
| | | notation (a.b.c.d) |
| 8 | ipv4-addr-hex | IPv4 host address in hexadeci nal notation |
| 9 | ipv4-net | I'Pv4 network address in dotted-decinal |
| | | notation, slash, significant bits |
| | | (a.b.c.d/nn) |
| 10 | ipv4-net-mask | | Pv4 network address in dotted-deci nmal |
| | | notation, slash, network mask in |
| | | dotted-decinmal notation (a.b.c.d/w x.y.z) |
| 11 | ipv6-addr | 1Pv6 host address |
| 12 | ipv6-addr-hex | 1 Pv6 host address in hexadecinmal notation |
| 13 | ipv6-net | I'Pv6 network address, slash, significant |
| | | bits |
| 14 | ipv6-net-mask | I Pv6 network address, slash, network nmask |
Hom oo R oo o e e e e e e e e e e e e e e e e e ee e eaaa - +
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| DMEF Cl ass Nanme: User
| DVEF Attribute Nane: category

Regi st ered Val ues:

R T oo e e e e e e e e e e e eaaa +
| Rank | Keyword | Description |
R B oo e e e e e e e e e e aa - +
| 0 | unknown | User type unknown |
| 1| application | An application user |
| 2 | os-device | An operating system or device user

R T oo e e e e e e e e e e e eaaa +

| DMEF O ass Nane: Userld
| DVEF Attribute Nane: category

Regi st ered Val ues:

current-user | The current user id being used by the user
| or process. On Unix systems, this would
| be the "real" user id, in general
original-user | The actual identity of the user or process
| being reported on. On those systens that
| (a) do some type of auditing and (b)
| support extracting a user id fromthe
| "audit id" token, that val ue should be
| used. On those systens that do not
| support this, and where the user has
| logged into the system the "login id"
| shoul d be used.
| The user id the user or process is
| attenpting to becone. This would apply,
| on Unix systems for exanple, when the user
| attenpts to use "su", "rlogin", "telnet",
| etc.

target -user
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| 3 | user-privs
| |
| |
| |
| |
| |
| |
| |
| |
| 4 | current-group
| |
| |
| |
| 5| group-privs
| |
| |
| |
| |
| |
| |
| |
| |
| |
| 6 | other-privs
| |
| |
| |
| |
| |
Hom - - S

| DVEF Cd ass Nane:

| DVEF Attri bute Nane:

Regi st ered Val ues:

Hom oo [ T
| Rank | Keyword
[ S
| 0 | current
| |
| 1| origina
| |
R [ T
Debar, et al.
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Anot her user id the user or process has
the ability to use, or a user id
associated with a file permission. On
Uni x systens, this would be the
"effective" user id in a user or process
context, and the owner permissions in a
file context. Miltiple Userld el enents of
this type may be used to specify a list of
privil eges.

The current group id (if applicable) being
used by the user or process. On Unix
systens, this would be the "real" group
id, in general

Anot her group id the group or process has
the ability to use, or a group id
associated with a file permission. On
Uni x systens, this would be the
"effective" group id in a group or process
context, and the group permissions in a
file context. On BSD-derived Unix
systens, nultiple Userld elenments of this
type would be used to include all the
group ids on the "group list".

Not used in a user, group, Or process
context, only used in the file context.
The file perm ssions assigned to users who
do not match either the user or group
perm ssions on the file. On Unix systens,
this would be the "world" perm ssions.

cat egory

The file information is fromafter the reported
change

The file information is frombefore the
reported change
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| DVEF Class Name: File
| DVEF Attribute Nane: fstype

Regi st ered Val ues:

R [ TS oo o e e e e e e e e e e e e e aaa +
| Rank | Keyword | Description |
R [ TS o +
| 0| ufs | Berkeley Unix Fast File System |
| 1| efs | Linux "efs" file system

| 2| nfs | Network File System

| 3| afs | Andrew File System

| 4 | ntfs | Wndows NT File System

| 5| fatl6 | 16-bit W ndows FAT File System |
| 6 | fat32 | 32-bit Wndows FAT File System |
| 7 | pcfs | "PC" (M5-DOS) file system on CD- ROM

| 8| joliet | Joliet CDOROMfile system |
| 9 | is09660 | ISO 9660 CD-ROM file system |
Hom oo [ TS oo e e e e e e e e e e e aaa +

| DVEF Cl ass Nane: Fil eAccess
| DVEF Attribute Nane: perm ssion

Regi st ered Val ues:

[ o m e e e e e e me o oo o m e e e e m e e e e am o +
| Rank | Keyword | Description |
Hom - - e e e a - o m e o e e e e e e e e e e e e e e e e oo oo +
| 0 | noAccess | No access at all is allowed for this

| | | user |
| 1| read | This user has read access to the file

| 2| wite | This user has wite access to the file

| 3 | execute | This user has the ability to execute

| | | the file |
| 4 | search | This user has the ability to search

| | | this file (applies to "execute" |
| | | perm ssion on directories in Unix)

| 5| delete | This user has the ability to delete

| | | this file |
| 6 | executeAs | This user has the ability to execute

| | | this file as another user |
| 7 | changePernissions | This user has the ability to change

| | | the access permissions on this file

| 8 | takeOwnership | This user has the ability to take |
| | | ownership of this file

Hom - - e e e a - o m e o e e e e e e e e e e e e e e e e oo oo +
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| DVEF Cl ass Nane: Linkage
| DVEF Attribute Nane: category

Regi st ered Val ues:

hard- i nk The <name> el enent represents another nane
for this file. This information may be
nore easily obtainable on NTFS file
systens than others.

An alias for the directory specified by
the parent’s <name> and <path> el ements.
Applies only to Wndows; excludes synbolic
i nks and nount points, which are specific
types of reparse points.

| | | |
| | | |
| | | |
| | | |
| | mount - poi nt | |
| | | |
| | | |
L | |
| 3 | shortcut | The file represented by a W ndows |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |
| | | |

r epar se- poi nt

"shortcut". A shortcut is distinguished
froma synbolic |link because of the
difference in their contents, which may be
of inportance to the manager

An Alternate Data Stream (ADS) in W ndows;
a fork on MacOS. Separate file system
entity that is considered an extension of
the main <File>.

The <nanme> el enent represents the file to
which the link points.

stream

synbolic-1ink
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| DVEF Cl ass Nanme: Checksum
| DVEF Attribute Nane: algorithm

Regi st ered Val ues:

Foomonn I N +
| Rank | Keyword | Description |
oo N T T I hhreeE—— +
| 0| M4 | The MM algorithm |
| 1| M5 | The MD5 al gorithm |
| 2 | SHA1L | The SHA1l al gorithm |
| 3 | SHA2-256 | The SHA2 algorithmw th 256 bits length. |
| 4 | SHA2-384 | The SHA2 algorithmwi th 384 bits length. |
| 5| SHA2-512 | The SHA2 algorithmwi th 512 bits length. |
| 6 | CRC 32 | The CRC algorithmwith 32 bits |ength. |
| 7 | Haval | The Haval al gorithm |
| 8 | Tiger | The Tiger algorithm |
| 9 | Cost | The Gost al gorithm |
N Fommemeena e +

10.1.2. Registration Tenpl ate
| DVEF O ass Name:

<provi de the nanme of the class that contains the attribute to
whi ch you want to add a new val ue, e.g., "Address">

| DVEF Attri bute Nane:

<provi de the name of the attribute to which you want to add a new
val ue, e.g., "category">

New Attribute Value to Be Defined:

<provi de the name of the new attribute value that you want to add,
e.g., "sneaker-net">

Meani ng of New Attribute Val ue:
<describe in detail what the attribute value neans -- i.e., if an
anal yzer sends this value, what is it telling the receiver of the
i nformati on?>

Cont act Person and E-Mai|l Address:

<your nane and e-nmail address>

Debar, et al. Experi ment al [ Page 130]



RFC 4765 The | DVEF March 2007

10.

11.

11.

2. Adding New Attributes and d asses

To the extent possible, the |DVEF classes and attributes specified in
this docunent have been designed to acconmodate all current and near-
future needs. Although it is recognized that the addition of new
classes, as well as the addition of new attributes to existing
classes, will be necessary in the future, these actions should not be
taken lightly.

Any addition of new attributes or classes should only be undertaken
when the current classes and attributes sinply cannot be used to
represent the information in a "clean" way -- and such additions
should only be nmade to represent generally-useful types of data.
Vendor -speci fic information, obscure information provided by only a
particul ar type of analyzer or used only by a particular type of
manager, "pet" attributes, and the like are not good reasons to nake
class and attribute additions.

At the tinme this RFC was witten, the first anticipated case for

whi ch new cl asses and attributes will need to be added is to handl e
host - based i ntrusion detection systens. However, such additions
shoul d not be nmade until sone |evel of consensus has been reached
about the set of data that will be provided by these systens.

Following the policies outlined in [9], the addition of new cl asses
and attributes to the IDVEF requires "I ETF Consensus”

To add new attributes or classes, you MJST publish an RFC to docunent
them and get that RFC approved by the IESG  Typically, the |IESG

wi |l seek input on prospective additions from appropri ate persons
(e.g., arelevant working group if one exists). You MJST describe
any interoperability and security issues in your document.
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Appendi x B. The | DVEF Schena Definition (Non-normative)

<?xm version="1.0"?>

<xsd: schema xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schema"

xm ns:idnmef="http://iana.org/idmef"

t ar get Nanespace="http://iana. org/i dmef"

el ement For mDef aul t ="qual i fied" >

<xsd: annot ati on>
<xsd: docunent ati on>

March 2007

Intrusion Detection Message Exchange Format (1 DMEF) Version 1.0

</ xsd: docunent ati on>
</ xsd: annot ati on>

<l-- Section 1 -->
<I-- Omitted. This section did nanespace nmagic and i s not
needed with XSD validation. -->
<l-- Section 2 -->
<l--
Val ues for the Action.category attribute.
-->

<xsd: si npl eType nane="acti on-cat egory">
<xsd:restriction base="xsd:token">
<xsd: enuner ati on val ue="bl ock-i nstal | ed"
<xsd: enuneration val ue="notification-sent"
<xsd: enuner ati on val ue="t aken-of fli ne"
<xsd: enuner ati on val ue="ot her"
</ xsd:restriction>
</ xsd: si npl eType>

<I--
Val ues for the Address.category attribute.
-->
<xsd: si npl eType nane="addr ess-cat egory" >
<xsd:restriction base="xsd:token">

<xsd: enuner ati on val ue="unknown" />
<xsd: enuner ati on val ue="at nf />
<xsd: enunerati on value="e-nail" />
<xsd: enuner ati on val ue="I ot us- not es" />
<xsd: enuner ati on val ue="mc" />
<xsd: enuner ati on val ue="sna" />
<xsd: enuner ati on val ue="vnt />
<xsd: enuneration val ue="i pv4- addr" />
<xsd: enuner ati on val ue="i pv4-addr-hex" />
<xsd: enuneration val ue="i pv4-net" />

<xsd: enuner ati on val ue="i pv4- net - nask" />
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<!

<xsd:
<xsd:
<xsd:
<xsd:

enuner ati on
enuner ati on
enuner ati on
enuner ati on

</ xsd:restriction>
</ xsd: si npl eType>

Val ues for the Inpact.severity attribute.

-->

<xsd: si npl eType name="i npact-severity">

<!

The | DVEF

val ue="i pv6- addr"

val ue="i pv6- addr - hex

val ue="i pv6-net"

val ue="i pv6- net - mask

<xsd:restriction base="xsd:token">
<xsd: enuner ati on
<xsd: enuner ati on
<xsd: enunerati on
<xsd: enuner ati on
</ xsd:restriction>
</ xsd: si npl eType>

Val ues for the Inpact.conpletion attribute.

-->

<xsd: si npl eType name="i npact - conpl eti on">

<!

val ue="i nf o"
val ue="1 ow"

/
/>

val ue="nmedi unt
val ue="hi gh" />

>

/>

<xsd:restriction base="xsd:token">
<xsd: enunerati on val ue="fail ed"
<xsd: enuner ati on val ue="succeeded"
</ xsd:restriction>
</ xsd: si npl eType>

Val ues for the Inpact.type attribute.

-->
<xsd: si npl eType name="i npact-type">
<xsd:restriction base="xsd:token">
val ue="adm n"

<!

<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:

enuner ati on
enuner ati on
enuner ati on
enuner ati on
enuner ati on
enuner ati on

</ xsd:restriction>
</ xsd: si npl eType>

Val ues for the File.category attribute.

-->
<xsd: si npl eType nanme="fil e-category">
<xsd:restriction base="xsd:token">

Debar ,

et al.

val ue="dos"
val ue="fil e"

val ue="recon"

val ue="user"
val ue="ot her

/>

/>
/>
/>
/>
/>
/>
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<xsd: enuner ati on value="current" [>
<xsd: enuneration value="original" />
</ xsd:restriction>
</ xsd: si npl eType>

<l--
Val ues for the FileAccess. Permissions attribute
-->
<xsd: si npl eType name="fil e-perni ssion">
<xsd:restriction base="xsd:token">
<xsd: enuner ati on val ue="noAccess"/ >
<xsd: enuner ati on val ue="read"/ >
<xsd: enuneration value="wite"/>
<xsd: enuner ati on val ue="execute"/>
<xsd: enuner ati on val ue="search" />
<xsd: enuner ati on val ue="del ete" />
<xsd: enuner ati on val ue="execut eAs" />
<xsd: enuner ati on val ue="changePer m ssi ons" />
<xsd: enuner ati on val ue="t akeOaner shi p" />
</ xsd:restriction>
</ xsd: si nmpl eType>

<l--
Val ues for the Id.type attribute.
-->
<xsd: si npl eType nanme="id-type">
<xsd:restriction base="xsd:token">
<xsd: enunerati on value="current-user" />
<xsd: enuner ation val ue="ori gi nal -user" />

<xsd: enuner ati on val ue="t ar get - user" />
<xsd: enuner ati on val ue="user-privs" />
<xsd: enuner ati on val ue="current-group" />
<xsd: enuner ati on val ue="group- privs" />
<xsd: enuner ati on val ue="ot her-privs" />

</ xsd:restriction>
</ xsd: si npl eType>

<l--
| Values for the Linkage.category attribute.
- >
<xsd: si npl eType name="1|i nkage- cat egory" >
<xsd: restriction base="xsd:token">
<xsd: enuner ati on val ue="hard-1i nk" />
<xsd: enuner ati on val ue="nount - poi nt" />
<xsd: enuner ati on val ue="reparse-point" />
<xsd: enuneration val ue="shortcut" />
<xsd: enuneration val ue="streant />

<xsd: enuner ati on val ue="synbolic-link" />
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</ xsd:restriction>
</ xsd: si npl eType>

<I--
| Values for the Checksumalgorithmattribute
-->
<xsd: si npl eType nanme="checksum al gorithni >
<xsd:restriction base="xsd:token">
<xsd: enuneration val ue="M»4" />
<xsd: enuner ati on val ue="MX5" />
<xsd: enuner ati on val ue="SHA1" />
<xsd: enuner ati on val ue="SHA2- 256" />
<xsd: enuner ati on val ue="SHA2- 384" />
<xsd: enuner ati on val ue="SHA2-512" />
<xsd: enuner ati on val ue="CRC- 32" />
<xsd: enuner ati on val ue="Haval " />
<xsd: enuneration value="Tiger" />
<xsd: enuner ati on val ue="CGost" />
</ xsd:restriction>
</ xsd: si npl eType>

<l--
| Values for the Node.category attribute.
-->
<xsd: si npl eType nane="node- cat egory">
<xsd: restriction base="xsd:token">
<xsd: enuner ati on val ue="unknown" />

<xsd: enuner ati on val ue="ads" />
<xsd: enuner ati on val ue="afs" />
<xsd: enuner ati on val ue="coda" />
<xsd: enuner ati on val ue="dfs" />
<xsd: enuner ati on val ue="dns" />
<xsd: enuner ati on val ue="hosts" />
<xsd: enuner ati on val ue="ker beros" />
<xsd: enuner ati on val ue="nds" />
<xsd: enuner ati on val ue="nis" />
<xsd: enuner ati on val ue="nisplus" />
<xsd: enuneration val ue="nt" />
<xsd: enuner ation val ue="ww' />

</ xsd: restriction>
</ xsd: si npl eType>

<l--
| Values for the reference.origin attribute.
-->
<xsd: si npl eType name="ref erence-origi n">
<xsd:restriction base="xsd:token">
<xsd: enumer ati on val ue="unknown" />
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<xsd:
<xsd:
<xsd:
<xsd:
<xsd:

enuner at i
enumner at i
enuner at i
enuner at i
enuner at i

on
on
on
on
on

</ xsd:restriction>
</ xsd: si npl eType>

<I--

| Values for the Confidence.rating attribute.

o>

The | DVEF

val ue="vendor -specific" />
val ue="user-specific" />

val ue="bugtraqi d" />

val ue="cve" />
val ue="osvdb" />

<xsd: si npl eType nane="confi dence-rating">
<xsd:restriction base="xsd:token">
<xsd: enuner ati on
<xsd: enunerati on
<xsd: enuner ati on
<xsd: enuner ati on

</ xsd:restriction>
</ xsd: si npl eType>

<I--

val ue="1 ow' />
val ue="nedi unt' />
val ue="hi gh" />
val ue="nuneric" />

| Values for the User.category attribute.

o>

<xsd: si npl eType nane="user -cat egory">
<xsd:restriction base="xsd:token">
<xsd: enuner ati on
<xsd: enuneration
<xsd: enuner ati on

</ xsd:restriction>
</ xsd: si npl eType>

<l--

/ Values for the additional data.type attribute.

-->

val ue="unknown"

/>

val ue="application" />

val ue="os- devi ce"

/>

<xsd: si npl eType name="addi ti onal dat a-type">
<xsd:restriction base="xsd:token">

<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:

enuner at i
enumner at i
enumner at i
enuner at i
enuner at i
enumner at i
enuner at i
enumner at i
enumner at i
enuner at i
enuner at i

on
on
on
on
on
on
on
on
on
on
on

</ xsd:restriction>

Debar, et al.

val ue="bool ean"
val ue=" byt e"

val ue="character"
val ue="date-ti ne"
val ue="i nt eger"
val ue="nt pst anp"
val ue="portlist"
val ue="real "

val ue="string"
val ue="byte-string
val ue="xm"

Experi ment al
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/>
/>
/>
/>
/>
/>
/>
/>
/>
/>
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</ xsd: si npl eType>

<l--
| Values for yes/no attributes such as Source. spoofed and
| Target. decoy.
-->
<xsd: si npl eType nanme="yes-no-type">
<xsd:restriction base="xsd:token">
<xsd: enunerati on val ue="unknown" />
<xsd: enuneration val ue="yes" />
<xsd: enuner ati on val ue="no" />
</xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType name="port-range">
<xsd:restriction base="xsd:string">
<xsd: pattern value="[0-9]{1,5}(\-[0-9]{1,5})?"/>
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType name="port-list">
<xsd:list itenmlype="idnef:port-range" />
</ xsd: si npl eType>

<xsd: si npl eType nanme="nt pstanp" >
<xsd:restriction base="xsd:string">
<xsd: pattern val ue="0x[ A-Fa-f0-9]{8}. Ox[ A-Fa-f0-9]{8}"/>
</xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nanme="m nme-type">
<xsd:restriction base="xsd:string">
</xsd:restriction>

</ xsd: si npl eType>

<l-- Section 3: Top-level elenment declarations. The |DVEF-Message
el ement and the types of nessages it can include. -->

<xsd: conpl exType nane="| DVEF- Message" >
<xsd: choi ce m nCccurs="1" nmaxQccur s="unbounded" >
<xsd: el enent ref="idnef:Alert" />
<xsd: el enent ref="idnef:Heartbeat" />
</ xsd: choi ce>
<xsd:attribute nane="version" type="xsd: decimal"
fixed="1.0" />
</ xsd: conpl exType>

Debar, et al. Experi ment al [ Page 140]



RFC 4765 The | DVEF March 2007

<xsd: el enrent nane="| DMEF- Message" type="idnef:| DVEF- Message" />

<xsd: conpl exType nane="Alert">
<xsd: sequence>
<xsd: el enrent name="Anal yzer"
type="idnef: Anal yzer" />
<xsd: el enent nane="Creat eTi me"
type="idnef: Ti meWt hNt pst anp" />
<xsd: el enent nanme="Detect Ti ne"
type="idnmef: Ti neWt hNt pst anp”
m nCccur s="0"
maxCQccur s="1" />
<xsd: el enrent nanme="Anal yzer Ti ne"
type="idnef: Ti neWt hNt pst anp"”
m nCccur s="0"
maxQccur s="1" [ >
<xsd: el enrent nane=" Sour ce"
type="i dnef: Sour ce"
m nCccur s="0"
maxCccur s="unbounded" />
<xsd: el erent nane="Tar get"
type="idnef: Target"
m nCccur s="0"
maxCccur s="unbounded" />
<xsd: el enent nane="{ assi fi cati on"
type="idnef: d assification" />
<xsd: el enent nanme="Assessnent"
type="idnef: Assessnent "
m nCccur s="0"
maxCQccur s="1" />
<xsd: choi ce m nCccurs="0" nmaxCccurs="1">
<xsd: el enent nanme="Tool Alert"
type="idnef: Tool Alert" />
<xsd: el emrent nane="Overfl owAl ert"
type="idnef: Overfl owAl ert™ />
<xsd: el enent nane="Correl ati onAlert"
type="idnef:CorrelationAlert" />
</ xsd: choi ce>
<xsd: el enent nane="Addi ti onal Dat a"
type="idnmef: Addi ti onal Dat a"
m nCccur s="0"
maxCccur s="unbounded" />
</ xsd: sequence>
<xsd: attribute nane="nessagei d"
type="xsd: string"
defaul t="0" />
</ xsd: conpl exType>
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<xsd: el enrent name="Alert" type="idnef:Aert" />

<xsd: conpl exType nanme="Heartbeat">
<xsd: sequence>

March 2007

<xsd: el emrent name="Anal yzer" type="idnmef: Anal yzer" />
<xsd: el ement nane="Creat eTi ne"
type="idnef: Ti meWt hNt pst anp" />
<xsd: el emrent nanme="Heartbeat|nterval"
type="xsd: i nteger"
m nCccur s="0"
maxQccur s="1" />
<xsd: el enent nanme="Anal yzer Ti ne"
type="idnef: Ti neWt hNt pst anp"”
nm nCccur s="0"
maxQccur s="1" />
<xsd: el enent nane="Addi ti onal Dat a"
type="idnef: Addi ti onal Dat a"
m nCccur s="0"
maxQccur s="unbounded" />
</ xsd: sequence>
<xsd: attribute nane="nessagei d"
type="xsd: string"
default="0" />
</ xsd: conpl exType>
<xsd: el emrent name="Heart beat"
type="idnef: Heartbeat" />
<l-- Section 4: Subclasses of the Alert class that provide
nore data for specific types of alerts. -->
<xsd: conpl exType nanme="Correl ati onAl ert">
<xsd: sequence>
<xsd: el enent nane="nane"
type="xsd:string" />
<xsd: el ement nane="al ertident"
type="idnef: Alertident"
m nCccur s="1"
maxCccur s="unbounded" />
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Overfl owAl ert">
<xsd: sequence>
<xsd: el erent name="prograni
type="xsd:string" />
<xsd: el emrent name="si ze"
type="xsd:string" />
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<xsd: el ement nanme="buffer"
t ype="xsd: hexBi nary" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Tool Alert">
<xsd: sequence>
<xsd: el enrent nanme="nane"
type="xsd:string" />
<xsd: el enent nanme="command"
type="xsd: string"
m nCccur s="0"
maxQccurs="1" />
<xsd: el erent name="al ertident"
type="idnef: Al ertident"
m nCccurs="1"
maxQCccur s="unbounded” />
</ xsd: sequence>
</ xsd: conpl exType>

<l-- Section 5: The Additional Data elenent. This elenent allows an
alert to include additional information that cannot be encoded
el sewhere in the data nodel. -->

<xsd: conpl exType nane="Addi ti onal Dat a" >
<xsd: choi ce>

<xsd: el emrent nane="bool ean"
type="xsd: bool ean" />

<xsd: el emrent name="byte"
type="xsd: byte" />

<xsd: el ement name="character">

<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: mi nLengt h val ue="1"/>
<xsd: maxLengt h val ue="1"/>
</ xsd:restriction>
</ xsd: si npl eType>

</ xsd: el enent >

<xsd: el ement nane="date-tine"
type="xsd: dat eTi ne" />

<xsd: el emrent nane="int eger”
type="xsd:integer" />

<xsd: el erent name="nt pst anp"
type="idnef: nt pstamp" />

<xsd: el ement name="portlist"
type="idnef:port-list" />

<xsd: el emrent name="real "
type="xsd: deci nmal " />
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<xsd: el enrent nanme="string"
type="xsd:string" />
<xsd: el ement name="byte-string"
type="xsd: hexBi nary" />
<xsd: el erent name="xmn "
type="idnef:xmtext" />
</ xsd: choi ce>
<xsd:attribute nane="type"
type="idnef:addi ti onal data-type" />
<xsd: attribute nane="rneani ng"
type="xsd:string" />
</ xsd: conpl exType>

<l-- Section 6: Elenents related to identifying entities -
anal yzers (the senders of these nessages), sources (of
attacks), and targets (of attacks). -->

<xsd: conpl exType nane="Anal yzer">
<xsd: sequence>
<xsd: el enrent name="Node"
type="i dnef : Node"
m nCccur s="0"
mexCccurs="1" />
<xsd: el enent nane="Process"
type="idnef: Process"
m nQccur s="0"
maxQccur s="1" />
<xsd: el emrent name="Anal yzer"
type="idnmef: Anal yzer"
m nCccur s="0"
maxQccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="anal yzerid"
type="xsd: string"
default="0" />
<xsd: attri bute nane="nane"
type="xsd:string" />
<xsd: attri bute nane="nmanufacturer"
type="xsd:string" />
<xsd: attri bute name="nodel "
type="xsd:string" />
<xsd: attribute nane="version"
type="xsd:string" />
<xsd: attribute nane="cl ass"
type="xsd:string" />
<xsd:attribute nane="ostype"
type="xsd:string" />
<xsd: attribute nane="osversion"
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type="xsd:string" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Source">
<xsd: sequence>
<xsd: el enent nane="Node"
type="i dnef : Node"
m nCccur s="0"
maxQccurs="1" />
<xsd: el enent nane="User"
type="idnef: User"
m nCccur s="0"
maxCQccur s="1" />
<xsd: el enent nane="Process"
type="idnef: Process"
m nCccur s="0"
maxQccur s="1" [>
<xsd: el enent nane="Servi ce"
type="idnef: Servi ce"
m nCccur s="0"
maxQccurs="1" />
</ xsd: sequence>
<xsd: attri bute name="ident"
type="xsd: string"
defaul t="0" />
<xsd: attribute nane="spoofed"
type="idnef:yes-no-type"
def aul t =" unknown" />
<xsd: attri bute name="interface"
type="xsd:string" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Target">
<xsd: sequence>
<xsd: el enrent nane="Node"
type="i dnef : Node"
m nCccur s="0"
maxQccurs="1" />
<xsd: el enent nanme="User"
type="idnef: User"
m nCccur s="0"
maxCccur s="1" />
<xsd: el enent nanme="Process"
type="idnef: Process
m nCccur s="0"
maxQccur s="1" [ >
<xsd: el emrent nane="Servi ce"
type="idnef: Service
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m nCccur s="0"
maxQccurs="1" />
<xsd: el enent name="File"
type="idnef:File"
m nCccur s="0"
maxCccur s="unbounded" />
</ xsd: sequence>
<xsd: attri bute nane="ident"
type="xsd: string"
defaul t="0" />
<xsd:attribute nane="decoy"
type="idnef:yes-no-type"
def aul t =" unknown" />
<xsd: attri bute nane="interface"
type="xsd:string" />
</ xsd: conpl exType>

<l-- Section 7: Support elenents used for providing detailed info
about entities - addresses, nanes, etc. -->

<xsd: conpl exType nane="Address">
<xsd: sequence>
<xsd: el emrent nane="address"
type="xsd:string" />
<xsd: el ement nanme="net nask"
type="xsd: string"
m nQccur s="0"
maxCccurs="1" />
</ xsd: sequence>
<xsd: attribute name="ident"
type="xsd: string"
defaul t="0" />
<xsd: attribute name="category"
type="idnef: addr ess- cat egory"
def aul t =" unknown" />
<xsd: attribute name="vl an- nane"
type="xsd:string" />
<xsd: attribute nane="vl an- nunt
type="xsd:string" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Assessnent">
<xsd: sequence>
<xsd: el erent nanme="I npact"
type="idnef: | npact"
m nCccur s="0"
maxQccur s="1" />
<xsd: el ement nane="Action"
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type="idnef: Action"
nm nCccur s="0"
maxCccur s="unbounded" />
<xsd: el emrent name="Confi dence"
type="i dnef: Confi dence"
m nCccur s="0"
maxQCccurs="1" />
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="Ref erence">
<xsd: sequence>
<xsd: el erent name="nane"
type="xsd:string" />
<xsd: el emrent name="url"
type="xsd:string" />
</ xsd: sequence>
<xsd:attribute nane="origin"
type="idnef:reference-origin"
def aul t =" unknown" />
<xsd: attribute name="meani ng"
type="xsd:string" />
</ xsd: conpl exType>

<xsd: conpl exType nane="C assification">
<xsd: sequence>
<xsd: el emrent name="Ref er ence"
type="i dnmef: Ref erence"
m nCccur s="0"
maxQccur s="unbounded” />
</ xsd: sequence>
<xsd: attribute name="ident"
type="xsd: string"
default="0" />
<xsd:attribute name="text"
type="xsd: string"
use="required" />
</ xsd: conpl exType>

<xsd: conpl exType name="Fil e">
<xsd: sequence>

<xsd: el enrent name="nane"
type="xsd:string" />

<xsd: el enrent nanme="pat h"
type="xsd:string" />

<xsd: el emrent nanme="create-tine"
type="xsd: dat eTi ne"
m nOccur s="0"
maxQCccurs="1" />
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nanme="nodi fy-ti ne"
type="xsd: dat eTi ne"

m nCccur s="0"

maxQccur s="1" [>
nane="access-ti ne"
type="xsd: dat eTi ne"

m nCccur s="0"
maxQccurs="1" />
nane="dat a- si ze"
type="xsd: i nt eger"

m nCccur s="0"

maxCQccur s="1" />
nanme="di sk-si ze"
type="xsd: i nteger"

m nCccur s="0"

maxQccur s="1" [ >
nane="Fi | eAccess"
type="idnef: Fi |l eAccess”
m nCccur s="0"

maxCccur s="unbounded" />
name="Li nkage"
type="idnef: Li nkage"

m nCccur s="0"

maxCccur s="unbounded" />
nane="1 node"
type="idnef: | node"

m nCccur s="0"

maxQccur s="1" [ >

nane=" Checksunt
type="i dnef: Checksunt
m nCccur s="0"

maxCccur s="unbounded" />

<xsd: attri bute name="ident"

<xsd: attribute

<xsd: attribute

<xsd: attribute

type="xsd: string"

defaul t="0" />

nanme="cat egory"
type="idnef:file-category
use="required" />
nane="f st ype"

type="xsd: string"
use="required" />
nane="fil e-type"
type="idnef: m nme-type" />

</ xsd: conpl exType>

<xsd: conpl exType nanme="Per m ssi on">
<xsd: attri bute nane="perns"
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type="idnef:fil e-perm ssion"
use="required" />
</ xsd: conpl exType>

<xsd: conpl exType nanme="Fi | eAccess" >
<xsd: sequence>
<xsd: el ement nane="User|d"
type="idnef: Userld" />
<xsd: el emrent name="perm ssi on"
type="i dnef : Per m ssi on"
m nCccur s="1"
maxQccur s="unbounded" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="| node" >
<xsd: sequence>
<xsd: el enent nanme="change-ti ne"
type="xsd: string"
nm nCccur s="0"
maxCccurs="1" />
<xsd: sequence m nCccurs="0" maxQccurs="1">
<xsd: el erent nanme="nunber"
type="xsd:string" />
<xsd: el enrent nanme="nmj or - devi ce"
type="xsd:string" />
<xsd: el erent name="ni nor - devi ce"
type="xsd:string" />
</ xsd: sequence>
<xsd: sequence m nCccurs="0" nmaxQccurs="1">
<xsd: el enrent nane="c- ngj or - devi ce"
type="xsd:string" />
<xsd: el ement nanme="c- mi nor-devi ce"
type="xsd:string" />
</ xsd: sequence>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nanme="Li nkage">
<xsd: choi ce>
<xsd: sequence>
<xsd: el enent name="nane" type="xsd:string" />
<xsd: el enrent name="path" type="xsd:string" />
</ xsd: sequence>
<xsd: el emrent name="File" type="idnmef:File" />
</ xsd: choi ce>
<xsd:attribute nane="cat egory"
type="idnef:|inkage-cat egory"”
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use="required" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Checksuni >
<xsd: sequence>
<xsd: el ement nane="val ue"
type="xsd:string" />
<xsd: el emrent name="key"
type="xsd: string"
m nQccur s="0"
maxQccur s="1" />
</ xsd: sequence>
<xsd: attribute nane="al gorithni
type="i dnef: checksunt al gorit hni
use="required" />
</ xsd: conpl exType>

<xsd: conpl exType nanme="Node" >
<xsd: sequence>
<xsd: el enent nane="1|ocati on"
type="xsd: string"
m nCccur s="0"
maxCccurs="1" />
<xsd: choi ce>
<xsd: el enent nane="nane"
type="xsd:string" />
<xsd: el enent nane=" Addr ess"
type="idnef: Address" />
</ xsd: choi ce>
<xsd: el enent nane=" Addr ess"
type="i dnef: Addr ess"
m nCccur s="0"
maxQCccur s="unbounded" />
</ xsd: sequence>
<xsd: attri bute nane="ident"
type="xsd: string"
default="0" />
<xsd: attribute name="category"
t ype="i dmef: node- cat egory"
def aul t =" unknown" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Process">
<xsd: sequence>
<xsd: el erent name="nane"
type="xsd:string" />
<xsd: el erent name="pi d"
type="xsd: i nteger"
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m nQccur s="0"
maxQccurs="1" />
<xsd: el erent nane="pat h"
type="xsd: string"
m nCccur s="0"
maxQccur s="1" />
<xsd: el erent name="arg"
type="xsd: string"
m nQccur s="0"
maxQCccur s="unbounded" />
<xsd: el enent nanme="env"
type="xsd: string"
m nQccur s="0"
maxQccur s="unbounded" />
</ xsd: sequence>
<xsd: attribute name="ident"
type="xsd: string"
default="0" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Service">
<xsd: sequence>
<xsd: choi ce>
<xsd: sequence>
<xsd: el emrent name="nane"
type="xsd:string" />
<xsd: el erent name="port"
type="xsd: i nt eger"
m nOccur s="0"
maxCccurs="1" />
</ xsd: sequence>
<xsd: sequence>
<xsd: el erent name="port"
type="xsd:integer" />
<xsd: el enrent name="nane"
type="xsd: string"
nm nCccur s="0"
maxCccurs="1" />
</ xsd: sequence>
<xsd: el emrent name="portlist"
type="idnef:port-list” />
</ xsd: choi ce>
<xsd: el emrent name="protocol "
type="xsd: string"
nm nCccur s="0"
maxQccur s="1" />
<xsd: el emrent name="SNMPSer vi ce"
type="i dnmef : SNMPSer vi ce"
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nm nCccur s="0"
maxQccurs="1" />
<xsd: el emrent name="\WebServi ce"

type="i dnef: WebServi ce"
m nOccur s="0"
maxQCccurs="1" />

</ xsd: sequence>

<xsd: attribute nane="ident"
type="xsd: string"
default="0" />

<xsd:attribute nane="ip_version"
type="xsd:integer" />

<xsd: attribute nane="iana_protocol nunber"
type="xsd:integer" />

<xsd: attribute nane="iana_protocol _nane"
type="xsd:string" />

</ xsd: conpl exType>

<xsd: conpl exType nane="WebServi ce">
<xsd: sequence>
<xsd: el erent name="url"
type="xsd: anyURl " />
<xsd: el emrent name="cgi"
type="xsd: string"
nm nCccur s="0"
maxQccurs="1" />
<xsd: el erent nanme="htt p- met hod"
type="xsd: string"
m nOccur s="0"
maxCccurs="1" />
<xsd: el erent name="arg"
type="xsd: string"
m nQccur s="0"
maxQCccur s="unbounded" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="SNWPSer vi ce" >
<xsd: sequence>

<xsd: el enent nane="oi d"
type="xsd: string"
m nCccur s="0"
maxQCccurs="1" />

<xsd: el emrent name="nessagePr ocessi nghbdel "
type="xsd: i nteger"
m nCccur s="0"
maxQccur s="1" />

<xsd: el enent nanme="securityhbdel "
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type="xsd: i nteger"
m nQccur s="0"
maxQccur s="1" />

<xsd: el emrent nanme="securityNane"
type="xsd: string"
m nCccur s="0"
maxQCccurs="1" />

<xsd: el emrent nanme="securitylLevel"
type="xsd: i nteger"
m nCccur s="0"
maxQccur s="1" />

<xsd: el ement nanme="cont ext Nane"
type="xsd: string"
m nQccur s="0"
maxQccur s="1" />

<xsd: el emrent name="cont ext Engi nel D'
type="xsd: string"
m nCccur s="0"
maxQCccurs="1" />

<xsd: el erent nane="conmand"
type="xsd: string"
m nCccur s="0"
maxQccur s="1" />

</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="User">
<xsd: sequence>
<xsd: el erent nanme="User | d"
type="idnef: Userl d"
m nCccur s="1"
maxQccur s="unbounded" />
</ xsd: sequence>
<xsd: attribute name="ident"
type="xsd: string"
defaul t="0" />
<xsd: attribute nane="cat egory"
type="i dmef: user - cat egory"
def aul t =" unknown" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Userld" >
<xsd: choi ce>
<xsd: sequence>
<xsd: el erent nane="nane"
type="xsd:string" />
<xsd: el emrent nanme="nunber"
type="xsd: i nteger"
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nm nCccur s="0"
maxQccurs="1" />
</ xsd: sequence>
<xsd: sequence>
<xsd: el erent nanme="nunber"
type="xsd:integer" />
<xsd: el emrent name="nane"
type="xsd: string"
m nQccur s="0"
maxCccurs="1" />
</ xsd: sequence>
</ xsd: choi ce>
<xsd: attribute name="ident"
type="xsd: string"
defaul t="0" />
<xsd:attribute nane="type"
type="idnef:id-type"
defaul t="origi nal -user" />
<xsd: attribute nane="tty"
type="xsd:string" />
</ xsd: conpl exType>

<l-- Section 8: Sinple elements with sub-elements or attributes
of a special nature. -->

<xsd: conpl exType nane="Action">
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: string" >
<xsd:attribute nane="cat egory"
type="idnef: acti on-cat egory"
defaul t="other" />
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Confi dence" >
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: string" >
<xsd:attribute name="rating"
type="idnef: confi dence-rating"
use="required" />
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nanme="Ti neW t hNt pst anp" >

<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: dat eTi ne" >
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<xsd: attribute nane="nt pstanp"
type="i dnef: nt pst anp"
use="required"/>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="I| npact">
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: string" >
<xsd:attribute nane="severity"
type="idnef:inpact-severity" />
<xsd: attribute nane="conpl eti on"
type="idnef:inpact-conpletion" />
<xsd:attribute nane="type" type="idnef:inpact-type"
defaul t="other" />
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nanme="Al ertident">
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd:string" >
<xsd: attribute nane="anal yzeri d"
type="xsd:string" />
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="xm text">
<xsd: conpl exCont ent ni xed="true">
<xsd:restriction base="xsd: anyType">
<xsd: sequence>
<xsd: any nanespace="##ot her"
pr ocessCont ent s="1| ax"
m nCccur s="0"
maxQccur s="unbounded" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: schenma>
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