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Abstract

A nmechani smfor BGP that hel ps mininmze the negative effects on

routi ng caused by BGP restart has already been devel oped and is
described in a separate docunent ("G aceful Restart Mechani sm for
BGP"). This docunment extends this mechanismto minimze the negative
effects on MPLS forwardi ng caused by the Label Switching Router’s
(LSR' s) control plane restart, and specifically by the restart of its
BGP conmponent when BGP is used to carry MPLS | abels and the LSR is
capabl e of preserving the MPLS forwarding state across the restart.

The mechani sm described in this docunment is agnostic with respect to
the types of the addresses carried in the BGP Network Layer
Reachability Information (NLRI) field. As such, it works in
conjunction with any of the address fanilies that could be carried in
BGP (e.g., IPv4, IPv6, etc.).
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1. Introduction

In the case where a Label Switching Router (LSR) could preserve its
MPLS forwarding state across restart of its control plane, and
specifically its BGP conponent, and BGP is used to carry MPLS | abel s
(e.g., as specified in [RFC3107]), it may be desirable not to perturb
the LSPs going through that LSR (and specifically, the LSPs
established by BGP) after failure or restart of the BGP conponent of
the control plane. 1In this docunent, we describe a nmechani smthat

all ows this goal to be acconplished. The nechani smdescribed in this
docunent works in conjunction with the nechani smspecified in

[ RFC4A724]. The mechani sm described in this docunent places no
restrictions on the types of addresses (address fanmilies) that it can
support.

The mechani sm described in this docunent is applicable to all LSRs,
both those with the ability to preserve forwardi ng state during BGP
restart and those without it (although the latter need to inplenent
only a subset of this nechanisn). Supporting a subset of the
mechani sm descri bed here by the LSRs that cannot preserve their MPLS
forwardi ng state across the restart would not reduce the negative

i mpact on MPLS traffic caused by their control plane restart.
However, the inpact would be ninimzed if their neighbor(s) are
capabl e of preserving the forwarding state across the restart of
their control plane, and if they inplenment the mechani sm described
here. The subset includes all the procedures described in this
docunent, except the procedures in Sections 4.1, 4.2, 4.3, and 5.
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For the sake of brevity, by "MPLS forwardi ng state" we nean one of
the foll owi ng mappi ngs:
<i ncom ng | abel -> (outgoing |abel, next hop)>
<Forwar di ng Equi val ence O ass (FEC) -> (outgoing | abel, next hop)>
<incom ng | abel -> |abel pop, next hop>
<incom ng | abel, |abel pop>

In the context of this docunment, the forwarding state that is
referred to in [RFC4724] means MPLS forwarding state, as defined
above. The term "next hop" refers to the next hop as advertised in
BGP.

1.1. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. General Requirenents

First of all, an LSR MJST inplenent the Gaceful Restart Mechanism
for BGP, as specified in [RFCA724]. Second, the LSR SHOULD be
capabl e of preserving its MPLS forwarding state across the restart of
its control plane (including the restart of BGP). Third, for the
<Forwar di ng Equi val ence O ass (FEC) -> |abel > bindings distributed
via BGP, the LSR SHOULD be able either (a) to reconstruct the same
bi ndings as the LSR had prior to the restart (see Section 4), or (b)
to create new <FEC -> | abel > bindings after restart, while
tenporarily maintaining MPLS forwarding state corresponding to both
the bindings prior to the restart, as well as to the newy created
bi ndi ngs (see Section 5). Fourth, as long as the LSR retains the
MPLS forwarding state that the LSR preserved across the restart, the
| abel s fromthat state cannot be used to create new | ocal |abe

bi ndi ngs (but could be used to reconstruct the existing bindings, as
per procedures in Section 4). Finally, for each next hop, if the
next hop is reachable via a Label Switched Path (LSP), then the
restarting LSR MUST be able to preserve the MPLS forwarding state
associ ated with that LSP across the restart.

In the scenario where |abel binding on an LSR is created/ maintai ned
not only by the BGP conponent of the control plane, but also by other
protocol conponents (e.g., LDP, RSVP-TE), and where the LSR supports
restart of the individual conponents of the control plane that
create/maintain |label binding (e.g., restart of BGP, but no restart
of LDP), the LSR MJUST be able to preserve across the restart the

i nformati on about which protocol has assigned which | abels.
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After the LSR restarts, it MJIST foll ow the procedures as specified in
[RFCA724]. In addition, if the LSRis able to preserve its MPLS
forwarding state across the restart, the LSR SHOULD advertise this to
its neighbors by appropriately setting the Flag for Address Fanily
field in the Gaceful Restart Capability for all applicable AFl/SAF
pairs.

3. Capability Advertisenent

An LSR that supports the nmechani sm described in this docunent
advertises this to its peer by using the Gaceful Restart Capability,
as specified in [RFC4724]. The Subsequent Address Family ldentifier
(SAFI) in the advertised capability MJST indicate that the Network
Layer Reachability Information (NLRI) field carries not only
addressing Information, but also |abels (see [RFC3107] for an exanple
of where NLRI carries |abels).

4. Procedures for the Restarting LSR

Procedures in this section apply when a restarting LSRis able to
reconstruct the same <FEC -> | abel > bindings as the LSR had prior to
the restart.

The procedures described in this section are conceptual and do not
have to be inplenented precisely as described, as long as the

i mpl enent ati ons support the described functionality and their
external ly visible behavior is the sane.

Once the LSR conmpletes its route selection (as specified in Section
4.1, "Procedures for the Restarting Speaker", of [RFC4724]), then in
addition to the those procedures, the LSR perforns one of the
fol | owi ng:

4., 1. Case 1

The followi ng applies when (a) the best route selected by the LSR was
received with a label, (b) that label is not an Inplicit NULL, and
(c) the LSR advertises this route with itself as the next hop

In this case, the LSR searches its MPLS forwarding state (the one
preserved across the restart) for an entry with <outgoing |abel, next
hop> equal to the one in the received route. |If such an entry is
found, the LSR no longer marks the entry as stale. |In addition, if
the entry is of type <incom ng |abel, (outgoing |abel, next hop)>

rat her than <Forwardi ng Equi val ence C ass (FEC), (outgoing | abel

next hop)>, the LSR uses the incom ng |abel fromthe entry when
advertising the route to its neighbors. |If the found entry has no
incomng label, or if no such entry is found, the LSR allocates a new
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| abel when advertising the route to its neighbors (assuning that
there are neighbors to which the LSR has to advertise the route with
a label).

4, 2. Case 2

The followi ng applies when (a) the best route selected by the LSR was
received either without a label, with an Inplicit NULL I abel, or the
route is originated by the LSR (b) the LSR advertises this route
with itself as the next hop; and (c) the LSR has to generate a (non-
Implicit NULL) |abel for the route.

In this case, the LSR searches its MPLS forwarding state for an entry
that indicates that the LSR has to perform|abel pop, and the next

hop equal to the next hop of the route in consideration. |f such an
entry is found, then the LSR uses the incoming |label fromthe entry
when advertising the route to its neighbors. |If no such entry is

found, the LSR all ocates a new | abel when advertising the route to
its nei ghbors.

The description in the above paragraph assunes that the LSR generates
the sane | abel for all the routes with the sane next hop. |If this is
not the case and the LSR generates a unique | abel per each such
route, then the LSR needs to preserve across the restart not only
<incomi ng | abel, (outgoing |abel, next hop)> mapping, but also the
Forwar di ng Equi val ence O ass (FEC) associated with this mapping. In
such a case the LSR would search its MPLS forwarding state for an
entry that (a) indicates |abel pop (nmeans no outgoing |abel), (b)

i ndi cates that the next hop equal to the next hop of the route, and

(c) has the same FEC as the route. |If such an entry is found, then
the LSR uses the inconming |label fromthe entry when advertising the
route to its neighbors. |If no such entry is found, the LSR allocates

a new | abel when advertising the route to its neighbors.

4.3. Case 3
The follow ng applies when the LSR does not set BGP next hop to self.
In this case, the LSR, when advertising its best route for a
particular NLRI, just uses the |abel that was received with that
route. And if the route was received with no |abel, the LSR

advertises the route with no label as well. Either way, the LSR does
not allocate a |abel for that route.
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5.

Al ternative Procedures for the Restarting LSR

In this section, we describe an alternative to the procedures
described in Section "Procedures for the restarting LSR'

Procedures in this section apply when a restarting LSR does not
reconstruct the sanme <FEC -> | abel > bindings as the LSR had prior to
the restart, but instead creates new <FEC -> | abel > bindi ngs after
restart, while tenporarily nmaintaining MPLS forwarding state
corresponding to both the bindings prior to the restart, as well as
to the newy created bindings.

The procedures described in this section require that for the use by
BGP graceful restart, the LSR SHOULD have (at |east) as nmany
unal | ocated | abel s as | abels allocated for the <FEC -> | abel >

bi ndi ngs distributed by BGP. The latter fornms the MPLS forwardi ng
state that the LSR managed to preserve across the restart. The
former is used for allocating | abels after the restart.

To create (new) l|local |abel bindings after the restart, the LSR uses
unal l ocated labels (this is pretty rmuch the normal procedure).

The LSR SHOULD retain the MPLS forwarding state that the LSR
preserved across the restart at least until the LSR sends an

End-of -RIB marker to all of its neighbors (by that tinme the LSR
already conpleted its route selection process, and also advertised
its Adj-RIB-Qut to its neighbors). The LSR MAY retain the forwarding
state even a bit longer (the anpbunt of extra time MAY be controlled
by configuration on the LSR), so as to allow the nei ghbors to receive
and process the routes that have been advertised by the LSR  After
that, the LSR SHOULD delete the MPLS forwarding state that it
preserved across the restart.

Note that while an LSRis in the process of restarting, the LSR may
have not one, but two |local |abel bindings for a given BGP route --
one that was retained fromprior to restart, and another that was
created after the restart. Once the LSR conpletes its restart, the
former will be deleted. However, both of these bindings woul d have
the sane outgoing |label (and the sane next hop).

Procedures for a Neighbor of a Restarting LSR

The nei ghbor of a restarting LSR (the receiving router term nol ogy
used in [RFC4724]) follows the procedures specified in [RFC4724]. In
addition, the neighbor treats the MPLS | abels received fromthe
restarting LSR the same way that it treats the routes received from
the restarting LSR (both prior and after the restart).
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Repl acing the stale routes by the routing updates received fromthe
restarting LSR invol ves replaci ng/updati ng the appropriate MPLS
| abel s.

In addition, if the Flags in the Graceful Restart Capability received
fromthe restarting LSR indicate that the LSR wasn’t able to retain
its MPLS state across the restart, the neighbor SHOULD i medi at el y
renove all the NLRI and the associated MPLS | abels that it previously
acquired via BGP fromthe restarting LSR

An LSR, once it creates a binding between a | abel and a Forwardi ng
Equi val ence O ass (FEC), SHOULD keep the value of the label in this
binding for as long as the LSR has a route to the FEC in the binding.
If the route to the FEC di sappears and then re-appears again |ater
then this may result in using a different |abel value, as when the
route re-appears, the LSR woul d create a new <l abel, FEC> bi ndi ng

To mininize the potential msrouting caused by the | abel change, when
creating a new <l abel, FEC> binding, the LSR SHOULD pick up the | east
recently used label. Once an LSR releases a |label, the LSR SHALL NOT
re-use this label for advertising a <label, FEC binding to a

nei ghbor that supports graceful restart for at |east the Restart

Time, as advertised by the neighbor to the LSR  This rule SHALL
apply to any | abel release at any tine.

7. Conparison between Alternative Procedures for the Restarting LSR

Procedures described in Section 4 involve nore conputational overhead
on the restarting router than do the procedures described in Section
5.

Procedures described in Section 5 require twice as nmany | abels as
those described in Section 4.

Procedures described in Section 4 cause fewer changes to the MPLS
forwarding state in the neighbors of the restarting router than the
procedures described in Section 5.

In principle, it is possible for an LSR to use procedures described

in Section 4 for some AFI/SAFI(s) and procedures described in Section
5 for other AFI/SAFI(s).
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8. Security Considerations

The security considerations pertaining to the BGP protocol [RFC4271]
remai n rel evant.

In addition, the nechani smdescribed here renders LSRs that inplenent
it vulnerable to additional denial-of-service attacks as foll ows:

An intruder may inpersonate a BGP peer in order to force a failure
and reconnection of the TCP connection, where the intruder sets
the Forwarding State (F) bit (as defined in [RFC4724]) to O on
reconnection. This forces all |abels received fromthe peer to be
rel eased.

An intruder could intercept the traffic between BGP peers and
override the setting of the Forwarding State (F) bit to be set to
0. This forces all labels received fromthe peer to be rel eased.

Al'l of these attacks may be countered by use of an authentication
scheme between BGP peers, such as the schene outlined in [ RFC2385].

As with BGP carrying labels, a security issue may exist if a BGP

i npl ement ati on continues to use |abels after expiration of the BGP
session that first caused themto be used. This may arise if the
upstream LSR detects the session failure after the downstream LSR has
rel eased and re-used the label. The problemis nost obvious with the
pl atform wi de | abel space and could result in msrouting of data to
destinations other than those intended; and it is conceivabl e that
these behaviors may be deliberately exploited, either to obtain
services without authorization or to deny services to others.

In this docunent, the validity of the BGP session nay be extended by
the Restart Tine, and the session may be re-established in this
period. After the expiry of the Restart Time, the session nust be
considered to have failed, and the sane security issue applies as
descri bed above.

However, the downstream LSR may declare the session as failed before
the expiration of its Restart Time. This increases the period during
whi ch the downstream LSR might reallocate the label while the
upstream LSR continues to transnmit data using the old usage of the

| abel . To reduce this issue, this docunent requires that |abels are
not re-used until at |least the Restart Tine.
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