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Abstract

This Applicability Statenent (AS) descri bes how to exchange
structured business data securely using the File Transfer Protoco
(FTP) for XM., Binary, Electronic Data Interchange (EDI - ANSI X12 or
UN EDI FACT), or other data used for business-to-business data

i nterchange for which M M packagi ng can be acconplished using
standard M ME content types. Authentication and data confidentiality
are obtained by using Cryptographic Message Syntax (S/M ME) security
body parts. Authenticated acknow edgenents enpl oy nulti part/signed
replies to the original nessage.

Hardi ng & Scott I nf or mat i onal [ Page 1]



RFC 4823 AS3 Data I nterchange for EDI|NT April 2007

Tabl e of Contents

1
2.

Introducti On ... ... 4
OV VI BW . o o 4
2.1, Overall Operations . ... ... 4
2.2. Purpose of a Security Quideline for MMEEDI ............... 5
2.3, Definitions ... . 5
2. 3. 0., eI B . e 5
2.3.2. The Secure Transmission LOOp ............ ..., 6
2.3.3. Definition of Receipts ...... ... . . .. 7
2.4. Operational Assunptions and Options ........................ 8
2.4.1. EDI/EC Process Assunptions ...............c.couuuiuun... 8
2.4.2. Process QptioNs ...... ... e 8
2.4.2.1. Security Qotions ............ .. 8
2.4.2.2. Conpression Options ....................... 10
Ref erenced RFCs and Their Contribution ......................... 10
3.1. RFC 959: File Transfer Protocol [3] .......... .. ... ... ..... 10
3.2. RFC 2228: FTP Security Extensions [4] ..................... 10
3.3. RFC 1847: M ME Security Miltiparts [7] ....... ... ... ...... 10
3.4. RFC 3462: Miltipart/Report [12] ....... . . .. . 11
3.5. RFC 1767: EDI Content [2] ..... ... 11
3.6. RFCs 2045, 2046, and 2049: MME [1] ...... ... . iian. 11
3.7. RFC 3798: Message Disposition Notification [6] ............ 11
3.8. RFC 3852: CMs [9] and RFC 3851: S/M ME Version 3.1
Message Specification [10] ........... . .. . .. 11
3.9. RFC 3850: S/MME Version 3.1 Certificate Handling [11] ....11
3.10. RFC 3274: Conpressed Data Content Type for
Cryptographi ¢ Message Syntax (CMS) [17] .................. 11
3.11. RFC 3023: XML Media Types [16] ........iiiiiiinn. 12
Structure of an AS3 MeSSaAgEe .. ... ittt e 12
4.1, INntroduCti ON ... 12
4.2. Structure of an Internet EDI M ME Message ................. 12
AS3-Specific Headers . ... ... 13
5.1. AS3-Fromand AS3-To Headers .......... ... . . . . ... 13
5.2. AS3-Version Header ........ .. . .. . 14
FTP Considerati ONS . ... ... e e 15
6.1. FTP Security Requirenents ........... ... .iiiiiiniinnenn. 15
6.2. Large File Transfers ........ . i, 15
6.3. MM Considerations for FTP ..... ... . ... . ... . .. .. ... 15
6.3.1. Required/ Optional Headers ............ ... ... .. ...... 15
6.3.2. Content-Transfer-Encoding ............ ... .. ... ...... 16
6.3.3. Epilogue Must Be EnNpty ....... ... i, 16
6.3.4. Message-ld and Original-Message-1d ................. 16
Structure and Processing of an MDN Message ..................... 17
7.1, IntroduCtion . ... ... . 17
7.2. Message Disposition Notifications (MDN) ................... 19
7.3. Requesting a Signed Receipt ......... ... . ... ... 19
7.3.1. Signed Receipt Considerations ...................... 22

Hardi ng & Scott I nf or mat i onal [ Page 2]



RFC 4823 AS3 Data I nterchange for EDI|NT April 2007
7.4. MDN Format and Value .......... . . .. . . i 23
7.4.1. AS3-NMDN General Formats .............. ... .o, 23

7.4.2. AS3-NDN Construction ............ ... . i, 24

7.4.3. AS3-NMDN Fields ...... ... i 25

7.4.4. Additional AS3-MDN Programming Notes ............... 26

7.5. Disposition Mde, Type, and Modifier ...................... 29
7.5.1. Disposition Mode Overview ............ .. 29

7.5.2. Successful Processing Status Indication ............ 29

7.5.3. Unsuccessful Processed Content ..................... 29

7.5.4. Unsuccessful Non-Content Processing ................ 30

7.5.5. Processing VArnings ............. .. 31

8. Public Key Certificate Handling ............ ... ... .. ... . ....... 32
9. Security Considerati oOns ........... i e 33
10. ReferencCes ... .. 34
10.1. Normative References ........ ... . . .. .. 34
10. 2. Informative References ....... ... . . . . . . . . i, 36
Appendi x A. Message Exanpl es . ..... .. .. 37
A. 1. Signed Message Requesting a Signed Receipt ................ 37

A 2. NMDN for Message A1 ADOVE . ... ... it 37

Hardi ng & Scott I nf or mat i onal [ Page 3]



RFC 4823 AS3 Data I nterchange for EDI|NT April 2007

1

2.

I ntroduction

Previous work on Internet EDI focused on specifying M ME content
types for EDI data [2] and extending this work to support secure

EC/ EDI transport over SMIP [5]. This docunent expands on RFC 1767 to
specify a conprehensive set of data security features, specifically,
data privacy, data integrity, authenticity, non-repudi ation of

origin, and non-repudi ati on of receipt over FTP. This docunent also
recogni zes contenporary RFCs and is attenpting to "re-invent" as
little as possible. Wiile this docunent focuses on EDI data, any
other data type describable in a MME format is al so supported.

I nternet M Me-based EDI can be acconplished by using and conplying
with the foll ow ng docunents:

- RFC 959: File Transfer Protocol

- RFC 2228: FTP Security Extensions

- RFC 1767: EDI Content Type

- RFC 3023: XML Medi a Types

- RFC 1847: Security Miltiparts for MM

- RFC 3462: Multipart/Report

- RFCs 2045 to 2049: M ME

- RFC 3798: Message Disposition Notification

- RFCs 3850, 3851, and 3852: S/M MeE v3.1 Specifications

- RFC 3274:. Conpressed Data Content for Cryptographic Message
Synt ax

- RFC 4217: Securing FTP with TLS

- "Conpressed Data for EDIINT" by T. Harding

Qur intent here is to define clearly and precisely how these are used
together, and what is required by user agents to be conpliant with
this docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [19].

Overvi ew
1. Overall Operations

An FTP upl oad operation is used to send appropriately packaged EDI,
XM., or other business data. The receiving application will poll the
FTP server for inbound nessages, unpackage and handl e the nessage
data, and generate a reply for the originator that contains a nmessage
di sposition acknow edgenment within a nmultipart/report that is signed
or unsigned. This request/reply transactional interchange provides
secure, reliable, and authenticated transport for ED or other
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busi ness data using FTP. The security protocols and structures used
al so support auditable records of these transm ssions.

2.2. Purpose of a Security @Quideline for MM ED

The purpose of these specifications is to ensure interoperability
bet ween B2B El ectroni c Commerce user agents, invoking some or all of
the commonly expected security features. This docunent is also NOT
limted to strict EDI use, but applies to any electronic comerce
application where business data needs to be exchanged over the
Internet in a secure nmanner

2.3. Definitions
2.3.1. Terns
AS3 Applicability Statenent 3. This is the third

applicability statenment produced by the | ETF
EDI | NT wor ki ng group

EDI El ectronic Data I nterchange

EC Busi ness-t o- Busi ness El ectroni c Conmerce
B2B Busi ness to Busi ness

Recei pt The functional nessage that is sent froma

receiver to a sender to acknow edge receipt of
an EDI/EC i nterchange

Si gned Recei pt A receipt containing a digital signature

Message Disposition The Internet nessaging fornmat used to convey a
Notification (NMDN) receipt. This termis used interchangeably wth
receipt. An MDN is a receipt.

Non-repudi ation of NRRis a "legal event" that occurs when the

recei pt (NRR original sender of an EDI/EC interchange has
verified the signed receipt coning back fromthe
receiver. NRR IS NOT a functional or a
techni cal nessage

S/I'M ME A format and protocol for adding Cryptographic

signature and/ or encryption services to Internet
M ME nessages.
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SHA- 1

MC

User Agent (UA)

STL
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NOTE: While the S/M ME specification describes
nore than one format for a signed nessage,
all signed nessages or receipts used with
AS3 MJST utilize the nultipart/signed
format.

A secure, one-way hash al gorithmused in
conjunction with digital signature. SHA-1 is
the recomend al gorithm for AS3.

A secure, one-way hash al gorithmused in
conjunction with digital signature. This
algorithmis acceptable but not recommended due
to its short key I ength and known weaknesses.

The message integrity check (MC) is a
representation of the nmessage digest, which
results fromthe application of the sel ected
hash algorithmto the content to be signed. O
particular interest is the digital signature,

whi ch includes an encrypted copy of the digest.
Additionally, an MDN containing a Received-
content-M C header will also contain (as that
header’s val ue) a base-64-encoded representation
of the digest.

The application that handles and processes the
AS3 request.

Secure Transni ssion Loop, described in the next
section.

2.3.2. The Secure Transm ssion Loop

This docunent’s focus is on the formats and protocols for exchanging
EDI / EC content to which security services have been applied using the
File Transm ssion Protocol (FTP) as the transport.

The "Secure Transm ssion Loop" (STL) conprises the follow ng two

st eps:

a) The originator sends a signed and encrypted docunent with a
request for a signed receipt.

b) The recipient decrypts the document, verifies the signature, and
returns a signed receipt to the sender.

Hardi ng & Scott
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2.

3.

In other words, the follow ng events occur during the execution of
t he STL:

- The organi zati on sending EDI/EC data signs and encrypts the data
using SMME. In addition, the nessage will request a signed
receipt to be returned to the sender of the nessage.

- The receiving organi zati on decrypts the nessage and verifies the
signature, resulting in verified integrity of the data and
authenticity of the sender.

- The receiving organi zation then returns a signed receipt, as
requested to the sending organization in the formof a nessage
di sposition notification. This signed receipt will contain the
hash of the signature fromthe received nessage, indicating to the
sender that the received nessage was verified and/ or decrypted

properly.

The above describes functionality that, if inplenented, will satisfy
all security requirenents and provi de non-repudi ation of receipt for
the exchange. Wile trading partners will usually want to utilize
the STL, this specification does not require it.

3. Definition of Receipts

The termused for both the functional activity and the nessage for
acknow edgi ng delivery of an EDI/EC i nterchange is "receipt" or
"signed receipt". The termreceipt is used if the acknow edgnent is
for an interchange resulting in a receipt that is NOT signed. The
termsigned receipt is used if the acknow edgnent is for an
interchange resulting in a receipt that IS signed. A termoften used
in conbination with receipts is non-repudiation of receipt. NRR
refers to a |l egal event that occurs only when the original sender of
an interchange has verified the signed receipt coning back fromthe
reci pient of the message. Note that NRR is not possible w thout

si gnatures

For additional information on formatting and processing receipts in
AS3, refer to Section 7.
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2.4. (Qperational Assunptions and Options
2.4.1. ED/EC Process Assunptions
- Encrypted object is an EDI/EC I nterchange.

This specification assunes that a typical ED/EC interchange is the
| owest | evel object that will be subject to the application of
security services

Specifically, for EDI ANSI X12, the entire docunent (including the
| SA and | EA segnents) is the atomto which security is applied.

For EDI FACT, the correspondi ng definition includes the segnments
UNA/UNB and UNZ. I n other words, EDI/EC interchanges including
envel ope segnents renmain intact and unreadabl e during secure
transport.

- EDI envel ope headers are encrypted.

Congruent with the above statenent, ED envel ope headers are NOT
visible in the M ME package. 1In order to optimnize routing from
exi sting comercial EDI networks (called Val ue Added Networks or
VANs) to the Internet, work may need to be done in the future to
define ways to extract sone elenments of the envel ope to nmake them
vi si bl e; however, that is beyond the scope of this specification

- X12.58 and UN EDI FACT security considerations
The nmpost conmon EDI standards bodies, ANSI X12 and EDI FACT, have
defined internal provisions for security. X12.58 is the security
mechani sm for ANSI X12, and AUTACK provi des security for EDI FACT
Thi s specification DOES NOT dictate use or non-use of these
security standards. They are both fully conpatible, though
possi bly redundant, with this specification
2.4.2. Process Options
2.4.2.1. Security Options
- Encrypted or un-encrypted data
This specification allows for EDI/EC nessage exchange where the

EDI / EC data can be either un-protected or protected by neans of
encryption.
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- Signed or unsigned data

This specification allows for EDI/EC nessage exchange with or
wi thout digital signature of the original EDI transm ssion

- Use of receipt or not

This specification allows for EDI/EC nessage transnission with or
wi thout a request for receipt notification. |If a signed receipt
notification is requested, however, a MC value is REQU RED as part
of the returned receipt, unless an error condition occurs that
results in the inability to conpute a valid digest. (Such a case
woul d result, for instance, if an encrypted nessage could not be
decrypted.) Under such circunstances, an unsigned receipt (NMDN)
SHOULD be returned with the correct "disposition nodifier" error
val ue.

- Security formatting
This specification relies on the guidelines set forth in RFCs 3852
[9] and 3851 [10]. The first of these RFCs describes the
Crypt ographi ¢ Message Syntax (CM5), and the second contains the
S/M ME Version 3.1 Message Specification describing a MM
contai ner for CMS objects. Wenever the termS/ MM is used in
this docunent, it refers to Version 3.1 as described therein.

- Hash function, nessage di gest choices
When a signature is used, it is RECOWENDED that the SHA-1 hash
al gorithm be used for all outgoing nessages; however, both MD5 and
SHA-1 MUST be supported for incom ng nessages.

- Permutation summary

In sunmmary, the follow ng twelve security permutations are possible
in any given trading rel ationshi p:

1. Sender sends un-encrypted data, does NOT request a receipt.

2. Sender sends un-encrypted data, requests an unsigned receipt.
The recei ver sends back the unsigned receipt.

3. Sender sends un-encrypted data, requests a signed receipt. The
recei ver sends back the signed receipt.

4. Sender sends encrypted data, does NOT request a receipt.
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5. Sender sends encrypted data, requests an unsigned receipt.
recei ver sends back the unsigned receipt.

6. Sender sends encrypted data, requests a signed receipt. Th
recei ver sends back the signed receipt.

7. Sender sends signed data, does NOT request a receipt.

8. Sender sends signed data, requests an unsigned receipt.
Recei ver sends back the unsigned receipt.

9. Sender sends signed data, requests a signed receipt. Rece
sends back the signed receipt.

10. Sender sends encrypted and signed data, does NOT request a
receipt.

11. Sender sends encrypted and signed data, requests an unsigne
recei pt. Receiver sends back the unsigned receipt.

12. Sender sends encrypted and signed data, requests a signed
recei pt. Receiver sends back the signed receipt. This cas
represents the Secure Transm ssion Loop described above.

2.4.2.2. Conpression Options

The AS3 specification supports conpression of transnmitted data
directly through the application of RFC 3274. |nplenmentation det

2007

The

e

ver

d

e

ails

may be found in that RFC and in Harding' s docunent, "Conpressed Data

for EDI | NT".
3. Referenced RFCs and Their Contri bution
3.1. RFC 959: File Transfer Protocol [3]

RFC 959 specifies how data is transferred using the File Transfer
Prot ocol (FTP)

3.2. RFC 2228: FTP Security Extensions [4]

This RFC describes a franework for providing security services to
FTP.

3.3. RFC 1847: M ME Security Miltiparts [7]

Thi s docunent defines security multiparts for MM
mul tipart/encrypted and nul tipart/signed.
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3.4. RFC 3462: Miltipart/Report [12]

RFC 3462 defines the use of the nmultipart/report content type, upon
whi ch RFC 3798 builds to define the Message Disposition Notification.

3.5. RFC 1767: EDI Content [2]

This RFC defines the use of content type "application" for ANSI X12
(application/EDI -X12), EDI FACT (application/EDI FACT), and rutually
defined EDI (application/EDI-Consent).

3.6. RFCs 2045, 2046, and 2049: M ME [1]

These are the basic M M standards, upon which all M Me-rel ated RFCs

build, including this one. Key contributions include definitions of

"content type", "sub-type", and "nultipart", as well as encoding

gui del i nes, which establish 7-bit US-ASCI1 as the canonical character
set to be used in Internet nessaging.

3.7. RFC 3798: Message Disposition Notification [6]
This Internet RFC defines how a Message Disposition Notification
(MDN)is requested, as well as the format and syntax of the MDN. The
MDN is the vehicle used by this specification to provide both signed
and unsi gned recei pts.

3.8. RFC 3852: CM5 [9] and RFC 3851: S/M ME Version 3.1 Message
Speci fication [10]

This specification describes how M Me shall carry Cryptographic
Message Syntax (CMS) bj ects.

3.9. RFC 3850: S/IMME Version 3.1 Certificate Handling [11]

RFC 3850 describes certificate handling in the context of CM5 and
S/I'M ME.

3.10. RFC 3274. Conpressed Data Content Type for Cryptographic Message
Syntax (CWVB) [17]

This specification provides a nmechanismto wap conpressed data
within a CVMB object.
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3.11. RFC 3023: XM. Media Types [16]

This RFC defines the use of content type "application" for XM.. Note
that while conform ng inpl enentati ons SHOULD support the expanded
syntax that RFC 3023 introduces for the "+xm " suffix, no support for
external parsed entity types is anticipated (as it adds significant
complexity to signature processing).

4. Structure of an AS3 Message
4.1. Introduction

The basic structure of AS3 nessages conprises M ME encapsul ated data
with both customary M ME headers and a few additional AS3-specific
outer headers. The structures below are described hierarchically in
terns of which RFCs have been applied to formthe specific structure.
The reader is referred directly to the referenced RFCs for

i mpl enent ati on details.

Any additional restrictions inposed by this AS are specifically
di scussed in the sections that follow

4.2. Structure of an Internet EDI M ME Message
No encryption, no signature

- RFC822/ 2045
- RFC1767/ RFC2376 (application/ EDl xxxx or /xm)

No encryption, signature

- RFC822/ 2045
- RFC1847 (nul tipart/signed)
- RFC1767/ RFC2376 (application/ EDl xxxx or /xm)
- RFC3851 (application/pkcs7-signature)

Encryption, no signature
- RFC822/ 2045

- RFC3851 (application/pkcs7-m ne)
-RFC1767/ RFC2376 (application/ EDI xxxx or /xm ) (encrypted)
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Encryption, signature

- RFC822/ 2045
- RFC3851 (application/pkcs7-m ne)
-RFC1847 (mul tipart/signed) (encrypted)
-RFC1767/ RFC2376 (application/EDI xxxx or /xm) (encrypted)
- RFC3851 (application/pkcs7-signature)(encrypted)

MDN, no signature

- RFC822/ 2045
- RFC3798 (nessage/ di sposition-notification)

MDN, signature

- RFC822/ 2045
- RFC1847 (mul tipart/signed)
- RFC3798 (nessage/ di sposition-notification)
- RFC3851 (application/pkcs7-signature)

While all MM content types SHOULD be supported,
the following MM content types MJST be supported:

Cont ent - Type: nul tipart/signed

Content-Type: nultipart/report

Content-type: nessage/ di sposition-notification
Cont ent - Type: appli cati on/ PKCS7-si gnat ure
Cont ent - Type: applicati on/ PKCS7-m e
Cont ent - Type: application/EDI - X12
Cont ent - Type: application/ EDI FACT
Cont ent - Type: application/edi-consent
Cont ent - Type: application/ XM

5. AS3-Specific Headers
5.1. AS3-From and AS3-To Headers

The AS3-From and AS3-To headers have been provided to assist the
sender and the recipient of an EC docunent to identify each other

AS3- From < AS3- nane >
AS3-To: < AS3- nane >

These headers contain textual values, described by the ABNF [22]

bel ow, identifying the sender/receiver of a data exchange. A value
may be conpany specific (e.g., a Data Universal Numbering System
(DUNS) number), or it may be sinply sone string nutually acceptabl e
to both trading partners used to identify each to the other
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AS3-text = "1" [/ ; printable ASCI|I characters
%35-91 / ; except doubl e-quote (%34)
%693- 126 ; or backslash (%92)

AS3-qtext = AS3-text / SP ; allow space only in quoted text

DQUOTE / ; \" or
Ao ;o\

1l
—

AS3- quot ed- pai r

AS3- quot ed- nane DQUOTE 1*128( AS3-qtext /

AS3- quot ed- pai r) DQUOTE
1*128AS3-t ext

AS3- at om c- nane
AS3- nane = AS3-atom c-nane / AS3-quot ed- nane
Not e: SP and DQUOTE are defined in [ ABNF] RFC 4234.

The AS3- From header value and the AS3-To header val ue MJUST each be an
AS3-nane conprising 1 to 128 printable ASCI| characters. The header
MJUST NOT be folded, and the value for each of these headers is case-
sensitive

The AS3- quot ed-name SHOULD be used only if the AS3-nane does not
conformto AS3-atonic-nane.

The AS3-To and AS3-From header fields MJST be present in all AS3
messages and AS3 NMDNs.

| npl enentations that nap entities such as EDI identifiers/qualifiers
to AS3 identifiers nay choose to constrain the set of AS3-To/ AS3- From
text values to a subset of the full set defined above, but they may
not extend that set.

If the AS3-From or the AS3-To or the association of the two header
values is determned to be invalid or unknown to the receiving
system the receiving system MAY respond w th an unsi gned MDN
contai ni ng an explanation of the error if the sending system
requested an MDN, but it is not required to return an MDN under those
ci rcunst ances.

5.2. AS3- Version Header
The AS3-Version header is a header that is required only if the value
of the header is not "1.0". |Its purpose is to allow systens to

det erm ne which version of this specification (should the
speci fication evolve over tine) the sender of a document has used to
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6.

6.

6.

6.

6.

package the docunent. A user agent MJST NOT reject a nessage if the
versi on header is nissing.

AS3-Version: 1*DIAT . 1*DIA T

A version header value of "1.1" indicates an inplenentation can
support EDI I NT data conpression [20]. A user agent MJST NOT send
conpressed nessages to trading partners who do not use a version
header of "1.1" or greater

FTP Consi der ati ons
1. FTP Security Requirenents

FTP has | ong been viewed as an insecure protocol primarily because of
its use of cleartext authentication [3]. This is addressed by RFC
2228 [4], and the use of one of the security mechani sms descri bed
therein is strongly encouraged. Specifically, conforning

i mpl enent ati ons of AS3 SHALL enploy FTP client/servers that support
the AUTH conmmand described within [4]. Wile any authentication
mechani sm based upon [4] MAY be utilized, AUTH TLS (as described in
[18]) MUIST be supported. (Note that [18] relies on TLS Version 1.0
[13], not Version 1.1 [23].)

2. Large File Transfers

Large files are handl ed correctly by the TCP | ayer. However, the
mechani sm for conpressing data, referenced in Section 2.4.2.2,
efficiently reduces transm ssion requirenments for nmany data types
(including both XML and traditional EDI data). Additionally, sone
FTP i npl enment ati ons support conpression as well.

3. M ME Considerations for FTP

3.1. Required/ Optional Headers

An AS3 nessage MJST contain the foll owi ng outer headers:
AS3-To
AS3- From
Dat e

Message-1 D
Cont ent - Type
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An AS3 nessage OPTI ONALLY NMAY contain the followi ng outer headers:

Subj ect
AS3- Version (assuned to be 1.0 if not present)
Cont ent - Lengt h

An AS3 nessage requesting a receipt MJST contain a D sposition-
Noti fication-To header and MAY contain a Disposition-Notification-
Options header (if the receipt is to be signed).

Addi tional headers MAY be present but are ignored.
6.3.2. Content-Transfer-Encodi ng

FTP defines several data structures and character encodings via the
STRU[ cture] and TYPE commands. AS3 requires the file-structure
(default) and the inmage type. The Content-Transfer-Encodi ng header
SHOULD NOT be used; if the header is present, it SHOULD have a val ue
of binary or 8-bit. The absence of this header or the use of

al ternate val ues such as "base64" or "quoted-printable" MJIST NOT
result in transaction failure. Content transfer encoding of MM
parts within the AS3 nmessage are simlarly constrained.

6.3.3. Epilogue Miust Be Enpty
A M ME nessage containing an epilogue [1] SHALL NOT be used.
6.3.4. Message-ld and Oigi nal - Message-1d

Message-1d and Original -Message-1d are fornatted as defined in
Section 3.6.4 of RFC 2822 [15]: "<" id-left "@ id-right ">".
Message-1d length is a maxi mum of 998 characters. Message-1d SHOULD
be globally unique; id-right should be sonething unique to the
sendi ng host environnent (e.g., a host nane). Wen sending a
message, always include the angle brackets. Angle brackets are not
part of the Message-Id val ue.

NOTE: When creating the Oiginal-Mssage-1d header in an MDN, al ways

use the exact syntax contained in the original nessage: do not
strip or add "angl e brackets".
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7. Structure and Processing of an MDN Message
7.1. Introduction

In order to support non-repudiation of receipt, a signed receipt,
based on digitally signing a nessage disposition notification, is to
be i nplemented by a receiving trading partner’s UA. The nessage

di sposition notification specified by RFC 3798 is digitally signed by
a receiving trading partner as part of a multipart/signed MM
nessage

The follow ng support for signed receipts is REQU RED

1) The ability to create a nmultipart/report; where the report-type =
di sposition-notification

2) The ability to calculate a nessage integrity check (MC on the
recei ved nessage. The calculated M C value will be returned to
the sender of the nmessage inside the signed receipt.

3) The ability to create a nultipart/signed content with the nmessage
di sposition notification as the first body part, and the signature
as the second body part.

4) The ability to return the signed receipt to the sending trading
part ner.

The signed receipt is used to notify a sending trading partner that
requested the signed receipt that:

1) The receiving trading partner acknow edges recei pt of the sent EC
I nt er change

2) If the sent nessage was signed, then the receiving trading partner
has authenticated the sender of the EC Interchange.

3) If the sent nessage was signed, then the receiving trading partner
has verified the integrity of the sent EC Interchange.

Regar dl ess of whether the EDI/EC | nterchange was sent in S/M M
format or not, the receiving trading partner’s UA MJIST provide the
foll owi ng basic processing:

1) If the sent EDI/EC Interchange is encrypted, then the encrypted

symmetric key, and initialization vector (if applicable) is
decrypted using the receiver’s private key.
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2) The decrypted symetric encryption key is then used to decrypt the
EDI / EC | nt er change.

3) The receiving trading partner authenticates signatures in a
message using the sender’s public key.

The aut hentication algorithmperforns the foll ow ng:

a) The nessage integrity check (MC or Message Digest) is
decrypted using the sender’s public key.

b) A MC on the signed contents (the M M header and encoded ED
obj ect, as per RFC 1767) in the nessage received is cal cul ated
usi ng the same one-way hash function that the sending trading
partner used.

c) The M C extracted fromthe nessage that was sent and the MC
cal cul ated using the sane one-way hash function that the
sendi ng tradi ng partner used are conpared for equality.

4) The receiving trading partner formats the MDN and sets the
calculated MC into the "Recei ved-content-M C' extension field.

5) The receiving trading partner creates a nultipart/signed MM
message according to RFC 1847.

6) The MDN is the first part of the multipart/signed nessage, and the
digital signature is created over this MDN, including its MM
headers.

7) The second part of the nultipart/signed nessage contains the
digital signature. The "protocol" option specified in the second
part of the nultipart/signed is as follows: S/MME protocol =
"appl i cation/ pkcs7-si gnature"

8) The signature information is formatted according to S/M ME
specifications. The EC Interchange and the RFC 1767 M ME ED
content header can actually be part of a nultipart M ME content
type. Wen the EDI Interchange is part of a nultipart M ME
content type, the M C MIST be cal cul ated across the entire
mul tipart content, including the MME headers.

The signed MDN, when received by the sender of the ED |Interchange
can be used by the sender:

1) As an acknow edgnment that the EDI |nterchange was sent, and then
was delivered and acknow edged by the receiving trading partner
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The receiver does this by returning the original-nessage-id of the
sent message in the MDN portion of the signed receipt.

2) As an acknow edgrment that the integrity of the EDI
verified by the receiving tradi ng partner.

I nt erchange was
The receiver does this

by returning the calculated M C of the received EC I nterchange

(and 1767 M ME headers)

si gned NDN.

in the "Recei ved-content-MC" field of the

3) As an acknow edgnent that the receiving trading partner has

aut henti cated the sender of the EDI

4) As a non-repudiation of

I nt er change.

recei pt when the signed MDN is

successfully verified by the sender with the receiving trading
partner’s public key and the returned M C value inside the MDN is

the sane as the digest of the original

nessage.

Message Disposition Notifications (NMDN)

The AS3-MDNs are returned on a separate FTP TCP/I P connection and are
a response to an AS3 nessage.

The following diagramillustrates the delivery of an AS3- MDN

delivery:

AS3- VDN
[S] ----(
[S] ---(
(Sl -

<=
<=
<=

[S]
[S]
[S]

Not e:

connect )---->[R]
send )------- > [R]
di sconnect )-> [R]
connect )----- [R]
send )-------- [R
di sconnect )-- [R]

programi ng not es.

7.3.

Requesting a Si gned Recei pt

[ FTP Server]
[ AS3- Message]
[ FTP Server]

[ FTP Server]

[ AS3- MDN ]
[ FTP Server]

Refer to Section 7.4.4 for additional

Message Disposition Notifications are requested as per
i ssue a message di sposition
notification is nmade by placing the foll owi ng header into the nessage

request that the receiving user agent

to be sent:

MDN- r equest - header = "Di sposition-notification-to"

This syntax is a residual

RFC 3798. A

ftpurl

of the use of MDN' s in an SMIP transfer.

Since this specification is adjusting the functionality from SMIP to
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FTP and retaining as nuch as possible fromthe [5] functionality, the
ftpurl nust be present.

The ftpurl field is specified as an RFC 1738 <URL:"ftp://" login |
"/" fpath [ ";type=" ftptype ]]> and while it MJST be present, it
may be ignored if the ftpurl points to an unknown location. |[If the
ftpurl points to an unknown |ocation, it is RECOVWENDED that the ndn
is returned back to a known ftpurl for the sender of the received
nmessage

For requesting MDN-based receipts, the originator supplies the
requi red extension headers that precede the nessage body.

The header "tags" are as follows:

A Disposition-notification-to header is added to indicate that a
message di sposition notification is requested. This header is
specified in [6].

A Message-| D header is added to support nessage reconciliation, so
that an Original - Message-1d val ue can be returned in the body part of
t he NDN.

O her headers, especially "Date", SHOULD be supplied; the val ues of
these headers are often nentioned in the human-readabl e section of an
MON to aid in identifying the original nessage.

Di sposition-notification-options identifies characteristics of the
nessage.

The following Disposition notification is in accordance with [6].

EXAMPLE:
Di sposition-notification-to: /'l Requests the MDN
ftp://host: port/inbox /1 Location to return NDN
Di sposition-notification-options: // The signing options for

VDN
si gned-r ecei pt - prot ocol =opti onal, pkcs7-signature;
si gned-recei pt-ni cal g=optional, shal, nd5

Di sposition-notification-options syntax:

Di sposition-notification-options =
"Di sposition-Notification-Options:"
di sposition-notification-paraneters

di sposition-notification-paraneters =
paraneter *(";" paraneter)
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paraneter = attribute "=" inportance ", " value *("," val ue)
i mportance = "required" / "optional"
attribute = "signed-receipt-protocol”™ / "signed-receipt-mcalg"

So the Disposition-notification-options string could be:

si gned-r ecei pt - prot ocol =opti onal, <protocol synbol >;
si gned-recei pt-m cal g=optional, <mcalgl> <mcalg2>,...

The currently supported value for <protocol synbol> is "pkcs7-
signature" for the S/IM Me detached signature fornmat.

The currently supported values for MC al gorithm <nical g> val ues are:

Al gorithm Val ue

Used
VD5 nd5
SHA- 1 shal

Recei ving agents SHOULD be able to recover gracefully froma <m cal g>
paraneter value that they do not recognize

The senmantics of the "signed-receipt-protocol" paranmeter is as
fol | ows:

1) The "signed-receipt-protocol"” parameter is used to request a
signed receipt fromthe recipient trading partner. The "signed-
recei pt-protocol"” paraneter also specifies the format in which the
signed recei pt should be returned to the requester

The "signed-receipt-mcalg" paraneter is alist of MC algorithns
preferred by the requester for use in signing the returned receipt
and calculating the mcalg in the Received-content-M C header

The list of MC algorithms should be honored by the recipient from
left to right. Both the "signed-receipt-protocol" and the

"si gned-recei pt-mcal g" option paraneters are REQU RED when
requesting a signed receipt.

2) The "inportance" attribute of "Optional" is defined in RFC 3798,
Section 2.2, and has the follow ng neaning:

Paranmeters with an inportance of "Optional" pernmit a UA that does

not understand the particular options parameter to still generate
an MDN in response to a request for an MDN. A UA that does not
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under stand the "signed-receipt-protocol" paraneter, or the
"si gned-recei pt-mcal g" paraneter, will obviously not return a
si gned receipt.

The inportance of "Optional" is used for the signed receipt
paraneters because it is RECOMVENDED that an MDN be returned to
the requesting trading partner even if the recipient could not
signit.

The returned MDN will contain information on the disposition of
the message as well as on why the MDN coul d not be signed. See
the Disposition field in Section 7.5 for nore information

Wthin an ED trading relationship, if a signed receipt is expected
and is not returned, then the validity of the transaction nmust be
determ ned by the trading partners. Typically, if a signed receipt
is required by the trading relationship and is not received, the
transaction will likely not be considered valid

7.3.1. Signed Receipt Considerations

The met hod used to request a receipt or a signed receipt is defined
in RFC 3798, "An Extensible Message Format for Message Disposition
Noti fications”

The "rul es" for processing a receipt-request follow

1) When a receipt is requested, explicitly specifying that the
recei pt be signed, then the receipt MJIST be returned with a
signature unless conditions (2) or (3) below are applicable.

2) When a receipt is requested, explicitly specifying that the
recei pt be signed, but the recipient cannot support either the
requested protocol format, or requested MC algorithms, then
either a signed or unsigned recei pt SHOULD be returned.

3) Wien a receipt is requested, explicitly specifying that the
recei pt be signed, but the recipient is unable to conpute the
di gest (e.g., nessage was encrypted, and recipient unable to
decrypt), then the recipient SHOULD NOT return "Recei ved-content-
MC' in the MDNto the requestor. |If the MDN sets the disposition

(e.g., "processed/error: decryption-failed") appropriately, then
the "Received-content-M C' nay be returned, but the value nust be
di scar ded
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4)

5)

7.4.

When a signature is not explicitly requested, or if the signed
recei pt request paraneter is not recogni zed by the UA then no
recei pt, an unsigned receipt, or a signed recei pt MAY be returned
by the recipient.

If a nessage is received without a request for a receipt, then a
recei pt (signed or unsigned) MAY be returned.

The "Recei ved-content-M C' MJST be cal cul ated as fol | ows:

- For any signed nessages, the MC to be returned is cal culated on
the RFC 1767 M ME header and content. Canonicalization as
specified in RFC 1848 MJUST be perfornmed before the MCis
cal cul ated, since the sender requesting the signed receipt was
al so REQUI RED to canoni cali ze.

- For encrypted, unsigned nessages, the MCto be returned is
cal cul ated on the decrypted RFC 1767 M ME header and content.
The content after decrypti on MIST be canonicalized before the
M C is cal cul at ed.

- For unsigned, un-encrypted nessages, the M C MJST be cal cul at ed
over the nessage contents prior to Content-Transfer-Encodi ng and
wi thout the M ME or any other RFC 822 [14] headers, since these
are sonetinmes altered or reordered by nessage transfer agents
(MTAs) .

MDN For mat and Val ue

This section defines the format of the AS3 Message Disposition
Notification (AS3-MDN).

7.4.1.

AS3- MDN CGeneral Formats

The AS3-MDN follows the MDN specification [6] except where noted in
this section. The nodified entity definitions in this docunent use

the vertical -bar character, '|', to denote a logical "OR
construction. Refer to RFC 2045 for the format of M ME-nessage-
headers.

Har di

The format of the AS3-MDN is
MDN, no signature

- RFC822/ 2045
- RFC3798 (message/ di sposition-notification)
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MDN, signature

- RFC822/ 2045
- RFC1847 (mul tipart/signed)
- RFC3798 (message/ di sposition-notification)
- RFC3851 (application/pkcs7-signature)

7.4.2. AS3-NMDN Construction

The AS3-MDN-body is formatted as a MME nultipart/report with a
report-type of "disposition-notification"

When unsi gned, the transfer-layer ("outernost") entity-headers of the
AS3- MDN contai n the Content-Type header that specifies a content type
of "multipart/report", paraneters indicating the report-type, and the
val ue of the outernmost multipart boundary.

When the AS3-MDN is signed, the transfer-layer ("outernost") entity-
headers of the AS3-MDN contain a Content-Type header that specifies a
content type of "nultipart/signed", paraneters indicating the

al gorithmused to conpute the nessage di gest, the signature
formatting protocol (e.g., pkcs7-signature), and the value of the
outernost mnultipart boundary. The first part of the MM

mul ti part/signed nessage is an i nbedded M ME nul tipart/report of type
"di sposition-notification". The second part of the nultipart/signed
message contains a M ME application/pkcs7-signature nessage.

The first part of the MME nultipart/report is a "human-readabl e"
portion that contains a general description of the nessage

di sposition. The second part of the MME nultipart/report is a
"machi ne-readabl e" portion that is defined as

AS3-di sposition-notification-content =
[ reporting-ua-field CRLF ]
[ mdn-gateway-field CRLF ]
[ original-recipient-field CRLF ]
final-recipient-field CRLF
[ original-nessage-id-field CRLF ]
AS3-di sposition-field CRLF
*( failure-field CRLF )
*( error-field CRLF )
*( warning-field CRLF )
*( extension-field CRLF )
[ AS3-received-content-MC-field CRLF ]

It is noted that several of the optional fields defined by RFC 3798

and shown above are not relevant to a point-to-point transport such
as FTP and would not nornally appear in an AS3 NMDN
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7.4.3. AS3-MDN Fields

The rules for constructing the AS3-di sposition-notification-content
are identical to the rules for constructing the di sposition-
notification-content as defined in Section 7 of RFC 3798 [6] except
that the RFC 3798 disposition-field has been replaced with the AS3-
di sposition-field and that the AS3-received-content-MC field has
been added. The differences between the RFC 3798 disposition-field
and the AS3-disposition-field are described below. \Were there are
di fferences between this document and RFC 3798, those entity nanes

have been changed by prepending "AS3-". Entities below that do not
differ fromRFC 3798 are not necessarily further defined in this
docunent .

Refer to RFC 3798 [6] and RFC 4234 [22] for entities that are not
further defined in this docunent.

AS3-di sposition-field = "Di sposition:" disposition-node ";"
AS3-di sposition-type [ "/" AS3-disposition-nodifier]

di sposition-node = action-node "/" sendi ng- node

action-node = "manual -action” / "automatic-action”
sendi ng- nrode = "MDN- sent-nanual | y" / "MDN-sent-autonatically"”
AS3-di sposition-type = "processed" / "failed"

AS3-di sposition-nodifier = ( "error"™ / "warning" ) /
AS3-di sposi ti on-nodi fier-extension

AS3-di sposi ti on-nodifier-extension =
“error: authentication-failed" /
"error: deconpression-failed" /
"error: decryption-failed" /
"error: insufficient-nmessage-security" /
"error: integrity-check-failed" /
"“error: unexpected-processing-error" /
"warni ng: " AS3- MDN-war ni ng- descri ption /
"failure: " AS3-NMDN-failure-description

AS3- MDN- war ni ng-description = *( TEXT )
AS3- MDN-fai | ure-description = *( TEXT )
AS3-recei ved-content-MC-field =

"Recei ved-content-M C. " encoded- nessage- di gest
"," digest-alg-id CRLF
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7.

encoded- nessage- di gest =
1*( ALPHA/ DT/ "/" [ "+" ) *3"="
;( i.e. base64( nessage-digest ) )

digest-alg-id = "shal" / "nd5"

The "Received-content-M C' extension field is set after the integrity
of the received nmessage is verified. The MC is the base64-encoded
nmessage- di gest conputed over the received nessage with a hash
function. This field is required for signed receipts but optiona

for unsigned receipts. For details defining the specific content
over which the nmessage-digest is to be conputed, see Section 7.3.1 of
t hi s docunent.

The algorithmused to cal cul ate the nessage di gest MJST be the sane
as the "mcal g" value used by the sender in the nultipart/signed
message. When no signature is received, the nessage-di gest MJST be
cal cul ated using the algorithmspecified by the "micalg" value in the
Di sposition-Notification-Qptions header. Wen no signature is
received and no micalg paraneter is provided, then the SHA-1

al gorithm MJST be used to calculate the digest. This field is set
only when the contents of the nessage are processed successfully.
This field is used in conjunction with the recipient’s signature on
the MDN in order for the sender to verify non-repudiation of receipt.

AS3-MDN field nanes (e.g., "Disposition:", "Final-Recipient:") are
case-insensitive (cf. RFC 3798, Section 3.1.1).

AS3- MDN acti on- nodes, sendi ng- nodes, AS3-di sposition-types, and AS3-
di sposition-nodifier values that are defined above, and user-supplied
*( TEXT ) values are also case-insensitive. AS3 inplenentations MJST
NOT nmeke assunptions regarding the val ues supplied for AS3- MDN-

war ni ng- descri ption or AS3- MDN-failure-description or for the val ues
of any (optional) error, warning, or failure fields.

4.4, Additional AS3-MDN Programing Notes

1. Unlike SMIP, for FTP transactions, Oiginal-Recipient and Fina
Reci pi ent SHOULD NOT be different. The value in Oiginal-
Message-1 D MUST match the original Message-|D header val ue.

2. Refer to RFC 3462 and RFC 3798 for the fornmatting of the
Content-Type entity-headers for the NMDN

3. Use an action-node of "automatic-action" when the disposition
described by the disposition type was a result of an automatic
action, rather than an explicit instruction by the user for this
nessage.
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4. Use an action-node of "nanual -action" when the disposition
described by the disposition type was a result of an explicit
instruction by the user rather than sone sort of automatically
performed action.

5. Use a sendi ng-node of "MDN-sent-automatically" when the MDN is
sent because the UA had previously been configured to do so.

6. Use a sending-node of "MDN- sent-manual ly" when the user
explicitly gave permi ssion for this particular MDN to be sent.

7. The sendi ng-node "MDN-sent-nmanual ly" is ONLY neani ngful with
"manual -action", not with "automatic-action".

8. The "failed" disposition type MAY NOT be used for the situation
in which there is sone problemin processing the nessage ot her
than interpreting the request for an MDN. The "processed" or
ot her disposition type with appropriate disposition nodifiers is
to be used in such situations.

9. An AS3 inplenmentation MJST present to its trading partners an
FTP-conmpl i ant server interface where i nbound docunents and NMDNs
are received.

10. An AS3 inplenentation MJUST be able to retrieve i nbound nessages
fromits currently configured FTP server interface

Note: Programmi ng Notes 9 and 10 do not inply any specific method for
supplying the FTP server interface. But, they do allow for
several different types of inplenentations. Sone vendors may
choose to inmbed an FTP-conpliant server interface within their
product, and others may choose to utilize off-the-shelf FTP
servers to supply the required FTP server interface. Some may
choose to utilize hosting services provided by their trading
partner or by a third-party hosting service. Whichever nethod
is utilized, an AS3 inplenentation MJST support rules 9 and 10.

11. AS3 inplenentations MAY i mbed an FTP server interface within
their product.

12. AS3 inplenmentations MIST be configurable to allow the use of an
external FTP hosting service.

Note: An external FTP hosting service may be hosted by a third-party
or possibly hosted by your tradi ng partner

Hardi ng & Scott I nf or mat i onal [ Page 27]



RFC 4823 AS3 Data I nterchange for EDI|NT April 2007

13. An AS3 inplenentation MUST be able to send busi ness docunents and
MONs to a trading partner’s currently configured FTP server
i nterface.

14. An AS3 inplenmentation may inbed FTP client code into their
product or use a third-party FTP client.

15. Exanpl e Confi gurations
1. Peer to Peer

Trading Partner A (TPA) is using a |ocal FTP server, and
Trading Partner B (TPB) is using an i nbedded FTP server.

[Adient] ----( connect )---->[B Server]

[Adient] ----( send )------- > [B Server] [AS3-Message]
[Adient] ----( disconnect )-> [B Server]

A Server] <---( connect )----- [B dient]

[A Server] <---( send )-------- [B dient] [AS3-MN]]
[A Server] <---( disconnect )-- [B Server]

[Adient] <---( GET )--------- [A Server]

2. Third-Party Hosting
Both parties are using the sane third-party-hosted FTP server.

[Adient] ----( connect )----> [Hosted Server]

[Adient] ----( send )------- > [Hosted Server] [AS3-Message]
[Adient] ----( disconnect )-> [Hosted Server]

[Hosted Server]( GET )-------- > [B dient]

[ Hosted Server] <---( connect )----- [B dient]

[ Hosted Server] <---( send )-------- [B Adient] [AS3-MN]]

[ Hosted Server] <---( disconnect )-- [B dient]

[Adient] <---( GET )--------- [ Host ed Server]

3. Tradi ng Partner Hosting
TPA is using the inmbedded FTP server hosted by TPB.

[Adient] ----( connect )---->[B Server]

[Adient] ----( send )------- > [B Server] [AS3-Message]
[Adient] ----( disconnect )-> [B Server]

[B Server] <---( connect )----- [B dient]

[B Server] <---( send )-------- [B ddient] [AS3-MN]]
[B Server] <---( disconnect )-- [B dient]

[Adient] <---( GET )--------- [B Server]
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7.5. Disposition Mde, Type, and Modifi er
7.5.1. Disposition Mde Overview

This section will provide a brief overview of how processed, error
failure, or warning notifications are used.

7.5.2. Successful Processing Status Indication

When a receipt or signed receipt is requested, and the received
message contents are successfully processed by the receiving ED UA
a recei pt or MDN SHOULD be returned with the "di sposition-type" set
to "processed". Wen the MDN is sent automatically by the ED UA
and there is no explicit way for a user to control the sending of the
MDN, then the first part of the "disposition-node" should be set to
"automatic-action".

When the MDN is being sent under user-configurable control, then the
first part of the "disposition-node" should be set to "nanual -
action". Since a request for a signed receipt should al ways be
honored, the user MJUST not be allowed to configure the UA not to send
a signed recei pt when the sender requests one.

The second part of the "disposition-node" is set to "NMDN sent-
manual | y" if the user gave explicit pernission for the MON to be
sent. Again, the user MJUST not be allowed to explicitly refuse to
send a signed recei pt when the sender requests one. The second part
of the "disposition-node" is set to "MDN sent-automatically" whenever
the EDI UA sends the MDN automatically, regardl ess of whether the
sendi ng was under a user’s, an adnmnistrator’s, or software control

Since EDI content is generally handl ed automatically by the EDI UA a
request for a receipt or signed receipt will generally return the
following in the "disposition-field"

Di sposition: autonmatic-action/ MDN-sent-autonmatically; processed

Note this specification does not restrict the use of the

"di sposi tion-node" to just automatic actions. Manual actions are
valid as long as it is kept in mind that a request for a signed
recei pt MJST be honored.

7.5.3. Unsuccessful Processed Content
The request for a signed receipt requires the use of two
"di sposition-notification-options", which specify the protocol format

of the returned signed receipt, and the MC algorithmused to
calculate the M C over the nessage contents. The "disposition-field"
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val ues that should be used in the case where the nessage content is
being rejected or ignored should be specified in the MDN

"di sposition-field" as below. (An exanple of this case is when the
EDI UA determines that a signed recei pt cannot be returned because it
does not support the requested protocol format, so the ED UA chooses
not to process the nessage contents itself.)

Di sposition: "disposition-node"; failed/Failure: unsupported Fornat

The "fail ed" AS3-disposition-type should be used when a failure
occurs that prevents the proper generation of an NMDN

For exanple, this disposition-type would apply if the sender of the
message requested the application of an unsupported nessage-
integrity-check (MC) algorithm

The "failure:" AS3-disposition-nodifier-extension should be used with
an inpl enentati on-defined description of the failure.

Furt her information about the failure nmay be contained in a failure-
field. The syntax of the "failed" "disposition-type" is general

all owi ng the sending of any textual information along with the
"failed" "disposition-type". Inplementations WLL support any
printable textual characters after the Failure disposition-type.

For use in Internet EDI, the following "failed" values are pre-
defined and MJUST be support ed:

"Failure: unsupported format"
"Failure: unsupported M C-al gorithns"

7.5.4. Unsuccessful Non-Content Processing

When errors occur in processing the received nessage, other than
content, the "disposition-field" should be set to the "processed"
"di sposition-type" value and the "error" "disposition-nodifier"
val ue.

The "error" AS3-disposition-nodifier with the "processed"
di sposition-type should be used to indicate that an error of sone
sort occurred that prevented successful processing of the nessage.

Further information may be contained in an error-field.
An "error:" AS3-disposition-nodifier-extension should be used to
conbi ne the indication of an error with a pre-defined description of
a specific, well-known error. Further information about the error
may be contained in an error-field.
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For use in Internet EDI, the following "error" "disposition-nodifier"
val ues are defi ned:

"Error: decryption-failed"
The receiver could not decrypt the nessage contents.

"Error: authentication-fail ed"
The receiver could not authenticate the sender

"Error: integrity-check-failed"
The receiver could not verify content integrity.

"Error: insufficient-nessage-security"
The security level of the nmessage did not match the agreed | eve
bet ween TPs.

"Error: deconpression-failed"
The receiver could not deconpress the nessage contents.

"Error: unexpected-processing-error"
A catch-all for any additional processing errors.

An exanpl e of how the "disposition-field" would | ook when processing
errors, other than content, are detected is as foll ows:

EXAMPLE
Di sposi tion: "disposition-node"
processed/ Error: decryption-failed

7.5.5. Processing Warnings

Situations arise in EDI where even if a trading partner cannot be

aut henticated correctly, the trading partners still agree to continue
processing the EDI transactions. Transaction reconciliation is done
between the trading partners at a later time. 1In the content

processi ng warning situations descri bed above, the "di sposition-
field" SHOULD be set to the "processed" "disposition-type" val ue, and
t he "warni ng" "disposition-nodifier" val ue.

The "war ni ng" AS3-di sposition-nodifier should be used with the
"processed"” disposition-type to indicate that the nmessage was
successfully processed but that an exceptional condition occurred.

Further information nmay be contained in a warning-field.
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A "warning:" AS3-di sposition-nodifier-extension should be used to
conbine the indication of a warning with an inpl ementati on-defined
description of the warning. Further information about the warning
may be contained in a warning-field.

For use in Internet EDI, the follow ng "warning" "disposition-
nodi fier" val ues are defined:

"WArni ng: authentication-failed, processing continued"

An exanpl e of how the "disposition-field" would | ook when processing
war ni ngs, other than content, are detected is as foll ows:

EXAMPLE
Di sposition: "disposition-node"; processed/ Wrning:
aut henti cation-fail ed, processing continued

8. Public Key Certificate Handling

In the near term the exchange of public keys and certification of

t hese keys nust be handl ed as part of the process of establishing a
tradi ng partnership. The UA and/or EDI application interface nust
mai ntai n a dat abase of public keys used for encryption or signatures,
in addition to the nmapping between ED trading partner ID and FTP
URL/URI. The procedures for establishing a trading partnership and
configuring the secure EDI nessagi ng system nmi ght vary anong tradi ng
partners and sof tware packages

X. 509 certificates are REQURED. It is RECOMVENDED that trading
partners self-certify each other if an agreed-upon certification
authority is not used. This applicability statenent does NOT require
the use of a certification authority.

The use of a certification authority is therefore OPTI ONAL.
Certificates may be self-signed. It is RECOMMENDED t hat when trading
partners are using S/MME, that they al so exchange public key
certificates using the recomendations specified in the SIMME
Version 3.1 Message Specification

The message formats and S/ M ME confornance requirenents for
certificate exchange are specified in this docunent. 1In the |ong
term additional Internet-ED standards nay be devel oped to sinplify
the process of establishing a trading partnership, including the
third-party authentication of trading partners, as well as attributes
of the trading relationship.
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9.

Security Considerations
This entire docunent is concerned with secure transport of business-
t o- busi ness data, and it considers both privacy and authentication

i ssues.

Extracted from S/M ME Version 2 Message Specification [21]:

40-bit encryption is considered weak by nost cryptographers.
Usi ng weak cryptography in SIMME offers little actual security
over sending plaintext. However, other features of S/M ME, such
as the specification of tripleDES and the ability to announce
stronger cryptographic capabilities to parties with whom you
communi cate, all ow senders to create nessages that use strong
encryption. Using weak cryptography is never reconmended unl ess
the only alternative is no cryptography. Wen feasible, sending
and receiving agents should inform senders and recipients the
relative cryptographic strength of nessages.

Extracted from S/MME Version 3.1 Certificate Handling [11]:

When processing certificates, there are many situati ons where the
processing mght fail. Because the processing may be done by a
user agent, a security gateway, or other program there is no
single way to handl e such failures. Just because the nethods to
handl e the failures has not been listed, however, the reader
shoul d not assune that they are not inportant. The opposite is
true: if a certificate is not provably valid and associated with
t he message, the processing software should take inmedi ate and
noti ceabl e steps to informthe end user about it.

Some of the nany places where signature and certificate checking
nm ght fail include:

- no Internet nail addresses in a certificate nmatches the sender
of a nessage, if the certificate contains at |east one nmi
addr ess

- no certificate chain leads to a trusted CA

- no ability to check the Certificate Revocation List (CRL) for a
certificate

- an invalid CRL was received

- the CRL being checked is expired

- the certificate is expired

- the certificate has been revoked
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10.

10.

There are certainly other instances where a certificate nay be
invalid, and it is the responsibility of the processing software
to check themall thoroughly, and to decide what to do if the
check fails.

The following certificate types MUST be support ed.
Wth URL
Wt hout URL
Self Certified
Certification Authority Certified

The conplete certification chain MJST be included in all
certificates. Al certificate verifications MJST "chain to root".
Additionally, the certificate hash should match the hash reconputed
by the receiver.
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Appendi x A,  Message Exanpl es

NOTE: All exanples are provided as an illustration only, and are not
consi dered part of the protocol specification. |If an exanple
conflicts with the protocol definitions specified above or with
that of a referenced RFC, the exanple is wong.

A. 1. Signed Message Requesting a Signed Receipt

Date: Wed, 31 Jul 2002 13:34:50 GV
AS3-Version: 1.0
AS3-From cycl one
AS3-To: "tradi ng partner"
Message-1d: <200207310834482A70BF63@ost . conp
Di sposition-Notification-To: ftp://host: port/nminbox
Di sposition-Notification-Options: signed-receipt-
pr ot ocol =opti onal , pkcs7-si gnat ur e;
si gned-recei pt-m cal g=opti onal , shal
Content - Type: nultipart/signed; boundary="as3BouNdarylas3"
prot ocol ="application/ pkcs7-si gnature"; mcal g=shal
Content - Lengt h: 3075

--as3BouNdarylas3
Cont ent - Type: application/edi-x12
Content-Disposition: Attachnent; filenane=rfcl767. dat

[ISA ...ED transaction data...|EA ..]

--as3BouNdarylas3
Cont ent - Type: application/ pkcs7-signature

[omtted binary pkcs7 signature data]
- -as3BouNdarylas3- -

A.2. MDN for Message A 1 Above

Date: Wed, 31 Jul 2002 13:34:50 GVII

AS3- From "trading partner"

AS3- To: cycl one

AS3-Version: 1.0

Message- |1 D <709700825.1028122454671. JavaMai | @di Xchange>

Content-Type: nultipart/signed; mcal g=shal
prot ocol ="appl i cation/ pkcs7-si gnat ure"
boundary="----=_Part_57_648441049. 1028122454671"

Cont ent - Lengt h: 1024

------ =_Part_57_648441049. 1028122454671
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& Content-Type: multipart/report;
& Report-Type=di sposition-notification

& boundary="----= Part_ 56_1672293592. 1028122454656"
&
& ----- = Part_56_1672293592. 1028122454656

&Cont ent - Type: text/plain

&Cont ent - Tr ansf er - Encodi ng: 7bit

&

&VDN for -

& Message I D: <200207310834482A70BF63@ost . conr

From cycl one

To: "trading partner”

Recei ved on: 2002-07-31 at 09:34:14 (EDT)

Status: processed

Comrent: This is not a guarantee that the nessage has been
conpl etely processed or understood by the receiving translator

------ = Part_56_1672293592. 1028122454656
Cont ent - Type: nessage/ di sposition-notification
Cont ent - Transf er - Encodi ng: 7bi t

Reporting- UA: AS3 Server

Original -Recipient: rfc822; "trading partner”

Fi nal - Reci pient: rfc822; "trading partner"

Ori gi nal - Message-1 D <200207310834482A70BF63@ost . conp

Recei ved-content-M C.  7v7F++f QaNB1sVLFt MRp+dF+e=, shal

Di sposition: automatic-action/ MDN-sent-automatically; processed

Ro Ro Ro Ro Ro Ro Ro R0 RO Ro Ro Qo R0 RO RO Ro RO Ro Qo

------ =_Part_56_1672293592. 1028122454656- -

------ = Part_57_648441049. 1028122454671

Cont ent - Type: appli cation/ pkcs7-signature; name=sni ne.p7s
Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnment; fil ename=sm nme. p7s

M AGCSqGSI b3DQEHAqCAM ACAQEX Cz AJBgUr DgMCGgUAM AGCSqGSI b3DQ
cp24hMINbx DKHnl B9j Ti QzLwSwo+/ 90Pc87x+Sc 6 EpFSUYWGAAAAAAAA
------ = Part_57_648441049. 1028122454671- -

Not es:

1. The lines proceeded with "&"' are what the signature is
cal cul at ed over.

2. For details on how to prepare the multipart/signed with
prot ocol ="application/ pkcs7-si gnature", see RFC 3851 [10],
"Secure/ Ml tipurpose Internet Miil Extensions (S/M ME) Version
3.1 Message Specification”

Hardi ng & Scott I nf or mat i onal [ Page 38]



RFC 4823

4.

Aut hor s’

Terry
Axway

AS3 Data I nterchange for EDI|NT April 2007

Note that the textual first body part of the nultipart/report
can be used to include a nore detail ed explanation of the error
conditions reported by the disposition headers. The first body
part of the nultipart/report, when used in this way, allows a
person to better diagnose a problemin detail.

As specified by RFC 3462 [12], returning the original or
portions of the original nessage in the third body part of the
multipart/report is not required. This is an optional body
part. However, it is RECOMMENDED that this body part be
omtted or left blank.

Addr esses

Har di ng

8388 E. Hartford Drive, Suite 100
Scottsdal e, AZ 85255 USA

EMai | :

t har di ng@is. axway. com

Ri chard Scott

Axway

8388 E. Hartford Drive, Suite 100
Scottsdal e, AZ 85255 USA

EMai | :

rscott @s. axway. com
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