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Abstr act

Using Mobile IP, a nobile node registers with its hone agent each
time it changes care-of address. This docunent describes a new kind
of "regional registrations", i.e., registrations local to the visited
domain. The regional registrations are perfornmed via a new network
entity called a Gateway Foreign Agent (GFA) and introduce a |l ayer of
hierarchy in the visited domain. Regional registrations reduce the
nurmber of signaling messages to the honme network, and reduce the
signaling del ay when a nobil e node noves from one foreign agent to
another within the sanme visited domain. This docunment is an optiona
extension to the Mbile | Pv4 protocol
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1

I ntroduction

This docunent is an optional extension to the Mbile | Pv4 protocol
and proposes a neans for nobile nodes to register locally within a
visited domain. By registering locally, the nunber of signaling
messages to the hone network are kept to a mininmum and the signaling
delay is reduced.

In Mobile IP, as specified in [RFC3344], a nobile node registers with
its home agent each time it changes care-of address. |[If the distance
between the visited network and the hone network of the nobile node
is large, the signaling delay for these registrations nay be |ong.

We propose a solution for perforning registrations locally in the
visited domain: regional registrations. Regional registrations

m nimze the nunber of signaling nessages to the hone network, and
reduce the signaling delay when a nobil e node noves from one foreign
agent to another within the sane visited domain. This will both
decrease the | oad on the hone network, and speed up the process of
handover wi thin the visited domain.

Regi onal registrations introduce a new network node: the Gateway
Foreign Agent (GFA). The address of the GFA is advertised by the
foreign agents in a visited domain. Wen a nobile node first arrives
at this visited domain, it perforns a hone registration -- that is, a
registration with its hone agent. At this registration, the nobile
node registers the address of the GFA as its care-of address with its
home agent. Wen noving between different foreign agents within the
same visited domain, the nobile node only needs to nmake a regiona
registration to the GFA

In their sinplest form regional registrations are perforned
transparently to the hone agent. Additionally, regiona

registrations may al so all ow dynani ¢ assi gnnent of GFA. The sol ution
for dynam ¢ GFA assignnent requires support in the nmobile node, the
foreign agent, the GFA, and the hone agent.

The proposed regional registration protocol supports one |evel of
foreign agent hierarchy beneath the GFA, but the protocol may be
utilized to support several levels of hierarchy. Miltiple |evels of
hi erarchy are not discussed in this docunent.

Al t hough this docunment focuses on regional registrations in visited
domai ns, regional registrations are al so possible in the hone donain.

Forei gn agents that support regional registrations are also required
to support registrations according to Mbile | Pv4d [ RFC3344].

The follow ng section gives an overvi ew of regional registrations.
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2.

Overvi ew of Regi onal Registrations

In standard Mbile IP, there are three entities of interest. The
Mobil e Node (MN), the Foreign Agent (FA), and the Hone Agent (HA).
The MN communi cates with the HA, either through an FA or directly (if
it has a co-located care-of address). Wth Regional Registrations, a
new entity is defined: the Gateway Foreign Agent (GFA). The GFA sits
bet ween the MV FA and HA, and to the HA, it appears as if the W' s
tenporary care-of address is that of the GFA. Wen a MN noves within
a site, it only need interact with the GFA, so that the GFA knows at
what tenporary address the MN is currently reachable.

Two types of registration nmessages are used. Regul ar [ RFC3344]
Regi stration Requests/Replies are still used for when the M\
exchanges Regi stration Requests/Replies with the HA but these
messages get forwarded through a GFA, and incl ude new extensions.

In addition, a new pair of registration nessages, Regional

Regi strati on Requests/ Replies, are used between M\s/FAs/ GFAs for
intra-site signaling. A M uses these nessages to comunicate its
new addresses to the GFA as it nobves around within a site.

There are two nodels of how the MN uses Regional Registrations. The
FA can advertise a GFAto the MN. Alternatively, the FA can indicate
that dynam c assignnent of GFAis to be used. Wth dynanic GFA

assi gnnent, the M\ does not choose the GFA, rather the FA (or GFA)
does so after receiving a Registration Request fromthe MN. However,
in this nmode the HA nust understand (and support) Regional

Regi strations in order for themto be used. This last formis not
transparent because the MN doesn’t know in advance what GFA will be
used, and cannot include it in a signed nessage to the HA

When a MN noves to a new donain (deterni ned by conparing its Network
Access ldentifier (NAI) [RFC4282] with the FA-NAI included in

recei ved Agent Advertisenents), it can opt to use Regional

Regi strations. A site indicates support for Regional Registrations
by setting the I-bit of the Mobile | P Agent Advertisenent extension.
In addition, such advertisenents include a list of one or nore care-
of addresses. |If there is only one care-of address, this is the
address of the FA itself. |In addition, the advertisenent may include
the address of the GFA. A GFA care-of address of all-ones indicates
that dynam c assignnent of GFA is supported.

A MN requests initial Regional Registration by sending a nornal

Regi stration Request to the FA, but setting the care-of address to
that of the GFA (i.e., if it has selected it wi shes to use this GFA)
or all-zeros (which signals a dynam ¢ GFA assignnent request). The
FA adds a Hierarchical FA (HFA) extension and relays the request to
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the appropriate GFA. The HFA extension contains a single field: the
| P address of the FA

Note: the algorithmfor M\Ns with co-located care-of addresses is
simlar, except that there is no FA, so the M\ behaves as the FA in
terns of the nessages it sends.

A GFA receives Registration Requests relayed froman FA. If the
care-of address in the received Registration Request is zero, the GFA
assigns one. A GFA IP Address extension is then added to the

Regi stration Request, and the nessage is forwarded to the HA. The
GFA | P Address extension contains a single field: the I P address of
the GFA. (A separate field is needed for this because the

Regi strati on Request nessage between the MNVHA is signed and cannot
be nodified.)

HAs process received Registration Requests in the sane way as before,

except in the case of dynamic GFA assignnent. |n this case, the HA
uses the GFA address fromthe GFA | P Address extension as the MN's
current care-of address. |n addition, the Registration Reply nessage

nmust include the GFA | P Address extensi on.

The regul ar Registration Requests/Replies are protected as descri bed
in [ RFC3344], by use of the nobility security association between the
MN and the HA. For regional registrations, it is assuned that a
mobility security association is established between the MN and GFA
during registration with the HA. Regional Registration Requests/
Replies are protected by use of this security association between the
MN and the GFA, e.g., by use of a MN-GFA Aut hentication extension.

HFA ext ensi ons, added by an FA to a Regi stration Request or Regiona
Regi stration Request, are protected by an FA-FA Authentication
extension. Security associations between FAs and GFAs within a
domai n are assunmed to exist prior to regional registrations.

Dynanmi ¢ GFA assi gnnent requires nmeans for securely sending
Regi strati on Requests fromthe GFA to the HA, in order to protect the
GFA | P Addr ess extensi on.
3. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].
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Thi s docunent uses the follow ng terns:

Critical type
A type value for an extension in the range 0-127, which indicates
that the extension MJST either be known to the recipient, or that
t he message containing the extensi on MIST be rejected. In other
words, an extension with a critical type value is non-skippable.

Domai n
A collection of networks sharing a conmon network adm ni stration.

Forei gn Agent (FA)
As defined in [ RFC3344].

Gat eway Foreign Agent (GFA)
A Foreign Agent which has a publicly routable I P address. A GFA
may, for instance, be placed in or near a firewall.

Home Agent (HA)
As defined in [ RFC3344].

Honme domai n
The domai n where the honme network and hone agent are | ocat ed.

Honme net wor k
As defined in [ RFC3344].

Honme Regi stration
A registration, processed by the honme agent and the GFA, using the
specification in [ RFC3344] possibly with additional extensions
defined in this docunent.

Local Care-of Address
A care-of address that is assigned to either a nobile node or a
foreign agent offering local connectivity to a nobile node. A
regi stration nmessage fromthe nobile node is subsequently sent to
a GFA via the local care-of address.

Mobi | e Node (MN)
As defined in [ RFC3344].

Mobility Agent (M)
As defined in [ RFC3344].

Net wor k Access Ildentifier(NAl)

Some features of this protocol specification rely on use of the
Net wor k Access ldentifier (NAI) [RFC2794].
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Regi onal Regi stration
A nobil e node perforns registration locally at the visited donain,
by sending a Regi onal Registration Request to a GFA, and receiving
a Regional Registration Reply in return

Regi strati on Key
A key used by nobile nodes and nmobility agents to secure certain
signals and control nessages specified by Mbile IP

Visited domain
The domain where the visited network, the current foreign agent,
and the GFA are | ocated.

Vi sited network
As defined in [ RFC3344].

4. Description of the Protoco

This section provides an overview of the regional registration
pr ot ocol

4.1. General Assunptions

Qur general nodel of operation is illustrated in Figure 1, showing a
visited domain with FA and GFA, and a hone network with a HA

g + o +
| Vi sited Domai n | | Horre |
| | L + | Net wor k
| | | |
| +------ + R + | Public | | +o--- - - + |
| FA e | GFA [ | HA ]
| +--4---+ S + | Network | | R + |
| | | | |
+--- - - [------mmm e E R S — S +
|

Fo- -+

| MN |

R +

Figure 1: Mdel of Operation

For MNs that cannot process a NAI, or with nobility agents that are
not configured to advertise their NAlI, regional registration is stil
useful, but processing the NAI nakes it easier for the nobile node to
reliably detect domai n changes.
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4.1.1. Visited Domain

We assunme two hierarchy levels of FAs in the visited domain. At the
top level of the hierarchy, there is at |east one GFA, which is an FA
with additional features. A G-FA nust have a publicly routable
address. Beneath a GFA, there are one or nore FAs. W assune that
there exi st established security associations between a GFA and the
FAs beneath it. When designing a domain supporting regiona
registrations, the FAs and GFAs in this domain nust be conpati bl e.
That is, they should support the sanme encapsul ation types,

conpressi on nechani sns, etc.

When a MN changes care-of address under the sane GFA, it MAY perform
a regional registration. |If the MN changes GFA, within a visited
domai n or between visited domains, it MJST performa hone

regi stration.

4.1.2. Authentication

Wth regional registrations, a GFA address is registered at the HA as
the care-of address of the MN. |If a Mbile-Foreign (M\FA)

Aut henti cation extension is present in a Registration Request message
directed to the HA, the GFA will performthe authentication
Simlarly, if a Foreign-Hone (FA-HA) Authentication extension is
present in a Registration Request nessage, the authentication is
performed between the GFA and the HA. To summari ze, the GFA takes
the role of an FAwith regard to security associations in the home
regi strations.

Regi onal registration nessages also need to be protected with

aut hentication extensions in the sane way as registrations with the
HA. This neans that the MN and the GFA MJST have received the keys
needed to construct the authentication extensions before any regiona
registration is performed. As described above, since the GFA address
is the registered care-of address of the MN at its honme network, the
GFA is the agent within the visited donain that has to have the
appropriate security associations with the HA and the MN\.  The GFA' s
security association with the MNis then used to enabl e proper

aut hentication for regional registrations (see Section 6). How the
keys are distributed is outside the scope of this draft. One exanple
is to distribute the keys as part of the hone registration, for
exanpl e according to [ RFC4004] and [ RFC3957]. Another exanple is
pre-configured keys.
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4.2. Protocol Overview

When a MN first arrives at a visited domain, it perfornms a
registration with its home network. During this registration, the HA
registers the care-of address of the MN\. In case the visited domain
supports regional registrations, the care-of address that is
registered at the HA is the address of a GFA. The GFA keeps a
visitor list of all the MNs currently registered with it.

Since the care-of address registered at the HA is the G-A address, it
wi | I not change when the MN changes FA under the sanme GFA. Thus, the
HA does not need to be informed of further MN novenents wi thin the
visited domain.

Figure 2 illustrates the signaling nmessage flow for homne
registration. During the hone registration, the HA records the GFA
address as the care-of address of the M\

MN FAL GFA HA
| | |

|
| Registration Request | | |
| =--mmmme e >  Reg. Request | |
|
|
|

|

| | |- >
| | |  Reg. Reply

| _ _ | Reg. Reply | <-mmmmeioeees |
| Registration Reply SR | |
| <o | | |
| | | |

Figure 2: Hone Registration
Figure 3 illustrates the signaling nmessage flow for regional

registration. Even though the MN's local care-of address changes,
the HA continues to use the GFA address as the care-of address of the
MN. W introduce two new nessage types for regional registrations:
Regi onal Regi stration Request and Regi onal Registration Reply.
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Fi gure 3: Regional Registration
Advertising Foreign Agent and GFA

A FA typically announces its presence via an Agent Advertisenent
message [RFC3344]. |If the domain to which an FA bel ongs supports
regi onal registrations, the followi ng changes apply to the Agent
Adverti senment.

The "I’ flag (see Section 8.1) MJST be set to indicate that the
domai n supports regional registrations. |If the 'I’' flag is set,
there MUST be at | east one care-of address in the Agent
Advertisement. |If the I’ flag is set and there is only one care- of
address, it is the address of the FA. If the "I’ flag is set, and
there is nore than one care-of address, the first care-of address is
the local FA, and the last care-of address is the GFA. (Any care-of
addresses advertised in addition to these two are out of scope for
this document).

The FA-NAlI (see Section 8.2) SHOULD al so be present in the Agent
Advertisenent to enable the MN to deci de whether or not it has noved
to a new donmain since its last registration. The decision is based
on whether the realmpart of the advertised FA-NAI matches the realm
of the FA-NAlI advertised by the MN's previous FA

Backwards Conpatibility with RFC 3344

A domai n that supports regional registrations should al so be
backwar ds conpati bl e.

An FA MUST support registrations according to Mbile I Pv4 as defined
in [RFC3344]. This allows MNs that don't support regiona
registrations to register via this FA using standard Mbile IPv4. |If
the FA advertises both its own care-of address and a GFA car e- of
address, a M that supports regional registrations but has a HA that
doesn’t, will still be able to make use of regional registrations

t hrough that GFA care-of address.
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The advertised GFA care-of address MAY be set to all-ones, to

i ndi cate dynami c GFA assignnment. |f the MN supports regional
registrations, and an all-ones GFA care-of address is advertised, the
MN SHOULD use dynam ¢ GFA assignnent (see Section 7.1).

5. Hone Registration

This section gives a detail ed description of hone registration, i.e.,
registration with the HA (on the hone network). Hone registration is
performed when a MN first arrives at a visited donain, when it
requests a new HA, or when it changes GFA. Hone registration is al so
perforned to renew bi ndi ngs which woul d ot herw se expire.

5.1. Mbbile Node Consi derations

Upon recei pt of an Agent Adverti senent nessage with the "I’ flag set
and an FA-NAlI extension, the M conpares the donmain part of the FA
NAI with the one received in the previous Agent Advertisenent, to
determi ne whether it has noved to a new donmain since its |ast
registration. |If the NAls do not match, the MN MUST assune it has
noved to a new donmai n.

If the WN determnes that it has noved to a new donmin, it SHOULD
insert the adverti sed GFA address in the care-of address field in the
Regi strati on Request nessage. For dynam ¢ GFA assignnment, see
Section 7. 1.

A MNwith a co-located care-of address might al so want to use
regional registrations. It then finds out the address of a GFA
either from Agent Advertisenents sent by an FA, or by sone neans not
described in this docunent. The MN MAY then generate a Registration
Request nessage, with the GFA address in the care-of address field,
and send it directly to the GFA (not via an FA). |In this case, the
MN MUST add a Hierarchical Foreign Agent (HFA) extension (see Section
9.2), including its co-located care-of address, to the Registration
Request before sending it. The HFA extension MJST be protected by an
aut hentication extension. |If the MN has established a nobility
security association with the GFA, the HFA extensi on MIUST be pl aced
before the M\FA Authentication extension, and it SHOULD be pl aced
after the Mobil e-Hone (M\-HA) Authentication extension. Oherw se,

if the MN has no established nobility security association with the
GFA, the HFA extension MJST be placed before the M\-HA aut hentication
ext ensi on.

If the MN receives an Agent Advertisenent with the 'R bit set, even
if it has a co-located care-of address, it still formulates the sane
Regi strati on Request nessage with extensions, but it sends the
nmessage to the advertising FA instead of to the GFA
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If the hone registration is about to expire, the MN perforns a new
hone registration using the sane GFA care-of address to refresh the
bi nding [RFC3344]. If the MN has just noved to a new FA and not yet
sent a Regi onal Registration Request when the hone registration is
due to expire, the MN sends only a Registration Request, as this wll
update both the GFA and the HA

If the Registration Reply includes a Replay Protection Style
extension, the value in the Initial ldentification field is the val ue
to be used for replay protection in the next Regional Registration
Request (see Section 6.1).

5.2. Foreign Agent Considerations

When the FA receives a Registration Request message froma M\, it
extracts the care-of address field to find the GFA to which the
message shall be relayed. Al FAs that advertise the "I’ flag MJST
al so be able to handle Registration Requests with an all-zeros care-
of address (used for dynanmi ¢ GFA assignnent).

If the FA receives a Registrati on Request where the care-of address
is set to all-ones (which could happen if a MN that doesn’t support
Regi onal Registrations copied an all-ones care-of address from an
Agent Advertisenent), it MJST reply with the Code field set to
"poorly fornmed request" [RFC3344].

If the Registration Request has the 'T' bit set, the MNis requesting
Reverse Tunneling [ RFC3024]. 1In this case, the FA has to tunne
packets fromthe MN to the GFA for further handling.

If the care-of address in the Registration Request is the address of
the FA, the FA relays the nessage directly to the HA, as described in
[ RFC3344]. For each pending or current home registration, the FA
maintains a visitor list entry as described in [RFC3344]. |If reverse
tunneling is being used, the visitor list MJST contain the address of
the GFA, in addition to the fields required in [ RFC3344].

O herwise, if the care-of address in the Registration Request is the
address of a GFA (or all-zeros), the FA adds a Hierarchical Foreign
Agent (HFA) extension, including its own address, to the Registration
Request, and relays it to the GFA. The HFA extension MJIST be
appended at the end of all previous extensions that were included in
the Registration Request when the FA received it, and it MJST be
protected by a Foreign-Foreign (FA-FA) Authentication extension (see
Section 11).
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5.3. GFA Consi derations

For each pending or current home registration, the GFA naintains a
visitor list entry as described in [RFC3344]. This visitor list
entry is also updated for the regional registrations perfornmed by the
MN. In addition to the fields required in [RFC3344], the list entry
MJUST cont ai n:

o the current care-of address of the MN (i.e., the FA or co-located
address) received in the HFA extension

o the remaining Lifetime of the regional registration

o the style of replay protection in use for the regiona
regi stration

o the ldentification value for the regional registration

The default replay protection style for regional registrations is

ti mest anp-based replay protection, as defined in Mbile |IPv4d
[RFC3344]. If the timestanp sent by the MN in the Registration
Request is not close enough to the GFA's tine-of-day clock, the GFA
adds a Replay Protection Style extension (see Section 9.3) to the
Regi stration Reply, with the GFA's tine of day in the lIdentification
field to synchronize the M\ with the GFA for the regiona

regi strations.

I f nonce-based replay protection is used, the GFA adds a Repl ay
Protection Style extension to the Registration Reply, where the high-
order 32 bits in the Identification fields is the nonce that should
be used by the MNin the follow ng regional registration

If the Registration Request contains a Replay Protection Style
extension (see Section 9.3) requesting a style of replay protection
not supported by the GFA, the GFA MJST reject the Registration
Request and send a Registration Reply with the value in the Code
field set to REPLAY_PROT_UNAVAI L (see Section 9.5).

If the Hierarchical Foreign Agent (HFA) extension cones after the

M\ FA Aut henti cation extension, the GFA MIST renove it fromthe

Regi stration Request. The GFA then sends the Registration Request to
the HA. Upon receipt of the Registration Reply, the GFA consults its
pending registration record to find the care-of address within its
domain that is currently used by the M\, and sends the Regi stration
Reply to that care-of address.

If the Replay Protection Style extension (see Section 9.3) is present
in a Registration Request, and follows the M\HA Authentication

ext ensi on, the GFA SHOULD renpve the Replay Protection Style
extension after perform ng any necessary processing and before
sendi ng the Registration Request to the HA
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If the GFA receives a Registration Request froma M\ that it already
has a mobility binding for, this is an update of a binding that is
about to expire. |If the address in the Hi erarchical Foreign Agent
(HFA) extension is the sane as the current care-of address in the
visitor list for the M\, the entries in the visitor |list concerning
regi onal registrations are not changed, except to update the
lifetime. |If the address in the HFA extension is a new address, the
val ues for the regional registration are updated.

If the Registration Request has the 'T bit set, the GFA has to
decapsul ate the packets fromthe FA and re-encapsul ate them for
further delivery back to the HA. These actions are required because
the HA has to receive such packets fromthe expected care-of address
(i.e., that of the GFA) instead of the local care-of address (i.e.
that of the FA).

When receiving a Registration Reply fromthe HA, the GFA MAY add a
Regi onal Registration Lifetinme extension to the nessage before
relaying it to the FA. The extension defines the lifetine that the
GFA allows the MN before it has to renew its regional registration.
The GFA MUST set the lifetine of the regional registration to be no
greater than the remaining lifetime of the MN's registration with its
HA. |If used, the Regional Registration Lifetime extension MIST be
added after any other extensions, and MJUST be protected by an M\ FA
Aut henti cati on extension

5.4. Home Agent Considerations

The Registration Request is processed by the HA as described in
[ RFC3344] .

6. Regional Registration

This section describes regional registrations. Once the HA has

regi stered the GFA address as the care-of address of the M\, the WN
may performregional registrations. Wen performng regiona
registrations, the MN may either register an FA care-of address or a
co-located address with the GFA. |In the follow ng, we assune that a
home registration has already occurred, as described in Section 5,
and that the GFA has a nmobility security association with the MN

Suppose the MN noves fromone FA to another FA within the sane
visited domain. It will then receive an Agent Advertisenent fromthe
new FA. Suppose further that the Agent Advertisement indicates that
the visited domai n supports regional registrations, and either that
the adverti sed GFA address is the sane as the one the MN has
registered as its care-of address during its |last honme registration,
or that the real mpart of the newy adverti sed FA-NAlI nmatches the FA-
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NAl advertised by the MN's previous FA. Then, the MN can performa
regional registration with this FA and GFA. The M\ issues a Regi ona
Regi stration Request to the GFA via the new FA. The request is

aut henticated using the existing nmobility security association

bet ween the GFA and the MN and the nessage is authenticated by the
MN- GFA Aut henti cation extension (see Section 11). The care-of
address should be set to the address of the |ocal FA

If the Regional Registration Request contains a care-of address field
of all-zeros, the FA adds a Hi erarchical Foreign Agent (HFA)
extension to the nessage and relays it to the GFA. Based on the
information in the HFA extension, the G-FA updates the MN's current
point of attachnent in its visitor list. The GFA then issues a

Regi onal Registration Reply to the MN via the FA

If the advertised GFA is not the same as the one the MN has
registered as its care-of address, and if the MNis still within the
sanme donmain as it was when it registered that care-of address, the WN
MAY try to performa regional registration with its registered G-A

I f the FA cannot support regional registration to a GFA, other than
advertised, the FA denies the Regional Registration Request with code
UNKNOAN_GFA (see Section 10.3). 1In this case, the MN has to do a new
hone registration via the new GFA.

New nessage types are introduced for the Regional Registration
Request and Reply. The notivation for introducing new nessage types,
rather than using the Registration Request and Reply defined in

[ RFC3344] is: (1) the MN nust be able to distinguish regiona
registrations fromhome registrations, since in the former case the
ti mest anps/ nonces are synchronized with its GFA and in the latter
with its HA; and (2) a home registration MJST be directed to the home
network before the lifetine of the GFA care-of address expires.

6. 1. Mobi | e Node Consi derati ons

For each pending or current hone registration, the MN nmaintains the
i nformati on described in [RFC3344]. The information is al so updated
for the regional registrations perforned by the M\. In addition to
the information described in [ RFC3344], the MN MJST maintain the
following information, if present:

0o the GFA address

o the remaining Lifetinme of the regional registration

o the style of replay protection in use for the regi ona
registration

o the ldentification value for the regional registration
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The replay protection for hone regi strations and regi ona
registrations is perforned as described in [RFC3344]. Since the M\
performs regional registrations at the GFA in parallel with hone
registrations at the HA, the MN MIUST be able to keep one repl ay
protection nmechani sm and sequence for the GFA, and a separate
mechani sm and sequence for the HA

For regional registrations, replay protection nmay al so be provided at
the FA by the chall enge-response nechani sm as described in
[ RFC4721] .

6.2. Foreign Agent Considerations

When the FA receives a Regional Registration Request froma M\,
addressed to a GFA, it generally processes the nessage according to
the rules of processing a Registration Request addressed to a HA (see
Section 5.2). The only difference is that the GFA I P address field
repl aces the HA address field. |f that address belongs to a known
GFA, the FA forwards the request to the indicated GFA. O herwi se

the FA MJST generate a Regional Registration Reply with error code
UNKNOWN_GFA.

For each pending or current registration, the FA maintains a visitor
list entry as described in [RFC3344]. |If reverse tunneling is being
used, the visitor list MJST contain the address of the GFA, in
addition to the fields required in [RFC3344]. This is required so
that the FA can tunnel datagranms, sent by the M\, to the GFA. The
GFA then decapsul ates the datagrans, re-encapsul ates them and sends
themto the HA

6.3. GFA Consi derations

If the GFA accepts a Regional Registration Request, it MJST set the
lifetime of the regional registration to be no greater than the
remaining lifetime of the MNs registration with its HA and put this
lifetinme into the correspondi ng Regi onal Registration Reply. The GFA
MUST NOT accept a request for a regional registration if the lifetine
of the MN's registration with its HA has expired. In that case, the
GFA sends a Regional Registration Reply with the value in the Code
field set to NO HOVE REG

If the GFA receives a tunnel ed packet froman FAin its donmain, then
after decapsul ation the GFA | ooks to see whether it has an entry in
its visitor list for the source |IP address of the inner |IP header
after decapsulation. |If so, it checks the visitor list to see

whet her reverse tunneling has been requested; if it was requested,
the GFA re-encapsul ates the packet with its own address as the source
| P address, and the address of the HA as the destination |IP address.
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7.

7.

7.

Dynani ¢ GFA Assi gnnent

Regi onal registrations may al so all ow dynani ¢ assignnent of a GFA to
a M\. The visited network (i.e., the FA) indicates support for
dynami ¢ GFA assignnment by advertising an all-ones care-of address in
the Agent Advertisenent. The MN then sets the care-of address in the
Regi stration Request to all-zeros to request a dynanically assigned
GFA.  Upon receiving this Registration Request, the FArelays it to
the appropriate GFA, and the GFA assigns its address to the MN by
means of a GFA | P Address extension added to the Registration
Request .

In order for dynami c GFA assignnent to work, the MN, GFA, and HA
respectively, MJST support the GFA | P Address extension. Also, the
FA MUST be able to advertise an all-ones care-of address and handle a
Regi strati on Request with an all-zeros care-of address.

Note al so that protection of the GFA | P Address extension, added to
the Registration Request, requires either the use of an FA-HA

Aut henti cati on extension or other nmeans to secure the Registration
Request when forwarded fromthe GFA to the HA

1. Mbbil e Node Considerations for Dynanmi ¢ GFA Assi gnment

If the "I’ flag in the Agent Advertisenent sent out by the FA is set,
and the care-of address indicating the GFAis set to all-ones, this
i ndi cates support for dynam c GFA assi gnnent.

If the MN supports dynam ¢ GFA assignnent, and if the adverti sed GFA
address is all-ones, the MN SHOULD set the care-of address field in
the Registration Request to all-zeros to request to be assigned a
GFA.

When requesting dynam ¢ GFA assignnent, the MN MUST check to make
sure that it receives a GFA | P Address extension in the Registration
Reply.

2. Foreign Agent Considerations for Dynam ¢ GFA Assi gnnent

If an FA supports dynam ¢ GFA assignment, and receives a Registration
Request with the care-of address field set to all-zeros, the FA
assigns a GFAto the MN. A FA can either have a default GFA that it
assigns to all MNs or it can assign a GFA by sone neans not descri bed
in this specification

If an FA that does not support dynam c¢ GFA assignnent receives a
Regi strati on Request with the care-of address field set to all-zeros,
the FA will deny the request as described in [ RFC3344], i.e., by
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sending a Registration Reply with the Code field set to "invalid
care-of address".

7.3. GFA Considerations for Dynanic GFA Assi gnment

If a GFA supports dynani c GFA assignnent, and receives a Registration
Request with the care-of address field set to all-zeros, the GFA
assigns its own | P address as care-of address for this M\, and adds a
GFA | P Address extension with this address to the Registration
Request. The GFA MUST NOT insert the GFA IP address directly in the
care-of address field in the Registration Request, since that would
cause the M\-HA authentication to fail.

The GFA | P Address extension has to be protected so that it cannot be
changed by a mnalicious node when the Registration Request is
forwarded to the HA. If the HA and the GFA have a nobility security
associ ation, the GFA | P Address extension MJST be protected by the
FA- HA aut hentication extension. Oherw se, the Registration Request
MUST be sent to the HA in a secure way, for exanple via a secure AAA
protocol (e.g., [RFC4004], [RFC3957]).

If the GFA does not support dynam c GFA assignnment, it will deny the
request by sending a Registration Reply with the Code field set to
ZERO COA NOT_SUPP (see Section 9.5).

7.4. Honme Agent Considerations for Dynam ¢ GFA Assi gnnent

If a HA receives a Registration Request with a GFA | P Address

ext ension, and the HA does not allow the use of this extension, the
HA MUST return a Registration Reply with the Code val ue set to
DYN_GFA NOT_SUPP (see Section 9.5).

If a HA receives a Registration Request nmessage with the care- of
address set to all-zeros, but no GFA | P Address extension, it MJST
deny the request by sending a Registration Reply nmessage with the
Code field set to ZERO CAREOF ADDRESS (see Section 9.5).

If a HA that does not support dynanic GFA assignnment receives a
Regi stration Request with a GFA | P Address extension, the request
will be denied by the HA, as described in [ RFC3344].

If a HA that supports dynam ¢ GFA assignnment receives a Registration
Request with the care-of address set to all-zeros and a GFA I P
Address extension, it MJST register the | P address of the GFA as the
care-of address of the MNin its nmobility binding list. |If the

Regi strati on Request is accepted, the HA MJST include the GFA I P
Address extension in the Registration Reply, before the M\-HA

Aut henti cati on extension.
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7.5. Regional Registration

If the MN receives an Agent Advertisement with the care-of address
field indicating the GFA set to all-ones, and if the M deternines
that it is within the sane visited domain as when it did its |ast
hone registration, it MAY send a Regional Registration Request to its
current GFA. Qherwise, it MJST send a Registration Request to its
HA as described in Section 7. 1.

8. Router Discovery Extensions

This section specifies a new flag within the Mbile | P Agent
Advertisenent, and an optional extension to the |ICVP Router Discovery
Prot ocol [RFC1256].

8.1. Regional Registration Flag

The only change to the Mbility Agent Advertisenent Extension defined
in [RFC3344] is a flag indicating that the donmain, to which the FA
generating the Agent Advertisenent bel ongs, supports regiona
registrations. The flag is inserted after the flags defined in

[ RFC3344], [RFC3024], and [ RFC3519].

Regi onal Registration flag:
0 1 2 3

01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Length | Sequence Numnber
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Lifetime |IRIRBIHHFIMQGr]|T|U | reserved

B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| zero or nore Care-of Addresses

| - |
The flag is defined as foll ows:
Type 16 (Mobility Agent Advertisenent)

I Regi onal Registration. This donmain supports
regional registration as specified in this docunent.

8.2. Foreign Agent NAI Extension

The FA-NAI extension is defined as subtype 3 of the NAI Carrying
Ext ensi on [ RFC3846] .
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The FA SHOULD include its NAI in the Agent Advertisenent nmessage. |f
present, the Foreign Agent NAlI (FA-NAlI) extension MJST appear in the
Agent Advertisenment nessage after any of the advertisenment extensions
defined in [ RFC3344].

By conparing the domain part of the FA-NAl with the domain part of
the FA-NAI it received in the previous Agent Advertisenent, the M\
can determ ne whether it has noved to a new donain since it |ast
regi st ered.

9. Regional Extensions to Mbile |IPv4 Registration Messages

In this section, we specify new Mbile IP registration extensions for
t he purpose of managi ng regional registrations.

9.1. GFA | P Address Extension

The GFA | P Address extension is defined for the purpose of supporting
dynanmi ¢ GFA assignnent. |If the MN requests a dynamically assigned
GFA, the GFA adds a GFA | P Address extension to the Registration
Request before relaying it to the HA. The MN indicates that it wants
a GFA to be assigned by sending a Registration Request with the
care-of address field set to all-zeros. The GFA | P Address extension
MUST appear in the Registration Request before the FA-HA

Aut henti cation extension, if present.

If a HA receives a Registration Request nmessage with the care- of
address set to all-zeros, and a GFA | P Address extension, it MJST
register the I P address of the GFA as the care-of address of the M\
When generating a Registration Reply nessage, the HA MJUST include the
GFA | P Address extension fromthe Registration Request in the

Regi stration Reply message. The G-FA | P Address extensi on MJST appear
in the Registration Reply nmessage before the M\-HA Aut hentication

ext ensi on.

The GFA | P Address Extension is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Type | Length | reserved

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| GFA | P Address

B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T

Type
46 (GFA | P Address) (non-skippable)
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Length
6

GFA | P Address
The GFA I P Address field contains the Gateway Foreign Agent’s
(GFA) publicly routabl e address.

9.2. Hierarchical Foreign Agent Extension

The Hi erarchical Foreign Agent (HFA) extension may be present in a
Regi strati on Request or Regi onal Registration Request. Wen an FA
adds this extension to a Registration Request, the receiving nobility
agent (GFA) sets up a pending registration record for the M\, using
the | P address in the HFA extension as the care-of address for the
MN. Furthernore, in this case, the extension MJST be appended at the
end of all previous extensions that had been included in the

regi stration message as received by the FA. The HFA extensi on MJST
be protected by an FA-FA Authentication extension. Wen the
receiving nobility agent (GFA) receives the registration nessage, it
MJUST renove the HFA extensi on added by the sending FA

If a Miwith a co-located care-of address adds the HFA extension to a
Regi strati on Request, the receiving nobility agent (GFA) sets up a
pending registration record for the M\, using the I P address in the
HFA extension as the care-of address for the MN. The extension MJST
be protected by an authentication extension. |If the M has
established a nobility security association with the GFA, the HFA

ext ensi on MJUST be pl aced before the M\-FA Aut henti cati on extension,
and it SHOULD be placed after the Mbobile-Hone (M\HA) Authentication
extension. Oherwise, if the MN has no established nobility security
association with the GFA, the HFA extension MJST be placed before the
M\ HA aut hentication extension. |f the HFA extension is placed after
all other extensions, the receiving nobility agent (GFA) MJST renove
the HFA extension added by the MN. O herw se, when the HA receives
the registration message, it ignores the HFA extension.

The Hi erarchical Foreign Agent (HFA) Extension is defined as foll ows:

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Type | Length | reserved |
B e i S T e i T e S R S e e e s i i T S
| FA | P Address |
B o i T e e T s i i T S TR S e S S i T S g e e

Type
140 (Hierarchical Foreign Agent) (skippable)
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Length
6

FA | P Address
The I P Address of the FA relaying the Registration Request.

9.3. Replay Protection Style

When a MN uses Mobile IPv4 to register a care-of address with its HA
the style of replay protection used for the registration nmessages is
assuned to be known by way of a nobility security association that is
required to exist between the MN and the HA receiving the request.

No such pre-existing security association between the MN and the GFA
is likely to be available. By default, the MN SHOULD treat replay
protection for Regional Registration nessages exactly as specified in
Mobil e | Pv4 [ RFC3344] for timestanp-based replay protection.

If the MN requires nonce-based replay protection, also as specified
in Mobile IPv4, it MAY append a Replay Protection Style extension to
a Registration Request. Since Registration Requests are forwarded to
the HA by way of the GFA, the GFA will be able to establish the
selected replay protection (see Section 5.3).

The GFA al so uses this extension by adding a Replay Protection Style
extension to a Registration Reply to synchronize the replay
protection for Regional Registrations (see Section 5.3).

The format of the Replay Protection Style extension is:
0 1 2 3
01234567890123456789012345678901
T T R o o i e S  E  E e e s o i N SR
| Type | Length | Replay Protection Style |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
I I
+ Initial Identification +
I I
+- +

T T S S S S S e

Type
141 (Replay Protection Style) (skippable)

Length
2

Replay Protection Style
An integer specifying the style of replay protection desired by
the M\
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Initial Identification
The timestanp or nonce to be used for initial synchronization for
the replay nechani sm

Adm ssi bl e values for the Replay Protection Style are as foll ows:

Fom e e o e e e e e e e oo +
| Value | Replay Protection Style

Fom oo e o +
| O | timestanp [ RFC3344] |
| 1 | nonce [ RFC3344]

F - o e e e e e e e e oo +

The Replay Protection Style extension MIST be protected by an

aut hentication extension. |If the MN has an established nobility
security association with the GFA, the Replay Protection Style

ext ensi on MUST be pl aced before the M\-FA Aut hentication extension in
the Registration Request, and SHOULD be placed after the M\-HA

Aut henti cation extension. Oherw se, the Replay Protection Style

ext ensi on MJUST be placed before the M\-HA Aut hentication extension in
the Registration Request.

If the GFA adds a Replay Protection Style extension to a Registration
Reply, it SHOULD be placed before the M\ FA Aut hentication extension.
The M\-FA Aut henti cation extension should be based on security
associ ati ons between the MN and GFA established during hone

regi stration.

Repl ay protecti on MAY al so be provided through a chall enge-response
mechani sm at the FA issuing the Agent Advertisenment, as described in
[ RFC4721] .

9.4. Regional Registration Lifetine Extension

The Regi onal Registration Lifetine extension allows the GFA to set a
lifetinme for the regional registration with an MN during its home
registration. Wen receiving a Registration Reply fromthe HA the
GFA MAY add this extension to the Registration Reply before relaying
it to the FA. The GFA MJST set the Regional Registration Lifetine to
be no greater than the remaining lifetinme of the MN' s hone

regi stration.
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The Regi onal Registration Lifetine Extension is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type | Length | reserved

I S i SR S S S S S S it SHE R R S i e
| Regi onal Registration Lifetine

i I S i i i S L i T i S O

Type
142 (Regional Registration Lifetine) (skippable)

Length
6

Regi onal Registration Lifetine
If the Code field indicates that the registration was accept ed,
the Regional Registration Lifetine field is set to the nunber of
seconds remai ning before the regional registration is considered
expired. A value of zero indicates that the MN has been
deregistered with the GFA. A value of Oxffff indicates infinity.
If the Code field indicates that the hone registration was deni ed,
the contents of the Regional Registration Lifetine field are
unspeci fi ed and MJST be i gnored on reception

If the GFA adds a Regional Registration Lifetinme extension to a

Regi stration Reply, it MJST be placed before the M\FA Authentication
extension. The M\FA Aut hentication extension should be based on
security associations between the MN and GFA establi shed during hone
regi stration.

9.5. New Code Val ues for Registration Reply

The values to use within the Code field of the Registration Reply are
defined in [RFC3344]. 1In addition, the follow ng values are defi ned:

Regi stration denied by the GFA

i [ S, i +
| Error Nane | Value | Section of Docunent
e [ SR e +
| REPLAY_PROT_UNAVAIL | 110 | Section 5.3

| ZERO COA _NOT_SUPP | 111 | Section 7.3 |
T Ty E - T Ty +
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10.

Regi stration denied by the HA (for dynam ¢ GFA assignnent):

e o - e +
| Error Nane | Value | Section of Docunent

e e e e e e e e o Fomm - e e e e e e e e o +
| ZERO CAREO-_ADDRESS | 145 | Section 7.4

| DYN_GFA_NOT_SUPP | 146 | Section 7.4
Y Fommanan e +

Regi onal Regi stration Message Formats

This section specifies two new regi stration nessage types: Regi ona
Regi strati on Request and Regional Registration Reply. These nessages
are used by the MN instead of the existing Mdbile | Pv4 Registration
Request and Regi stration Reply, as described in Section 6.

Regi onal registration nmessages are protected by required

aut hentication extensions, in the same way as the existing Mbile

| Pv4 registrati on nessages are protected. The followi ng rules apply
to authentication extensions:

0 The M\-GFA Aut hentication extension [ RFC3344] MJST be included in
all regional registration nessages.

0 The M\-FA Aut hentication extension [ RFC3344] MAY be included in
regi onal registration nessages.

0 The FA-HA Authentication extension [ RFC3344] MJUST NOT be incl uded
in any regional registration nessage.
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10.

1. Regional Registration Request

The Regi onal Regi stration Request is used by a MNto register with
its current GFA

Regi onal Regi stration Request:

0 1 2 3

01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Type |S|IBIDIM G r|T| x| Lifetine |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Hone Address |
B Lt r s i i i o o T s ks S R S
| GFA | P Address |
B T T T o o S S S e i S S Tk e e Y S
| Car e- of Address |

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Identification +
+

B T e e b i T I TR i S S R S S S S ik aei S e R S S e
Extensions ...
ek S N N R R

|
+

|
+-
|

The Regi onal Registration Request is defined as the Registration
Request in [RFC3344], but with the follow ng changes:

Type
18 (Regional Registration Request)

Lifetinme
The nunber of seconds renai ni ng before the Regi onal Regi stration
is considered expired. A value of zero indicates a request for
deregistration with the GFA. A value of Oxffff indicates
infinity.

GFA | P Address
The | P address of the Gateway Foreign Agent (GFA). (Replaces Home
Agent field in Registration Request nessage in [ RFC3344].)

Car e- of Address
Care-of address of |ocal FA; MAY be set to all-ones.
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10.

Identification
A 64-bit nunber, constructed by the M\, used for natching Regi ona
Regi strati on Requests with Regional Registration Replies, and for
protecting agai nst replay attacks of regional registration
nessages.

Ext ensi ons
For the Regional Registration Request, the Hi erarchical Foreign
Agent (HFA) Extension is an allowable extension (in addition to
those which are allowable for the Registrati on Request).

2. Regional Registration Reply

The Regi onal Registration Reply delivers the indication of regiona
regi stration acceptance or denial to a M\

In the Regional Registration Reply, the UDP header is followed by the
Mobile IP fields shown bel ow

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Type | Code | Lifetime

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Hone Address

B Lt r s i i i o o T s ks S R S
| GFA | P Address

B T T T o o S S S e i S S Tk e e Y S

| |
+ I dentification +
| |
B Lt r s i i i o o T s ks S R S
| Extensions ..

B e e CE o

This nmessage is defined as the Registration Reply nessage in

[ RFC3344], but with the foll ow ng changes:

Type
19 (Regional Registration Reply)

Code
A value indicating the result of the Regional Registration
Request. See [RFC3344] for a list of currently defined Code
val ues.
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Lifetine

If the Code field indicates that the regional registration was
accepted, the Lifetinme field is set to the nunber of seconds
remai ni ng before the regional registration is considered expired.
A value of zero indicates that the MN has been deregistered with
the GFA. A value of Oxffff indicates infinity. |If the Code field
i ndi cates that the regional registration was denied, the contents
of the Lifetinme field are unspecified and MJST be ignored on
reception.

GFA | P Address

The I P address of the Gateway Foreign Agent (G-FA) generating the
Regi onal Registration Reply. (Replaces Hone Agent field specified
in Mobile | Pv4 [ RFC3344].)

Identification

10. 3.

A 64-bit nunber used for matchi ng Regi onal Registration Requests
wi th Regional Registration Replies, and for protecting against
replay attacks of regional registration nessages. The value is
based on the Identification field fromthe Regional Registration
Request nessage fromthe M\, and on the style of replay protection
used in the security context between the MN and its GFA (defined
by the nobility security association between them

New Regi onal Registration Reply Code Val ues

For a Regional Registration Reply, the follow ng additional Code
val ues are defined in addition to those specified in Mbile |Pv4

[ RFC3344] .

Regi stration denied by the FA:
T o - e +
| Error Nane | Value | Section of Docunent
o e e e Fomm - e e e e e e e e o +
| UNKNOWN_GFA | 112 | Section 6.2 |
| GFA_UNREACHABLE | 113 |
| GFA HOST UNREACHABLE | 114 | |
| GFA_PORT_UNREACHABLE | 115 |
o e e e e e e oo S o e e e e e e e ea oo +

S Fomm e Fom e e e ek +
| Error Name | Value | Section of Docunent

Fom e e e e e o oo S o e e e e e e e ea oo +
| NOHOME_REG| 193 | Section 6.3 |
S F - i +
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11.

12.

The four first Code values are returned to the MN in response to | CWP
errors that may be received by the FA

Aut henti cati on Extensions

In this section, two new subtypes for the Generalized Authentication
Extensi on [ RFC4721] are specified. First, the FA-FA Authentication
extension is used by FAs to secure the HFA extension to the

Regi strati on Request and Regi onal Registrati on Request nessages. A
new aut hentication extension is necessary because the HFA extension
is typically added after the M\-HA Aut hentication extension or, e.g.
the M\-AAA Aut hentication extension [ RFC4721].

The M\ GFA Aut hentication extension is used whenever the MN has a co-
| ocat ed address. The M\-GFA Aut hentication extension is also used to
provi de authentication for a Regional Registration Request.

The subtype val ues for these new subtypes are as foll ows:

Fom e e e a i oo Fomm e +
| Subtype Name | Val ue

o e e e e e e e e oo S +
| FA-FA authentication | 2 |
| M\-GFA authentication | 3

Fom e e i aaa o Fom e e +

The default algorithmfor conputation of the authenticator is the
same as for the M\N-AAA Aut hentication subtype defined in [RFC4721].

Security Considerations

Thi s docunent proposes a nmethod for a MNto register locally in a
visited domain. The authentication extensions to be used are those
defined in [ RFC3344] and [ RFC4721]. Key distribution, assuned to
take place during home registration, is to be perfornmed, for

i nstance, according to [ RFC4004] or [RFC3957]. Alternatively, the
keys can be pre-configured.

If the Hierarchical Foreign Agent (HFA) extension is appended to a
Regi stration Request, this extension is to be followed by an FA-FA
Aut henti cati on extension (see Section 11) to prevent any nodification
to the data. Security associations between FAs and GFAs within a
domai n are assunmed to exist prior to regional registrations.

If the GFA I P Address extension is added to a regi stration nessage,

it is to be followed by a authentication extension. |In case of the
GFA | P Address extension being added to a Registration Request, it
shoul d be protected by an FA-HA Authentication extension. If no
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13.

security association exists between the G-FA and the HA, the

Regi strati on Request needs to be protected by other neans not defined
in this docunent. When a GFA | P Address extension is added to a

Regi stration Reply, it is protected by the Mbil e-Hone Authentication
extension as defined in [ RFC3344].

Replay protection for regional registrations is defined simlarly to
[ RFC3344], with the addition of a Replay Protection Style extension
If this extension is added to a Registration Reply by a GFA, it needs
to be protected by a M\-FA Aut hentication extension.

A co-operating nalicious MN\-HA pair can trick the GFA into setting up
state for an incorrect MN home address. This would result in
redirection of data of the node that actually owns that | P address to
the malicious MN\. Gven that the forwardi ng happens based on the
hone address at the GFA, such an attack is scoped to the prefix of
the HA, not that of the GFA. This type of attack, or its
consequences, is not considered in this docunent.

| ANA Consi derati ons
Thi s docunent defi nes:

0 A subtype for the NAI Carrying Extension [RFC3846] is specified in
Section 8.2, which needs to have a val ue assigned fromthe space
of NAI Carrying Extension subtypes.

o Four new extensions to Mbile IP Registration nmessages: GFA | P
Address, Hierarchical Foreign Agent, Replay Protection Style, and
Regi onal Registration Lifetime (see Sections 9.1, 9.2, 9.3, and
9.4). The Type values for the GFA | P Address extension nust be
within the range 0 through 127, while the other three nust be
wi thin the range 128 through 255.

0 New Code val ues for Registration Reply nessages (see Section 9.5).

0o Two new subtypes for the Generalized Authentication Extension
[ RFCAT21]; see Section 11

o Two new nmessage types for Mobile I P: Regional Registration Request
and Regi onal Registration Reply (see Sections 10.1 and 10. 2).

0 Code values for Regional Registration Reply nessages (see Section
10. 3).
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Appendi x A.  Authentication, Authorization, and Accounting (AAA)
I nteractions

When the nobile node has to obtain authorization by way of

Aut henti cation, Authorization, and Accounting (AAA) infrastructure
services, the control flowinplicit in the nain body of this
specification is likely to be nodified. Typically, the nobile node
will supply credentials for authorization by AAA as part of its

regi stration nmessages. The GFA will parse the credentials supplied
by the nobile and forward the appropriate authorization request to a
| ocal AAA server (see [RFC3012] and [ RFC4004]).

Concretely, this neans that:

0 The GFA MAY include the Mbile | P Registrati on Request data inside
an aut horization request, directed to a | ocal AAA server.

0 The GFA NMAY receive the Mbbile | P Registration Reply data froma
message granting authorization, received fromthe AAA
i nfrastructure

Appendi x B. Anchoring at a GFA

As described earlier in this draft, once a nobile node has registered
the address of a GFA as its care-of address with its hone agent, it
MAY perform regi onal registrations when changi ng forei gn agent under
the same GFA.  Wen detecting that is has changed foreign agent, and
if the new foreign agent advertises the "I’ flag, the nobile node NAY
address a Regional Registration Request nessage to its registered
GFA, even if the address of that particular GFA is not advertised by
the new foreign agent. The foreign agent MAY then relay the request
to the GFA in question, or deny the request with error code
UNKNOWN_GFA.
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