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1. Introduction

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to a Fibre Channel network’s Fabric Configuration Server function

whi ch provides a neans by which a managenent application can di scover
Fi bre Channel fabric topology and attributes. Discovered topol ogy

i ncludes Interconnect Elenents (i.e., swtches, hubs, bridges, etc.)
and their ports, as well as "platfornms" that consist of one or nore
Fi bre Channel nodes.

This meno was previously approved by I Nternational Commttee for

I nformati on Technol ogy Standards (INCITS) Task G oup T11.5
(http://ww.t11.0org); this docunent is a product of the |IETF s | MS
wor ki ng group.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119].

2. The Internet-Standard Managenent Franmewor k

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNVP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Short Overview of Fibre Channe

The Fibre Channel (FC) is logically a bidirectional point-to-point
serial data channel, structured for high performance. Fibre Channe
provi des a general transport vehicle for higher-level protocols such
as Snall Conputer SystemInterface (SCSI) command sets, the High-
Performance Parallel Interface (H PPI) data framing, |IP (Internet
Protocol ), |EEE 802.2, and ot hers.

Physical ly, Fibre Channel is an interconnection of multiple
communi cation points, called N Ports, interconnected either by a
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switching network, called a Fabric, or by a point-to-point link. A
Fi bre Channel "node" consists of one or nore N Ports. A Fabric may
consist of multiple Interconnect Elenents, some of which are
switches. An N Port connects to the Fabric via a port on a switch
called an F_Port. When multiple FC nodes are connected to a single
port on a switch via an "Arbitrated Loop" topology, the switch port
is called an FL_Port, and the nodes’ ports are called NL_Ports. The
term Nx_Port is used to refer to either an N _Port or an NL_Port. The
termFx_Port is used to refer to either an F_Port or an FL_Port. A
switch port, which is interconnected to another switch port via an
Inter-Switch Link (1SL), is called an E_Port. A B Port connects a
bridge device with an E Port on a switch; a B Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents, including the Fabric, each node, and
nmost ports, have globally unique nanmes. These globally uni que nanes
are typically formatted as Wrld Wde Nanes (WAWs). Mre information
on WANs can be found in [FC-FS]. WAWs are expected to be persistent
across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers that identify
the frame’s source and destination ports. Each FC port has both an
address identifier and a WMW. Wen a Fabric is in use, the FC
address identifiers are dynam c and are assigned by a switch. Each
octet of a 24-bit address represents a level in an address hierarchy,
with a Domain_|I D being the highest |evel of the hierarchy.

The Fi bre Channel Fabric Configuration Server provides a way for a
managenent application to discover Fibre Channel fabric topol ogy and
attributes. The Fabric Configuration Server is designed so that it
can be distributed anong swi tches and accessed from any Nx_Port.
However, the Fabric Configuration Server is not restricted or
required to be part of/within a Fabric.

The information registered with and available from each Fabric
Configuration Server is nodeled as a Fabric consisting of one or nore
I nterconnect El enents that each have sone nunber of physical Ports,
and one or nore Fibre Channel nodes grouped together into Platforns
to facilitate discovery and nmanagenent. The Ports are connected
either to other Ports on other Interconnect Elenents, or to Nx_Ports.
Each Interconnect El enent nay have attributes including its nane,
type, Domain lIdentifier, Managenent ldentifier, Logical Nane,
Managenment Address(es), Infornmation List, Zoning Enforcenent Status,
etc. Each Port may have attributes including its name, type, TX
type, Moddule type, physical port nunber, attached port name(s), port
state, speed, etc. Each platformmay have attributes including its
nane, type, description, |abel, |ocation, managenent address, etc.
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The Fi bre Channel Fabric Configuration Server is defined in the FCGS
specification. The Fabric Configuration Server is one of a set of
functions that are collectively known as the Managenent Service. The
| atest version of the specification is [FC GS-5].

The | atest standard for an interconnecting Fabric containing nultiple
Fabric Switch elenents is [FCSW4]. [FC-SW4] carries forward the
earlier specification for the operation of a single Fabric in a
physical infrastructure, and augnents it with the definition of
Virtual Fabrics and with the specification of how nultiple Virtual
Fabrics can operate within one (or nore) physical infrastructures.
The use of Virtual Fabrics provides for each frane to be tagged in
its header to indicate which one of several Virtual Fabrics that
frane is being transnmitted on. Al franmes entering a particular
"Core Switch" [FC-SW4] (i.e., a physical switch) on the same Virtual
Fabric are processed by the same "Virtual Switch" within that Core
Swi t ch.

4. Relationship to OGher MBs

The first standardized M B for Fibre Channel [RFC2837] was focused on
Fi bre Channel switches. It has been replaced by the nore generic

Fi bre Channel Managenment M B [ RFC4044], which defines basic

i nformati on for Fibre Channel hosts and swi tches, including
extensions to the standard IF-MB for Fibre Channel interfaces.

This M B extends beyond [ RFC4044] to cover the functionality, in
Fi bre Channel switches, of providing Fibre Channel’s Fabric
Configuration Server function.

This MB inports sone conmon Textual Conventions fromT11-TC-M B
[ RFC4439] and from T11- FC- NAME- SERVER-M B [ RFC4438]. It also inports
URLString from NETWORK- SERVI CES-M B [ RFC2788] .

5. M B Overvi ew

This M B nodul e provides the neans for nonitoring the operation of,
and configuring sonme paraneters of, one or nore Fabric Configuration
Servers (FCS) in a Fibre Channel (FC) network. The capabilities
provided include triggering a discovery of the configuration of one
or nore Fabrics, retrieving the results of such a discovery, as well
as controlling and nonitoring the operation of an FCS. The

di scovered configuration contains information about:

- Interconnect Elenments (IEs), i.e., switches, hubs, bridges, etc.,

- Ports on | Es, and
- Platforns that consist of one or nore FC nodes.
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5.1. Fibre Channel Managenent |nstance

A Fi bre Channel nmanagenent instance is defined in [ RFC4044] as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fi bre Channel nmanagenent

i nstances in whatever way is nost convenient for the

i mpl enentation(s). For exanple, one such groupi ng acconmobdates a
singl e SNMP agent having multiple Agent X [ RFC2741] sub-agents, with
each sub-agent inplenenting a different Fibre Channel nanagenent

i nst ance.

The object, fcnl nstancelndex, is | MPORTed fromthe FC MaVIl-M B

[ RFC4044] as the index value to uniquely identify each Fi bre Channe
management instance, for exanple, within the sane SNMP cont ext

([ RFC3411], section 3.3.1).

5.2. Switch I ndex

The FC-MGMI-M B [ RFC4044] defines the fcnBwitchTable as a table of

i nformati on about Fibre Channel switches that are managed by Fibre
Channel managenent instances. Each Fibre Channel nanagenent instance
can nanage one or nore Fibre Channel switches. The Switch I ndex,
fcmbwi t chl ndex, is | MPORTed fromthe FC-MaMI-M B as the index val ue
to uniquely identify a Fibre Channel sw tch anongst those (one or
nore) nanaged by the sane Fi bre Channel nanagenent instance

5.3. Fabric | ndex

Wth multiple Fabrics, each Fabric has its own instances of the
Fabric-rel ated managenent instrunmentation. Thus, this MB defines
all Fabric-related information in tables that are | NDEXed by an
arbitrary integer, nanmed a "Fabric Index". The syntax of a Fabric
Index is TllFabriclndex, inported fromT11-TC-M B [ RFC4439]. Wen a
device is connected to a single physical Fabric, w thout use of any
virtual Fabrics, the value of this Fabric Index will always be 1. In
an environment of nultiple virtual and/or physical Fabrics, this

i ndex provides a neans to distinguish one Fabric from anot her

It is quite possible, and may even be likely, that a Fibre Channe
switch will have ports connected to nmultiple virtual and/or physica
Fabrics. Thus, in order to sinplify a nanagenment protocol query
concerning all the Fabrics to which a single switch is connected,
fcmBwi tchlndex will be listed before t1lFcsFabriclndex when they both
appear in the sanme | NDEX cl ause.
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5.4. The M B G oups

This section describes the six MB groups contained in the MB
nmodul e.

5.4.1. The t1lFcsDi scoveredConfi gG oup G oup

This group contains the Fabric configuration information di scovered
by Fabric Configuration Servers.

5.4.2. The t11FcsDi scoveryStatusG oup G oup

This group contains objects by which to nonitor the status of
di scovery of Fabric configurations by Fabric Configuration Servers.

5.4.3. The t1l1FcsDi scoveryControl Goup G oup

This group contains objects for requesting a Fabric Configuration
Server to discover the configuration of one or nore Fabrics.

5.4.4. The tllFcsStatisticsGoup Goup

This group contains objects for Fabric Configuration Server
statistics information.

5.4.5. The t1lFcsNotificationG oup G oup
This group contains three notifications, generated when an FCS

- rejects a registration, deregistration, or query request;

- conpl etes discovery on a range of Fabrics;

- learns that a nmanagenent address of an Interconnect Elenent has
changed.

5.4.5.1. Flow Control for Notifications

When defining SNWP notifications for events that occur in the data-

pl ane, the nmaxi num frequency of their generation needs to be
considered. Unless there is some liniting factor, such notifications
need to be flowcontrolled in sonme way, e.g., defined such that after
some maxi mum nunber within a specified time interval have occurred,
further notifications are suppressed for sone subsequent tine
interval. However, as and when such a suppression occurs, the

Net wor k Managenent System (NMB) that didn’'t receive the notifications
(because they were suppressed) needs to be able to obtain an

i ndi cati on of how many were suppressed. Therefore, an additiona
Count er 32 object needs to be defined, and/or a new type of
notification needs to be defined for use at the end of the interval
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While this is extra conplexity, it is necessary for notifications
that need to be flowcontrolled

In contrast, for notifications such as all the ones defined in this
M B nodul e, which are generated due to control -plane events (and are
not able to start a chain reaction):

- estimting the nmaxi mum nunber that could possibly be generated per
unit tine for each type of notification is too sinplistic. For
exanple, it’s unreasonable to ask how many of the
t 11FcsDi scoveryConpl eteNotify notifications can be generated in a
tinme interval, because it depends on several factors: howbig is
t he network? how many Virtual Fabrics need to be di scovered? how
qui ckly can the operator ask for another discovery after the |ast
one conpl et es?

- the extra conplexity of flowcontrolling these types of
notifications is not warranted.

5.4.6. The t1lFcsNotificationlnfoGoup G oup

This group contains notification control and notification information
objects for nonitoring Fabric Configuration Server request rejection
and di scovery of topology information.

5.5. OS Logical Unit Nunmber (LUN) Map Entries

A "Platform' is defined in FCGS-5 to be not only a set of zero or
nmore FC nodes, but also a set of zero or nore "OS LUN Map Entries”
(see Figure 8 in [FC-GS-5]). Information on "OS LUN Map Entries" is
not included in this T11- FC FABRI C- CONFI G SERVER-M B. I nst ead

i nformati on on LUN Maps can be obtained via the scsi LunMapG oup

obj ect group defined in the SCSI-M B [ RFC4455] .
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6. The T11- FC FABRI G- CONFI G SERVER-M B Modul e
T11- FCG- FABRI G- CONFI G SERVER-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, m b-2, Counter 32, Unsigned32

FROM SNWPv2- SM -- [ RFC2578]
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF -- [ RFC2580]
TEXTUAL- CONVENTI ON, Trut hval ue, Ti meStanp

FROM SNWPv2- TC -- [ RFC2579]
SnnpAdmi nStri ng

FROM SNWP- FRAVEWORK- M B -- [ RFC3411]
URLStri ng

FROM NETWORK- SERVI CES- M B -- [ RFC2788]

FcPort Type, FcNanel dOr Zer o, FcDomai nl dOr Zer o,
fcm nst ancel ndex, fcnBwi tchl ndex, FcAddressl dOr Zero

FROM FC- MGMT- M B -- [ RFC4044]
T11NsGs4Rej ect ReasonCode

FROM T11- FC- NAME- SERVER-M B -- [ RFC4438]
T11Fabri cl ndex

FROM T11-TC-M B -- [ RFC4439]
t 11Faniocal Swi t chWwm

FROM T11- FC- FABRI C- ADDR- MGR- M B; -- [ RFC4439]

t 11FcFabri cConfi gServerM B MODULE- | DENTI TY
LAST- UPDATED "200706270000Z"
ORGANI ZATION "For the initial versions, T11.
For later versions, the IETF s | MSS Wrking G oup."
CONTACT- | NFO
" O audi o DeSanti
Ci sco Systens, Inc.
170 West Tasnman Drive
San Jose, CA 95134 USA
EMai | : cds@i sco. com

Keith McC oghrie

Ci sco Systens, Inc.

170 West Tasman Drive

San Jose, CA 95134 USA

EMai | : kzm@i sco. cont

DESCRI PTI ON

"The M B nodul e for the managenent of a Fabric
Configuration Server (FCS) in a Fibre Channel (FC
network. An FCS is defined by the FC-GS-5 standard. This
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M B provides the capabilities to trigger a discovery of
the configuration of one or nore Fabrics, to retrieve the
results of such a discovery, as well as to control and
nmoni tor the operation of an FCS. The discovered
configuration contains information about:

- Interconnect Elenents (IEs), i.e., switches, hubs,
bridges, etc.,

- Ports on I Es, and

- Platforns that consist of one or nore FC nodes.

Copyright (C The I ETF Trust (2007). This version of
this MB nodule is part of RFC 4935; see the RFCitself for

full legal notices."
REVI SI ON "200706270000Z"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 4935."
:={ mb-2 162 }

t 11FcsM Bbj ect s OBJECT | DENTI FI ER

::={ tllFcFabricConfigServerMB 1}
t 11FcsM BConf or mance OBJECT | DENTI FI ER

::={ tllFcFabricConfigServerMB 2 }
t11FcsNoti fications OBJECT | DENTI FI ER

::={ tllFcFabricConfigServerMB 0 }

t 11FcsDi scovery OBJECT IDENTIFIER ::= { t11FcsM BObjects 1 }
t 11FcsDi scoveredConfig OBJECT IDENTIFIER ::= { t11FcsM BObjects 2 }
t 11FcsStat s OBJECT IDENTIFIER ::= { t11FcsM BObjects 3 }
t 11FcsNotificationlnfo OBJECT IDENTIFIER ::= { t1ll1FcsM BObjects 4 }

-- Textual Conventions

T11FcLi stlndex ::= TEXTUAL- CONVENTI ON

DI SPLAY-HI NT "d"

STATUS current

DESCRI PTI ON
"An index that identifies a list of elements.
Al'l elenments that belong to the sane |ist have the
sanme i ndex value. This syntax is used for objects
which identify a list in the INDEX clause of a table
of elenents of that type of list."

SYNTAX Unsi gned32 (1..4294967295)

T11FcLi st 1 ndexPoi nter Or Zero ::= TEXTUAL- CONVENTI ON
DI SPLAY-H NT "d"
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STATUS current

DESCRI PTI ON
"Cbjects with this syntax point to a list of elenents
contained in a table, by holding the same value as the
object with syntax T11FcListlndex defined in the table’s
| NDEX cl ause, or, zero to indicate an enpty list.
Note that such a table could have one row per list, or
it could have one row per elenment of a |ist.

The definition of an object with this syntax nust
identify the table(s) into which it points.”
SYNTAX Unsigned32 -- the default range of (0..4294967295)

T11Fcl eType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The type of Interconnect Elenent (IE)

unknown(1l) - an unknown | E
ot her (2) - some other type of IE
switch(3) - the IEis a switch.
hub(4) - the IEis a hub
bri dge(5) - the IEis a bridge."

REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - CGeneric Services b5,
FC-GS-5, Table 96."
SYNTAX | NTEGER {
unknown( 1),

ot her (2),
switch(3),
hub(4),
bri dge(5)
}
TllFcPortState ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The state of a port:
unknown(1l) - unknown state.
ot her (2) - sone other state.
online(3) - port is in online state.
offline(4) - port is in offline state.
testing(5) - port is in testing state.
faul t (6) - port is faulty."

REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - GCeneric Services 5,
FC-GS-5, Table 106."
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SYNTAX | NTEGER {

unknown( 1),
ot her (2),
online(3),
of fline(4),
testing(b),
faul t(6)
}
T11FcPort TxType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The technol ogy of the port transceiver
unknown( 1) - unknown (includes the '"null’ type)
ot her (2) - sone other technol ogy
short wave850nm(3) - Short wave laser - SN (850 nm
| ongwavel550nn(4) - Long wave |aser - LL (1550 nm
| ongwavel310nm(5) - Long wave | aser cost
reduced - LC (1310 nm
el ectrical (6) - Electrical - EL.
t enCGbaseSr 850( 7) - 10GBASE- SR 850nm | aser

tenCGbaselr1310(8) - 10GBASE-LR 1310nm | aser
t enGbaseEr 1550( 9) 10GBASE- ER 1550nm | aser
t enGbaselx1300( 10) 10GBASE- LX4 WADM 1300nm | aser
t enGbaseSw850( 11) 10GBASE- SW 850nm | aser
tenCGbaselLwl310(12) 10GBASE- LW 1310nm | aser
t enGbaseEwl550( 13) 10GBASE- EW 1550nm | aser

REFERENCE
"ANSI INCITS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, Table 101."
SYNTAX | NTEGER {
unknown( 1),
ot her (2),
shor t wave850nnt 3) ,
| ongwavel550nn{ 4),
| ongwavel310nn(5),
el ectrical (6),
t enCGbaseSr 850(7),
t enCGbaselr 1310(8),
t enGbaseEr 1550(9),
t enGbaselx1300(10),
t enGbaseSw850( 11),
t enGhaselwl310(12),
t enGbaseEwl550( 13)
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T11FcsRej ect ReasonExpl anati on ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The reject reason code expl anati on

noAddi ti onal Expl anati on(1)

- no additional explanation.
i nvNamel dFor | ECr Por t (2)

- the format of IE or port name is invalid.
i eLi st Not Avai | abl e(3)

- IE list is not avail able.
i eTypeNot Avai | abl e(4)

- IE type is not avail able.
domai nl dNot Avai | abl e(5)

- Domain IDis not avail able.
nmgnt | dNot Avai | abl e(6)

- mgnt 1D is not avail able.
f abNanmeNot Avai | abl e(7)

- Fabric_Nanme is not avail able.
i el ogNaneNot Avai | abl e(8)

- IE logical nanme is not avail able.
nmgnt Addr Li st Not Avai | abl e(9)

- nmgnt address list is not avail able.
i el nfoLi st Not Avai | abl e( 10)

- IEinfo list is not available.
port Li st Not Avai | abl e(11)

- port list is not avail able.
port TypeNot Avai | abl e(12)

- port type is not avail able.
phyPor t NumNot Avai | abl e( 13)

- physical port nunber is not avail able.
at t Por t NameLi st Not Avai | abl e(14)

- attached port nanme list is not avail able.
port St at eNot Avai | abl e(15)

- port state is not avail able.
unabl eToRegl ELogNane( 16)

- not able to register IE |ogical nane.
pl at f or mMNaneNoExi st (17)

- platformname does not exist.
pl at f or mNaneAl r eadyExi st s(18)

- platform nanme al ready exists.
pl at f or mNodeNanmeNoExi st s(19)

- platform node nane does not exist.
pl at f or mNodeNaneAl r eadyExi st s(20)

- platformnode nane already exists.
resour ceUnavai | abl e(21)

- resource unavail abl e.
noEnt ri esl nLunMap(22)
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- zero entries in OS LUN Map.
i nval i dDevi ceNaneLengt h(23)
- invalid OS device nane | ength.
mul tipl eAttributes(24)
- multiple attributes of sane type in
platformattribute bl ock.
i nval i dAttri bBl ockLengt h(25)
- invalid platformattribute bl ock Iength.
attributesM ssing(26)
- required platformattributes not present.”
REFERENCE
"ANSI INCITS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, Table 124."
SYNTAX | NTEGER {
noAddi ti onal Expl anati on(1),
i nvNanel dFor | ECr Port ( 2),
i eLi st Not Avai | abl e(3),
i eTypeNot Avai | abl e(4),
domai nl dNot Avai | abl e(5),
nmgnt | dNot Avai | abl e(6),
f abNarmeNot Avai | abl e(7),
i el ogNaneNot Avai | abl e(8),
nmgnt Addr Li st Not Avai | abl e(9),
i el nf oLi st Not Avai | abl e( 10),
portLi st Not Avai | abl e(11),
port TypeNot Avai | abl e(12),
phyPor t NumNot Avai | abl e(13),
att Port NaneLi st Not Avai | abl e( 14),
port St at eNot Avai | abl e(15),
unabl eToRegl ELogNanme( 16) ,
pl at f or mMNaneNoExi st (17),
pl at f or mNaneAl r eadyExi st s(18),
pl at f or mMNodeNanmeNoExi st s(19),
pl at f or mMNodeNaneAl r eadyExi st s(20),
resour ceUnavai | abl e(21),
noEnt ri esl nLunMap(22),
i nval i dDevi ceNaneLengt h(23),
mul tipleAttributes(24),
i nval i dAttri bBl ockLengt h(25),
attri but esM ssi ng(26)

-- Objects for Fabric Discovery

t 11FcsFabri cDi scoveryTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF T1lFcsFabricDi scoveryEntry
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MAX- ACCESS  not-accessible

STATUS current

DESCRI PTI ON
"This table contains control information for discovery
of Fabric configuration by swtches.

Values witten to objects in this table are not
retai ned over agent reboots."
::={ tllFcsDi scovery 1}

t 11FcsFabri cDi scoveryEntry OBJECT- TYPE

SYNTAX T1llFcsFabricD scoveryEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Control information for discovery by the switch
identified by fcm nstancel ndex and fcnbwi tchl ndex. "
I NDEX { fcmlnstancel ndex, fcnBw tchlndex }
::={ tllFcsFabricDi scoveryTable 1 }

T1l1FcsFabricDi scoveryEntry ::= SEQUENCE ({
t 11FcsFabri cD scoveryRangeLow  T11Fabri cl ndex,
t 11FcsFabri cD scoveryRangeH gh T11Fabri cl ndex,

t 11FcsFabri cD scoveryStart | NTEGER,

t 11FcsFabri cDi scoveryTi meQut Unsi gned32
}
t 11FcsFabri cDi scover yRangeLow OBJECT- TYPE

SYNTAX T11Fabri cl ndex

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The discovery by a particular swtch operates
within all existing Fabrics that have a Fabric
Index within a specific inclusive range. This
obj ect specifies the mninum Fabric Index val ue
within that range. This value just represents
the | ower end of the range and does not necessarily
represent any existing Fabric."

::={ tllFcsFabricDi scoveryEntry 1 }

t 11FcsFabri cDi scover yRangeH gh OBJECT- TYPE

SYNTAX T11Fabri cl ndex
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON

"The di scovery by a particular switch operates
within all existing Fabrics that have a Fabric
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Index within a specific inclusive range. This
obj ect specifies the maxi num Fabric | ndex val ue
within that range. This value just represents the
hi gher end of the range and does not necessarily
represent any existing Fabric."

::={ tllFcsFabricDi scoveryEntry 2 }

t 11FcsFabricD scoveryStart OBJECT- TYPE

SYNTAX | NTEGER {
start (1),
noQp( 2)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object provides the capability to trigger the start
of a discovery by a Fabric Configuration Server. |If this

object is set to "start’, then the discovery is started on
t hose Fabrics that have their Fabric Index value in the
range specified by t1lFcsFabri cDi scoveryRangeLow and

t 11FcsFabri cDi scoveryRangeH gh. It is recomended that
whenever an instance of this object is set to 'start’,

that the desired range be specified at the sane tinme by
setting the correspondi ng i nstances of

t 11FcsFabri cD scover yRangeLow and

t 11FcsFabri cDi scover yRangeHi gh

Setting this object to "start’ will be rejected if a
di scovery is already/still in progress on any Fabrics in
the specified range.

No action is taken if this object is set to 'noQp'.
The val ue of this object when read is always 'noQp’ ."
::={ tllFcsFabricDi scoveryEntry 3 }

t 11FcsFabri cDi scoveryTi neQut OBJECT- TYPE

SYNTAX Unsi gned32 (300..86400)
UNI TS "Seconds"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The minimuminterval of time for which the discovered
Fabric information is cached by a Fabric Configuration
Server."

DEFVAL { 900 }

::={ tllFcsFabricDi scoveryEntry 4 }
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-- Discovery State table

t 11FcsDi scoverySt at eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1l1FcsDi scoveryStateEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the status of discovery of
| ocally known Fabrics."
::={ t1lFcsDi scovery 2}

t 11FcsDi scoveryStat eEntry OBJECT- TYPE

SYNTAX T11FcsDi scoveryStateEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The discovery status for a particular Fabric on the

switch identified by fcm nstancel ndex and fcnBwi tchl ndex. "
INDEX { fcm nstancel ndex, fcnBwitchlndex, tl1llFcsFabriclndex }
::={ tllFcsDiscoveryStateTable 1 }

T11FcsDi scoveryStateEntry ::= SEQUENCE {
t 11FcsFabri cl ndex T11lFabri cl ndex,
t 11FcsDi scoverySt at us | NTEGER,
t 11FcsDi scover yConpl et eTi me Ti meSt anp

}

t 11FcsFabri cl ndex OBJECT- TYPE
SYNTAX T11Fabri cl ndex
MAX- ACCESS  not-accessi bl e
STATUS current
DESCRI PTI ON
"A uni que index value that uniquely identifies a
particul ar Fabric.

In a Fabric conformant to FC-SW4, nultiple Virtual Fabrics
can operate within one (or nore) physical infrastructures,
and this index value is used to uniquely identify a
particul ar (physical or virtual) Fabric within a physical

i nfrastructure.

In a Fabric conformant to versions earlier than FC-SW4,
only a single Fabric could operate within a physical
infrastructure, and thus, the value of this Fabric |Index
was defined to always be 1."

::={ tllFcsDi scoveryStateEntry 1 }
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t 11FcsDi scoveryStatus OBJECT- TYPE

SYNTAX | NTEGER {
i nProgress(1),
conpl eted(2),
| ocal Onl y(3)
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The status of the discovery for the particular Fabric.
Initially when the switch cones up, all instances of this
obj ect have the value: 'local Only’', and the database
contains only local information, i.e., no information

di scovered via the Fabric Configuration Server protocol
specified in FC GS-5.

If tl1lFcsFabricDi scoveryStart is set to 'start’ for a
range of Fabrics that includes this Fabric, then the
val ue of this object transitions to 'inProgress’ . Wen
the di scovery conpletes, this object transitions to
"compl eted’, and the data is cached for the m ninmum
interval of tinme specified by

t 11FcsFabricDi scoveryTimeQut. After this interval has
been exceeded, the data nmay be lost, in which case, the
val ue of this object changes to 'l ocalOnly’.

Thi s object cannot be set via SNVWP to any val ue ot her
than "localOnly’. If this object is set (via SNW) to
"localOnly’, the cached data for the Fabric is discarded
i Mmediately, and if a discovery initiated fromthis
switch was in progress for this Fabric, then that
di scovery is aborted."

::={ tllFcsDi scoveryStateEntry 2 }

t 11FcsDi scoveryConpl et eTi me  OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains the value of sysUpTinme at which
di scovery was nost recently conpleted or aborted on this
Fabric. This object contains the value of zero before
the first discovery on this Fabric."

::={ tllFcsDiscoveryStateEntry 3 }
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-- The Dat abase of Fabric Configuration Information

-- Interconnect El enent table

t 11Fcsl eTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF Ti1lFcsl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of Interconnect El enents. |nterconnect

El ements (I Es) are switches, hubs, bridges etc.

By default, the Fabric Configuration Server will
mai ntain detailed information pertaining only to
| ocal resources. As far as discovered topology is
concerned, only the IE nane, type, and Donmain ID
information will be maintained. |If a discovery
cycle is triggered on a set of Fabrics, this table
along with the Port and Platformtables will be
popul ated with the discovered information. The
di scovered data will be retained in this table for
at least tl1llFcsFabricDi scoveryTi neQut seconds after
the conpletion of its discovery or until the
di scovered data is invalidated."

::={ t1lFcsDi scoveredConfig 1 }

t 11Fcsl eEntry OBJECT- TYPE

SYNTAX T1lFcsl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I nformati on about an | nterconnect El enent that was

2007

di scovered on a Fabric (identified by tllFcsFabriclndex),

by a switch (identified by fcnl nstancel ndex and
fcnBwi t chl ndex) . "
REFERENCE

"ANSI | NCI TS 427-2007, Fi bre Channel - Ceneric Services 5,

FC-GS-5, section 6.2.3.2."
I NDEX { fcml nstancel ndex, fcnBw tchlndex, tl1llFcsFabriclndex,
t 11Fcsl eNane }
c:={ tllFcsleTable 1}

T11Fcsl eEntry ::= SEQUENCE ({
t 11Fcsl eNane FcNanel dOr Zer o
t 11Fcsl eType T11Fcl eType,
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t 11Fcsl eDommi nl d FcDomai nl dOr Zer o
t11FcsleMgnt | d FcAddr essl dOr Zer o
t 11Fcsl eFabri cName FcNamel dOr Zer o
t 11Fcsl eLogi cal Name OCTET STRI NG
t 11Fcsl eMgnt Addr Li st | ndex T11FcLi st 1 ndexPoi nt er Or Zer o
t 11Fcsl el nf oLi st OCTET STRI NG

}

t11Fcsl eNane OBJECT- TYPE
SYNTAX FcNanel dOr Zero (SIZE(8 | 16))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The WAN of an Interconnect Elenment. This object
uni quely identifies an Interconnect Elenent on a
Fabric. |If the IEis a switch, then this object
is the Switch_Name (WW) of the switch.”
REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.2.1."
c:={ tllFcsleEntry 1 }

t 11Fcsl eType OBJECT- TYPE

SYNTAX T11Fcl eType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The type of this Interconnect Elenent."

REFERENCE
"ANSI INCITS 427-2007, Fibre Channel - Generic Services 5,
FC- GS-5, section 6.2.3.2.2"

c:={ tllFcsleEntry 2 }

t 11Fcsl eDomai nld OBJECT- TYPE

SYNTAX FcDomai nl dOr Zer o

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Domain I D of this |Interconnect El enent."

REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - GCeneric Services 5,
FC-GS-5, section 6.2.3.2.3."

::={ tllFcsleEntry 3}

t11Fcslegnt1d OBJECT- TYPE

SYNTAX FcAddr ess| dOr Zer o
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The managenent identifier of this Interconnect El enent.
If the Interconnect Elenment is a switch, this object wll
be the Domain Controller identifier of the switch. Wen
the value of the identifier is unknown, this object
contains the all-zeros value: x’00 00 00’ ."

REFERENCE
"ANSI INCITS 427-2007, Fibre Channel - Generic Services 5,
FC- GS-5, section 6.2.3.2.4."

DEFVAL { ' 000000’ h }

::={ tllFcsleEntry 4}

t 11Fcsl eFabri cNanme OBJECT- TYPE

SYNTAX FcNanel dOr Zero (SI ZE(8 | 16))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The Fabric_Nane (WMW) of this Interconnect Elenent.
When the Fabric_Nanme is unknown, this object contains
the all-zeros value: x’00 00 00 00 00 00 00O OO ."
REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.2.5."
DEFVAL { ' 0000000000000000' h }
::={ tllFcsleEntry 5}

t 11Fcsl eLogi cal Name OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The | ogi cal name of this Interconnect Elenent.
Wien the | ogical name is unknown, this object contains
the zero-length string."

REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.2.6."

c:={ tllFcsleEntry 6 }

t 11Fcsl eMgnt Addr Li st 1 ndex OBJECT- TYPE

SYNTAX T11FcLi st 1 ndexPoi nt er Or Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The managenent address list for this Interconnect Elenent.
This object points to an entry in the
t 11FcsMgnt Addr Li st Tabl e. "

REFERENCE
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"ANSI | NCI TS 427-2007, Fibre Channel - CGeneric Services 5,
FC-GS-5, section 6.2.3.2.7."
c:={ tllFcsleEntry 7 }

t11Fcsl el nfoLi st OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (0..252))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The information list for this |Interconnect Elenent.

The value of this object is formatted as specified in
FC-GS-5, i.e., it has the follow ng substrings in order:
vendor nane, nodel nane/nunber, and rel ease code/l evel,
foll owed by zero or nore substrings of vendor-specific
i nformati on. Each substring is termnated with a byte
containing a null value (x 00 )."

REFERENCE
"ANSI INCITS 427-2007, Fibre Channel - Generic Services 5,
FC- GS-5, section 6.2.3.2.8"

c:={ tllFcsleEntry 8 }

-- Managenent Address List table

t 11FcsMgnt Addr Li st Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFcsMgnt Addr Li stEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the set of managenent address lists
that are currently referenced by any instance of the
t 11Fcsl eMgnt Addr Li st | ndex or
t 11FcsPI at f or mvgnt Addr Li st | ndex objects.”
::={ tllFcsDi scoveredConfig 2 }

t 11FcsMgmt Addr Li st Entry  OBJECT- TYPE

SYNTAX T11FcsMgnt Addr Li st Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Informati on about one nmanagenment address in a
managenment address list, which is known to a

switch (identified by fcm nstancel ndex and
fcrmbwi t chl ndex) . "

I NDEX { fcm nstancel ndex, fcnbw tchlndex,
t 11FcsMgnt Addr Li st I ndex, t1l1Fcshgnt Addrl ndex }
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o= { tllFcsMgnt AddrListTable 1 }

T11FcsMgnt Addr Li stEntry :: = SEQUENCE ({
t 11FcsMgnt Addr Li st | ndex T11FclLi st 1 ndex,
t 11FcshMgnt Addr | ndex Unsi gned32,
t 11FcshMgnt Addr URLStri ng
}
t 11FcsMgnt Addr Li st | ndex OBJECT- TYPE
SYNTAX T11FclLi st ndex
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The i ndex val ue of the managenent address list."
c:={ tllFcsMgnt AddrListEntry 1 }

t 11FcsMgnt Addr I ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An integer value to distinguish different
managenent addresses in the sane list."
o= { tllFcsMgnt AddrListEntry 2 }

t 11FcsMgnt Addr  OBJECT- TYPE

SYNTAX URLStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The managenent address of this entry.

The format of this object is a Uniform Resource
Locator (URL), e.g., for SNMP, see RFC 4088."
REFERENCE
"ANSI INCITS 427-2007, Fibre Channel - Generic Services 5,
FC- GS-5, section 6.2.3.2.7"
c:={ tllFcsMnt AddrLi stEntry 3 }

-- Ports

t 11FcsPort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFcsPortEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"This table contains infornmation about the ports of |Es.
::={ tllFcsDi scoveredConfig 4 }

t11FcsPortEntry OBJECT- TYPE

SYNTAX T1llFcsPortEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"I nformati on about a particular port of an Interconnect
El ement (identified by t1llFcsleNane). The port is
connected to a Fabric (identified by tl1lFcsFabricl ndex)
and known to a switch (identified by fcml nstancel ndex
and fcnBwi tchl ndex)."

INDEX { fcm nstancel ndex, fcnBwitchlndex, tl1llFcsFabriclndex,

t 11Fcsl eNanme, t11FcsPort Nanme }
::={ tllFcsPortTable 1 }

T1llFcsPortEntry ::= SEQUENCE {
t 11FcsPort Nane FcNanel dOr Zer o,
t 11FcsPort Type FcPort Type,
t 11FcsPort TxType T11FcPort TxType,
t 11FcsPort Modul eType Unsi gned32,
t 11FcsPort PhyPor t Num Unsi gned32,
t 11FcsPort At t achPort Nanel ndex T11FcLi st | ndexPoi nt er O Zer o,
t 11FcsPort St ate T11FcPort St at e,
t 11FcsPort SpeedCapab OCTET STRI NG
t 11FcsPort Oper Speed COCTET STRI NG
t 11FcsPort Zoni ngEnf St at us OCTET STRI NG
}
t 11FcsPort Name OBJECT- TYPE
SYNTAX FcNanel dOr Zero (SIZE(8 | 16))
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"The Port_Nane (WAW) of the port for which this row
contains information."

REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - Ceneric Services b5,
FC-GS-5, section 6.2.3.3.1."

::={ tllFcsPortEntry 1 }

t 11FcsPort Type OBJECT- TYPE

SYNTAX FcPort Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Port Type of this port."
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REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - Ceneric Services b5,
FC-GS-5, section 6.2.3.3.2."

::={ tllFcsPortEntry 2 }

t11FcsPort TxType OBJECT- TYPE

SYNTAX T11FcPort TxType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Port TX Type of this port."

REFERENCE
"ANSI INCITS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.3.3."

c:={ tllFcsPortEntry 3}

t 11FcsPort Modul eType OBJECT- TYPE

SYNTAX Unsi gned32 (0. .255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The port mnodul e type of this port."
REFERENCE

"ANSI | NCI TS 427-2007, Fi bre Channel - Ceneric Services 5,
FC-GS-5, section 6.2.3.3.4."
c:={ tllFcsPortEntry 4}

t 11FcsPort PhyPort Num OBJECT- TYPE

SYNTAX Unsi gned32 -- the default range of (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The physical number for this port. FC GS-5 says that
the contents of this field, which are carried in a field
with a size of 4 bytes, are not to be restricted due to
vendor - speci fi c nethods for nunbering physical ports."
REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.3.5."
::={ tllFcsPortEntry 5 }

t 11FcsPort Att achPort Nanmel ndex OBJECT- TYPE

SYNTAX T11FcLi st | ndexPoi nt er Or Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The attached port nane list for this port. This object
points to an entry in the t1l1FcsAttachPort NaneLi st Table."
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REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - Ceneric Services b5,
FC-GS-5, section 6.2.3.3.6."

::={ tllFcsPortEntry 6 }

t11FcsPort State OBJECT- TYPE

SYNTAX T11FcPort St at e

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The state of this port.”

REFERENCE
"ANSI | NCI TS 427-2007, Fi bre Channel - Ceneric Services b5,
FC-GS-5, section 6.2.3.3.7."

c:={ tllFcsPortEntry 7 }

t 11FcsPort SpeedCapab OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (2))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The port speed capabilities of this port. The two octets
of the value are formatted as described in FCG-GS-5."
REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - CGeneric Services b5,
FC-GS-5, section 6.2.3.3.8."
c:={ tllFcsPortEntry 8 }

t 11FcsPort Oper Speed OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (2))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The operating speed of this port. The two octets
of the value are formatted as described in FCG-GS-5."
REFERENCE
"ANSI | NCI TS 427-2007, Fi bre Channel - GCeneric Services b5,
FC-GS-5, section 6.2.3.3.9."
c:={ tllFcsPortEntry 9 }

t 11FcsPort Zoni ngEnf St at us  OBJECT- TYPE

SYNTAX COCTET STRING (SIZE (12))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The zoni ng enforcenment status of this port. The 12

octets of the value are formatted as described in FGGS-5."
REFERENCE
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"ANSI | NCI TS 427-2007, Fibre Channel - CGeneric Services 5,
FC-GS-5, section 6.2.3.3.10."
::={ tllFcsPortEntry 10 }

-- Attached Port List table

t 11FcsAtt achPort NaneLi st Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFcsAttachPort NaneLi stEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains all the lists of attach port
names. "
REFERENCE

"ANSI | NCI TS 427-2007, Fibre Channel - CGeneric Services 5,
FC-GS-5, section 6.2.3.3.6"
::={ tllFcsDi scoveredConfig 5 }

t 11FcsAttachPort NameLi stEntry OBJECT- TYPE

SYNTAX T11FcsAttachPort NamelLi st Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Informati on about the nane of a particular attached port,
which is known to a switch (identified by fcm nstancel ndex
and fcnBwi t chl ndex)."
I NDEX { fcm nstancel ndex, fcnBwitchlndex,
t 11FcsAttachPort NanmeLi st ndex, t11lFcsAttachPort Nane }
;.= { tllFcsAttachPort NaneListTable 1 }

T11FcsAttachPort NanmelLi stEntry ::= SEQUENCE ({
t 11FcsAtt achPor t NaneLi st | ndex T11FclLi st | ndex,
t 11FcsAtt achPor t Nanme OCTET STRI NG
}
t 11FcsAtt achPort NaneLi st | ndex OBJECT- TYPE
SYNTAX T11FclLi st | ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The i ndex value of the attach port nane list."
::={ tllFcsAttachPort NaneListEntry 1 }

t 11FcsAtt achPort Nane OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (12))
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The attached port name. Zero or nore of these nanes
may be associated with a port object.
The first 8 bytes of this object contain the WW of
the port followed by 2 reserved bytes. Foll ow ng
this is one byte of Port flags and one byte of
Port type, as described in FCGS-5."

REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.3.6"

;.= { tllFcsAttachPort NaneListEntry 2 }

-- Platfornms

t 11FcsPl at f or niTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFcsPl atfornEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains information on platforns.

By default, this table only contains local (e.g., for a
local switch) information. |If a discovery is triggered,
this table will also contain information gathered by the
di scovery process. The discovered information is retained
inthis table for at |east tllFcsFabricDi scoveryTi meQut
seconds after the conpletion of its discovery or until
t he di scovered cache is invalidated."

REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4"

::={ t1lFcsDi scoveredConfig 6 }

t 11FcsPl atfornEntry OBJECT- TYPE

SYNTAX T11lFcsPl atfornEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Information about a particular platform which is
known to a switch (identified by fcm nstancel ndex and
f cnBwi t chl ndex) .

A platformcan contain multiple nodes. Information on

nodes is contained in the t11FcsNodeNaneLi st Table. The
t 11FcsPI at f or mMNodeNaneLi st ndex object in this table

DeSanti, et al. St andards Track [ Page 28]



RFC 4935 Fabric Configuration Server MB August 2007

points to the list of nodes contained in this platform
Simlarly, the t1lFcsPl atformvgnt AddrLi stlndex object in
this table points to the list of nanagenent addresses
associated with this platform"
I NDEX { fcm nstancel ndex, fcnbw tchlndex,
t 11FcsFabricl ndex, t11FcsPl atforn ndex }
::={ tllFcsPlatfornirable 1 }

T1l1FcsPl atformEntry ::= SEQUENCE {
t 11FcsPI at f or m ndex Unsi gned32,
t 11FcsPI at f or mNane OCTET STRI NG
t 11FcsPIl at f or nType COCTET STRI NG

}

t 11FcsPl at f or mMNodeNaneLi st | ndex T11FcLi st ndexPoi nter O Zer o,
t 11FcsPl at f or mvgnt Addr Li st 1 ndex T11FcLi stl ndexPoi nt er O Zer o,

t 11FcsPI at f or nVWendor I d SnnpAdni nStri ng,

t 11FcsPI at f or nPr oduct I d SnnpAdmi nStri ng,

t 11FcsPI at f or mPr oduct RevLevel SnnpAdmi nStri ng,

t 11FcsPIl at f or mDescri pti on SnnpAdmi nStri ng,

t 11FcsPI at f or mLabel SnnpAdmi nStri ng,

t 11FcsPl at f ornLocati on SnnpAdnmi nStri ng,

t 11FcsPl at f or nSyst em D SnnpAdni nStri ng,

t 11FcsPI at f or nSysMgnt Addr T11FcLi st 1 ndexPoi nt er Or Zer o,
t 11FcsPl at fornCl usterld SnnpAdmi nStri ng,

t 11FcsPI at f or nCl ust er Mgnt Addr T11FcLi st 1 ndexPoi nt er Or Zer o,
t 11FcsPI at f or nFC4ATypes OCTET STRI NG

t 11FcsPl at f or M ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An integer value to distinguish one platformfrom
other platfornms in the sane Fabric."
c:={ tllFcsPlatfornEntry 1 }

t 11FcsPl at f or mNane OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nanme of this platform The last byte of the val ue
i ndi cates the format of the name (even if the nane itself
is the zero-length string) as specified in FCG-GS-5."
REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4.2"
c:={ tllFcsPlatfornEntry 2 }
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t 11FcsPl at f or mMType OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (4))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type(s) of this platform encoded in 4 bytes as
specified in FC-G5-5."

REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4.3"

c:={ tllFcsPlatfornEntry 3 }

t 11FcsPIl at f or mMNodeNaneLi st | ndex OBJECT- TYPE

SYNTAX T11FcLi st | ndexPoi nt er Or Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The list of nodes for this platform This object points
to an entry in the t1l1FcsNodeNaneLi st Tabl e. "

REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4.6"

c:={ tllFcsPlatfornEntry 4 }

t 11FcsPI at f or mvgnt Addr Li st | ndex OBJECT- TYPE

SYNTAX T11FcLi st | ndexPoi nt er Or Zero
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The list of nmanagenent addresses for this platform This
object points to an entry in the t1l1FcsMnt AddrLi st Tabl e. "
REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4.7"
c:={ tllFcsPlatfornEntry 5 }

t 11FcsPl at f or mivendorld OBJECT- TYPE

SYNTAX SnnpAdnmi nString (SIZE (0 | 12))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The identifier of the vendor of this platform in the
format specified in FCGGS-5."

REFERENCE
"ANSI INCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4.5"

c:={ tllFcsPlatfornEntry 6 }
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t 11FcsPl at for nProduct |d OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0 | 20))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The vendor’s product and/or nodel identifier for this
platform in the format specified in FCGGS-5."

REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4.5"

c:={ tllFcsPlatfornEntry 7 }

t 11FcsPl at f or nPr oduct RevLevel OBJECT- TYPE

SYNTAX SnnpAdnmi nString (SIZE (0 | 4..32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The product revision level for this platform in the
format specified in FCGS-5."

REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4.5"

c:={ tllFcsPlatfornEntry 8 }

t 11FcsPl at f or nDescri pti on OBJECT- TYPE

SYNTAX SnnpAdnmi nString (SIZE (0 | 4..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The description of this platform in the
format specified in FCGGS-5. This value should
include the full nanme and version identification of the
platformi s hardware type and software operating system"
REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC- GS-5, section 6.2.3.4.10"
c:={ tllFcsPlatfornEntry 9 }

t 11FcsPl at f or mLabel OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0 | 4..64))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An admi nistratively assigned synbolic name for the
platform in the format specified in FCGGS-5."

REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC- GS-5, section 6.2.3.4.11"
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c:={ tllFcsPlatfornEntry 10 }

t 11FcsPl at f ormLocati on OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0 | 4..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The physical location of the platform in the fornat
specified in FCG-GS-5 (e.g., 'tel ephone closet, 3rd floor’)."
REFERENCE
"ANSI I NCI TS 427-2007, Fibre Channel - Generic Services 5,
FC- GS-5, section 6.2.3.4.12"
o= { tllFcsPlatfornEntry 11 }

t 11FcsPl at for nBystem D  OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0 | 4..64))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An identifier for a hosting systemthat this platformis
associated with. This identifier is used to associ ate

pl atforns of |ogical types (e.g., logical partitions) with
a physical system™
REFERENCE

"ANSI | NCI TS 427-2007, Fibre Channel - CGeneric Services b5,
FC-GS-5, section 6.2.3.4.5"
o= { tllFcsPlatfornEntry 12 }

t 11FcsPI at f or nBysMgnt Addr  OBJECT- TYPE

SYNTAX T11FclLi st | ndexPoi nt er Or Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A list of managenent addresses for the platform™
REFERENCE

"ANSI | NCI TS 427-2007, Fibre Channel - Ceneric Services 5,
FC-GS-5, sections 6.2.3.4.5 and 6.2.3.2.7."
o= { tllFcsPlatfornEntry 13 }

t11FcsPl atfornClusterld OBJECT- TYPE

SYNTAX SnnmpAdmi nString (SIZE (0 | 4..64))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An identifier for a cluster that this platformis
associated with, where a cluster is a set of independent
platforns that are nmanaged together to provide increased
perfornmance capabilities, failover, etc."
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REFERENCE
"ANSI | NCI TS 427-2007, Fibre Channel - Ceneric Services b5,
FC-GS-5, section 6.2.3.4.5"

o= { tllFcsPlatfornEntry 14 }

t 11FcsPIl at f or nCl ust er Mgnt Addr OBJECT- TYPE

SYNTAX T11FcLi st | ndexPoi nt er Or Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A list of managenent addresses for the cluster identified
in the correspondi ng instance of t1llFcsPlatfornCl usterld."
REFERENCE
"ANSI INCITS 427-2007, Fibre Channel - Generic Services 5,
FC- GS-5, sections 6.2.3.4.5 and 6.2.3.2.7."
c:={ tl1llFcsPlatfornEntry 15 }

t 11FcsPIl at f or nFCATypes OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The FC-4 types supported by this platform formatted as
a bit mask as specified in FC-GS-5. |If this object
contains the zero-length string, the types are unknown."
REFERENCE
"ANSI INCI TS 427-2007, Fibre Channel - Generic Services 5,
FC-GS-5, section 6.2.3.4.5"
c:={ tllFcsPlatfornEntry 16 }

-- Node Nane List table

t 11FcsNodeNaneLi st Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFcsNodeNaneLi stEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains all the lists of nodes."
::={ t1lFcsDi scoveredConfig 7 }

t 11FcsNodeNameLi st Entry OBJECT- TYPE

SYNTAX T11FcsNodeNaneLi st Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"I nformati on about a node, which is known to a
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switch (identified by fcm nstancel ndex and
fcnBwi t chl ndex) . "
INDEX { fcm nstancel ndex, fcnbwi tchlndex,
t 11FcsNodeNameLi st | ndex, t11FcsNodeNane }
::={ tllFcsNodeNaneListTable 1 }

T1l1FcsNodeNaneLi stEntry ::= SEQUENCE ({
t 11FcsNodeNaneLi st | ndex T11FcLi st | ndex,
t 11FcsNodeNanme FcNamel dOr Zer o
}
t 11FcsNodeNaneLi st | ndex OBJECT- TYPE
SYNTAX T11FclLi st | ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The i ndex val ue of the node nane list."
::={ tllFcsNodeNaneListEntry 1 }

t 11FcsNodeNane OBJECT- TYPE

SYNTAX FcNanel dOr Zero (SIZE(8 | 16))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nane of this node."
::={ tllFcsNodeNaneListEntry 2 }

-- Statistics

t 11FcsSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFcsStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains all the statistics rel ated
to the Fabric Configuration Server."
:={ tllFcsStats 1 }

t11FcsStatsEntry OBJECT- TYPE

SYNTAX T11lFcsStat seEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A set of statistics for a particular Fabric (identified
by t11FcsFabriclndex) on a switch (identified by
fcm nst ancel ndex and fcnBw t chl ndex) . "

DeSanti, et al. St andards Track [ Page 34]



RFC 4935 Fabric Configuration Server MB August 2007

I NDEX { fcm nstancel ndex, fcnBwi tchlndex, tl1llFcsFabriclndex }
::={ tllFcsStatsTable 1 }

T1l1FcsStatsEntry :: = SEQUENCE {
t 11Fcsl nGet Regs Count er 32,
t 11FcsQut Get Regs Count er 32,
t 11Fcsl nRegReqs Count er 32,
t 11FcsQut RegReqs Count er 32,
t 11Fcsl nDer egReqs Count er 32,
t 11FcsQut Der egReqgs Count er 32,
t 11FcsRej ects Count er 32
}
t 11Fcsl nGet Reqs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Get Requests received by the Fabric
Configuration Server on this Fabric.

This counter has no discontinuities other than

those that all Counter32s have when sysUpTi ne=0."
::={ tllFcsStatsEntry 1 }

t 11FcsQut Get Reqs  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Get Requests sent by the Fabric
Configuration Server on this Fabric to other
servers in the Fabric.

This counter has no discontinuities other than

those that all Counter32s have when sysUpTi ne=0."
::={ tllFcsStatsEntry 2 }

t 11Fcsl nRegReqs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Registration Requests received by the
Fabric Configuration Server on this Fabric.
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Thi s counter has no discontinuities other than
those that all Counter32s have when sysUpTi me=0."
c:={ tllFcsStatsEntry 3 }

t 11FcsQut RegReqs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Registration Requests sent by the
Fabric Configuration Server on this Fabric.

This counter has no discontinuities other than
those that all Counter32s have when sysUpTi me=0."
c:={ tllFcsStatsEntry 4 }

t 11Fcsl nDeregReqs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Deregistration Requests received by
the Fabric Configuration Server on this Fabric.

Thi s counter has no discontinuities other than
those that all Counter32s have when sysUpTi me=0."
::={ tllFcsStatsEntry 5 }

August 2007

t 11FcsQut Der egReqs

SYNTAX
MAX- ACCESS
STATUS

Count er 32
read-only
current

OBJECT- TYPE

DESCRI PTI ON
"The nunber of Deregistration Requests sent by
the Fabric Configuration Server on this Fabric.

Thi s counter has no discontinuities other than
those that all Counter32s have when sysUpTi me=0."
::={ tllFcsStatsEntry 6 }

t 11FcsRej ects OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of requests rejected by the Fabric
Configuration Server on this Fabric.
DeSanti, et al. St andards Track
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Thi s counter has no discontinuities other than
those that all Counter32s have when sysUpTi me=0."
c:={ tllFcsStatsEntry 7 }
-- Notification Control Table
t 11FcsNoti fyCont r ol Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF T1l1FcsNotifyControl Entry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"Atable of control information for notifications
generated due to Fabric Configuration Server events.
Values witten to objects in this table should be
persi stent/retained over agent reboots."
::={ tllFcsNotificationlnfo 1 }
t 11FcsNoti fyControl Entry OBJECT- TYPE
SYNTAX T11FcsNoti fyControl Entry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains notification control information
for a Fabric Configuration Server on a particular Fabric
(identified by tl1l1FcsFabriclndex) on a particul ar
switch (identified by fcm nstancel ndex and
fcnBwi t chl ndex) . "
INDEX { fcml nstancel ndex, fcnBwi tchlndex,
t 11FcsFabri cl ndex }
c:={ tllFcsNotifyControl Table 1 }
T11FcsNotifyControl Entry ::= SEQUENCE {
t 11FcsReqRej ect Not i f yEnabl e Tr ut hval ue,
t 11FcsDi scover yConpNot i f yEnabl e Tr ut hval ue,
t 11FcsMgnt Addr ChangeNot i f yEnabl e Trut hVal ue,
t 11FcsRej ect &t CommandSt ri ng OCTET STRI NG
t 11FcsRej ect Request Sour ce FcNanel dOr Zer o,
t 11FcsRej ect ReasonCode T11NsGs4Rej ect ReasonCode,
t 11FcsRej ect ReasonCodeExp T11FcsRej ect ReasonExpl anati on,
t 11FcsRej ect ReasonVendor Code OCTET STRI NG
}
t 11FcsReqRej ect Not i f yEnabl e OBJECT- TYPE
SYNTAX Tr ut hVal ue

MAX- ACCESS read-write
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STATUS current
DESCRI PTI ON
"This object specifies if the Fabric Configuration

Server should generate 't 11FcsRgRej ect Notification
notifications.

If the value of this object is "true’, then the
notification is issued. |If the value of this object

is "false’, then the notification is not issued."
DEFVAL { false }

::={ t1llFcsNotifyControl Entry 1 }

t 11FcsDi scover yConpNot i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This object specifies if the Fabric Configuration

Server should generate 't 11FcsDi scoveryConpl et eNoti fy’
notifications.

If the value of this object is "true’, then the
notification is issued. |If the value of this object

is "false’, then the notification is not issued."
DEFVAL { false }

c:={ tllFcsNotifyControl Entry 2 }

t 11FcshMgnt Addr ChangeNot i f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This object specifies if the Fabric Configuration
Server should generate ’'t11FcsMymt Addr ChangeNoti fy’
notifications.

If the value of this object is "true’, then the
notification is issued. |If the value of this object

is "false’, then the notification is not issued."
DEFVAL { false }

::={ t1llFcsNotifyControl Entry 3 }

t 11FcsRej ect & CommandSt ri ng OBJECT- TYPE

SYNTAX OCTET STRI NG (SI ZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The binary content of the Fabric Configuration Server
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request, formatted as an octet string (in network byte
order) containing the Cormon Transport Information Unit
(CT_IU), as described in Table 2 of FC-GS-5 (including
the preanble), which was npst recently rejected by the
Fabric Configuration Server for this Fabric.

This object contains the zero-length string if and when the
CT-1U s content is unavail able.

When the Iength of this object is 255 octets, it contains
the first 255 octets of the CT-1U (in network byte order)."

::={ tllFcsNotifyControl Entry 4 }

t 11FcsRej ect Request Sour ce OBJECT- TYPE

SYNTAX FcNamel dOr Zer o
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The WAN that was the source of the CT_|U contained in
the corresponding i nstance of t1l1FcsRejectC CommandString. "

::={ t1llFcsNotifyControl Entry 5 }

t 11FcsRej ect ReasonCode OBJECT- TYPE

SYNTAX T11NsGs4Rej ect ReasonCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the reason code correspondi ng
to the latest Fabric Configuration Server request
rejected by the |l ocal system"™

::={ tllFcsNotifyControl Entry 6 }

t 11FcsRej ect ReasonCodeExp OBJECT- TYPE

SYNTAX

T11FcsRej ect ReasonExpl anati on

MAX- ACCESS read-only

STATUS

current

DESCRI PTI ON

"When the correspondi ng instance of

t 11FcsRej ect ReasonCode has the value: ’unable to
perform conmand request’, this object contains the
correspondi ng reason code expl anation."”

::={ tllFcsNotifyControl Entry 7 }

t 11FcsRej ect ReasonVendor Code OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
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"A registration reject vendor-specific code. This
obj ect contains the vendor-specific code of the nost
recently rejected Fabric Configuration Server
Regi stration request for the particular port on
the particular Fabric."

::={ t1llFcsNotifyControl Entry 8 }

-- Notifications

t 11FcsRgRej ect Noti fi cati on NOTI FI CATI ON- TYPE
OBJECTS { ti1lFanlocal Swi t chWwn,
t 11FcsRej ect ReasonCode,
t 11FcsRej ect ReasonCodeExp,
t 11FcsRej ect ReasonVendor Code }
STATUS current
DESCRI PTI ON
"This notification is generated whenever the Fabric
Configuration Server on a switch (indicated by the
val ue of tl1lFamlocal SwitchWw) rejects a Fabric
Configuration Server request.

The Fabric Configuration Server should update the

t 11FcsRej ect ReasonCode, t 11FcsRej ect ReasonCodeExp

and t 11FcsRej ect ReasonVendor Code objects with the

correspondi ng reason code, explanation and vendor

specific code before sending the notification."
::={ tllFcsNotifications 1 }

t 11FcsDi scover yConpl et eNoti fy NOTI FI CATI ON- TYPE

OBJECTS {t 11FcsFabri cDi scover yRangelLow}

STATUS current

DESCRI PTI ON
"This notification is generated by the Fabric
Configuration Server on the conpletion of the
di scovery of Fabrics in the range that has
t 11FcsFabri cD scoveryRangeLow at its | ow end."

::={ tllFcsNotifications 2}

t 11FcshMgnt Addr ChangeNot i fy NOTI FI CATI ON- TYPE
OBJECTS { t1l1FcshMgnt Addr ChangeFabri cl ndex,
t 11FcsMgnt Addr Changel eNane }

STATUS current

DESCRI PTI ON
"This notification is generated by the Fabric
Configuration Server whenever the managenent
address of an | E changes, i.e., whenever an
entry in the tl1lFcsMnt AddrLi st Tabl e changes. "
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::={ tllFcsNotifications 3 }

t 11FcsMgnt Addr ChangeFabri cl ndex OBJECT- TYPE

SYNTAX T11Fabri cl ndex

MAX- ACCESS accessi ble-for-notify
STATUS current

DESCRI PTI ON

"The index value that identifies the Fabric on which
a managenent address change has been detected."
::={ tllFcsNotificationlnfo 2 }

t 11FcsMgnt Addr Changel eNane OBJECT- TYPE

SYNTAX FcNamel dOr Zer o

MAX- ACCESS accessi ble-for-notify

STATUS current

DESCRI PTI ON
"The 1 E for which a managenent address change has been
detected. "

::={ tllFcsNotificationlnfo 3 }

-- Conf or mance

t 11FcsM BConpl i ances OBJECT I DENTIFIER ::= { t11FcsM BConformance 1 }

t 11FcsM BG oups OBJECT IDENTIFIER ::= { t11FcsM BConfornmance 2 }
t 11FcsM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"The conpliance statenent for entities that
i mpl enent the Fabric Configuration Server."
MODULE MANDATORY- GROUPS { t 11FcsDi scover edConfi gGoup,
t 11FcsDi scoverySt at usG oup,
t 11FcsNoti fi cati onl nf oG oup,
t 11FcsNoti ficati onG oup }

GROUP  t11FcsDi scoveryControl Group

DESCRI PTI ON
"This group is mandatory only for those systens that
al | ow di scovery of configuration by Fabric Configuration
Servers to be controlled via a MB."

GROUP tllFcsStatisticsGoup

DESCRI PTI ON
"These counters, containing Fabric Configuration
Server statistics, are mandatory only for those systens
that count such events."
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OBJECT t11FcsDi scoveryStatus
VRI TE- SYNTAX | NTEGER { | ocal Only(3) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.
However, if wite access is supported, then the only
witable value is "localOnly’."

OBJECT tl1llFcsReqRejectNotifyEnable
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT t11FcsDi scoveryConpNoti f yEnabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT  t 11FcsMgnt Addr ChangeNot i f yEnabl e
M N ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

::={ t1lFcsM BConpliances 1 }

-- Units of Conformance

t 11FcsDi scoveryControl G oup OBJECT- GROUP
OBJECTS { tl1lFcsFabricDi scover yRangelLow,
t 11FcsFabri cD scover yRangeHi gh,
t 11FcsFabri cDi scoveryStart,
t 11FcsFabri cDi scoveryTi neQut }
STATUS current
DESCRI PTI ON
"A collection of objects for requesting a Fabric
Configuration Server to discover the configuration
of one or nore Fabrics."
c:={ tllFcsM BG oups 1 }

t 11FcsDi scoverySt at usG oup OBJECT- GROUP
OBJECTS { t1lFcsDi scoverysStat us,
t 11FcsDi scoveryConpl et eTi me }

STATUS current

DESCRI PTI ON
"A collection of objects with which to nonitor the
status of discovery (of Fabric configurations) by
Fabric Configuration Servers."
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::={ tl1lFcsM BG oups 2 }

t 11FcsDi scover edConfi gG oup OBJECT- GROUP

OBJECTS {

STATUS
DESCRI PTI

t 11Fcsl eType,
t 11Fcsl eDonai nl d,
t 11Fcsl eMgnt | d,
t 11Fcsl eFabri cNane,
t 11Fcsl eLogi cal Nane,
t 11Fcsl eMgnt Addr Li st | ndex,
t 11Fcsl el nf oLi st ,
t 11Fcshwgnt Addr,
t 11FcsPort Type,
t 11FcsPort TxType,
t 11FcsPort Modul eType,
t 11FcsPort PhyPort Num
t 11FcsPort At t achPor t Nanel ndex,
t 11FcsPort St at e,
t 11FcsPort SpeedCapab,
t 11FcsPort Qper Speed,
t 11FcsPort Zoni ngEnf St at us,
t 11FcsAt t achPort Nane,
t 11FcsPI at f or mNane,
t 11FcsPI at f or mType,
t 11FcsPl at f or nNodeNaneLi st | ndex,
t 11FcsPl at f or mvgnt Addr Li st | ndex,
t 11FcsPI at f or miVendor | d,
t 11FcsPIl at f or mPr oduct | d,
t 11FcsPI at f or nPr oduct RevLevel ,
t 11FcsPIl at f or mDescri pti on,
t 11FcsPI at f or nLabel ,
t 11FcsPl at f or mLocat i on,
t 11FcsPl at f or nSyst enl D,
t 11FcsPI at f or mSysMgnt Addr,
t 11FcsPl at f or nCl uster | d,
t 11FcsPI at f or nCl ust er Mgt Addr ,
t 11FcsPIl at f or nFC4Types,
t 11FcsNodeNane }
current
N

August 2007

"A collection of objects to contain the Fabric configuration
i nformati on di scovered by Fabric Configuration Servers."
::={ tl1lFcsM BG oups 3 }

t11FcsStati st

i csGroup OBJECT- GROUP

OBJECTS { t11Fcsl nGet Regs,
t 11FcsQut Cet Regs,
t 11Fcsl nRegRegs,
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t 11FcsQut RegRegs,
t 11Fcsl nDer egRegs,
t 11FcsQut Der egReqs,
t 11FcsRej ects }
STATUS current
DESCRI PTI ON
"A collection of objects for Fabric Configuration Server
statistics information."
c:={ t1llFcsM BG oups 4 }

t 11FcsNoti fi cati onl nf oG oup OBJECT- GROUP
OBJECTS { t1lFcsRegRej ect Noti f yEnabl e,
t 11FcsDi scover yConpNot i f yEnabl e,
t 11FcsMgnt Addr ChangeNot i f yEnabl e,
t 11FcsRej ect &t CommandSt ri ng,
t 11FcsRej ect Request Sour ce,
t 11FcsRej ect ReasonCode,
t 11FcsRej ect ReasonCodeExp,
t 11FcsRej ect ReasonVendor Code,
t 11FcsMgnt Addr ChangeFabri cl ndex,
t 11FcsMgnt Addr Changel eNane }
STATUS current
DESCRI PTI ON
"A collection of notification control and notification
i nformati on objects for nonitoring Fabric
Configuration Servers."
:={ t1lFcsM BG oups 5 }

t 11FcsNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { t11FcsRgRej ect Notifi cation,
t 11FcsDi scover yConpl et eNoti fy,
t 11FcsMgt Addr ChangeNotify }
STATUS current
DESCRI PTI ON
"A collection of notifications for nonitoring Fabric
Configuration Servers."
.= { t1lFcsM BG oups 6 }

END
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7.

| ANA Consi derations
| ANA has assigned a MB O D (162) under the m b-2 subtree
Security Considerations

There are several managenent objects defined in this MB nodule with
a MAX- ACCESS cl ause of read-wite and/or read-create. Such objects
may be considered sensitive or vulnerable in sone network
environnments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These objects and their
sensitivity/vulnerability is:

t 11FcsFabri cDi scover yRangeLow

t 11FcsFabri cDi scover yRangeHi gh

t 11FcsFabri cDi scoveryTi meQut

t 11FcsFabricDi scoveryStart -- the ability to specify paraneters
for, and trigger the start of,
a topol ogy discovery.

t 11FcsDi scoverySt at us -- the ability to abort a discovery, or
i nval i date di scovered information

t 11FcsReqRej ect Not i f yEnabl e

t 11FcsDi scover yConpNot i f yEnabl e

t 11FcsMgnt Addr ChangeNot i f yEnabl e -- the ability to enabl e/ di sabl e

notifications.

Such objects may be considered sensitive or vulnerable in sone
networ k environnents. For exanple, the ability to invalidate

di scovered topology may afford an attacker the ability to hide the
presence of unauthorized equi pmrent on the network. The support for
SET operations in a non-secure environnent w thout proper protection
can have a negative effect on network operations.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWMP. These are the tables and objects and their
sensitivity/vulnerability:

t 11Fcsl eTabl e

t 11FcsMynt Addr Li st Tabl e

t 11FcsPort Tabl e

t 11FcsAtt achPor t NaneLi st Tabl e
t 11FcsPl at f or nTabl e
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t 11FcsNodeNaneLi st Tabl e -- contains infornmation about the topol ogy
of the Fibre Channel network.

t11FcsStatsTable -- contains statistics informati on about the
operation of the Fabric Configuration Server

SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using | Psec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenentors consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ del ete) them
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