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Abstract

This meno creates a nunber of OSPF registries and provides guidance
to I ANA for assignment of code points within these registries.
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1

I ntroduction

This meno defines various OSPF registries for 1ANA to set up and

mai ntain for OSPF code points. |n sonme cases, this nmeno defines
ranges of code point values within these registries; each such range
has a different assignnment policy.

The ternms used in describing the assignment policies are as foll ows:
0 Standards Action
0 Experinentation
o Vendor Private Use
0 Reserved

St andards Action neans that assignnents in that range MJUST only be
made for Standards Track RFCs (as defined in [RFC2434]).

Sone of the registries defined bel ow reserve a range of values for
Experimentation. For guidelines regarding the use of such val ues see
[ RFC3692]. Values fromthis range MJST NOT be assigned by | ANA

Furt her guidance on the use of the Experinmentation range may be found
in paragraphs 4, 5, and 6 of [RFC3692]. An inplenentati on MAY choose
to not support values fromthe Experinentation range. In such a
case, the protocol data structure with a code point fromthe
Experimentation range is ignored, unless other protocol machinery
says how to deal with it. "lgnored” in this context nmeans that the
associ ated data structure is renoved fromthe recei ved packet before
further processing, including flooding.

Val ues set aside as Vendor Private Use MJUST NOT be assigned by | ANA
A protocol data structure whose code point falls in this range MJST
have a di sanbiguating field identifying the Vendor. This identifier
consists of four octets of the Vendor’s SM (Structure of Managenent
Information) enterprise code (see [ ENTERPRI SE-NUMBERS]) in network
byte order; the location of this code nust be well-defined per data
structure. An inplenmentation that encounters a Vendor Private code
poi nt SHOULD check whether the enterprise code is one that it
recogni zes; if so, the inplenentati on MAY choose to interpret the
code point and data structure. Qherwise, it SHOULD i gnore the code
poi nt, unless the protocol nachinery says how to deal with the data
structure (as defined in the previous paragraph). This allows

mul tiple vendor private extensions to coexist in a network.

Val ues in the Reserved range MUST NOT be assigned until a Standards
Track or Best Common Practices RFC is published defining the

Konpel I a & Fenner Best Current Practice [ Page 3]



RFC 4940 | ANA Consi derations for OSPF June 2007

assignnent policy for that range. This RFC MJST be the product of
the OSPF Working Goup; if the OSPF Wsis ternminated, then it MJST be
reviewed by an Expert Revi ewer designated by the | ESG

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. OSPF Registries
This section lists the various registries for OSPF protocol code
points. Note that some of these are for OSPF, and some are specific
to a particular version of OSPF, also, sone registries predate this
neno.
Regi stries that are specific to one version of OSPF reflect the
versi on nunber in the registry nane (e.g., OSPFv2 Options). A
regi stry whose nanme does not nention a version nunber applies to both
OSPFv2 and OSPFv3 (e.g., OSPF Packet Type).

2.1. OSPFv2 Options

(Defined in Section A 2 of [RFC2328], updated in Section A 1 of
[ RFC2370]. See al so [ RFC3101].)

Assi gnnent policy: Standards Action.
2.2. OSPFv3 Options

(Defined in Section A 2 of [RFC2740])

Assi gnnent policy: Standards Action.
2.3. OSPF Packet Type (Both v2 and v3)

(Defined in Section A 3.1 of [RFC2328])

f S o m e e e e e oo +
| Range | Assignnent Policy |
Fomm e e o o e e e e e e e oo o +
| O | Not to be assigned |
| 1-5 | Already assigned |
| 6-127 | Standards Action |
| 128-255 | Reserved |
Fomm e e o e e e a - +

Konpel I a & Fenner Best Current Practice [ Page 4]



RFC 4940

2.3.1. GOSPF Aut hent

| ANA Consi derations for OSPF

cation Type

(Defined in Section A 3.1 of [RFC2328])

(Note: this registry is called "OSPF AUTHENTI CATI ON CODES"

| Already assigned
3-247 | Standards Action
248- 65519 | Reserved
65520- 65535 | Experinentation

2.4. OSPFv2 Link State (LS) Type

(Defined in Section A 4.1 of [RFC2328])

If a new LS Type i
Link State IDis t
(Link State Advert
mai nt ai ned.

2.4.1. OSPFv2 Rout er

[ TS e e e ek
| Range | Assignnent Policy

f S o m e e e e e oo
| O | Not to be assigned
| 1-11 | Already assigned

| 12-127 | Standards Action

| 128-255 | Reserved

[ TS Fmm e e e

June 2007

by 1ANA. )

s docunented, the docunentation MJST say how t he
o be filled in, what the fl ooding scope of the LSA
i senment) is, and how backward conpatibility is

LSA Link Type

(Defined in Section A 4.2 of [RFC2328])

[ TS e e e ek
| Range | Assignnent Policy

f S o m e e e e e oo
| O | Not to be assigned
| 1-4 | Already assigned

| 5-127 | Standards Action

| 128-255 | Reserved

[ TS Fmm e e e

There is no range for Vendor Private Use, as there is no space for an
enterprise code to identify the Vendor
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No Experinental range is defined, due to possible backwards
conpatibility issues.

If a new Router LSA Link Type is docunented, the documentation SHOULD
say how the Link State ID, Link ID, and Link Data fields are to be
filled in, and how backward conpatibility is naintained.

2.4.2. OSPFv2 Router Properties
(Defined in Section A 4.2 of [RFC2328], updated in [ RFC3101])

This 8-bit field in the Router LSA is unnaned; it is the field
i mediately followi ng the Router LSA | ength.

Assi gnnent policy: Standards Action.
2.5. OSPFv3 LSA Function Code
This registry is created by [OSPF-CAP]. This docunent provides the
val ues to be popul ated for values defined in Section A 4.2.1 of
[ RFC2740] .
2.5.1. OSPFv3 Prefix Options
(Defined in Section A 4.1.1 of [RFC2740])
Assi gnnent policy: Standards Action.
2.5.2. OSPFv3 Router LSA Link Type

(Defined in Section A 4.3 of [RFC2740])

I T +
| Range | Assignnent Policy |
Fomm e e o e e e a - +
| O | Not to be assigned |
| 1-4 | Already assigned |
| 5-127 | Standards Action |
| 128-255 | Reserved |
f S o m e e e e e oo +

There is no range for Vendor Private Use, as there is no space for an
enterprise code to identify the Vendor.

No Experinmental range is defined, due to possible backwards
compatibility issues.
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2.6. OSPFv2 Opaque LSA Type
(Defined in Section A 2 of [RFC2370])

(Note: this registry is called "OSPF Opaque LSA Option" by I ANA.  See
al so [ RFC3630].)

Not to be assigned |

| |

| 1-3 | Already assigned |

| 4-127 | Standards Action |

| 128-247 | Reserved |

| 248-251 | Experinmentation |

| 252-255 | Vendor Private Use |
+

In an OSPFv2 Opaque LSA with Opaque LSA Type in the Vendor Private
Use range, the first four octets of Opaque Information MUST be the
Vendor enterprise code.

A docunent defining a new Standards Track Opaque LSA with TLVs and
sub- TLVs MUST descri be ranges and assignnent policies for these TLVs.

2.6.1. OSPFv2 Grace LSA Top Level TLVs

(Defined in Appendix A of [RFC3623])

Not to be assigned |

1-3 Al ready assi gned
Reserved

| |
| | |
| 4-255 | Standards Action |
| 256-65519 | |
| 65520- 65527 | Experinentation |
| 65528-65535 | Vendor Private Use |

+

In a Gace LSA, if a top-level TLV has a Type fromthe Vendor Private
Use range, the Length MJST be at least four, and the first four
octets of the Value field MJUST be the Vendor enterprise code.
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3.

5.

5.

Acknowl edgrent s
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conment s.

Security Considerations

The | ack of adequate | ANA guidelines nay be viewed as an avenue for
Deni al of Service attacks on | ETF protocols (in this case, OSPFv2 and
OSPFv3), and on the I ETF Standards Process in general. This neno
attenpts to close this | oophole for OSPFv2 and OSPFv3.

Aut hors contenpl ating extensions to OSPF SHOULD examni ne such
extensions carefully, and consider whether new registries are needed,
and if so, allocation policies within each registry.

| ANA Consi der ations

Thi s docunent specifies assignment policy for several existing | ANA
registries and creates several nore.

1. OSPFv2 Options Registry

Section 2.1 defines the policy for allocation of bits fromthis
registry as "Standards Action". There are only 8 bits in this field,
and 6 are already assigned. The initial registry contents are given
bel ow

OSPFv2 Options Registry (Section 2.1)

Val ue Description Reference

0x02 E-bit [ RFC2328]
0x04 MC-bit [ RFC1584]
0x08 N P-bit [ RFC3101]
0x10 Reserved

0x20 DC-bit [ RFC1793]
0x40 O bit [ RFC2370]

2. OSPFv3 Options Registry

Section 2.2 defines the policy for allocation of bits fromthis
registry as "Standards Action". There are 24 bits in this field, and
6 are assigned. The initial registry contents are given bel ow.
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OSPFv3 Options Registry (Section 2.2)

Val ue Description Reference
0x000001 V6-bit [ RFC2740]
0x000002 E-bit [ RFC2328]
0x000004 MC- bi t [ RFC1584]
0x000008 N-bit [ RFC3101]
0x000010 R-Bit [ RFC2740]
0x000020 DC-bit [ RFC1793]

5.3. OSPF Packet Type Registry
Section 2.3 defines the policy for allocation of values fromthis
registry for different ranges. The initial registry contents are
gi ven bel ow.

OSPF Packet Type (Section 2.3)

Val ue Description Ref erence
1 Hel | o [ RFC2328]
2 Dat abase Description [ RFC2328]
3 Li nk State Request [ RFC2328]
4 Li nk State Update [ RFC2328]
5 Li nk State Ack [ RFC2328]

5.4. OSPF Aut hentication Type Registry
This registry already exists at | ANA, called "ospf-authentication-
codes". Section 2.3.1 defines the policy for allocation fromthis
registry for different ranges.

5.5. OSPFv2 Link State Type Registry

Section 2.4 defines the policy for allocations fromthis registry for
different ranges. The initial registry contents are given bel ow.
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5.

5.

6.

7.

OSPFv2 Link State (LS) Type (Section 2.4)

Val ue Description Ref erence
1 Rout er - LSA [ RFC2328]
2 Net wor k- LSA [ RFC2328]
3 Summar y- LSA (I P network) [ RFC2328]
4 Sunmar y- LSA (ASBR) [ RFC2328]
5 AS- ext ernal - LSA [ RFC2328]
6 G oup- nenber shi p- LSA [ RFC1584]
7 NSSA AS-ext ernal LSA [ RFC3101]
8 Reserved

9 Li nk-1ocal Opaque LSA [ RFC2370]
10 Area-l ocal Opaque LSA [ RFC2370]
11 Opaque LSA [ RFC2370]

OSPFv2 Router LSA Link Type Registry

Section 2.4.1 defines the policy for allocations fromthis registry
for different ranges. The initial registry contents are given bel ow.

OSPFv2 Router LSA Link Type (Section 2.4.1)

Val ue Description Ref er ence
1 Poi nt -t o- Poi nt connection to another router [RFC2328]
2 Transit Network [ RFC2328]
3 St ub Net wor k [ RFC2328]
4 Virtual Link [ RFC2328]

OSPFv2 Router Properties Registry

Section 2.4.2 defines the policy for allocation of bits fromthis
registry as "Standards Action". There are only 8 bits in this field,
and 5 are already assigned. The initial registry contents are given
bel ow.

OSPFv2 Options Registry (Section 2.1)

Val ue Description Reference

0x01 B-bit [ RFC2328]
0x02 Whi't [ RFC2328]
0x04 V-bit [ RFC2328]
0x08 W hit [ RFC1584]
0x10 Nt-bit [ RFC3101]
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5.8. OSPFv3 LSA Function Code Registry

This registry is created by [ OSPF- CAP], which al so defines the
registration policy. This section contains values that belong in
this registry that were defined by [ RFC2740].

As defined in [ RFC2740], the first 3 bits of the LSA Function
Code are the U, Sl1, and S2 bits. A given function code inplies a
specific setting for the U, S1, and S2 bits as shown in the "LS Type"
col um.
1 1 1 1
0 1 2 3 45 6 7 8 9 0 1 2 3
I T e S S e e s S T eI S S
| U | S2| S1 LSA Function Code
B T T S T T T S S

1 1
4 5

The U bit indicates how the LSA should be handl ed by a router which
does not recogni ze the LSA's function code. Its values are:

U-bit LSA Handling

0 Treat the LSA as if it had link-local flooding scope
1 Store and flood the LSA, as if type understood

The S1 and S2 bits indicate the fl ooding scope of the LSA. The
val ues are:

S1 S2 Fl oodi ng Scope

0O 0 Link-Local Scoping. Flooded only on link it is originated on
0 1 Area Scoping. Flooded to all routers in the originating area
1 0 AS Scoping. Flooded to all routers in the AS

1 1 Reserved

The initial registry contents are given bel ow.
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OSPFv3 LSA Function Code (Section 2.5)

LSA Function Code LS Type Description Ref erence
1 0x2001 Router-LSA [ RFC2740]
2 0x2002 Net wor k- LSA [ RFC2740]
3 0x2003 Inter-Area-Prefix-LSA [ RFC2740]
4 0x2004 |Inter-Area-Router-LSA [ RFC2740]
5 0x4005 AS- External -LSA [ RFC2740]
6 0x2006 G oup-nenbershi p-LSA [ RFC2740]
7 0x2007 Type-7-LSA [ RFC2740]
8 0x0008 Link-LSA [ RFC2740]
9 0x2009 Intra-Area-Prefix-LSA [ RFC2740]

5.9. OSPFv3 Prefix Options Registry

June 2007

Section 2.5.1 defines the policy for allocation of bits fromthis
registry as "Standards Action". There are only 8 bits in this field,
and 4 are already assigned. The initial registry contents are given

bel ow.
OSPFv3 Prefix Options Registry (Section 2.5.1)

Val ue Description Reference

0x01 NU- bit [ RFC2740]
0x02 LA-bit [ RFC2740]
0x04 MG bit [ RFC2740]
0x08 P-bit [ RFC2740]

5.10. OSPFv3 Router LSA Link Type Registry

Section 2.5.2 defines the policy for allocations fromthis registry
for different ranges. The initial registry contents are given bel ow

OSPFv3 Router LSA Link Type (Section 2.5.2)

Val ue Description Ref erence
1 Poi nt -t 0- Poi nt connection to another router [RFC2740]
2 Transit Network [ RFC2740]
3 Reserved [ RFC2740]
4 Virtual Link [ RFC2740]
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5.11. OSPFv2 Opaque LSA Type Registry
This registry already exists at | ANA, called "ospf-opaque-types".
Section 2.6 defines the policy for allocation fromthis registry for
di fferent ranges.

5.12. OSPFv2 Grace LSA Top Level TLV Registry

Section 2.6.1 defines the policy for allocations fromthis registry
for different ranges. The initial registry contents are given bel ow.

OSPFv2 Grace LSA Top Level TLV (Section 2.6.1)

Val ue Description Ref erence
1 Grace Period [ RFC3623]
2 Graceful Restart reason [ RFC3623]
3 I P Interface Address [ RFC3623]
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
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THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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