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Status of This Menp

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abstract

This meno regi sters the Enunservice "vCard" using the URI schenes
"http" and "https". This Enunmservice is to be used to refer froman
ENUM domai n name to a vCard instance describing the user of the
respective E. 164 nunber.

I nformation gathered fromthose vCards coul d be used before, during,
or after inbound or outbound communication takes place. For exanpl e,
a callee mght be presented with the nane and associ ation of the

cal l er before picking up the call.
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I ntroduction

E. 164 Nunber Mapping (ENUM [1] uses the Domain Nane System (DNS) [ 2]
to refer fromE 164 nunbers [3] to Uniform Resource ldentifiers
(URIs) [6]. The registration process for Enunservices is described
in Section 3 of RFC 3761

"vCard" [4] is a transport-independent data format for the exchange

of information about an individual. For the purpose of this
docunent, the term"vCard" refers to a specific instance of this data
format -- an "el ectronic business card". vCards are exchanged via

several protocols; nost commonly, they are distributed as electronic
mai | attachnments or published on web servers. Most popul ar persona
i nformati on manager applications are capable of reading and witing
vCar ds.

The Enunservice specified in this docunment deals with the relation
bet ween an E. 164 nunber and vCards. An ENUM record using this
Enunservice identifies a resource fromwhere a vCard corresponding to
the respective E. 164 nunber could be fetched.

Cients could use those resources to, e.g., automatically update
| ocal address books (a Voice over |IP phone could try to fetch vCards
for all outbound and inbound calls taking place on that phone and
di splay themtogether with the call journal). |In a nore integrated
scenario, information gathered fromthose vCards could even be
automatically incorporated into the personal information manager
application of the respective user.

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [5].
Enunservi ce Registration - vCard

Enunmservi ce Nane: "vCard"

Enunservi ce Type: "vcard"

Enunservi ce Subtype: n/a

URI Schenes: "http", "https"
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Functi onal Specification

This Enunservice indicates that the resource identified is a plain
vCard, according to RFC 2426, which may be accessed using HITP/
HTTPS [7].

Cients fetching the vCard fromthe resource indicated should
expect access to be restricted. Additionally, the conprehension
of the data provided rmay vary depending on the client’s identity.

Security Considerations: see Section 5

I nt ended Usage: COMVON

Aut hor: Al exander Mayr hof er <al exander. mayr hof er @num at >

4. Exanple

An exanple ENUM entry referencing to a vCard could | ook Iike:
$ORIGAN6.4.9.0.6.4.9.7.0.2.4.4.e164. arpa
@ | N NAPTR 100 10 "u" "E2U+vcard" \
"I~ *$lhttp://exanpl e. net/vcard. vef!"

5. Security and Privacy Considerations

As with any Enunservice, the security considerations of ENUMitself
(Section 6 of RFC 3761) apply.

5.1. The ENUM Record Itself

Since ENUM uses DNS -- a publicly avail abl e dat abase -- any

i nformati on contained in records provisioned i n ENUM domai ns nust be
considered public as well. Even after revoking the DNS entry and
renoving the referred resource, copies of the information could stil
be avail abl e.

I nformation published in ENUM records coul d reveal associations
between E. 164 nunbers and their owners - especially if URIs contain
personal identifiers or domain nanes for which ownership infornmation
can be obtained easily. For exanple, the follow ng URI nakes it easy
to guess the owner of an E. 164 nunber, as well as his |ocation and
association, by just examining the result fromthe ENUM | ookup

htt p: //sandi ego. conpany. exanpl e. conf j oe-w | | i am user. vcf
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However, it is inportant to note that the ENUMrecord itself does not
need to contain any personal information. It just points to a

| ocation where access to personal information could be granted. For
exanple, the following URI only reveals the service provider hosting
the vCard (who probably even provi des anonynmous hosting):

htt p://anonhost er. exanpl e. org/fil e_adfa00l. vcf

ENUM records pointing to third-party resources can easily be
provi si oned on purpose by the ENUM donmai n owner - so any assunption
about the association between a nunber and an entity could therefore
be conpl etely bogus unl ess sone kind of identity verification is in
place. This verification is out of scope for this neno.

5.2. The Resource ldentified

In nost cases, vCards provide information about individuals. Linking
t el ephone nunbers to such Personally Identifiable Information (PIl)
is a very sensitive topic, because it provides a "reverse | ookup"
fromthe nunber to its owner. Publication of such PII is covered by
data-protection law in many legislations. In nbost cases, the
explicit consent of the affected individual is required.

Users MJST therefore carefully consider information they provide in
the resource identified by the ENUMrecord as well as in the record
itself. Considerations SHOULD include serving infornmation only to

entities of the user’s choice and/or liniting the conprehension of

the information provi ded based on the identity of the requestor.

The use of HITP in this Enunservice allows using built-in

aut henti cation, authorization, and session control mechanisms to be
used to maintain access controls on vCards. Mbst notable, Digest
Aut hentication [8] could be used to challenge requestors, and even
synt hesi ze vCards based on the client’s identity (or refuse access
entirely). This could especially be useful in private ENUM

depl oynents (like within enterprises), where clients would nore
likely have a valid credential to access the indicated resource.

Even public deploynments coul d synt hesize vCards based on the identity
of the client. Social network sites, for exanple, could (based on
HTTP session data |ike cookies [9]) provide nore conprehensive vCards
to their nmenbers than to anonynous clients.

If access restrictions on the vCard resource are depl oyed, standard
HTTP aut henti cation, authorization, and state managenent nechani sns
(as described in RFCs 2617 and 2695) MJST be used to enforce those
restrictions. HITPS SHOULD be preferred if the depl oyed nechani sns
are prone to eavesdroppi ng and replay attacks.
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8.

8.

ENUM depl oynents using this Enunservice together with DNS Security
Ext ensi ons (DNSSEC) [ 10] shoul d consider using Mninmally Covering
NSEC Records [11] to prevent zone wal king, as the PII data contai ned
in vCards constitutes a rich target for such attenpts.

| ANA Consi der ati ons

This meno requests registration of the "vCard" Enunservi ce according
to the tenplate in Section 3 of this docunment and the definitions in
RFC 3761 [1].
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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