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Abstract

Two separate nodels for conveying instant nessages have been defi ned.
Page- node nessages stand al one and are not part of a Session
Initiation Protocol (SIP) session, whereas session-node nessages are
set up as part of a session using SIP. The Message Session Rel ay
Protocol (MSRP) is a protocol for near real-time, peer-to-peer
exchanges of binary content w thout internmediaries, which is designed
to be signal ed using a separate rendezvous protocol such as SIP

Thi s docunent introduces the notion of nessage relay internediaries
to MBRP and descri bes the extensions necessary to use them
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1. Introduction and Requirenents

There are a nunber of scenarios in which using a separate protoco

for bul k messaging is desirable. In particular, there is a need to
handl e a sequence of messages as a session of nedia initiated using
SIP [8], just like any other nedia type. The Message Session Rel ay
Protocol (MBRP) [11] is used to convey a session of nessages directly
between two end systens with no internmediaries. Wth MSRP, nessages
can be arbitrarily large and all traffic is sent over reliable,
congesti on-safe transports.

Thi s docunent describes extensions to the core MSRP protocol to
introduce internediaries called relays. Wth these extensions, MRP
clients can comunicate directly, or through an arbitrary nunber of
relays. Each client is responsible for identifying any relays acting
on its behal f and providing appropriate credentials. Cients that
can receive new TCP connections directly do not have to inplenent any
new functionality to work with these rel ays.

The goals of the MSRP relay extensions are |isted bel ow

0 convey arbitrary binary MM data w thout nodification or transfer
encodi ng

0 continue to support client-to-client operation (no relay servers
requi red)

0 operate through an arbitrary nunber of relays for policy
enf or cenent

o operate through relays under differing adninistrative contro

o allow each client to control which relays are traversed on its
behal f

0 prevent unsolicited nessages (spanm), "open relays", and Denial of
Service (DoS) anplification

o allowrelays to use one or a small nunber of TCP or TLS [2]
connections to carry nessages for multiple sessions, recipients,
and senders

o allowlarge nessages to be sent over slow connections w thout
causi ng head-of -1ine bl ocki ng probl ens

o allowtransm ssions of |arge nessages to be interrupted and

resuned in places where network connectivity is lost and | ater
reest abl i shed
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o offer notification of nessage failure at any internediary
o allowrelays to delete state after a short anmount of tinme
2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [9].

Bel ow we |ist several definitions inportant to MSRP

MBRP node: a host that inplenents the MSRP protocols as a client or a
rel ay.

MSRP client: an MSRP node that is the initial sender or final target
of messages and delivery status.

MBRP relay: an MBRP node that forwards nessages and delivery status
and may provide policy enforcenent. Relays can fragnment and
reassenbl e portions of nessages.

Message: arbitrary M ME [13][14] content that one client wi shes to
send to another. For the purposes of this specification, a
conpl ete M ME body as opposed to a portion of a conpl ete nessage.

chunk: a portion of a conplete nessage delivered in a SEND request.

end-to-end: delivery of data fromthe initiating client to the fina
target client.

hop: delivery of data between one MSRP node and an adj acent node.
3. Protocol Overview

Wth the introduction of this extension, MSRP has the concept of both
clients and relays. dients send nessages to relays and/or other
clients. Relays forward nessages and nessage delivery status to
clients and other relays. Cients that can open TCP connections to
each other without intervening policy restrictions can comruni cate
directly with each other. dients who are behind firewalls or who
need to use internediaries for policy reasons can use the services of
a relay. Each client is responsible for enlisting the assistance of
one or nore relays for its side of the conmunication

Cients that use a relay operate by first opening a TLS connection

with a relay, authenticating, and retrieving an msrps: URl (fromthe
relay) that the client can provide to its peers to receive nessages
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later. There are several steps for doing this. First, the client
opens a TLS connection to its first relay, and verifies that the name
in the certificate matches the nane of the relay to which it is
trying to connect. Such verification is performed according to the
procedures defined in Section 9.2. After verifying that it has
connected to the proper host, the client authenticates itself to the
rel ay using an AUTH request containing appropriate authentication
credentials. In a successful AUTH response, the relay provides an
merps: URI associated with the path back to the client. The client
can then give this URI to other clients for end-to-end nmessage
delivery.

When clients wish to send a short nessage, they issue a SEND request
with the entire contents of the nessage. |If any relays are required,
they are included in the To-Path header. The leftnost URI in the To-
Pat h header is the next hop to deliver a request or response. The
rightnost URI in the To-Path header is the final target.

SEND requests contain headers that indicate how they are acknow edged
in a hop-by-hop formand in an end-to-end form The default is that
SEND nessages are acknow edged hop-by-hop. (Each relay that receives
a SEND request acknow edges recei pt of the request before forwarding
the content to the next relay or the final target.) Al other
requests are acknow edged end-to-end.

Wth the introduction of relays, the subtle semantics of the To-Path
header and the From Path header become nore relevant. The To-Path in
both requests and responses is the list of URIs that need to be
visited in order to reach the final target of the request or

response. The FromPath is the list of URIs that indicate how to get
back to the original sender of the request or response. These
headers differ fromthe To and From headers in SIP, which do not
"swap" fromrequest to response. (Note that sonetines a request is
sent to or froman intermediary directly.)

When a relay forwards a request, it renoves its address fromthe To-
Pat h header and inserts it as the first URl in the From Path header.
For exanple, if the path fromAlice to Bob is through relays A and B
when B receives the request it contains path headers that | ook Iike
the following. (Note that MSRP does not pernmit line folding. A "\"
in the exanples shows a line continuation due to limtations in |ine
I ength of this docunent. Neither the backslash nor the extra CRLF is
included in the actual request or response.)

To- Pat h: nmsr ps:// B. exanpl e. com bbb; tcp \
nmsr ps: // Bob. exanpl e. com bob; tcp
From Pat h: nsrps://A exanpl e.com aaa;tcp \
nsrps://Alice.exanple.comalice;tcp
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After forwarding the request, the path headers |look like this:

To- Pat h: mnsrps://Bob. exanpl e. com bob; tcp

From Pat h: nsrps://B. exanpl e. com bbb; tcp \
msrps:// A exanpl e. com aaa; tcp \
nsrps://Alice.exanple.comalice;tcp

The sendi ng of an acknow edgment for SEND requests is controlled by
the Success-Report and Fail ure-Report headers and works the same way

as in the base MSRP protocol. Wen a relay receives a SEND request,
if the Failure-Report is set to "yes", it means that the previous hop
is running a tiner and the relay needs to send a response to the
request. If the final response conveys an error, the previous hop is

responsi ble for constructing the error report and sending it back to
the original sender of the nessage. The 200 response acknow edges
recei pt of the request so that the previous hop knows that it is no
| onger responsible for the request. |If the relay knows that it wll
not be able to deliver the request and the Failure-Report is set to
any val ue other than "no", then it sends a REPORT to tell the sender
about the error. |If the Failure-Report is set to "yes", then after
the relay is done sending the request to the next hop it starts
running a tiner; if the timer expires before a response is received
fromthe next hop, the relay assunmes that an error has happened and
sends a REPORT to the sender. |If the Failure-Report is not set to
"yes", there is no need for the relay to run this tinmer

The foll owi ng exanpl e shows a typical MSRP session. The AUTH

requests are explained in a later section but left in the exanple for
call flow conpl eteness.
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Alice a. exanple.org b. exanpl e. net Bob

[::coorroorroyroiiio> connection opened | <i::iiiiiiiiiiiiiiiii

I I
[--- SEND ----------- >| | |
[<-- 200 OK ----------]:rororrnrnirnirioi> (slow link)

| |--- SEND ---------- > |
| [<-- 200 K --------- [--- SEND ----------- >
I I I >
I I >
| | [<-- 200 K ---------- |
| | | <-- REPORT ---------- |
| | <-- REPORT --------- |

I

I

The SEND and REPORT nmessages are shown below to illustrate the To-
Path and From Pat h headers. (Note that MSRP does not permit |ine
folding. A "\" in the exanples shows a |ine continuation due to
limtations in line length of this docunent. Neither the backslash
nor the extra CRLF is included in the actual request or response.)

MSRP 6aef SEND

To- Pat h: msrps://a.exanpl e. org: 9000/ kjfjan;tcp \
nmsr ps:// b. exanpl e. net : 9000/ aei ug; tcp \
nsrps:// bob. exanpl e. net: 8145/ f 0o; tcp

From Path: nsrps://alice.exanple.org: 7965/ bar;tcp

Success- Report: yes

Byt e- Range: 1-*/*

Message- |1 D: 87652

Content - Type: text/plain

H Bob, |'m about to send you fil e. npeg
——————— 6aef $

MBRP 6aef 200 K

To-Path: nsrps://alice.exanple.org: 7965/ bar; tcp
From Pat h: nsrps://a.exanpl e. org: 9000/ kj fjan;tcp
Message- |1 D. 87652

------- 6aef $

Jenni ngs, et al. St andards Track [ Page 7]



RFC 4976 MSRP Rel ays Sept enber 2007

MSRP j uh76 SEND
To- Pat h: nsrps://b. exanpl e. net: 9000/ aei ug; tcp \
nmsr ps:// bob. exanpl e. net: 8145/ f oo; tcp

From Pat h: msrps://a. exanpl e. org: 9000/ kjfjan;tcp \
nmsrps://alice.exanpl e.org: 7965/ bar; tcp

Success- Report: yes

Message- 1 D. 87652

Byt e- Range: 1-*/*

Content - Type: text/plain

H Bob, |'m about to send you fil e. npeg
------- juh76%

MSRP j uh76 200 CK

To- Pat h: msrps://a. exanpl e. org: 9000/ kj fjan;tcp
From Pat h: nsrps://b. exanpl e. net: 9000/ aei ug; tcp
Message- 1 D 87652

——————— juh76%

MBRP xght 6 SEND

To- Pat h: msrps://bob. exanpl e. net: 8145/ f oo; tcp

From Pat h: msrps://b. exanpl e. net: 9000/ aei ug; tcp \
nsrps://a. exanpl e. org: 9000/ kjfjan;tcp \
nerps://alice. exanpl e. org: 7965/ bar; tcp

Success- Report: yes

Message- |1 D: 87652

Byt e- Range: 1-*/*

Content - Type: text/plain

H Bob, |'m about to send you fil e. npeg
------- xght 6$

MBRP xght6 200 K

To- Pat h: nsrps://b. exanpl e. net: 9000/ aei ug; tcp
From Pat h: nsrps://bob. exanpl e. net: 8145/ f 0o; tcp
Message- |1 D. 87652
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MSRP yh67 REPORT

To- Pat h: nsrps://b. exanpl e. net: 9000/ aei ug; tcp \
nmer ps://a. exanpl e. org: 9000/ kj fjan;tcp \
nmsrps://alice.exanpl e. org: 7965/ bar; tcp

From Pat h: nsrps://bob. exanpl e. net: 8145/ f oo; tcp

Message- 1 D 87652

Byt e- Range: 1-39/39

Status: 000 200 K

------- yh67$

MBRP yh67 REPORT

To- Pat h: nsrps://a.exanpl e. org: 9000/ kjfjan;tcp \
nmerps://alice. exanpl e. org: 7965/ bar; tcp

From Pat h: nsrps://b. exanpl e. net: 9000/ aei ug; tcp \

nmsr ps: // bob. exanpl e. net: 8145/ f oo; tcp

Message- |1 D: 87652

Byt e- Range: 1-39/39

Status: 000 200 &K

------- yh67$

MBRP yh67 REPORT

To-Path: nsrps://alice.exanple.org: 7965/ bar; tcp

From Pat h: nsrps://a.exanpl e.org: 9000/ kjfjan;tcp \
nmerps://b. exanpl e. net: 9000/ aei ug; tcp \
nmsr ps:// bob. exanpl e. net: 8145/ f oo; tcp

Message- |1 D: 87652

Byt e- Range: 1-39/39

Status: 000 200 K

When sending large content, the client may split up a nessage into
smal | er pieces; each SEND request might contain only a portion of the
conpl ete nessage. For exanple, when Alice sends Bob a 4-GB file
called "file.npeg", she sends several SEND requests each with a
portion of the conplete nessage. Relays can repack nessage fragnments
en route. As individual parts of the conplete nessage arrive at the
final destination client, the receiving client can optionally send
REPORT requests indicating delivery status.

MBRP nodes can send individual portions of a conplete nessage in
mul tiple SEND requests. As relays receive chunks, they can
reassenble or re-fragment themas long as they resend the resulting
chunks in order. (Receivers still need to be prepared to receive
out - of - order chunks, however.) |If the sender has set the Success-
Report header to "yes", once a chunk or conplete nessage arrives at
the destination client, the destination will send a REPORT request
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i ndicating that a chunk arrived end-to-end. This request travels
back along the reverse path of the SEND request. Unlike the SEND
request, which can be acknow edged al ong every hop, REPORT requests
are never acknow edged.

The followi ng exanpl e shows a nessage bei ng re-chunked through two

<-- REPORT done ----- | | |

rel ays:

Alice a. exanmple.org b. exanpl e. net Bob
| | | |
|--- SEND 1-3 ------- > | |
|<-- 200 OK ---------- | | (slow link) |
|--- SEND 4-7 ------- > --- SEND 1-5 ------ >
| <-- 200 OK ---------- [<-- 200 OK --------- |--- SEND 1-3 ------- >
|--- SEND 8-10 ------ >l --- SEND 6-10 ----- >| >
[<-- 200 OK ---------- |<-- 200 OK --------- | >
| | | <-- 200 OK ---------- |
| | | <-- REPORT 1-3 ------
| | <-- REPORT 1-3 ----- |--- SEND 4-7 ------- >|
| <-- REPORT 1-3 ------ | | -
| | | <-- REPORT 4-7 ----- >|
| | <-- REPORT 4-7 ----- |--- SEND 8-10 ------ >
| <-- REPORT 4-7 ------ | | >
| | | <-- 200 OK ---------- |
| | <-- REPORT done----- | <-- REPORT done ----- |
|
|

Rel ays only keep transaction states for a short time for each chunk
Del i very over each hop should take no nore than 30 seconds after the
| ast byte of data is sent. dient applications define their own

i mpl emrent ati on-dependent tiners for end-to-end nessage delivery.

For client-to-client comruni cation, the sender of a nessage typically
opens a new TCP connection (with or without TLS) if one is needed.

Rel ays reuse existing connections first, but can open new connections
(typically to other relays) to deliver requests such as SEND or
REPORT. Responses can only be sent over existing connections.

The rel ati onshi p between MSRP and signaling protocols (such as SIP)
i s unchanged by this docunent, and is as described in [11]. An
exanpl e of an SDP exchange for an MSRP session involving relays is
shown in Section 11.
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3.

4.

4.

1. Authorization Overview

A key elenent of this protocol is that it cannot introduce open
relays, with all the associated problens they create, including DoS
attacks. A nessage is only forwarded by a relay if it is either
going to or coming froma client that has authenticated to the relay
and been authorized for relaying nessages on that particul ar session.
Because of this, clients use an AUTH nessage to authenticate to a
relay and get a URI that can be used for forwardi ng nmessages.

If aclient wishes to use a relay, it sends an AUTH request to the
relay. The client authenticates the relay using the relay’'s TLS
certificate. The client uses HITP Di gest authentication [1] to
authenticate to the relay. Wen the authentication succeeds, the
relay returns a 200 response that contains the URI that the client
can use in the MSRP path for the rel ay.

A typical challenge response flow is shown bel ow

Alice a. exanple.org
I I
[covrorrrrrrnrnirnnn >
[--- AUTH ----------- >|
| <- 401 Unaut horized -|
[--- AUTH ----------- >|
| <-- 200 OK----------- |

The URI that the client should use is returned in the Use-Path header
of the 200.

Note that URIs returned to the client are effectively secret tokens

that should be shared only with the other MBRP client in a session.

For that reason, the client MJST NOT reuse the sane URI for nultiple
sessions, and needs to protect these URIs from eavesdroppi ng.

New Pr ot ocol El enents
1. The AUTH Met hod

AUTH requests are used by clients to create a handl e they can use to
recei ve incomng requests. AUTH requests al so contain credentials
used to authenticate a client and authorization policy used to bl ock
Deni al of Service attacks.

In response to an AUTH request, a successful response contains a Use-
Path header with a list of URIs that the client can give to its peers
to route responses back to the client.
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4.2. The Use-Path Header

The Use-Path header is a list of URIs provided by an MSRP relay in
response to a successful AUTH request. This list of URIs can be used
by the MSRP client that sent the AUTH request to receive NMSRP
requests and to advertise this list of URIs, for exanple, in a
session description. URIs in the Use-Path header MJUST include a
fully qualified domain name (as opposed to a nuneric | P address) and
an explicit port nunber.

The URIs in the Use-Path header are in the sane order that the
authenticating client uses themin a To-Path header. Instructions on
form ng To-Path headers and SDP [7] path attributes frominformation
in the Use-Path header are provided in Section 5.1.

4.3. The HTTP Aut hentication "WWV Aut henti cate" Header

The "WNV Aut henti cate" header contains a challenge token used in the
HTTP Di gest authentication procedure (from RFC 2617 [1]). The usage
of HTTP Digest authentication in MSRP is described in detail in
Section 5. 1.

4.4, The HTTP Aut hentication "Authorization" Header

The "Aut horization" header contains authentication credentials for
HTTP Di gest authentication (from RFC 2617 [1]). The usage of HTTP
Di gest authentication in MSRP is described in detail in Section 5. 1.

4.5. The HTTP Aut hentication "Authentication-|Info" Header

The "Aut hentication-1nfo" header contains future challenges to be
used for HTTP Digest authentication (from RFC 2617 [1]). The usage
of HTTP Digest authentication in MSRP is described in detail in
Section 5.1.

4.6. Tinme-Rel ated Headers

The Expires header in a request provides a relative tine after which
the action inplied by the nmethod of the request is no | onger of
interest. In a request, the Expires header indicates how |l ong the
sender would like the request to remain valid. In a response, the
Expi res header indicates how | ong the responder considers this
information relevant. Specifically, an Expires header in an AUTH
request indicates how long the provided URIs will be valid.
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5.

5.

The M n-Expires header contains the nmininumduration a server wll

permit in an Expires header. It is sent only in 423 "Interval CQut-
of - Bounds" responses. Likew se, the Max-Expires header contains the
maxi mum duration a server will permt in an Expires header.

Client Behavior
1. Connecting to Relays Acting on Your Behalf

Cients that want to use the services of a relay or list of relays
need to send an AUTH request to each relay that will act on their
behal f. (For exanple, sone organizations could deploy an "intra-org"
relay and an "extra-org" relay.) The inner relay is used to tunne
the AUTH requests to the outer relay. For exanple, the client wll
send an AUTH to intra-org and get back a path that can be used for
forwardi ng through intra-org. The client would then send a second
AUTH destined to extra-org but sent through intra-org. The intra-org
relay forwards this to extra-org and extra-org returns a path that
can be used to forward nessages from another destination to extra-org
to intra-org and then on to this client. Each relay authenticates
the client. The client authenticates the first relay and each rel ay
aut henti cates the next relay.

Cients can be configured (typically, through discovery or nanua
provisioning) with a list of relays they need to use. They MJST be
able to forma connection to the first relay and send an AUTH conmand
to get a URI that can be used in a To-Path header. The client can
authenticate its first relay by looking at the relay’s TLS
certificate. The client MJUST authenticate itself to each of its

rel ays using HTTP Digest authentication [1] (see Section 9.1 for
details).

The relay returns a URI, or list of URIs, in the "Use-Path" header of
a success response. Each URI SHOULD be used for only one unique
session. These URIs are used by the client in the path attribute
that is sent in the SDP to set up the session, and in the To-Path
header of outgoing requests. To formthe To-Path header for outgoing
requests, the client takes the list of URIs in the Use-Path header
after the outernost authentication and appends the list of URI's
provided in the path attribute in the peer’s session description. To
formthe SDP path attribute to provide to the peer, the client
reverses the list of URIs in the Use-Path header (after the outernost
aut henti cation), and appends the client’s own URI

For exanple, "A" has to traverse its own relays "B" and "C', and

then relays "D' and "E'" in domain2 to reach "F'. dient "A" will
authenticate with its relays "B" and "C' and eventually receive a
Use-Path header containing "B C'. dCient "A" reverses the |ist
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(now "C B") and appends its own URI (now "C B A"), and provides
this list to "F' in a path SDP attribute. Cdient "F' sends its
SDP path list "D E F*, which client "A" appends to the Use-Path
list it received "B C'. The resulting To-Path header is "B CDE

F.
domain 1 domain 2
client rel ays rel ays client
A----- B--C-------- D-- E----- F

Use-Path returned by C B C
path: attribute generated by A CB
path: attribute received fromF:. DE
To- Pat h header generated by A B C

The initial AUTH request sent to a relay by a client will generally
not contain an Authorization header, since the client has no
chal l enge to which it can respond. 1In response to an AUTH request
t hat does not contain an Authorization header, a relay MJST respond
with a "401 Unaut horized" response containing a WWVMAut henti cate
header. The WMNM Aut henticate header is formed as described in RFC
2617 [1], with the restrictions and nodifications described in
Section 9.1. The real mchosen by the MSRP relay in such a challenge
is a matter of admi nistrative policy. Because a single relay does
not have nultiple protection spaces in MSRP, it is not unreasonable
to always use the relay’ s hostnane as the realm

Upon receiving a 401 response to a request, the client SHOULD fetch
the real mfromthe WWV Aut henticate header in the response and retry
the request, including an Authorization header with the correct
credentials for the realm The Authorization header is formed as
described in RFC 2617 [1], with the restrictions and nodifications
described in Section 9. 1.

When a client wi shes to use nore than one relay, it MJST send an AUTH
request to each relay it wishes to use. Consider a client A that

wi shes nmessages to flow fromA to the first relay, RL, then on to a
second relay, R2. This client will do a normal AUTHwi th RL. It

will then do an AUTH transaction with R2 that is routed through RI1.
The client will formthis AUTH nessage by setting the To-Path to
merps://Rl;tcp nerps://R2;tcp. RL will forward this request onward
to R2.

When sendi ng an AUTH request, the client MAY add an Expires header to

request a MSRP URI that is valid for no |longer than the provided
interval (a whole nunber of seconds). The server will include an
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Expi res header in a successful response indicating howlong its URI
fromthe Use-Path will be valid. Note that each server can return an
i ndependent expiration tinmne.

Note that MSRP does not permt line folding. A "\" in the exanples
shows a line continuation due to limtations in line length of this
docunent. Neither the backslash nor the extra CRLF is included in
the actual request or response.

(Al'i ce opens a TLS connection to intra.exanple.comand sends an AUTH
request to initiate the authentication process.)

MBRP 49f h AUTH

To-Path: merps://alice@ntra. exanple.comtcp

From Path: msrps://alice.exanpl e.com 9892/98cjs;tcp
------- 49f h$

(Alice’s relay challenges the AUTH request.)

MSRP 49f h 401 Unaut hori zed

To-Path: msrps://alice.exanpl e.com 9892/98cjs;tcp

From Path: msrps://alice@ntra. exanpl e.comtcp

WAV Aut henti cat e: Di gest real n="intra. exanpl e. conf, qop="auth", \
nonce="dcd98b7102dd2f 0e8b11d0f 600bf bOc093"

(Alice responds to the challenge.)

MBRP 49fi AUTH

To-Path: nsrps://alice@ntra. exanpl e.comtcp

From Path: nsrps://alice.exanpl e.com 9892/98cjs;tcp

Aut hori zation: Digest usernane="Alice"
real m="intra. exanpl e. coni, \
nonce="dcd98b7102dd2f 0e8b11d0f 600bf b0c093", \
gop=aut h, nc=00000001, cnonce="0a4f113b", \
response="6629f ae49393a05397450978507c4ef 1"

(Alice’s relay confirms that Alice is an authorized user. As a
matter of local policy, it includes an "Authentication-Info" header
with a new nonce value to expedite future AUTH requests.)
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MSRP 49fi 200 K

To-Path: nmsrps://alice.exanple. com9892/98cjs;tcp

From Path: msrps://alice@ntra. exanpl e.comtcp

Use-Pat h: nsrps://intra.exanple.com 9000/ jui 787s2f;tcp

Aut hent i cati on-1nfo: nextnonce="40f 2e879449675f 288476d772627370a", \
r spaut h="7327570c586207eca2af ae94f c20903d", \
cnonce="0a4f 113b", nc=00000001, qop=auth

Expires: 900

------- 49fi $

(Al'i ce now sends an AUTH request to her "external™ relay through her
"internal" relay, using the URI she just obtained; the AUTH request
i s challenged.)

MSRP mmbvw AUTH

To-Path: msrps://intra.exanpl e. com 9000/ j ui 787s2f;tcp \
nmsrps://extra. exanpl e.comtcp

From Path: nsrps://alice.exanpl e.com 9892/98cjs;tcp

——————— mbvws

MSRP n2nbvw AUTH

To-Path: msrps://extra. exanple.comtcp

From Path: msrps://intra. exanpl e.com 9000/ j ui 787s2f;tcp \
nsrps://alice. exanpl e.com 9892/ 98cj s;tcp

——————— m2nbvw$

MSRP n2nbvw 401 Unaut hori zed
To-Path: msrps://intra.exanpl e.com 9000/ j ui 787s2f;tcp \
nmerps://alice.exanpl e.com 9892/ 98cj s;tcp
From Pat h: nsrps://extra. exanple.comtcp
WAV Aut henti cat e: Di gest real n¥"extra. exanpl e. conf, qop="auth", \
nonce="Uunmu8cAV38FGsEF31VLevI| bNXj 9HWD'

MSRP mmbvw 401 Unaut hori zed
To-Path: nsrps://alice.exanple. com9892/98cjs;tcp
From Path: nsrps://intra. exanpl e.com 9000/ ui 787s2f;tcp \
nmerps://extra. exanpl e.comtcp
WAV Aut henti cat e: Di gest real n="extra. exanpl e. conf', qop="auth", \
nonce="Uunmu8cAV38FGsEF31VLevI bNXj 9HWD'

(Alice replies to the challenge with her credentials and is then
authorized to use the "external" relay).
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MSRP n8nbvx AUTH
To-Path: msrps://intra.exanple.com 9000/ j ui 787s2f;tcp \
nmerps://extra. exanpl e.comtcp

From Pat h: msrps://alice. exanpl e.com 9892/ 98cjs;tcp

Aut hori zation: Digest usernane="Alice"
real n¥"extra. exanpl e. conf, \
nonce="Uunmu8cAV38FGsEF31VLevIl bNXj 9OHWD', \
gop=aut h, nc=00000001, cnonce="85a0dca8", \
response="ch06c4a77cd90918cd7914432032e0e6"

------- nBnbvx$

MSRP mdnbvx AUTH

To-Path: nsrps://extra. exanple.comtcp

From Path: nsrps://intra. exanpl e.com 9000/ ui 787s2f;tcp \

nmerps://alice. exanpl e.com 9892/ 98cj s;tcp

Aut hori zation: Digest usernanme="Alice"
real m="extra. exanpl e. conf', \
nonce="Uunu8cAV38FGsEF31VLevl bNXj 9HAD', \
gop=aut h, nc=00000001, cnonce="85a0dca8", \
response="ch06c4a77cd90918cd7914432032e0e6"

------- minbvx$

MBRP mdnbvx 200 OK
To-Path: nsrps://intra.exanpl e.com 9000/ ui 787s2f;tcp \
nerps://alice. exanpl e.com 9892/ 98cj s;tcp
From Pat h: nsrps://extra.exanple.comtcp
Use-Path: nsrps://intra.exanpl e.com 9000/ jui 787s2f;tcp \
nmsr ps:// extra. exanpl e. com 9000/ nywdEe1233;t cp
Aut hent i cati on-1nfo: nextnonce="bz8V0O80CGEA2sLyEDpl TF2AZCq7gl kc", \
rspaut h="72f 109ed2755d7ed0d0a213ec653b3f 2", \
cnhonce="85a0dca8", nc=00000001, qop=auth
Expires: 1800
------- minbvx$

MBRP nBnbvx 200 OK
To-Path: nsrps://alice.exanple. com9892/98cjs;tcp
From Path: nsrps://intra. exanpl e.com 9000/ ui 787s2f;tcp \
nmerps://extra. exanpl e.comtcp
Use-Path: nsrps://extra. exanpl e. com 9000/ nywdEe1233;tcp \
nmsr ps: // extra. exanpl e. com 9000/ nywdEe1233;t cp
Aut hent i cati on-1nfo: nextnonce="bz8V0O80CGEA2sLyEDpl TF2AZCq7gl kc", \
rspaut h="72f 109ed2755d7ed0d0a213ec653b3f 2", \
chonce="85a0dca8", nc=00000001, qop=auth

Jenni ngs, et al. St andards Track [ Page 17]



RFC 4976 MSRP Rel ays Sept enber 2007

5.2. Sendi ng Requests

The procedure for form ng SEND and REPORT requests is identical for
clients whether or not relays are involved. The specific procedures
are described in Section 7 of the core MSRP protocol

As usual, once the next-hop URI is determ ned, the client MJST find
the appropriate address, port, and transport to use and then check if
there is already a suitabl e existing connection to the next-hop
target. |If so, the client MJUST send the request over the nost

sui tabl e connection. Suitability MAY be determined by a variety of
factors such as neasured | oad and |ocal policy, but in nost sinple

i npl ementations a connection will be suitable if it exists and is
active.

5.3. Receiving Requests

The procedure for receiving requests is identical for clients whether
or not relays are invol ved.

5.4. Managi ng Connecti ons

Cients should open a connection whenever they wish to deliver a
request and no suitabl e connection exists. For connections to
relays, the client should | eave a connection up until no sessions
have used it for a locally defined period of tine, which defaults to
5 mnutes for foreign relays and one hour for the client’s rel ays.

6. Rel ay Behavi or
6.1. Handling Incom ng Connections

Wien a relay receives an inconing connection on a port configured for
TLS, it includes a client CertificateRequest in the same record in
which it sends its ServerHello. |If the TLS client provides a
certificate, the server verifies it and continues if the certificate
is valid and rooted in a trusted authority. |If the TLS client does
not provide a certificate, the server assunes that the client is an
MSRP endpoi nt and invokes Digest authentication. Once a TCP or TLS
channel is negotiated, the server waits for up to 30 seconds to
recei ve an MSRP request over the channel. |[If no request is received
in that time, the server closes the connection. |f no successfu
requests are sent during this probationary period, the server closes
the connection. Likew se, if several unsuccessful requests are sent
during the probation period and no requests are sent successfully,
the server SHOULD cl ose the connection
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6.2. Ceneric Request Behavior

Upon receiving a new request, relays first verify the validity of the
request. Relays then examine the first URl in the To-Path header and
renove this URl if it matches a URI corresponding to the relay. |If
the request is not addressed to the relay, the relay i mediately
drops the correspondi ng connecti on over which the request was

recei ved.

6.3. Receiving AUTH Requests

When a relay receives an AUTH request, the first thing it does is to
aut henticate and authorize the previous hop and the client at the far
end. |If there are no other relays between this relay and the client,
then these are the sane thing.

When the previous hop is a relay, authentication is done with TLS
usi ng nutual authentication. |f the TLS client presented a host
certificate, the relay checks that the subjectAltNane in the
certificate of the TLS client natches the hostnane in the first From

Path URI. If the TLS client doesn’t provide a host certificate, the
relay assunes the TLS client is an MSRP client and sends it a
chal | enge

Aut horization is a natter of local policy at the relay. Many rel ays
will choose to authorize all relays that can be authenticated,
possibly in conjunction with a blacklisting nechanism Rel ays
intended to operate only within a limted federation may choose to
aut hori ze only those rel ays whose identity appears in a provisioned
list. Oher authorization policies nay al so be appli ed.

Wien the previous hop is a client, the previous hop is the sane as
the identity of the client. The relay checks the credentials
(usernane and password) provided by the client in the Authorization
header and checks if this client is allowed to use the relay. If the
client is not authorized, the relay returns a 403 response. |If the
client has requested a particular expiration tinme in an Expires
header, the relay needs to check that the time is acceptable to it
and, if not, return an error containing a Mn-Expires or Max-Expires
header, as appropri ate.

Next the relay will generate an MSRP URI that allows nessages to be
forwarded to or fromthis previous hop. |If the previous hop was a
relay authenticated by nutual TLS, then the URI MJST be valid to
route across any connection the relay has to the previous hop rel ay.
If the previous hop is a client, then the URI MJST only be valid to

Jenni ngs, et al. St andards Track [ Page 19]



RFC 4976 MSRP Rel ays Sept enber 2007

route across the sane connection over which the AUTH request was
received. |If the client’s connection is closed and then reopened,
the URI MUST be invalidated.

If the AUTH request contains an Expires header, the relay MJST ensure
that the URI is invalidated after the expiry tine. The URI MJST
contain at least 64 bits of cryptographically random material so that
it is not guessable by attackers. |If a relay is requested to forward
a nessage for which the URI is not valid, the relay MJST discard the
message and MAY send a REPORT indicating that the AUTH URI was bad

A successful AUTH response returns a Use-Path header that contains an
MSRP URI that the client can use. It also returns an Expires header
that indicates howlong the URI will be valid (expressed as a whol e
nurmber of seconds).

If a relay receives several unsuccessful AUTH requests froma client
that is directly connected to it via TLS, the relay SHOULD terninate
the correspondi ng connection. Sinmlarly, if a relay forwards severa
failed AUTH requests to the sane destination that originate froma
client that is directly connected to it via TLS, the relay SHOULD
term nate the correspondi ng connection. Determination of a renote
AUTH failure can be made by observing an AUTH request containing an
Aut hori zati on header that triggers a 401 response wi thout a

"stal e=TRUE" indication. These preventive neasures apply only to a
connection between a relay and a client; a relay SHOULD NOT use
excessive AUTH request failures as a reason to ternminate a connection
wi th anot her rel ay.

6.4. Forwarding

Before any request is forwarded, the relay MJUST check that the first
URI in the To-Path header corresponds to a URI that this relay has
created and handed out in the Use-Path header of an AUTH request.
Next it verifies that either 1) the next hop is the next hop back
toward the client that obtained this URI, or 2) the previous hop was
the correct previous hop coning fromthe client that obtained this
URI .

Since transact-id values are not allowed to conflict on a given

connection, a relay will generally need to construct a new transact-
id value for any request that it forwards.
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6.4.1. Forwardi ng SEND Requests

If an inconmi ng SEND request contains a Failure-Report header with a
val ue of "yes", an MSRP relay that receives that SEND request MJST
respond with a final response immediately. A 200-cl ass response

i ndi cates the successful receipt of a nessage fragnent but does not
mean that the nessage has been forwarded on to the next hop. The
final response to the SEND MJUST be sent only to the previous hop
whi ch could be an MSRP relay or the original sender of the SEND
request.

If the Failure-Report header is "yes", then the relay MJST run a
timer to detect if transmission to the next hop fails. The tinmer
starts when the last byte of the nessage has been sent to the next
hop. |If after 30 seconds the next hop has not sent any response,
then the relay MJST construct a REPORT with a status code of 408 to
indicate a tinmeout error happened sending the nessage, and send the
REPORT to the original sender of the nmessage.

If the Failure-Report header is "yes" or "partial", and if there is a
probl em processing the SEND request or if an error response is
received for that SEND request, then the relay MJST respond with an
appropriate error response in a REPORT back to the original source of
t he nmessage.

The MSRP relay MAY further break up the message fragnment received in
the SEND request into smaller fragments and forward themto the next
hop in separate SEND requests. It MAY al so conbi ne nessage fragnments
recei ved before or after this SEND request, and forward themout in a
single SEND request to the next hop identified in the To-Path header
The MSRP relay MJUST NOT conbi ne nessage fragments from SEND requests
with different values in the Message-|D header.

The MSRP rel ay MAY choose whether to further fragnment the nessage, or
conmbi ne nessage fragnents, or send the nmessage as is, based on some
policy that is adm nistered, or based on the network speed to the
next hop, or any ot her nechani sm

If the MSRP relay has know edge of the byte range that it wll
transmit to the next hop, it SHOULD update the Byte-Range header in
the SEND request appropriately.

Bef ore forwardi ng the SEND request to the next hop, the MSRP rel ay
MJUST inspect the first URl in the To-Path header. |If it indicates
this relay, the relay renoves this URI fromthe To-Path header and
inserts this URIl in the From Path header before any other URIs. |If
it does not indicate this relay, there has been an error in
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forwarding at a previous hop. |In this case, the relay SHOULD discard
the nmessage, and if the Failure-Report header is set to "yes", the
relay SHOULD generate a failure report.

6.4.2. Forwardi ng Non- SEND Requests

An MBRP relay that receives any request other than a SEND request

(i ncludi ng new nethods unknown to the relay) first follows the

val idati on and authorization rules for all requests. Then the relay
moves its URI fromthe begi nning of the To-Path headers to the

begi nning of the From Path header and forwards the request on to the
next hop. |If it already has a connection to the next hop, it SHOULD
use this connection and not forma new connection. |f no suitable
connection exists, the relay opens a new connection

Requests with an unknown nethod are forwarded as if they were REPORT
requests. An MSRP node MAY be configured to bl ock unknown net hods
for security reasons

6.4.3. Handling Responses

Rel ays receiving a response first verify that the first URl in the
To-Path corresponds to itself; if not, the response SHOULD be
dropped. Likewi se, if the nessage cannot be parsed, the relay MJST
drop the response. Next the relay deternmines if there are additiona
URIs in the To-Path. (For responses to SEND requests there will be
no additional URl's, whereas responses to AUTH requests have
additional URIs directing the response back to the client.)

If the response nmatches an existing transaction, then that
transaction is conpleted and any tinmers running on it can be renoved.
If the response is a non 200 response, and the original request was a
SEND request that had a Failure-Report header with a val ue other than
"no", then the relay MJST send a REPORT indicating the nature of the
failure. The response code received by the relay is used to formthe
status line in the REPORT that the relay sends.

If there are additional URIs in the To-Path header, the relay MJST
then nove its URI fromthe To-Path header, insert its URl in front of
any other URIs in the From Path header, and forward the response to
the next URI in the To-Path header. The relay sends the request over
the best connection that corresponds to the next URl in the To-Path
header. |If this connection has closed, then the response is silently
di scarded
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6.5. Managi ng Connections

Rel ays shoul d keep connections open as long as possible. If a
connection has not been used in a significant tine (nore than one

hour),

it MAY be cl osed.

no | onger establish new connecti ons,

If the relay runs out of

resources and can

it SHOULD start closing existing

connections. It MAY choose to close the connections based on a | east
recently used basis.
7. Formal Syntax

The follow ng syntax specification uses the Augnented Backus- Naur
Form ( ABNF) as described in RFC 4234 [10].

; This ABNF inports all the definitions in the ABNF of RFC 4975.

header =/ Expires /| Mn-Expires / Max-Expires / Use-Path /
WAV Aut henti cate / Authorization / Authentication-Info
; this adds to the rule in RFC 4975

MAUTH = Ox41.55.54. 48 ; AUTH in caps

met hod =/ mAUTH

; this adds to the rule in RFC 4975

WAV Aut henti cat e "WV Aut henticate:" SP "Digest" SP di gest-param

*("," SP digest-param

di gest - par am ( realm/ nonce / [ opaque ]

algorithm] / qop-options /

[ [ stale ] / [
[ aut h-paran] )

"real n¥" real mval ue
qguot ed-string

real m
real m val ue

aut h- par am = token "=" ( token / quoted-string )
nonce "nonce=" nonce-val ue

nonce-val ue quot ed-string

opaque "opaque=" quoted-string

stal e "stale=" ( "true" / "false" )

al gorithm "al gorithm=" ( "NMD5" / token )

gop- opti ons "qop=" DQUOTE qop-1ist DQUOTE
qgop- i st gop-value *( "," qop-value )
gop- val ue "auth" / token

"Aut hori zation:" SP credentials

Aut hori zati on

credential s = "Digest" SP digest-response
*("," SP digest-response)
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( username / realm/ nonce / response / |
algorithm] / cnonce / [opaque] / nessage-qop /
[nonce-count] / [auth-paran] )

di gest -response

user nane
user nane- val ue
nessage- qop
cnhonce
cnonce-val ue
nonce- count

"user nanme=" user nane-val ue
quot ed-string

"qop=" qop-val ue

"cnonce=" cnonce-val ue
nonce- val ue

"nc=" nc-val ue

Jenni ngs, et al

nc-val ue 8LHEX

response "response=" request-di gest
request - di gest DQUOTE 32LHEX DQUOTE

LHEX DAT / %61-66 ;| owercase a-f

"Aut hentication-Info:" SP ainfo
*("," ainfo)

Aut hentication-Info

ainfo = nextnonce / nessage-qop
/ response-auth / cnonce
/ nonce- count

next nonce "next nonce=" nonce-val ue

response-auth
response- di gest

"rspaut h=" response-di gest

DQUOTE * LHEX DQUOTE

Expi res = "Expires:" SP 1*DIGA T
Mn-Expires = "Mn-Expires:" SP 1*DIA T
Max- Expires = "Max-Expires:" SP 1*DIA T

Use-Path = "Use-Path:" SP MSRP-URI *(SP MSRP-URI)
Fi ndi ng MSRP Rel ays

When resolving an MSRP URI that contains an explicit port nunmber, an
MSRP node follows the rules in Section 6 of the MSRP base
specification. MSRP URI's exchanged in SDP and in To-Path and From
Pat h headers in non-AUTH requests MJUST have an explicit port nunber.
(The only nessage in this specification that can have an MSRP UR

wi thout an explicit port nunber is in the To-Path header in an AUTH
request.) Simlarly, if the authority conmponent of an nsrps: UR
contains an | Pv4 address or an | Pv6 reference, a port nunber MJIST be
present.

The following rules allow MBRP clients to discover MSRP rel ays nore
easily in AUTH requests. |f the authority conponent contains a
domai n nane and an explicit port nunber is provided, attenpt to | ook
up a valid address record (A or AAAA) for the domain name. Connect
using TLS over the default transport (TCP) with the provided port
nunber .
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If a domain nanme is provided but no port nunber, performa DNS SRV
[4] lookup for the ' _merps’ service and ' _tcp’ transport at the
domai n name, and follow the Service Record (SRV) selection algorithm
defined in that specification to select the entry. (An ' _nsrp
service is not defined, since AUTH requests are only sent over TLS.)
If no SRVs are found, try an address | ookup (A or AAAA) for the
domai n nane. Connect using TLS over the default transport (TCP) with
the default port nunber (2855). Note that AUTH requests MJST only be
sent over a TLS-protected channel. An SRV | ookup in the exanple.com
domai n m ght return:

;; in exanple.com Pri Wjht Port Target
_merps. _tcp I N SRV 0 1 9000 serverl. exanpl e.com
_merps._tcp I N SRV 0 2 9000 server 2. exanpl e. com

If inplenenting a relay farm it is RECOMVENDED t hat each nenber of
the relay farm have an SRV entry. |If any nenbers of the farm have
multiple | P addresses (for exanple, an IPv4 and an | Pv6 address),
each of these addresses SHOULD be registered in DNS as separate A or
AAAA records corresponding to a single target.

9. Security Considerations

This section first describes the security nechani sns avail able for
use in MSRP. Then the threat nodel is presented. Finally, we |ist
i mpl enentation requirenments related to security.

9.1. Using HITP Aut hentication

AUTH requests MJST be authenticated. The authentication nechani sm
described in this specification uses HITP Di gest authentication

HTTP Di gest authentication is performed as described in RFC 2617 [1],
with the following restrictions and nodifications:

o Cients MIST NOT attenpt to use Basic authentication, and rel ays
MUST NOT request or accept Basic authentication

0 The use of a qop value of auth-int nakes no sense for NMSRP
Integrity protection is provided by the use of TLS. Consequently,
MSRP rel ays MUST NOT indicate a qop of auth-int in a challenge.

0 The interaction between the MD5-sess algorithmand the nextnonce
mechani smis underspecified in RFC 2617 [1]; consequently, MSRP
rel ays MUST NOT send chal |l enges indicating the MD5-sess al gorithm

0o Cdients SHOULD consider the protection space within a realmto be

scoped to the authority portion of the URI, without regard to the
contents of the path portion of the URI. Accordingly, relays
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SHOULD NOT send the "domai n" paraneter on the "WWV Aut henticate"
header, and clients MJUST ignore it if present.

o Cdients and relays MJST include a qop paraneter in all "W\
Aut henti cate" and "Authorization" headers. Note that the val ue of
the gop paraneter in a "WWVY Aut henticate" header is quoted, but
the value of the qop parameter in an "Authorization" header or
"Aut henti cation-1nfo" header is not quoted.

o Cients MIST send cnonce and nonce-count paraneters in all
"Aut hori zation" headers.

0 The request-URlI to be used in calculating HA2) is the rightnost
URI in the To-Path header

0 Relays MJST include rspauth, cnonce, nc, and qop paraneters in a
"Aut henti cation-1nfo" header for all "200 CK" responses to an AUTH
request.

Note that the BNF in RFC 2617 has a nunber of errors. In particular,
the value of the uri parameter MJST be in quotes; further, the
paraneters in the Authentication-Info header MJST be separated by
commas. The BNF in this docunment is correct, as are the exanples in
RFC 2617 [1].

The use of the nextnonce and nc paraneters is supported as described
in RFC 2617 [1], which provides guidance on how and when they shoul d
be used. As a slight nodification to the guidance provided in RFC
2617, inplenmentors of relays should note that AUTH requests cannot be
pi pel i ned; consequently, there is no detrinmental inpact on throughput
when rel ays use the nextnonce nmechani sm

See Section 5.1 for further information on the procedures for client
aut henti cati on.

9.2. Using TLS

TLS is used to authenticate relays to senders and to provide
integrity and confidentiality for the headers being transported.
MSRP clients and relays MJUST inplenent TLS. Cients MJST send the
TLS dient Ext endedHel | o extended hello information for server name

i ndi cation as described in RFC 4366 [5]. A TLS cipher-suite of

TLS RSA W TH AES 128 CBC SHA [ 6] MJST be supported (other cipher-
suites MAY al so be supported). A relay MJIST act as a TLS server and
present a certificate with its identity in the SubjectAl tNane using
the choice type of dnsNane. Relay-to-relay connections MJST use TLS
wi th nutual authentication. Client-to-relay conmunications MJST use
TLS for AUTH requests and responses.
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The SubjectAltNane in the certificate received froma relay MJST

mat ch the hostnanme part of the URI, and the certificate MJST be valid
according to RFC 3280 [12], including having a date that is valid and
bei ng signed by an acceptable certification authority. After
validating that such is the case, the device that initiated the TLS
connection can assune that it has connected to the correct relay.

Thi s docunent does not define procedures for using mnutual

aut henti cati on between an MSRP client and an MSRP rel ay.

Aut hentication of clients is handled using the AUTH nmethod via the
procedures described in Section 5.1 and Section 6.3. O her
specifications may define the use of TLS nutual authentication for
the purpose of authenticating users associated with MSRP clients.

Unl ess operating under such other specifications, MSRP clients SHOULD
present an enpty certificate list (if one is requested by the MSRP
relay), and MSRP relays SHOULD i gnore any certificates presented by
the client.

This behavior is defined specifically to all ow forward-
compatibility with specifications that define the use of TLS for
client authentication

Note: When relays are involved in a session, TCP without TLS is only
used when a user that does not use relays connects directly to the
relay of a user that is using relays. 1In this case, the client has
no way to authenticate the relay other than to use the URIs that form
a shared secret in the sane way those URIs are used when no rel ays
are invol ved.

9.3. Threat Model

This section discusses the threat nodel and the broad mechani smt hat
needs to be in place to secure the protocol. The next section
describes the details of how the protocol mechani smneets the broad
requirenents.

MBRP al |l ows two peer-to-peer clients to exchange nessages. Each peer
can select a set of relays to performcertain policy operations for
them This conbined set of relays is referred to as the route set.

A channel outside of MSRP al ways needs to exist, such as out-of - band
provisioning or an explicit rendezvous protocol such as SIP, that can
securely negotiate setting up the MSRP session and comuni cate the
route set to both clients. A client nmay trust a relay with certain
types of routing and policy decisions, but it might or mght not
trust the relay with all the contents of the session. For exanple, a
relay being trusted to | ook for viruses would probably need to be
allowed to see all the contents of the session. A relay that hel ped
deal with traversal of the ISP's Network Address Transl ator (NAT)
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woul d likely not be trusted with the contents of the session but
woul d be trusted to correctly forward nmessages.

Cients inplicitly trust the relays through which they send and
recei ve nmessages to honor the routing indicated in those nessages,

within the constraints of the MSRP protocol. Cients also need to
trust that the relays they use do not insert new nessages on their
behal f or nodify nmessages sent to or by the clients. It is worth

noting that some relays are in a position to cause a client to

m sroute a nessage by maliciously nodifying a Use-Path returned by a
relay further down the chain. However, this is not an additiona
security threat because these sane relays can al so decide to misroute

a nmessage in the first place. |If the relay is trusted to route
messages, it is reasonable to trust it not to tanper with the Use-
Path header. |If the relay cannot be trusted to route nmessages, then

it cannot be used.

Under certain circunstances, relays need to trust other relays not to
nodi fy information between themand the client they represent. For
exanple, if a client is operating through Relay Ato get to Relay B
and Relay B is |oggi ng nessages sent by the client, Relay B may be
required to authenticate that the nmessages they | ogged originate with
the client, and have not been nodified or forged by Relay A. This
can be done by having the client sign the nessage.

Clients need to be able to authenticate that the relay they are
communi cating with is the one they trust. Likew se, relays need to
be able to authenticate that the client is the one they are

aut horized to forward information to. Cients need the option of
ensuring that information between the relay and the client is
integrity protected and confidential to el enents other than the
relays and clients. To sinplify the nunber of options, traffic
between relays is always integrity protected and encrypted regardl ess
of whether or not the client requests it. There is no way for the
clients to tell the relays what strength of cryptographi c mechanisns
to use between relays other than to have the clients choose rel ays
that are administered to require an adequate |evel of security.

The system al so needs to stop nmessages frombeing directed to rel ays
that are not supposed to see them To keep the relays from being
used in Denial of Service (DoS) attacks, the relays never forward
messages unl ess they have a trust relationship with either the client
sending or the client receiving the nmessage; further, they only
forward a nessage if it is comng fromor going to the client with
whi ch they have the trust relationship. |If a relay has a trust
relationship with the client that is the destination of the nessage,
it should not send the nessage anywhere except to the client that is
t he destination.
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Sonme terminology used in this discussion: SClient is the client
sending a nessage and RClient is the client receiving a nessage.
SRelay is a relay the sender trusts and RRelay is a relay the
receiver trusts. The message will go fromSClient to SRelayl to
SRel ay2 to RRelay2 to RRelayl to R ient.

9.4. Security Mechani sm

Confidentiality and privacy fromelenments not in the route set is
provi ded by using TLS on all the transports. Relays always use TLS.
A client can use unprotected TCP for peer-to-peer MSRP, but any tine
a client comunicates with its relay, it MJST use TLS

The relays authenticate to the clients using TLS (but don't have to
do mutual TLS). Further, the use of the rspauth paraneter in the
Aut henti cation-1nfo header provides limted authentication of relays
to which the client is not directly connected. The clients
authenticate to the relays using HITP Di gest authentication. Relays
aut henticate to each other using TLS nutual authentication.

By using Secure/ Multipurpose Internet Mail Extensions (S/MME) [ 3]
encryption, the clients can protect their actual nessage contents so
that the relays cannot see the contents. End-to-end signing is also
possible with S/M ME.

The conplex part is making sure that relays cannot successfully be
instructed to send nessages to a place where they should not. This
is done by having the client authenticate to the relay and having the
relay return a token. Messages that contain this token can be
relayed if they conme fromthe client that got the token or if they
are being forwarded towards the client that got the token. The
tokens are the URIs that the relay places in the Use-Path header

The tokens contain random material (defined in Section 6.3) so that
they are not guessable by attackers. The tokens need to be protected
so they are only ever seen by elenments in the route set or other

el ements that at |east one of the parties trusts. |If sone third
party discovers the token that RRelay2 uses to forward nessages to
RCient, then that third party can send as nmany nessages as they want
to RRelay2 and it will forward themto RCient. The third party
cannot cause themto be forwarded anywhere except to RO ient,
elimnating the open relay problens. SRelayl will not forward the
message unless it contains a valid token.

Wien SClient goes to get a token from SRel ay2, this request is

rel ayed through SRelayl. SRelay2 authenticates that it really is
SAient requesting the token, but it generates a token that is only
valid for forwarding nessages to or from SRelayl. SRelay2 knows it
is connected to SRel ayl because of the nutual TLS.
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The tokens are carried in the resource portion of the MSRP URIs. The
length of tine the tokens are valid for is negotiated using the
Expire header in the AUTH request. Cdients need to re-negotiate the
t okens using a new offer/answer [15] exchange (e.g., a SIP re-invite)
before the tokens expire.

Note that this scheme relies on relays as trusted nodes, acting on
behal f of the users authenticated to them There is no security
mechani smto prevent relays on the path frominserting forged
nmessages, nmani pul ating the contents of nessages, sending nessages in
a session to a party other than that specified by the sender, or from
copying themto a third party. However, the one-to-one binding

bet ween session identifiers and sessions hel ps nitigate any danage
that can be caused by rogue relays by liniting the destinations to
whi ch forged or nodified nmessages can be sent to the two parties

i nvolved in the session, and only for the duration of the session
Additionally, the use of S/MME encryption can be enployed to linmt
the utility of redirecting nessages. Finally, clients can enploy
S/M ME signatures to guarantee the authenticity of nessages they
send, nmaking it possible under some circunstances to detect relay
mani pul ation or the forging of nessages.

Clients are not the only actors in the network who need to trust
relays to act in non-nmalicious ways. |If a relay does not have a
direct TLS connection with the client on whose behalf it is acting
(i.e. There are one or nore intervening relays), it is at the nmercy
of any such intervening relays to accurately transmt the nessages
sent to and fromthe client. |If a stronger guarantee of the
authentic origin of a nessage is necessary (e.g. The relay is
perform ng | ogging of nmessages as part of a legal requirenent), then
users of that relay can be instructed by their adninistrators to use
detached S/M ME signatures on all nessages sent by their client. The
rel ay can enforce such a policy by returning a 415 response to any
SEND requests using a top-level MM type other than "nultipart/
signed". Such relays may choose to make policy decisions (such as
term nati ng sessions and/or suspendi ng user authorization) if such
signatures fail to match the contents of the nessage.
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10.

10.

10.

10.

11.

| ANA Consi der ati ons
1. New MSRP Met hod

This specification defines a new MSRP nmet hod, to be added to the
Met hods sub-regi stry under the MSRP Paraneters registry: AUTH  See
Section 5.1 for details on the AUTH met hod.

2. New MSRP Headers

This specification defines several new MSRP header fields, to be
added to the header-field sub-registry under the MSRP Paraneters
registry

Expires

M n- Expi res

Max- Expi res

Use- Pat h

WAV Aut henti cat e
Aut hori zati on

Aut hentication-Info

OO0OO0OO0O0O0O0

3. New MSRP Response Codes

This specification defines one new MSRP status code, to be added to
t he Status-Code sub-registry under the MSRP Paraneters registry:

The 401 response indicates that an AUTH request contai ned no
credentials, an expired nonce value, or invalid credentials. The
response includes a "WWV¥ Aut henti cate" header containing a challenge
(anobng other fields); see Section 9.1 for further details. The
default response phrase for this response is "Unauthorized"

Exanpl e SDP with Miltiple Hops

The follow ng section shows an exanple SDP that could occur in a SIP
message to set up an MSRP session between Alice and Bob where Bob
uses a relay. Alice nmakes an offer with a path to Alice.

c=IN | P4 a. exanpl e.com

menessage 1234 TCP/ MSRP *

a=accept-types: nessage/cpimtext/plain text/htm
a=pat h: nsrp://a. exanpl e. com 1234/ agi c456; tcp
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12.

13.

13.

In this offer, Alice wishes to receive MSRP nessages at
a.exanple.com She wants to use TCP as the transport for the MSRP
session. She can accept nessage/cpim text/plain, and text/htnl
nmessage bodies in SEND requests. She does not need a relay to set up
the MSRP sessi on.

To this offer, Bob’s answer could | ook |ike:

c=I N | P4 bob. exanpl e. com

menessage 1234 TCP/ TLS/ MBRP *

a=accept-types: nessage/cpimtext/plain

a=pat h: nsrps://rel ay. exanpl e. com 9000/ hj dhf ha;tcp \
nsr ps:// bob. exanpl e. com 1234/ f ui ge; tcp

Here Bob wi shes to receive the MSRP nessages at bob. exanple.com He
can accept only message/ cpimand text/plain nmessage bodies in SEND
requests and has rejected the text/htm content offered by Alice. He
wi shes to use a relay called rel ay. exanpl e.com for the MSRP sessi on.
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Appendi x A. I nplenmentation Considerations

This text is not necessary in order to inplement MSRP in an
i nteroperable way, but is still useful as an inplenentation
di scussion for the community. It is purely an inplenmentation detail.

Not e: The idea has been proposed of having a relay return a base UR
that the client can use to construct nore URI's, but this allows third
parties that have had a session with the client to know URIs that the
relay will use for forwarding after the session with the third party
has ended. Effectively, this reveals the secret URIs to third
parties, which conpromi ses the security of the solution, so this
approach is not used.

An alternative to this approach causes the relays to return a UR

that is divided into an index portion and a secret portion. The
client can encrypt its identifier and its own opaque data with the
secret portion, and concatenate this with the index portion to create
a plurality of valid URIs. Wen the relay receives one of these
URIs, it could use the index to | ook up the appropriate secret,
decrypt the client portion, and verify that it contains the client
identifier. The relay can then forward the request. The client does
not need to send an AUTH request for each URI it uses. This is an

i npl enentation detail that is out of the scope of this docunent.

It is possible to inplement forwarding requirements in a farmw t hout
the relay saving any state. One possible inplenmentation that a relay
m ght use is described in the rest of this section. Wen a relay
starts up, it could pick a cryptographically random 128-bit password
(K) and 128-bit initialization vector (1V). |If the relay was
actually a farmof servers with the sane DNS nane, all the nachines
in the farmwould need to share the sane K Wen an AUTH request is
received, the relay forns a string that contains the expiry time of
the URI, an indication if the previous hop was nutual TLS

aut henticated or not, and if it was, the nane of the previous hop,
and if it was not, the identifier for the connection that received
the AUTH request. This string would be padded by appending a byte
with the value 0x80 then adding zero or nore bytes with the val ue of
0x00 until the string length is a nultiple of 16 bytes long. A new
random |V woul d be selected (it needs to change because it forns the
salt) and the padded string would be encrypted using AES-CBC with a
key of K The IV and encrypted data and an SPlI (security paraneter

i ndex) that changes each tinme K changes woul d be base 64 encoded and

formthe resource portion of the request URI. The SPI allows the key
to be changed and for the systemto know whi ch K should be used.
Later when the relay receives this URI, it could decrypt it and check

that the current tine was before the expiry time and check that the
message was coming fromor going to the connection or |ocation
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specified in the URI. Integrity protection is not required because
it is extrenely unlikely that random data that was decrypted woul d
result in a valid location that was the sane as the one the nmessage
was routing to or from Wen inplenmenting sonething like this,

i npl ement ors shoul d be careful not to use a schene |ike EBE that
woul d al l ows portions of encrypted tokens to be cut and pasted into
ot her URIs.
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