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The | MAP COVPRESS Ext ensi on
Status of this Menp
This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act

The COWPRESS extension allows an | MAP connection to be effectively
and efficiently conpressed.
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1. Introduction and Overvi ew

A server which supports the COVPRESS extension indicates this with
one or nore capability nanes consisting of "COWRESS=" followed by a
supported conpression al gorithmnane as described in this docunent.

The goal of COWPRESS is to reduce the bandw dth usage of | MAP.

Conmpared to PPP conpression (see [ RFC1962]) and nodem based
conpression (see [ MN\P] and [V42BI S]), COWRESS of fers much better
conpression efficiency. COWRESS can be used together with Transport
Security Layer (TLS) [RFC4346], Sinple Authentication and Security

| ayer (SASL) encryption, Virtual Private Networks (VPNs), etc.
Compared to TLS conpression [ RFC3749], COWPRESS has the follow ng

(di s) advant ages:

- COWPRESS can be inplemented easily both by I MAP servers and
clients.

- | MAP COWPRESS benefits froman inti mte know edge of the | MAP
protocol’s state machine, allow ng for dynanm c and aggressive
optim zation of the underlying conpression algorithn s paraneters.

- When the TLS layer inplenents conpression, any protocol using that
| ayer can transparently benefit fromthat conpression (e.g., SMIP
and | MAP). COWPRESS is specific to | MAP.

In order to increase interoperation, it is desirable to have as few
di fferent conpression algorithns as possible, so this docunent
specifies only one. The DEFLATE al gorithm (defined in [RFCL951]) is
standard, widely available and fairly efficient, so it is the only
al gorithm defined by this docunent.

In order to increase interoperation, |IMAP servers that advertise this
ext ensi on SHOULD al so advertise the TLS DEFLATE conpressi on nmechani sm
as defined in [RFC3749]. |IMAP clients MAY use either COVWPRESS or TLS
conpression, however, if the client and server support both, it is
RECOMVENDED t hat the client choose TLS conpression.
The extension adds one new command (COVPRESS) and no new responses.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Formal syntax is defined by [ RFC4234] as nodified by [ RFC3501].
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In the exanples, "C:" and "S:" indicate lines sent by the client and
server respectively. "[...]" denotes elision

3. The COWPRESS Comrand
Argunments: Nane of conpression nechani sm "DEFLATE".
Responses: None

Result: OK The server will conpress its responses and expects the
client to conpress its conmands.
NO Conpression is already active via another |ayer
BAD Command unknown, invalid or unknown argunent, or COVPRESS
al ready active.

The COWPRESS command instructs the server to use the naned
conpressi on nechani sm (" DEFLATE" is the only one defined) for al
commands and/or responses after COVWPRESS.

The client MUST NOT send any further comands until it has seen the
result of COMWPRESS. |If the response was OK, the client MJST conpress
starting with the first command after COWRESS. |If the server
response was BAD or NO the client MUST NOT turn on conpression

If the server responds NO because it knows that the sane nechanismis
active already (e.g., because TLS has negoti ated the sanme nechanisny,
it MIUST send COVMPRESSI ONACTI VE as resp-text-code (see [ RFC3501],
Section 7.1), and the resp-text SHOULD say which | ayer conpresses.

If the server issues an OK response, the server MJST conpress
starting imedi ately after the CRLF which ends the tagged K
response. (Responses issued by the server before the OK response
will, of course, still be unconpressed.) |If the server issues a BAD
or NO response, the server MJST NOT turn on conpression

For DEFLATE (as for many ot her conpression nechani sns), the
conpressor can trade speed against quality. Wen deconpressing there
isn't much of a tradeoff. Consequently, the client and server are
both free to pick the best reasonable rate of conpression for the
data they send.

When COVPRESS is conbined with TLS (see [ RFC4346]) or SASL (see

[ RFC4422]) security layers, the sending order of the three extensions
MJUST be first COMPRESS, then SASL, and finally TLS. That is, before
data is transmitted it is first conpressed. Second, if a SASL
security layer has been negotiated, the conpressed data is then
signed and/or encrypted accordingly. Third, if a TLS security |ayer
has been negotiated, the data fromthe previous step is signed and/ or
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encrypted accordingly. When receiving data, the processing order
MJUST be reversed. This ensures that before sending, data is
conpressed before it is encrypted, independent of the order in which
the client issues COMWPRESS, AUTHENTI CATE, and STARTTLS.

The followi ng exanple illustrates how conmands and responses are
conpressed during a sinple |ogin sequence:

S: * OK [CAPABI LI TY | MAPAREV1 STARTTLS COVPRESS=DEFLATE]
C. a starttls
S: a OK TLS active

Fromthis point on, everything is encrypted.

b login arnt tnra

b OK Logged in as arnt
c conpress deflate

d OK DEFLATE active

wOowo

Fromthis point on, everything is conpressed before being
encrypt ed.

The foll owi ng exanpl e denonstrates how a server may refuse to
conpress tw ce

S: * OK [CAPABI LI TY | MAPAREV1 STARTTLS COVPRESS=DEFLATE]
[...]

C conpress deflate

S: ¢ NO [ COWRESSI ONACTI VE] DEFLATE active via TLS

4. Conpression Efficiency
This section is informative, not normative.
| MAP poses sone unusual problens for a conpression |ayer
Upstreamis fairly sinple. Mst |IMAP clients send the sane few
commands agai n and again, so any conpression algorithmthat can
exploit repetition works efficiently. The APPEND conmand is an
exception; clients that send many APPEND commands rmay want to
surround large literals with flushes in the sane way as is
reconmended for servers later in this section

Downstream has the unusual property that several kinds of data are
sent, confusing all dictionary-based conpression algorithmns.
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One type is | MAP responses. These are highly conpressible; zlib
using its least CPU-intensive setting conpresses typical responses to
25-40% of their original size

Anot her type is email headers. These are equally conpressible, and
benefit fromusing the sane dictionary as the | MAP responses

Athird type is email body text. Text is usually fairly short and
i ncludes much ASCII, so the sane conpression dictionary will do a
good job here, too. Wen multiple nessages in the sane thread are
read at the sanme tinme, quoted lines etc. can often be conpressed
alnost to zero.

Finally, attachments (non-text enmail bodies) are transnitted, either
in binary formor encoded with base-64.

When attachnents are retrieved in binary form DEFLATE may be able to
conpress them but the format of the attachnent is usually not | NMAP-
like, so the dictionary built while conpressing | MAP does not hel p.
The conpressor has to adapt its dictionary fromIMAP to the
attachnent’s format, and then back. A few file formats aren’t
conpressible at all using deflate, e.g., .gz, .zip, and .jpg files.

When attachnents are retrieved in base-64 form the sane probl ens
apply, but the base-64 encodi ng adds another problem 8-bit
conpression algorithnms such as deflate work well on 8-bit file
formats, however base-64 turns a file into sonething resenbling 6-bit
bytes, hiding nost of the 8-bit file format fromthe conpressor.

When using the zlib library (see [RFC1951]), the functions
deflatelnit2(), deflate(), inflatelnit2(), and inflate() suffice to

i mpl ement this extension. The windowBits value nmust be in the range
-8 to -15, or else deflatelnit2() uses the wong fornmat.

defl at eParans() can be used to inprove conpression rate and resource
use. The Z FULL_FLUSH argunent to deflate() can be used to clear the
dictionary (the receiving peer does not need to do anything).

A client can inprove downstream conpression by inplenmenting Bl NARY
(defined in [ RFC3516]) and using FETCH BI NARY i nstead of FETCH BODY
In the author’s experience, the inprovenent ranges from5%to 40%
dependi ng on the attachnment bei ng downl oaded.

A server can inprove downstream conpression if it hints to the
conpressor that the data type is about to change strongly, e.g., by
sending a Z FULL_FLUSH at the start and end of |arge non-text
literals (before and after "*CHAR8 in the definition of literal in
RFC 3501, page 86). Small literals are best left alone. A possible
boundary is 5k.
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A server can inprove the CPU efficiency both of the server and the
client if it adjusts the conpression level (e.g., using the

defl ateParanms() function in zlib) at these points, to avoid trying to
conpress inconpressible attachnents. A very sinple strategy is to
change the level to O at the start of a literal provided the first
two bytes are either Ox1F 0x8B (as in deflate-conpressed files) or
OxFF 0xD8 (JPEG, and to keep it at 1-5 the rest of the time. More
conpl ex strategies are possible.

5. Formal Syntax

The follow ng syntax specification uses the Augnented Backus- Naur
Form (ABNF) notation as specified in [RFC4234]. This syntax augments
the grammar specified in [RFC3501]. [RFC4234] defines SP and
[ RFC3501] defines command-auth, capability, and resp-text-code.
Except as noted otherwi se, all al phabetic characters are case-
i nsensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |Inplenmentations MJST
accept these strings in a case-insensitive fashion.

command- aut h =/ conpress

conpr ess = "COVWPRESS" SP al gorithm

capability =/ "COWRESS=" al gorithm
;; multiple COMPRESS capabilities all owed

al gorithm = "DEFLATE"
resp-text-code =/ " COVPRESSI ONACTI VE"

Note that due the syntax of capability names, future al gorithm nanes
must be atons.

6. Security Considerations
As for TLS conpression [RFC3749].
7. | ANA Consi derations

The | ANA has added COVPRESS=DEFLATE to the list of | MAP capabilities.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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