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Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
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i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

This docunent specifies a | easequery exchange for the Dynam ¢ Host
Configuration Protocol for |Pv6 (DHCPv6) that can be used to obtain

| ease information about DHCPv6 clients froma DHCPv6 server. This
docunent specifies the scope of data that can be retrieved as well as
bot h DHCPv6 | easequery requestor and server behavior. This docunent
ext ends DHCPv6.
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1

I ntroduction

The DHCPv6 [2] protocol specifies a nmechanismfor the assignment of
both 1 Pv6 address and configuration information to | Pv6 nodes. |Pv6
Prefix Options for DHCPv6 [4] specifies a nechanismfor the automated
del egation of IPv6 prefixes and related options. Simlar to DHCPv4
[5], DHCPv6 servers maintain authoritative information related to
their operations including, but not limted to, |ease information for
| Pv6 addresses and del egat ed prefixes.

The requirenent exists in various types of |Pv6 depl oynments,
particularly those of a broadband variety, to | everage DHCPv6 [2] for
retrieving data related to the operation of DHCPv6 servers
programmatically. In particular, it is desirable to be able to
extract |ease information about |Pv6 addresses and del egated prefixes
assigned using DHCPv6 [2] [4]. Specific exanples where this
information has illustrated value are in broadband networks to
facilitate access control by edge devices. This capability to
programmatically extract |ease data fromthe DHCPv6 server is called
| easequery.

The | easequery capability described in this docunent parallels the
DHCPv4 | easequery capability docunented in [3]. As such, it shares
the basic notivations, background, design goals and constraints as
described in [3]. Differences are due to the differences between

| Pv4 and |1 Pv6 and by extension, DHCPv4 and DHCPv6. For exanpl e,

Nei ghbor Discovery [7] is used in |IPv6 instead of the Address

Resol ution Protocol (ARP) [8] (Section 4.1 of [3]) and DOCSI S 3.0
[11] defines IPv6 support for cable nodem environnents.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].

DHCPv6 term nology is defined in [2]. Terninology specific to DHCPv6
| easequery can be found bel ow

access concentrator
An access concentrator is a router or switch at the
br oadband access provider’s edge of a public
br oadband access network. This docunent assunes that
t he access concentrator includes the DHCPv6 rel ay
agent functionality.
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client(s) The nodes that have one or nore bindings with a
DHCPv6 server. This does not refer to the node
i ssuing the LEASEQUERY unless it itself has one or
nmore bindings with a DHCPv6 server.

gl eani ng A eaning is the extraction of location information
from DHCPv6 nessages, as the nessages are forwarded
by the DHCP rel ay agent function

|l ocation infornmation
Location information is information needed by the
access concentrator to forward traffic to a
br oadband- accessi bl e host. This information includes
know edge of the host hardware address, the port or
virtual circuit that |leads to the host, and/or the
har dwar e address of the intervening subscriber nodem

request or The node that sends LEASEQUERY nessages to one or
nore servers to retrieve information on the bindings
for a client.

3. Pr ot ocol Overvi ew

The focus of this docunent is to extend the DHCPv6 protocol to allow
processes and devices that wish to access information froma DHCPv6
server to do so in a lightweight and convenient manner. It is
especially appropriate for processes and devices that already

i nterpret DHCPv6 nessages.

The LEASEQUERY nessage is a query nessage only and does not affect
the state of the I Pv6 address or prefix, or the binding infornation
associated with it.

One inportant notivating exanple is that the LEASEQUERY nessage
al | ows access concentrators to query DHCP servers to obtain |ocation
i nformation of broadband access network devices. This is described
in Section 1 of [3] for |Pv4.

3.1. On-Demand Query

The on-demand | easequery capability allows requesting just the

i nformati on necessary to satisfy an i mediate need. |f the requestor
is an access concentrator, then the imediate need will typically be
that it has received an | Pv6 packet and it needs to refresh its

i nformation concerning the DHCPv6 client to which that |Pv6 address
is currently leased. |In this case, the request will be by address
This fits clearly into the single request/response cycle comon to

ot her DHCPv6 nessage exchanges
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However, this approach has linitations when used with prefix

del egation [4] as no traffic may arrive because the access
concentrator is unable to inject the appropriate routing information
into the routing infrastructure, such as after a reboot. This
approach does work if the access concentrator is configured to inject
routing information for a prefix that aggregates potentially

del egated prefixes. O, it also works if the access concentrator and
requesting router use a routing protocol; as then the requesting
router can trigger the access concentrator to request information
froma DHCPv6 server and inject appropriate routing information into
the routing infrastructure.

3.2. Anticipatory Query

A second approach for requesting information froma DHCPv6 server
woul d be to use a | easequery-like capability to rebuild an interna
data store containing information available froma DHCPv6 server

The rebuilding of the data store in this approach can take place as
soon as possible after the need to rebuild it is discovered (such as
on booting), and doesn’t wait on the receipt of specific packets to
trigger a pieceneal database update (as is the case for on-denand

| easequery). This approach would al so renpve the limtation

di scussed above for prefix del egation

This anticipatory query is not specified in this docunent and is an
area of future work.

3.3. Query Types
Leasequery provides for the follow ng queries:

Query by I Pv6 address - This query allows a requestor to request
froma server the bindings for a client that either is bound to
the address or has been del egated the prefix that contains the
address.

Query by Cient ldentifier (DU D) - This query allows a requestor to
request froma server the bindings for a specific client on a
specific link or a list of the Ilinks on which the client has one
or nore bindings.
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4. Protocol Details
4.1. Message and Option Definitions
4.1.1. Messages

The LEASEQUERY and LEASEQUERY- REPLY nessages use the Cient/ Server
message formats described in [2], Section 6. Two new nessage codes
are defined:

LEASEQUERY (14) - A requestor sends a LEASEQUERY nmessage to any
avai l abl e server to obtain information on a client’s | eases. The
options in an OPTI ON_LQ QUERY determ ne the query.

LEASEQUERY- REPLY (15) - A server sends a LEASEQUERY- REPLY nessage
containing client data in response to a LEASEQUERY nessage.

4.1.2. Options
4.1.2.1. Query Option

The Query option is used only in a LEASEQUERY nessage and identifies
the query being performed. The option includes the query type, |ink-
address (or 0::0), and option(s) to provide data needed for the

query.

The format of the Query option is shown bel ow
0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S

OPTI ON_LQ_QUERY | option-Ilen |
e R s e e i T e et o b R T SRR S

|
+-
| query-type | |
R ol ok I S SN e |
| |
| I'i nk- addr ess
l |
| R i T T e e O it oI TR R T S R S S e e s
| .
R ol ok I S SN e

query-options
B Lt r s i i i o o T s ks S R S

option-code OPTI ON_LQ QUERY (44)

option-len 17 + length of query-options field.
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I'i nk-addr ess A gl obal address that will be used by the
server to identify the link to which the
query applies, or 0::0 if unspecified.

query-type The query requested (see bel ow).
guery-options The options related to the query.
The query-type and required query-options are:

QUERY_BY_ADDRESS (1) - The query-options MJST contain an
OPTI ON_| AADDR option [2]. The link-address field, if not 0::0,
specifies an address for the link on which the client is |ocated
if the address in the OPTI ON_|I AADDR option is of insufficient
scope. Only the information for the client that has a | ease for
the specified address or was del egated a prefix that contains the
specified address is returned (if avail able).

QUERY_BY _CLIENTID (2) - The query-options MJST contain an
OPTI ON_CLIENTID option [2]. The link-address field, if not 0::0
specifies an address for the link on which the client is |ocated.
If the link-address field is 0::0, the server SHOULD search all of
its links for the client.

The query-options MAY al so include an OPTION ORO option [2] to

i ndicate the options for each client that the requestor would like
the server to return. Note that this OPTION ORO is distinct and
separate froman OPTION CRO that may be in the requestor’s LEASEQUERY
nessage.

If a server receives an OPTION LQ QUERY with a query-type it does not
support, the server SHOULD return an UnknownQueryType st atus-code.

If a server receives a supported query-type but the query-options is
m ssing a required option, the server SHOULD return a Ml formedQuery
st at us- code
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4.1.2.2. dient Data Option

The Client Data option is used to encapsulate the data for a single
client on a single link in a LEASEQUERY- REPLY nessage.

The format of the Client Data option is shown bel ow

0 1 2 3

01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| OPTI ON_CLI ENT_DATA | option-Ilen |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

client-options
.+- B T ST S o T e a T s e e S e S S o S T +
option-code OPTI ON_CLI ENT_DATA (45)

option-len Length, in octets, of the encapsulated client-
options field.

client-options The options associated with this client.

The encapsul ated client-options include the OPTI ON_CLI ENTI D,

OPTI ON_| AADDR, OPTI ON_I APREFI X, and OPTI ON_CLT_TI ME options and ot her
options specific to the client and requested by the requestor in the
OPTION_ORO in the OPTION LQ QUERY' s query-options. The server MJST
return all of the client’s statefully assigned addresses and

del egated prefixes, with a non-zero valid lifetine, on the I|ink.
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4.1.2.3. dient Last Transaction Tine Option

The Cient Last Transaction Tinme option is encapsulated in an
OPTI ON_CLI ENT_DATA and i dentifies how | ong ago the server | ast
communi cated with the client, in seconds.

The format of the Cient Last Transaction Tinme option is shown bel ow

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| OPTI ON_CLT_TI ME | option-len |
B s S S i i i ks a ks st S S S S S S
| client-last-transaction-time |
s i e S e S T S S S e O i i R S NI S e R S S

option-code OPTI ON_CLT_TI ME (46)
option-len 4
client-last-transaction-tinme
The nunber of seconds since the server | ast
communi cated with the client (on that |ink).
The client-last-transaction-tinme is a positive value and reflects the

nunber of seconds since the server |ast comunicated with the client
(on that Iink).
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4.1.2. 4. Relay Data

The Relay Data option is used only in a LEASEQUERY- REPLY nessage and
provides the relay agent information used when the client |ast
conmuni cated with the server.

The format of the Relay Data option is shown bel ow
0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
OPTI ON_LQ RELAY_DATA | option-len

B e e i S e e T s i i S T R SR S S S S T S i

peer - address (I Pv6 address)

|
+-
|

|

|

|
i S T i i S S N b o T m
|

|

DHCP- r el ay- nessage

—————

i S S S T i i S S i i S S S S R T T

opti on-code OPTI ON_LQ _RELAY_DATA (47)

option-Ilen 16 + I ength of DHCP-rel ay- nessage.

peer - addr ess The address of the relay agent from which
the rel ayed nessage was received by the
server.

DHCP- r el ay- nessage
The | ast conplete rel ayed nessage, excluding
the client’s nessage OPTI ON_RELAY_ MSG
recei ved by the server

This option is used by the server to return full relay agent
information for a client. |t MJST NOT be returned if the server does
not have such infornation, either because the client conmmuni cated
directly (without relay agent) with the server or if the server did
not retain such information.

If returned, the DHCP-rel ay-message MJUST contain a valid (perhaps

mul ti-hop) RELAY-FORW nessage as the nost recently received by the
server for the client. However, the (innernost) OPTI ON_RELAY_MSG
option containing the client’s nessage MJST have been renoved.
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This option SHOULD only be returned if requested by the OPTI ON_ORO of
the OPTI ON_LQ QUERY.

4.1.2.5. dient Link Option

The Cient Link option is used only in a LEASEQUERY- REPLY nessage and
identifies the |inks on which the client has one or nore bindings.

It is used in reply to a query when no |ink-address was specified and
the client is found to be on nore than one I|ink.

The format of the Cient Link option is shown bel ow
0 1 2 3
01234567890123456789012345678901
B e o s o T Tt sl i sl S S S S S S S S
OPTI ON_LQ CLI ENT_LI NK | option-Ilen |

B T I S S e e e s S S S S e i S S

I i nk-address (I Pv6 address)

I i nk-address (I Pv6 address)

—_—_

T S s i S S e S T S S e

+-

|

+-

|

|

|

|

B T et S S S i S T ai A S S Y S SIS

|

|

|

|

+-

| -

B T e o i S I i i S S N iy St S I S S
option-code OPTI ON_LQ CLI ENT_LI NK (48)

option-len Length of the list of links in octets;
must be a nultiple of 16.

I i nk- addr ess A gl obal address used by the server to
identify the Iink on which the client is
| ocat ed.

A server may respond to a query by client-id, where the 0::0 |ink-
address was specified, with this option if the client is found to be
on multiple links. The requestor nay then repeat the query once for
each link-address returned in the list, specifying the returned |ink-
address. If the client is on a single link, the server SHOULD return
the client’s data in an OPTI ON_CLI ENT_DATA opti on.
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4.1.3. Status Codes
The foll owi ng new status codes are defined:

UnknownQueryType (7) - The query-type is unknown to or not supported
by the server.

Mal f or medQuery (8) - The query is not valid; for exanple, a required
query-option is mssing fromthe OPTI ON_LQ QUERY.

Not Configured (9) - The server does not have the target address or
link inits configuration.

Not Al  owed (10) - The server does not allow the requestor to issue
t hi s LEASEQUERY.

4.1.4. Transm ssion and Retransni ssion Paraneters

This section presents a table of values used to describe the nessage
transm ssion behavior for |easequery.

Par anet er Default Description

LQ TI MEQUT 1 sec Initial LEASEQUERY ti neout

LQ MAX RT 10 secs Max LEASEQUERY ti nmeout val ue
LQ MAX_RC 5 Max LEASEQUERY retry attenpts

4.2. Message Validation
4.2.1. LEASEQUERY
Requestors and clients MJST discard any recei ved LEASEQUERY nessages.

Servers MJST di scard any recei ved LEASEQUERY nessages that neet any
of the follow ng conditions:

o the nessage does not include an OPTI ON_CLI ENTI D opti on.

o the nessage includes an OPTI ON_SERVERI D option but the contents of
the OPTI ON_SERVERI D opti on does not match the server’s identifier.

o0 the nessage does not include an OPTI ON_LQ QUERY opti on.
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4.2.2. LEASEQUERY- REPLY

Request ors MJST di scard any recei ved LEASEQUERY- REPLY nessages t hat
meet any of the follow ng conditions:

o the nessage does not include an OPTI ON_SERVERI D opti on.

0 the nmessage does not include an OPTI ON_CLI ENTI D option, or the
contents of the OPTION_CLIENTID option do not match the DU D of
t he requestor.

o the "transaction-id" field in the nessage does not match the val ue
used in the original nmessage.

Servers and Rel ay Agents (on the server port, 547 [2]) MJST discard
any recei ved LEASEQUERY- REPLY nessages.

4.3. DHCPv6 Leasequery Requestor Behavi or

This section describes how a requestor initiates |ease data retrieval
from DHCPv6 servers.

4.3.1. Creation of LEASEQUERY

The requestor sets the "nsg-type" field to LEASEQUERY. The requestor
generates a transaction ID and inserts this value in the
"transaction-id" field.

The requestor MJST include an OPTI ON_CLIENTID option to identify
itself to the server.

The requestor MJST include an OPTI ON LQ QUERY option and set the
query-type, |ink-address, and query-options as appropriate to the
query-type (Section 4.1.2.1).

The requestor SHOULD i nclude an OPTION SERVERID if it is not
uni casting the LEASEQUERY yet only wants a response froma specific
server.

4.3.2. Transm ssion of LEASEQUERY

The requestor MAY be configured to use a |list of destination
addresses, which MAY include uni cast addresses, the Al _DHCP_Servers
mul ti cast address, or other addresses selected by the network

adm nistrator. |f the requestor has not been explicitly configured,
it MAY use the All _DHCP _Servers nulticast address as the default.

Brzozowski, et al. St andards Track [ Page 13]



RFC 5007 DHCPv6 Leasequery Sept enber 2007

The requestor SHOULD send LEASEQUERY to one or nore DHCPv6 servers
that are known to possess authoritative information concerning the
query target.

In the absence of information concerning which DHCPv6 servers m ght
possess authoritative information on the query target, the requestor
SHOULD send LEASEQUERY to all DHCPv6 servers that the requestor knows
about or is configured with. For exanple, the requestor MAY send
LEASEQUERY to the Al _DHCP_Servers multicast address.

The requestor transmts LEASEQUERY nessages according to Section 14
of [2], using the follow ng paraneters:

IRT  LQ TI MEQUT
MRT  LQ MAX_RT
MRC  LQ MAX_RC
MD O

If the message exchange fails, the requestor takes an action based on
the requestor’s local policy. Exanples of actions the requestor
nm ght take include:

0 Select another server froma |ist of servers known to the
requestor.

0o Send to nultiple servers by nulticasting to the Al _DHCP_Servers
addr ess.

o Termnate the request.
4.3.3. Receipt of LEASEQUERY- REPLY

A successful LEASEQUERY-REPLY is one wi thout an OPTI ON_STATUS CODE
option (or an OPTI ON_STATUS CCODE option with a success code). There
are three variants:

1. If the server had bindings for the requested client, the nessage
i ncl udes an OPTI ON_CLI ENT_DATA option and the requestor extracts
the client data fromthe LEASEQUERY- REPLY and updates its binding
i nformati on database. |f the OPTI ON _CLI ENT_DATA contai ns no
OPTI ON_CLT_TI ME, the requestor SHOULD silently discard the
OPTI ON_CLI ENT_DATA opti on.

2. If the server found bindings for the client on nultiple Iinks,
the message includes an OPTION_CLIENT_LINK option. The requestor
will need to rei ssue LEASEQUERY nessages using each of the

returned |ink-addresses to obtain the client’s bindings.
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3. If the server had no bindings for the client, neither the
OPTI ON_CLI ENT_DATA nor OPTI ON_CLI ENT_LINK option will be present.

An unsuccessful LEASEQUERY-REPLY is one that has an

OPTI ON_STATUS _CODE with an error code. Depending on the status code,
the requestor may try a different server (such as for Not Al l owed,

Not Confi gured, and UnknownQueryType), try a different or corrected
query (such as for UnknownQueryType and Ml f ormedQuery), or termnate
t he query.

4.3.4. Handling DHCPv6 Cient Data from Mil tiple Sources

A requestor may receive | ease data on the sane client fromthe sane
DHCPv6 server in response to different types of LEASEQUERY. If a
LEASEQUERY is sent to nmultiple servers, the requestor may receive
fromseveral servers |ease data on the sanme DHCPv6 client. This
section describes how the requestor handles multiple | ease data
sources on the same DHCPv6 client fromthe same server or different
servers.

The client data fromthe different sources may be disjoint or
overl apping. The disjoint and overl apping rel ati onship can happen
between data fromthe same server or different servers

If client data fromtwo sources on the same client are of different
types or values, then the data are disjoint. An exanple of data of
different types is when a requestor receives an | Pv6 address | ease
fromone server and a prefix | ease from anot her server, both assigned
to the same client. An exanple of different values (but the sane
type) is when a requestor receives two | Pv6 address | eases fromtwo
different servers, both assigned to the same client, but the | eases
are on two different | Pv6 addresses. |If the requestor receives
disjoint client data fromdifferent sources, it SHOULD nerge them

If client data fromtwo sources on the sane client are of the sane
type and val ue, then the data are overlapping. An exanple of

overl apping data is when a requestor receives a | ease on the sane

| Pv6 address fromtwo different servers. Overlapping client data are
al so called conflicting data.

The requestor SHOULD use the OPTION CLT _TIME to resol ve data

conflicts originated fromdifferent servers, and SHOULD accept data
with nmost recent OPTION _CLT_TI ME
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4.4, DHCPv6 Leasequery Server Behavi or

A DHCPv6 server sends LEASEQUERY- REPLY nessages in response to valid
LEASEQUERY nessages it receives to return the statefully assigned
addresses, del egated prefixes, and other information that match the

query.
4.4.1. Receipt of LEASEQUERY Messages

Upon recei pt of a valid LEASEQUERY nessage, the DHCPv6 server | ocates
the requested client, collects data on the client, and constructs and
returns a LEASEQUERY- REPLY. A LEASEQUERY nessage cannot be used to
assign, release, or otherw se nodify bindings or other configuration
i nformation.

The server constructs a LEASEQUERY- REPLY nessage by setting the "nsg-
type" field to LEASEQUERY- REPLY, and copying the transaction ID from
t he LEASEQUERY nessage into the transaction-id field.

If the query-type in the OPTION_LQ QUERY option is not a known or
supported val ue, the server adds an OPTI ON_STATUS CODE option with

t he UnknownQueryType status code and sends the LEASEQUERY- REPLY to
the requestor. |If the query-options do not contain the required
options for the query-type, the server adds an OPTI ON_STATUS CODE
option with the Mal fornedQuery status code and sends the LEASEQUERY-
REPLY to the client.

A server may also restrict LEASEQUERY nmessages, or query-types, to
certain requestors. |In this case, the server MAY discard the
LEASEQUERY nessage or MAY add an OPTI ON_STATUS CODE option with the
Not Al | owed status code and send the LEASEQUERY-REPLY to the
requestor.

If the OPTION_LQ QUERY specified a non-zero |ink-address, the server
MUST use the |link-address to find the appropriate Iink for the
client. For a QUERY BY ADDRESS, if the 0::0 |ink-address was
specified, the server uses the address fromthe OPTI ON_| AADDR option
to find the appropriate link for the client. 1In either of these
cases, if the server is unable to find the link, it SHOULD return an
OPTI ON_STATUS_CODE option with the Not Configured status and send the
LEASEQUERY- REPLY to the requestor.

For a QUERY BY CLIENTID, if a 0::0 link-address was specified, the
server MJST search all of its links for the client. |If the client is
only found on a single link, the server SHOULD return that client’s
data in an OPTI ON_CLI ENT_DATA option. If the client is found on nore
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than a single Iink, the server MJST return the list of links in the
OPTI ON_CLI ENT_LINK option; the server MUST NOT return any client
dat a.

O herwi se, the server uses the data in the OPTION LQ QUERY to
initiate the query. The result of the query will be zero or one
client. This will result in zero or one OPTI ON_CLI ENT_DATA option
bei ng added to the LEASEQUERY- REPLY.

4.4.2. Constructing the Cient’s OPTION_CLI ENT_DATA

An OPTI ON_CLI ENT_DATA option in a LEASEQUERY- REPLY nessage MJST
mnimally contain the foll ow ng options:

1. OPTION_CLI ENTI D

2.  OPTION_I AADDR and/ or OPTI ON_| APREFI X

3. OPTION CLT_TI ME

Dependi ng on the bindings the client has on a link, either
OPTI ON_| AADDR options, OPTI ON | APREFI X options, or both nay be
present.

The OPTI ON_CLI ENT_DATA SHOULD i ncl ude options requested in the
OPTI ON_ORO of the OPTION _LQ QUERY option in the LEASEQUERY nessage
and that are acceptable to return based on the list of "sensitive
options", discussed bel ow.

DHCPv6 servers SHOULD be configurable with a list of "sensitive
options" that nust not be returned to the requestor when specified in
t he OPTI ON_ORO of the OPTION LQ QUERY option in the LEASEQUERY
message. Any option on this list MJST NOT be returned to a
requestor, even if requested by that requestor

4.4.3. Transm ssion of LEASEQUERY- REPLY Messages

The server sends the LEASEQUERY- REPLY message as described in the
"Transm ssi on of Reply Messages" section of [2].

5. Security Considerations

Access concentrators are expected to be comon | easequery requestors.
Access concentrators that use DHCPv6 gleaning (i.e., [10]), refreshed
wi th LEASEQUERY nessages, will maintain accurate client/binding
information. This ensures that the access concentrator can forward
data traffic to the intended destination in the broadband access
network, can perform|Pv6 source address verification of datagrans
fromthe access network, and can encrypt traffic that can only be
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decrypted by the intended access nodem (e.g., [12] and [13]). Thus,
the | easequery capability allows an access concentrator to provide
consi derably enhanced security.

The "Security Considerations” section of [2] details the genera
threats to DHCPv6, and thus to LEASEQUERY nessages. The

"Aut hentication of DHCP Messages" section of [2] describes securing
communi cati on between relay agents and servers, as well as clients
and servers. |If the requestor is an access concentrator, the |IPsec-
based [9] security as described in [2] Section 21.1 SHOULD be used.
O her types of requestors are essentially DHCPv6 clients. Thus,
DHCPv6 aut hentication, Section 21 of [2], is an appropriate nechanism
for securing LEASEQUERY and LEASEQUERY- REPLY nessages. As the nunber
of | easequery requestors and servers in an admnistrative domain is
relatively small, any shared key distribution issues are ninim zed.

After inplenenting the above approaches, the DHCPv6 server shoul d
only be conmmunicating with trusted LEASEQUERY requestors, and so
security needs should be net.

However, not all traffic originates directly fromthese trusted
requestors. For exanple, trusted relay agents can relay LEASEQUERY
messages fromuntrusted requestors or elsewhere in the network. This
SHOULD be prevented at | east at the perineter relay agents (or on al
rel ay agents unless relayed LEASEQUERY nessages are required for sone
requestors). DHCPv6 servers MAY be configured to discard rel ayed
LEASEQUERY nmessages or restrict relay chaining.

DHCPv6 servers SHOULD al so provide for the ability to restrict the
information returned for a client in a LEASEQUERY- REPLY even to a
trusted LEASEQUERY requestor, as described in Section 4.4.2.

Since even trusted access concentrators nay generate LEASEQUERY
requests as a result of activity external to the access concentrator,
access concentrators SHOULD m ni m ze potential denial-of-service
attacks on the DHCPv6 servers by mnimzing the generation of
LEASEQUERY nessages. |In particular, the access concentrator SHOULD
enpl oy negative caching (i.e., cache the fact that a particul ar
recent query failed to return client data) and address restrictions
where possible (i.e., don't send a LEASEQUERY nessage for addresses
out side the range of the attached broadband access networks).

Toget her, these nechanisns limt the access concentrator to
transmitting one LEASEQUERY nessage (excluding nessage retries) per
| egitimate broadband access network address after a reboot event.

Packet - fl oodi ng deni al - of -service attacks can result in the

exhaustion of processing resources, thus preventing the server from
serving legitimte and regular DHCPv6 clients as well as legitinmate
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DHCPv6 LEASEQUERY requestors, denying configurations to legitimte
DHCPv6 clients as well lease infornation to |egitinate DHCPv6
LEASEQUERY requestors. Wile these attacks are unlikely when only
communi cating with trusted LEASEQUERY requestors, the possibility

al ways exists that the trust is msplaced, security techniques are
conpromi sed, or even trusted requestors can have bugs in them

Theref ore, techni ques for defending agai nst packet-fl oodi ng denial of
service are always a good idea, and they include good perineter
security, as nmentioned earlier, and rate liniting DHCPv6 traffic by
rel ay agents, other network elenments, or the server itself.

One way to attack an access concentrator (as opposed to a DHCPv6
server) as a LEASEQUERY requestor is the establishment of a nalicious
server with the intent of providing incorrect |ease or route
information to the access concentrator, thwarting source | Pv6 address
verification, and preventing correct routing. This type of attack
can be mnimzed by using | Psec as described in Section 21.1 of [2].

6. | ANA Consi derati ons

| ANA has assigned the foll owi ng new DHCPv6 Message types in the
registry maintained in
http://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s

LEASEQUERY
LEASEQUERY- REPLY

| ANA has assigned the foll owi ng new DHCPv6 Option Codes in the
registry maintained in
http://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s

OPTI ON_LQ QUERY
OPTI ON_CLI ENT_DATA
OPTI ON_CLT_TI ME

OPTI ON_LQ RELAY_DATA
OPTI ON_LQ CLI ENT_LI NK

| ANA has assigned the foll owi ng new DHCPv6 Status Codes in the
registry maintained in
http://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s

UnknownQuer yType
Mal f or medQuery
Not Conf i gur ed
Not Al | owed
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| ANA has created a new registry for the OPTI ON_LQ QUERY option query-
type codes in the registry naintained in

http://ww. i ana. or g/ assi gnnent s/ dhcpv6-paranmeters with the foll ow ng
initial assignments:

QUERY_BY_ADDRESS 1
QUERY_BY_CLI ENTI D 2

New OPTI ON_LQ QUERY option query-type codes are assigned through
Standards Action, as defined in [6].
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