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Rel ay Agent Fl ags Suboption

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

This meno defines a new suboption of the Dynam c Host Configuration
Prot ocol (DHCP) relay agent information option that allows the DHCP
relay to specify flags for the forwarded packet. One flag is defined
to indicate whether the DHCP rel ay received the packet via a unicast
or broadcast packet. This information may be used by the DHCP server
to better serve clients based on whether their request was originally
br oadcast or unicast.
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I ntroduction

Any tine a client’s DHCP packet is broadcast, a local DHCP relay will
process its request and forward it on to the DHCP server. \en the
DHCP rel ay perfornms this function, it can be configured to use the
DHCP rel ay agent information option to forward additional infornation
to the DHCP server, which the server nay then use to alter its
processing algorithnms. Once the | ease has been granted, however,
future DHCP DHCPREQUEST/ RENEWAL nessages are unicast directly to the
DHCP Server [RFC2131] [RFC2132] [ RFC3046].

In general, DHCP servers may al so nake subtle (and sonetines not so
subtl e) changes in their processing algorithns dependi ng on whet her
or not the DHCP server received the nmessage as a unicast packet from
the DHCP client directly, a broadcast packet fromthe DHCP client on
a locally connected network, or a unicast packet froma DHCP Rel ay
Agent, which has forwarded on a packet broadcast froma DHCP client
connected to a network | ocal to the DHCP Rel ay Agent.

In sone situations, DHCP dients may unicast their DHCPREQUEST/ RENEW
packets to the DHCP Rel ay Agent, which will forward the packet on to
the DHCP server. |In these cases, the DHCP server cannot tell whether
t he packet was broadcast or unicast by the DHCP client, and so it may
be unable to process the DHCP client packets in the manner that it
would if it knew whether the original DHCP packet was broadcast or

uni cast. For exanple, a server might be willing to NAK a client in

t he REBI NDI NG state based on a determination that the client’s
address does not match its location in the network, but mght not be
willing to do so if the client is in the RENEW NG state.

The purpose of the suboption described in this docunment is to all ow
the DHCP relay to specify flags for the forwarded packet. These
flags can be used to describe DHCP client attributes that are usefu
to the DHCP server, but can only be detected by the |ocal DHCP rel ay.
The DHCP server can use the information provided by the DHCP relay to
i nprove its processing algorithns.

One flag is defined to indicate whether the DHCP rel ay received the
packet via a unicast or broadcast packet. This allows the DHCP
server to know if a packet forwarded on by a DHCP Rel ay Agent was
br oadcast or unicast to the DHCP Rel ay Agent.

Requi renment s Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. The Flags Suboption

The Fl ags suboption provides an extensible suboption definition for
several possible flags. The first flag defined is the unicast flag.

The fornmat of the suboption is:

0 1 2
012345678901234567890123
B R e e i s e ks sT O T SRR SR SR SR SR S R S TR S it i
| Code | Length | Fl ags |
T e el it S I R R e e e S S R i T I i e e e s

Code The suboption code (10).
Length The suboption Iength, 1 octet.
Fl ags The Relay Agent flags for this forwarded packet.

01234567
T S N S
| Y VBZ |
B s i SN SR S

U UNICAST fl ag

unicast =1
broadcast = 0

MBZ: MJST BE ZERO (reserved for future use)
4. DHCP Rel ay Agent Behavi or

A DHCP relay agent that clainms to conformto this specification MJST
i nclude this suboption in every Relay Agent Information Option

[ RFC3046] it adds to a forwarded DHCP request. In this way, the DHCP
server can distinguish a request forwarded froma DHCP rel ay agent
that does not support the relay-agent-flags suboption froma request
forwarded by a DHCP relay agent that supports the rel ay-agent-flags
suboption, and which received the request that is being forwarded in
a broadcast packet.

To put this another way, A DHCP relay agent that supports the rel ay-
agent -fl ags subopti on MJUST al ways include it in every rel ay-agent-
information-option that it inserts into packets that it forwards on
to the DHCP server, whether the packet it is forwarding was received
as a broadcast or as a unicast. This is because the DHCP server wl|l
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be dealing with DHCP relay agents that support the relay-agent-flags
suboption as well as DHCP relay agents that do not support the relay-
agent -fl ags subopti on.

5. DHCP Server Behavi or

This option provides additional information to the DHCP server. The
DHCP server MAY use this information to nake processing decisions
regarding the DHCP Cient’s packet that it is processing. For

i nstance, know edge of the broadcast or unicast reception of a packet
by a DHCP rel ay agent could be used when naking the processing
decisions required to i npl enent Load Bal anci ng [ RFC3074]. A | oad-
bal ancing server may be willing to respond to a REBINDI NG client, but
the server cannot deternmine the client’s state without this

addi tional indication.

The option length is one octet. |If the DHCP server receives a rel ay-
agent -fl ags suboption that is |onger than one octet, it MJST eval uate
the first octet.

Note to inplenentors: In specifying the behavior of new flags bits in
the future, careful attention must be paid to conpatibility with
earlier inplenmentations. |If additional flags values are defined in
the future, it will not always be possible to distinguish between
messages fromrelay agents who understand the new val ue and set its
value to 'zero', and relay agents who are sinply setting a series of
unassi gned bits to "zero’. It would be a mistake to specify

si gni fi cant behavi or changes based on ’'zero’ val ues of flags
specified in the future.

6. Security Considerations

Message authentication in DHCP for intradonmain use, where the out-of-
band exchange of a shared secret is feasible, is defined in

[ RFC3118]. Potential exposures to attack are discussed in Section 7
of the DHCP protocol specification in [RFC2131].

The DHCP Rel ay Agent option depends on a trusted relationship between
the DHCP relay agent and the server, as described in Section 5 of

[ RFC3046]. While the introduction of fraudul ent rel ay-agent options
can be prevented by a perinmeter defense that bl ocks these options

unl ess the relay agent is trusted, a deeper defense using the

aut hentication option for relay agent options [ RFC4030] SHOULD be
depl oyed as wel | .
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7. | ANA Consi derations
| ANA has assigned a suboption nunmber (10) for the Flags Suboption
fromthe DHCP Rel ay Agent Information Option [ RFC3046] suboption
nunber space.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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