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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent defines a new security precondition for the Session
Description Protocol (SDP) precondition framework described in RFCs
3312 and 4032. A security precondition can be used to delay session
establishnent or nodification until nmedia streamsecurity for a
secure nedia stream has been negotiated successfully.
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I ntroduction

The concept of a Session Description Protocol (SDP) [RFC4A566]
precondition is defined in [ RFC3312] as updated by [ RFC4032]. A
precondition is a condition that has to be satisfied for a given
nmedia streamin order for session establishnent or nodification to
proceed. Wen a (nandatory) precondition is not net, session
progress is delayed until the precondition is satisfied or the
session establishment fails. For exanple, RFC 3312 defines the
Quality-of -Service precondition, which is used to ensure availability
of network resources prior to establishing (i.e., alerting) a call.

Medi a streans can either be provided in cleartext and with no
integrity protection, or sone kind of media security can be applied,
e.g., confidentiality and/or nmessage integrity. For exanple, the
Audi o/ Video profile of the Real-Time Transfer Protocol (RTP)

[ RFC3551] is normally used without any security services whereas the
Secure Real -tine Transport Protocol (SRTP) [SRTP] is always used with
security services. Wen nedia stream security is being negoti ated,
e.g., using the mechani smdefined in SDP Security Descriptions

[ SDESC], both the offerer and the answerer [RFC3264] need to know the
cryptographi c paranmeters being used for the nmedia stream the offerer
may provide nultiple choices for the cryptographic parameters, or the
cryptographi c paraneters selected by the answerer may differ from
those of the offerer (e.g., the key used in one direction versus the
other). In such cases, to avoid nedia clipping, the offerer needs to
receive the answer prior to receiving any nedi a packets fromthe
answerer. This can be achieved by using a security precondition,

whi ch ensures the successful negotiation of nedia stream security
paraneters for a secure nedia streamprior to session establishnent
or nodification.

Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Security Precondition Definition

The semantics for a security precondition are that the rel evant
cryptographi c paraneters (cipher, key, etc.) for a secure nedia
stream are known to have been negotiated in the direction(s)
required. |If the security precondition is used with a non-secure
nmedi a stream the security precondition is by definition satisfied.
A secure nedia streamis here defined as a nedia streamthat uses
some kind of security service (e.g., nmessage integrity,
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confidentiality, or both), regardless of the cryptographic strength
of the mechani sns bei ng used.

As an extrene exanple of this, Secure RTP (SRTP) using the NULL
encryption algorithmand no nessage integrity would be considered
a secure nedia stream whereas use of plain RTP would not. Note

t hough, that Section 9.5 of [SRTP] discourages the use of SRTP

wi t hout message integrity.

Security preconditions do not guarantee that an established nedia
streamw || be secure. They nerely guarantee that the recipient of
the nmedi a stream packets will be able to perform any rel evant
decryption and integrity checking on those nedia stream packets.

Pl ease refer to Section 5 for further security considerations.

The security precondition type is defined by the string "sec" and

hence we nodi fy the granmar found in RFC 3312 as fol |l ows:

precondition-type = sec" / "qos" / token

RFC 3312 defines support for two kinds of status types, nanely
segnmented and end-to-end. The security precondition-type defined
here MJUST be used with the end-to-end status type; use of the

segnmented status type is undefined.

A security precondition can use the strength-tag "nmandatory",
"optional", or "none"

When a security precondition with a strength-tag of "nmandatory” is
received in an offer, session establishnent or nodification MUST be
del ayed until the security precondition has been net, i.e., the

rel evant cryptographic paraneters (cipher, key, etc.) for a secure
medi a stream are known to have been negotiated in the direction(s)
required. Wen a mandatory security precondition is offered, and the
answerer cannot satisfy the security precondition (e.g., because the
offer was for a secure nedia stream but it did not include the
necessary paraneters to establish the secure nedia stream keyi ng
material for exanple), the offered nmedia stream MJST be rejected as
described in RFC 3312.

The del ay of session establishment defined here inplies that alerting
of the called party MJUST NOT occur and nedia for which security is
bei ng negotiated MJUST NOT be exchanged until the precondition has
been satisfied. |In cases where secure nedia and other non-nedia data
is multiplexed on a nedia stream (e.g., when Interactive Connectivity
Establi shment [ICE] is being used), the non-nedia data is allowed to
be exchanged prior to the security precondition being satisfied.
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When a security precondition with a strength-tag of "optional" is
received in an offer, the answerer MJST generate its answer SDP as
soon as possible. Since session progress is not delayed in this
case, the answerer does not know when the offerer is able to process
secure nedi a stream packets and hence clipping may occur. If the
answerer wants to avoid clipping and del ay session progress until he
knows the of ferer has received the answer, the answerer MJST increase
the strength of the security precondition by using a strength-tag of
"mandatory" in the answer. Note that use of a mandatory precondition
in an offer requires the presence of a SIP "Require" header field
contai ning the option tag "precondition": Any SIP UA that does not
support a mandatory precondition will consequently reject such
requests (which also has unintended ramifications for SIP forking
that are known as the Heterogeneous Error Response Forking Problem
(see e.g., [HERFP]). To get around this, an optional security
precondition and the SIP "Supported" header field containing the
option tag "precondition" can be used instead.

When a security precondition with a strength-tag of "none" is
received, processing continues as usual. The "none" strength-tag
nerely indicates that the offerer supports the following security
precondition - the answerer MAY upgrade the strength-tag in the
answer as described in [ RFC3312].

The direction tags defined in RFC 3312 are interpreted as foll ows:

* send: Media streamsecurity negotiation is at a stage where it is
possi ble to send nedi a packets to the other party and the other
party will be able to process themcorrectly froma security point
of view, i.e., decrypt and/or integrity check them as necessary.
The definition of "nedia packets" includes all packets that nake
up the nedia stream |In the case of Secure RTP for exanple, it
i ncludes SRTP as well as SRTCP. Wen nedia and non-nedi a packets
are nultiplexed on a given nedia stream(e.g., when |ICE is being
used), the requirenent applies to the nmedia packets only.

* recv: Media streamsecurity negotiation is at a stage where it is
possible to receive and correctly process nmedi a stream packets
sent by the other party froma security point of view

The precise criteria for determ ning when the other party is able to
correctly process nedia stream packets froma security point of view
depend on the secure nedia stream protocol being used as well as the
mechani sm by which the required cryptographic paranmeters are
negot i at ed.
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We here provide details for SRTP negotiated through SDP security
descriptions as defined in [ SDESC] :

* \When the offerer requests the "send" security precondition, it
needs to receive the answer before the security precondition is
satisfied. The reason for this is twofold. First, the offerer
needs to know where to send the nedia. Secondly, in the case
where alternative cryptographic paraneters are offered, the
of ferer needs to know which set was selected. The answerer does
not know when the answer is actually received by the offerer
(which in turn will satisfy the precondition), and hence the
answerer needs to use the confirmstatus attribute [ RFC3312].
This will nmake the offerer generate a new offer show ng the
updat ed status of the precondition

* \Wen the offerer requests the "recv" security precondition, it
al so needs to receive the answer before the security precondition
is satisfied. The reason for this is straightforward: The answer
contains the cryptographic paraneters that will be used by the
answerer for sending nedia to the offerer; prior to receipt of
t hese cryptographic paranmeters, the offerer is unable to
aut henticate or decrypt such nedi a.

When security preconditions are used with the Key Managenent
Ext ensi ons for the Session Description Protocol (SDP) [KMGMI], the
details depend on the actual key nanagenent protocol being used.

After an initial offer/answer exchange in which the security
precondition is requested, any subsequent offer/answer sequence for
t he purpose of updating the status of the precondition for a secure
medi a stream SHOULD use the sane key nmaterial as the initial

of fer/ answer exchange. This nmeans that the key-ngm attribute lines
[ KMGMI], or crypto attribute lines [SDESC] in SDP offers, that are
sent in response to SDP answers containing a confirmstatus field

[ RFC3312] SHOULD repeat the sane data as that sent in the previous
SDP offer. |If applicable to the key managenent protocol or SDP
security description, the SDP answers to these SDP offers SHOULD
repeat the same data in the key-ngnt attribute |ines [ KMGMI] or
crypto attribute lines [SDESC] as that sent in the previous SDP
answer .

O course, this duplication of key exchange during precondition
establishnent is not to be interpreted as a replay attack. This

i ssue may be solved if, e.g., the SDP inplenentation recogni zes that
t he key managenent protocol data is identical in the second

of f er/ answer exchange and avoids forwarding the information to the
security layer for further processing.

Andr easen & W ng St andards Track [ Page 5]



RFC 5027 Security Preconditions Cct ober 2007

4.

4.

O fers with security preconditions in re-1NVITEs or UPDATEs foll ow
the rules given in Section 6 of RFC 3312, i.e.

"Bot h user agents SHOULD continue using the old session paraneters
until all the mandatory preconditions are nmet. At that noment,
the user agents can begin using the new session paraneters.”

At that nonment, we furthernore require that user agents MJST start
usi ng the new session paraneters for nedi a packets being sent. The
user agents SHOULD be prepared to process nmedi a packets received with
either the old or the new session paraneters for a short period of
time to accommpdate nedi a packets in transit. Note that this may
involve iterative security processing of the received nedia packets
during that period of time. Section 8 in [RFC3264] lists severa
techniques to help alleviate the problem of deternining when a

recei ved nmedi a packet was generated according to the old or new

of f er/ answer exchange.

Exanpl es
1. SDP Security Descriptions Exanple
The call flow of Figure 1 shows a basic session establishment using
the Session Initiation Protocol [SIP] and SDP security descriptions

[ SDESC] with security descriptions for the secure nedia stream (SRTP
in this case).

A B
I ------------- (1) INVITE SDP1--------------- >I
[ <------ (2) 183 Session Progress SDP2--------
EEEEEEEE T (3) PRACK SDP3------------- >I
R (4) 200 OK (PRACK) SDP4--------- i

Figure 1: Security Preconditions with SDP Security
Descri ptions Exanpl e
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The SDP descriptions of this exanple are shown bel ow - we have
omtted the details of the SDP security descriptions as well as any
SIP details for clarity of the security precondition described here:

SDP1: A includes a mandatory end-to-end security precondition for
both the send and receive direction in the initial offer as well as a
"crypto" attribute (see [SDESC]), which includes keying naterial that
can be used by A to generate nedi a packets. Since B does not know
any of the security paranmeters yet, the current status (see RFC 3312)
is set to "none". A s local status table (see RFC 3312) for the
security precondition is as follows:

Direction | Current | Desired Strength | Confirm

send | no | mandat ory | no
recv | no | mandat ory | no

and the resulting offer SDP is:

mraudi o 20000 RTP/ SAVP 0
c=INI1P4 192.0.2.1

a=curr:sec e2e none

a=des: sec mandatory e2e sendrecv
a=crypto: foo..

SDP2: When B receives the of fer and generates an answer, B knows the
(send and recv) security paranmeters of both A and B. Froma security
perspective, Bis now able to receive nedia fromA, so B's "recv"
security precondition is "yes". However, A does not know any of B's
SDP i nformation, so B's "send" security preconditionis "no". B's

| ocal status table therefore | ooks as follows:

Direction | Current | Desired Strength | Confirm

send | no | mandat ory | no
recv | yes | mandat ory | no

B requests A to confirmwhen A knows the security paranmeters used in
the send and receive direction (it would suffice for B to ask for
confirmation of A's send direction only) and hence the resulting
answer SDP becones:

mraudi o 30000 RTP/ SAVP 0
c=INIP4 192.0.2.4

a=curr:sec e2e recv

a=des: sec mandatory e2e sendrecv
a=conf:sec e2e sendrecv
a=crypto: bar...
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SDP3: When A receives the answer, A updates its local status table
based on the rules in RFC 3312. A knows the security paraneters of
both the send and receive direction and hence A's |local status table
i s updated as foll ows:

Direction | Current | Desired Strength | Confirm

send | yes | mandat ory | yes
recv | yes | mandat ory | yes

Since B requested confirmation of the send and recv security
preconditions, and both are now satisfied, A imediately sends an
updated offer (3) to B showing that the security preconditions are
satisfied:

mraudi 0 20000 RTP/ SAVP 0
c=INIP4 192.0.2.1

a=curr:sec e2e sendrecv

a=des: sec mandatory e2e sendrecv
a=crypto: foo..

Note that we here use PRACK [ RFC3262] instead of UPDATE [ RFC3311]
since the precondition is satisfied i mediately, and the origina
of fer/ answer exchange is conplete.

SDP4:  Upon receiving the updated offer, B updates its local status
tabl e based on the rules in RFC 3312, which yields the foll ow ng:

Direction | Current | Desired Strength | Confirm

send | yes | mandat ory | no
recv | yes | mandat ory | no

B responds with an answer (4) that contains the current status of the
security precondition (i.e., sendrecv) fromB' s point of view

mraudi o 30000 RTP/ SAVP 0
c=IN1P4 192.0.2.4

a=curr:sec e2e sendrecv

a=des: sec mandatory e2e sendrecv
a=crypto: bar...

B's local status table indicates that all mandatory preconditions

have been satisfied, and hence session establishnment resunes; B
returns a 180 (Ringing) response (5) to indicate alerting.
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4.2. Key Managenent Extension for SDP Exanpl e

The call flow of Figure 2 shows a basic session establishnent using
the Session Initiation Protocol [SIP] and Key Managenent Extensions
for SDP [ KMGMIT with security descriptions for the secure nedia
stream (SRTP in this case):

A B
I ------------- (1) INVITE SDP1------mmn-nmm--- >I
| <------ (2) 183 Session Progress SDP2--------

I ---------------- (3) PRACK SDP3------------- >I
e (4) 200 OK (PRACK) SDP4--------- i

Figure 2: Security Preconditions with Key Managenent
Ext ensi ons for SDP Exanpl e

The SDP descriptions of this exanple are shown bel ow - we show an
exanpl e use of MKEY [MKEY] with the Key Managenent Extensions,
however we have omitted the details of the MKEY paraneters as well
as any SIP details for clarity of the security precondition described
here:

SDP1: A includes a mandatory end-to-end security precondition for
both the send and receive direction in the initial offer as well as a
"key-mgnt" attribute (see [KMAGMI]), which includes keying materi al
that can be used by A to generate nedia packets. Since B does not
know any of the security paraneters yet, the current status (see RFC
3312) is set to "none". A s local status table (see RFC 3312) for
the security precondition is as foll ows:

Direction | Current | Desired Strength | Confirm

send | no | mandat ory | no
recv | no | mandat ory | no
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and the resulting offer SDP is:

mFaudi 0 20000 RTP/ SAVP 0
c=IN1P4 192.0.2.1

a=curr:sec e2e none

a=des: sec mandatory e2e sendrecv
a=key- ngnt : m key AQAFgMX. . .

SDP2: When B receives the of fer and generates an answer, B knows the
(send and recv) security paranmeters of both A and B. B generates
keying material for sending nedia to A, however, A does not know B's
keying material, so the current status of B's "send" security
precondition is "no". B does know A's SDP information, so B's "recv"
security precondition is "yes". B's local status table therefore

| ooks as foll ows:

Direction | Current | Desired Strength | Confirm

send | no | mandat ory | no
recv | yes | mandat ory | no

B requests A to confirmwhen A knows the security paranmeters used in
the send and receive direction and hence the resulting answer SDP
becones:

mFaudi o 30000 RTP/ SAVP 0
c=INI1P4 192.0.2.4

a=curr:sec e2e recv

a=des: sec mandatory e2e sendrecv
a=conf:sec e2e sendrecv

a=key- ngnt : m key AQAFgMX. ..

Note that the actual MKEY data in the answer differs fromthat in
the of fer; however, we have only shown the initial and comon part of
the M KEY value in the above.

SDP3: When A receives the answer, A updates its local status table
based on the rules in RFC 3312. A now knows all the security
paraneters of both the send and receive direction and hence A's |oca
status table is updated as foll ows:

Direction | Current | Desired Strength | Confirm

send | yes | mandat ory | yes
recv | yes | mandat ory | yes
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Since B requested confirmation of the send and recv security
preconditions, and both are now satisfied, A imediately sends an
updated offer (3) to B showing that the security preconditions are
satisfied:

mraudi o 20000 RTP/ SAVP 0
c=INIP4 192.0.2.1

a=curr:sec e2e sendrecv

a=des: sec mandatory e2e sendrecv
a=key- ngnt : m key AQAFgMX. .

SDP4: Upon receiving the updated offer, B updates its |ocal status
tabl e based on the rules in RFC 3312, which yields the foll ow ng:

Direction | Current | Desired Strength | Confirm

send | yes | mandat ory | no
recv | yes | mandat ory | no

B responds with an answer (4) that contains the current status of the
security precondition (i.e., sendrecv) fromB' s point of view

nmraudi o 30000 RTP/ SAVP 0
c=IN1P4 192.0.2.4

a=curr:sec e2e sendrecv

a=des: sec mandatory e2e sendrecv
a=key-ngnt : ni key AQAFgMX. .

B's local status table indicates that all nmandatory preconditions
have been satisfied, and hence session establishment resunes; B
returns a 180 (Ringing) response (5) to indicate alerting.

5. Security Considerations

In addition to the general security considerations for preconditions
provided in RFC 3312, the follow ng security issues should be
consi der ed.

Security preconditions delay session establishnent unti

cryptographic paranmeters required to send and/ or receive nedia for a
medi a stream have been negotiated. Negotiation of such parameters
can fail for a variety of reasons, including policy preventing use of
certain cryptographic al gorithns, keys, and other security
paraneters. |f an attacker can renove security preconditions or
downgrade the strength-tag froman offer/answer exchange, the
attacker can thereby cause user alerting for a session that may have
no functioning nedia. This is likely to cause inconvenience to both
the offerer and the answerer. Simlarly, security preconditions can
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be used to prevent clipping due to race conditions between an

of f er/ answer exchange and secure nedi a stream packets based on that
of fer/answer exchange. |f an attacker can renove or downgrade the
strength-tag of security preconditions froman of fer/answer exchange,
the attacker can cause clipping to occur in the associated secure
nedi a stream

Conversely, an attacker mght add security preconditions to offers
that do not contain themor increase their strength-tag. This in
turn may lead to session failure (e.g., if the answerer does not
support it), heterogeneous error response forking problens, or a
delay in session establishnent that was not desired.

Use of signaling integrity mechani sns can prevent all of the above
problems. \here intermediaries on the signaling path (e.g., SIP
proxies) are trusted, it is sufficient to use only hop-by-hop
integrity protection of signaling, e.g., IPSec or TLS. 1In all other
cases, end-to-end integrity protection of signaling (e.g., S/MM)
MUST be used. Note that the end-to-end integrity protection MJST
cover not only the nmessage body, which contains the security
preconditions, but also the SIP "Supported" and "Require" headers,
whi ch may contain the "precondition" option tag. If only the nmessage
body were integrity protected, renoval of the "precondition” option
tag could lead to clipping (when a security precondition was
otherwi se to be used), whereas addition of the option tag could |ead
to session failure (if the other side does not support
preconditions).

As specified in Section 3, security preconditions do not guarantee
that an established nedia streamw || be secure. They nerely
guarantee that the recipient of the nedia stream packets will be able
to performany rel evant decryption and integrity checking on those
medi a stream packets.

Current SDP [ RFC4566] and associ ated of fer/answer procedures

[ RFC3264] allows only a single type of transport protocol to be
negotiated for a given nedia streamin an of fer/answer exchange.
Negoti ation of alternative transport protocols (e.g., plain and
secure RTP) is currently not defined. Thus, if the transport
protocol offered (e.g., secure RTP) is not supported, the offered
media streamwi |l sinply be rejected. There is however work in
progress to address that. For exanple, the SDP Capability

Negoti ation framework [SDPCN] defines a nethod for negotiating the
use of a secure or a non-secure transport protocol by use of SDP and
the of fer/answer nodel w th various extensions.

Such a nmechani smintroduces a nunmber of security considerations in
general, however use of SDP Security Preconditions with such a
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mechani sm i ntroduces the followi ng security precondition specific
security considerations:

A basic prem se of negotiating secure and non-secure nedia streanms as
alternatives is that the offerer’s security policy allows for non-
secure nedia. |If the offer were to include secure and non-secure
nedia streans as alternative offers, and nmedia for either alternative
may be received prior to the answer, then the offerer may not know i f
the answerer accepted the secure alternative. An active attacker
thus may be able to inject nmalicious nedia stream packets until the
answer (indicating the chosen secure alternative) is received. From
a security point of view, it is inportant to note that use of
security preconditions (even with a mandatory strength-tag) woul d not
address this vulnerability since security preconditions would
effectively apply only to the secure nedia streamalternatives. |f
the non-secure nedia streamalternative was sel ected by the answerer,
the security precondition would be satisfied by definition, the
session could progress and (non-secure) nedia could be received prior
to the answer being received.

6. | ANA Consi derations

| ANA has registered an RFC 3312 precondition type called "sec" wth
the nane "Security precondition". The reference for this

precondition type is the current docunent.
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