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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent describes an additional content type for the

Crypt ographi c Message Syntax (CMS). The authenti cat ed-envel oped-data
content type is intended for use with authenticated encryption nodes.
Al'l of the various key managenent techni ques that are supported in
the CMB envel oped-data content type are al so supported by the CM5

aut henti cat ed- envel oped-data content type.

1. Introduction

Thi s docunent describes an additional content type for the

Crypt ographi ¢ Message Syntax (CMS) [CMB]. The authenti cat ed-

envel oped-data content type is intended for use with authenticated
encryption nodes, where an arbitrary content is both authenticated
and encrypted. Also, sone associated data in the form of
authenticated attributes can also be authenticated. Al of the
vari ous key nmanagenent techni ques that are supported in the CVS
envel oped-data content type are al so supported by the CMV5

aut henti cat ed- envel oped-data content type.

The conventions for using the Advanced Encryption Standard- Counter

wi th G pher Bl ock Chaini ng- Message Aut hentication Code (AES-CCM and
t he AES- Gal oi s/ Counter Mbde (GCM authenticated encryption al gorithns
with the CVS authenti cat ed-envel oped-data content type defined in
this docunent can be found in [ AESALGS].

The aut henti cat ed- envel oped-data content type, like all of the other
CMB content types, enploys ASN. 1 [ X 208-88], and it uses both the
Basi ¢ Encodi ng Rules (BER) [ X. 209-88] and the Distingui shed Encodi ng
Rul es (DER) [ X. 509-88].
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1.1. Termnol ogy

In this docunent, the key words MJST, MJST NOT, REQUI RED, SHOULD
SHOULD NOT, RECOMIVENDED, MAY, and OPTIONAL are to be interpreted as
descri bed in [ STDAORDS] .

1.2. Version Nunbers

The maj or data structure (AuthEnvel opedData) includes a version
nunber as the first itemin the data structure. The version nunber
is intended to avoid ASN. 1 decode errors. Some inplenmentations do
not check the version nunber prior to attenpting a decode, and then
if a decode error occurs, the version nunber is checked as part of
the error handling routine. This is a reasonable approach; it places
error processing outside of the fast path. This approach is also
forgiving when an incorrect version nunber is used by the sender.

Whenever the structure is updated, a higher version nunber will be
assigned. However, to ensure nmaxi muminteroperability, the higher
versi on nunber is only used when the new syntax feature is enpl oyed.
That is, the |l owest version nunber that supports the generated syntax
i s used.

2. Authenticat ed- Envel oped- Data Content Type

The aut henti cat ed- envel oped-data content type consists of an

aut henti cated and encrypted content of any type and encrypted

cont ent - aut henti cat ed-encrypti on keys for one or nore recipients.
The conbi nati on of the authenticated and encrypted content and one
encrypted content-aut henticated-encryption key for a recipient is a
"digital envel ope" for that recipient. Any type of content can be
envel oped for an arbitrary nunber of recipients using any of the

supported key nmanagenent techniques for each recipient. |In addition
aut henti cated but not encrypted attributes nay be provided by the
ori gi nator.

The typical application of the authenticated-envel oped-data content
type will represent one or nore recipients’ digital envel opes on an
encapsul at ed content.

Aut hent i cat ed- envel oped-data is constructed by the foll owi ng steps:

1. A content-authenticated-encryption key for a particular content-
aut henti cated-encryption algorithmis generated at random
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2. The content-authenticated-encryption key is encrypted for each
recipient. The details of this encryption depend on the key
managenent al gorithm used, but four general techniques are
support ed:

Key Transport: the content-authenticated-encryption key is
encrypted in the recipient’s public key;

Key Agreenment: the recipient’s public key and the sender’s
private key are used to generate a pairwi se synmetric key-
encryption key, then the content-authenticated-encryption
key is encrypted in the pairwi se symmetric key-encryption
key;

Symretric Key-Encryption Keys: the content-authenticated-
encryption key is encrypted in a previously distributed
symetric key-encryption key; and

Passwor ds: the content-authenticated-encryption key is
encrypted in a key-encryption key that is derived froma
password or other shared secret val ue.

3. For each recipient, the encrypted content-authenticated-
encryption key and ot her recipient-specific information are
collected into a Recipientlnfo value, defined in Section 6.2 of
[ CvE] .

4. Any attributes that are to be authenticated but not encrypted are
collected in the authenticated attri butes.

5. The attributes collected in step 4 are authenticated and the CV5
content is authenticated and encrypted with the content-
aut henti cated-encryption key. |f the authenticated encryption
algorithmrequires either the additional authenticated data (AAD)
or the content to be padded to a nultiple of sonme block size,
then the padding is added as described in Section 6.3 of [CMg].

6. Any attributes that are to be provided w thout authentication or
encryption are collected in the unauthenticated attributes.

7. The Recipientinfo values for all the recipients, the
authenticated attributes, the unauthenticated attributes, and the
aut henticated and encrypted content are collected together to
form an Aut hEnvel opedData val ue as defined in Section 2. 1.
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2.

1

A recipient opens the digital envel ope by decrypting one of the
encrypted content-aut henti cat ed-encrypti on keys, and then using the
recovered key to decrypt and verify the integrity of the

aut henti cated and encrypted content as well as to verify the
integrity of the authenticated attributes.

The recipient MIST verify the integrity of the received content
before rel easing any information, especially the plaintext of the
content. If the integrity verification fails, the receiver MJST
destroy all of the plaintext of the content.

This section is divided into three parts. The first part describes
t he Aut hEnvel opedData content type, the second part describes the
aut henti cation and encryption process, and the third part describes
the key encryption process.

Aut hEnvel opedDat a Type

The following object identifier identifies the authenticated-
envel oped-data content type:

i d-ct-aut hEnvel opedData OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) ct(1) 23}

The aut henti cat ed- envel oped-data content type MJST have ASN. 1 type
Aut hEnvel opedDat a:

Aut hEnvel opedDat a :: = SEQUENCE {
versi on CMBVersi on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL,
reci pi entl nfos Reci pi entl nf os,
aut hEncrypt edCont ent | nf o Encrypt edCont ent | nf o,
authAttrs [1] IMPLICIT Aut hAttributes OPTI ONAL,
mac MessageAut henti cati onCode
unauthAttrs [2] IMPLICIT Unaut hAttributes OPTI ONAL }

The fields of type Aut hEnvel opedData have the foll owi ng neani ngs:
version is the syntax version nunber. It MJST be set to O.

originatorinfo optionally provides information about the
originator. It is present only if required by the key
managenment algorithm It may contain certificates and
Certificate Revocation Lists (CRLs), and the Originatorlnfo
type is defined in Section 6.1 of [CM5].
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recipientinfos is a collection of per-recipient information.
There MUST be at | east one elenment in the collection. The
Reci pientlnfo type is defined in Section 6.2 of [CM5].

aut hEncrypt edContentinfo is the authenticated and encrypted
content. The CMS envel oped-data content type uses the same
type to carry the encrypted content. The EncryptedContentlnfo
type is defined in Section 6.1 of [CM].

authAttrs optionally contains the authenticated attributes. The

CM5 aut henti cated-data content type uses the sane type to carry
authenticated attributes. The authAttrs MJST be present if the
content type carried in EncryptedContentinfo is not id-data.

Aut hAttri butes MJUST be DER encoded, even if the rest of the

Aut hEnvel opedData structure is BER encoded. The AuthAttributes
type is defined in Section 9.1 of [CM5]; however, in this case,
the message-di gest attribute SHOULD NOT be included. Usefu
attribute types are defined in Section 11 of [CMg].

mac is the integrity check value (1 CV) or nmessage authentication
code (MAC) that is generated by the authenticated encryption
algorithm The CM5 authenticated-data content type uses the
same type to carry a MAC. In this case, the MAC covers the
authenticated attributes and the content directly, and a di gest
algorithmis not used. The MessageAut henticati onCode type is
defined in Section 9.1 of [CM5].

unaut hAttrs optionally contains the unauthenticated attributes.
The CM5 aut henticated-data content type uses the same type to
carry unauthenticated attributes. The UnauthAttributes type is
defined in Section 9.1 of [CM5]. Useful attribute types are
defined in Section 11 of [CM5].

2.2. Authentication and Encryption Process

The content-aut henticated-encryption key for the desired content-
aut henti cated-encryption algorithmis randomy generated.

If the authenticated encryption algorithmrequires the content to be
padded to a nultiple of sonme block size, then the paddi ng MIST be
added as described in Section 6.3 of [CM5]. This padding nethod is
well defined if and only if the block size is |less than 256 octets.

If optional authenticated attributes are present, then they are DER
encoded. A separate encoding of the authAttrs field is perforned to
construct the authenticated associated data (AAD) input to the

aut henticated encryption algorithm For the purposes of constructing
the AAD, the IMPLICIT [1] tag in the authAttrs field is not used for
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the DER encodi ng: rather a universal SET OF tag is used. That is,

t he DER encoding of the SET OF tag, rather than of the IMPLICI T [1]
tag, is to be included in the construction for the AAD along with the
I ength and content octets of the authAttrs value. |If the

aut henticated encryption algorithmrequires the AAD to be padded to a
nmul tiple of sone block size, then the padding MIST be added as
described in Section 6.3 of [CM5]. This padding nethod is well
defined if and only if the block size is less than 256 octets.

If optional authenticated attributes are absent, then zero bits of
i nput are provided for the AAD input to the authenticated encryption
al gorithm

The inputs to the authenticated encryption algorithmare the content
(the data, which is padded if necessary), the DER-encoded

aut henticated attributes (the AAD, which is padded if necessary), and
the content-aut henticated-encryption key. Under control of a

content -aut henti cated-encryption key, the authenticated encryption
operation maps an arbitrary string of octets (the data) to another
string of octets (the ciphertext) and it conputes an authentication
tag over the AAD and the data. The encrypted data is included in the
Aut hEnvel opedDat a aut hEncrypt edCont ent | nfo encryptedContent as an
OCTET STRING and the authentication tag is included in the

Aut hEnvel opedDat a nac.

2.3. Key Encryption Process

The input to the key encryption process -- the value supplied to the
reci pient’s key-encryption algorithm-- is just the "value" of the
cont ent - aut henti cat ed-encrypti on key.

Any of the aforenentioned key managenent techni ques can be used for
each recipient of the same encrypted content.

3. Security Considerations

This specification defines an additional CVB content type. The
security considerations provided in [CM5] apply to this content type
as wel | .

Many aut henticated encryption al gorithnms make use of a bl ock cipher
in counter node to provide encryption. Wen used properly, counter
node provides strong confidentiality. Bellare, Desai, Jokipii, and
Rogaway show in [BDJR] that the privacy guarantees provided by
counter node are at |east as strong as those for Ci pher Bl ock
Chai ni ng (CBC) node when using the same bl ock cipher
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Unfortunately, it is easy to nisuse counter node. |f counter block
val ues are ever used for nore that one encryption operation with the
sane key, then the same key streamw ||l be used to encrypt both

pl ai ntexts, and the confidentiality guarantees are voi ded.

Fortunately, the CM5 aut henti cated-envel oped-data content type
provides all of the tools needed to avoid m suse of counter node.

Al'l of the existing key nmanagenent techniques pernit a fresh
content-encryption key to be generated for each content. In

addi tion, existing authenticated encryption algorithms that make use
of counter node support the use of an unpredictable nonce value in
the counter block. This unpredictable nonce value (sonetines called
a "salt") should be carried in an algorithmidentifier paraneter.

| mpl enent ati ons nust random y generate content-authenticated-
encryption keys, padding, and unpredictable nonce values. Also, the
generation of public/private key pairs relies on a random nunbers.
The use of inadequate pseudo-random nunber generators (PRNGs) to
generate cryptographic keys can result in little or no security. An
attacker may find it nmuch easier to reproduce the PRNG environnent
that produced the keys, and then searching the resulting snall set of
possibilities, rather than brute force searching the whol e key space.
The generation of quality random nunbers is difficult. RFC 4086

[ RANDOM offers inportant guidance in this area.

I f the message-digest attribute is included in the AuthAttri butes,
then the attribute value will contain the unencrypted one-way hash
val ue of the plaintext of the content. Disclosure of this hash val ue
enabl es content tracking, and it can be used to determine if the

pl ai nt ext natches one or nore candidate contents. For these reasons,
the Aut hAttributes SHOULD NOT contain the nessage-digest attribute.

CM5 is often used to provide encryption in nessaging environments.
In messagi ng environments, various fornms of unsolicited nessages
(such as spam and phi shing) represent a significant volunme of
unwanted traffic. Present mitigation strategies for unwanted nessage
traffic involve anal ysis of nessage plaintext. Wen recipients
accept unsolicited encrypted nessages, they becone even nore

vul nerable to unwanted traffic since many present nitigation
strategies will be unable to access the plaintext. Therefore
software that receives nmessages that have been encrypted using CV5
needs to provide one or nore nechani sns to handl e the unwant ed
message traffic. One approach that does not require disclosure of
keying material to a server is to reject or discard encrypted
nmessages unl ess they purport to come froma nenber of a white |ist.
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4, ASN. 1 Modul e

CM5- Aut hEnvel opedDat a- 2007
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) cns-aut hEnvel opedDat a(31) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS Al

-- The types and values defined in this nodul e are exported for use
-- in the other ASN. 1 nodules. Oher applications nay use them for
-- their own purposes.

| MPORTS

-- Inports fromRFC 3852 [CM5], Section 12.1
Aut hAttri butes, CMSVersion, EncryptedContentl nfo,
MessageAut henti cati onCode, Oiginatorlnfo, Recipientlnfos,
Unaut hAt tri but es
FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) smime(16) nodul es(0)
cms-2004(24) } ;

i d-ct-aut hEnvel opedData OBJECT I DENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
smnme(16) ct(1) 23}

Aut hEnvel opedDat a : : = SEQUENCE {
versi on CMsSVer si on,
originatorinfo [0] IMPLICIT Oiginatorlnfo OPTI ONAL,
reci pi entl nf os Reci pi ent | nf os,
aut hEncr ypt edCont ent | nf o Encr ypt edCont ent | nf o,
authAttrs [1] IMPLICIT AuthAttributes OPTI ONAL,
mac MessageAut henti cati onCode,
unauthAttrs [2] IMPLICIT Unaut hAttributes OPTI ONAL }

END -- of CMs- Aut hEnvel opedDat a- 2007
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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