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Status of This Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act

Thi s docunent specifies the conventions for using the AES-CCM and the
AES- GCM aut henti cated encryption algorithms with the Cryptographic
Message Syntax (CMS) aut henti cat ed-envel oped-data content type.

1. Introduction

Thi s docunent specifies the conventions for using Advanced Encryption
St andar d- Counter wi th G pher Bl ock Chaini ng- Message Aut hentication
Code (AES-CCM and AES- Gal oi s/ Counter Mde (GCM authenti cated
encryption algorithns as the content-authenticated-encryption
algorithmw th the Cryptographic Message Syntax [ CMBS] aut henti cat ed-
envel oped-data content type [AuthEnv].

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWVMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ STDWORDS] .
1.2. ASN. 1
CMB val ues are generated using ASN. 1 [ X 208-88], which uses the Basic
Encodi ng Rul es (BER) [ X.209-88] and the Distingui shed Encodi ng Rul es
(DER) [ X.509-88].
1.3. AES
Dr. Joan Daenen and Dr. Vincent Rijnen, both from Bel gium devel oped

the Rijndael block cipher algorithm and they subnitted it for
consi deration as the Advanced Encryption Standard (AES). Rijndael
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was selected by the National Institute for Standards and Technol ogy
(NIST), and it is specified in a U S. Federal Information Processing
Standard (FIPS) Publication [AES]. N ST selected the Rijndae

al gorithm for AES because it offers a conbination of security,
performance, efficiency, ease of inplenmentation, and flexibility.
Specifically, the algorithmperforns well in both hardware and
software across a w de range of conputing environnents. Also, the
very low nenory requirenents of the algorithmmmake it very well
suited for restricted-space environnents. The AES is w dely used by
organi zations, institutions, and individuals outside of the U S
Gover nnment .

The AES specifies three key sizes: 128, 192, and 256 bits.
1.4. AES-CCM

The Counter with CBC-MAC (CCM node of operation is specified in
[CCM. CCMis a generic authenticated encryption block cipher node.
CCM is defined for use with any 128-bit block cipher, but in this
document, CCMis used with the AES bl ock cipher

AES- CCM has four inputs: an AES key, a nonce, a plaintext, and
optional additional authenticated data (AAD). AES-CCM generates two
outputs: a ciphertext and a nessage aut hentication code (also called
an aut hentication tag).

The nonce is generated by the party perform ng the authenticated
encryption operation. Wthin the scope of any authenti cated-
encryption key, the nonce value MIST be unique. That is, the set of
nonce val ues used with any given key MJUST NOT contain any duplicate
val ues. Using the sane nonce for two different nessages encrypted
with the sane key destroys the security properties.

AAD i s authenticated but not encrypted. Thus, the AAD is not
included in the AES-CCM output. It can be used to authenticate

pl ai nt ext packet headers. |In the CVB authenticated-envel oped-data
content type, authenticated attributes conprise the AAD

1.5. AES-GCM

The Gal oi s/ Counter Mode (GCM is specified in [GCCM. CGCMis a
generic authenticated encryption block cipher node. GCMis defined
for use with any 128-bit bl ock cipher, but in this docunent, GCMis
used wi th the AES bl ock cipher

AES- GCM has four inputs: an AES key, an initialization vector (I1V), a

pl ai nt ext content, and optional additional authenticated data (AAD)
AES- GCM generates two outputs: a ciphertext and nessage
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aut hentication code (also called an authentication tag). To have a
conmon set of terns for AES-CCM and AES-GCM the AES-GCM IV is
referred to as a nonce in the remai nder of this docunent.

The nonce is generated by the party perform ng the authenticated
encryption operation. Wthin the scope of any authenti cated-
encryption key, the nonce value MJST be unique. That is, the set of
nonce val ues used with any given key MJST NOT contain any duplicate
val ues. Using the sane nonce for two different nessages encrypted
with the same key destroys the security properties.

AAD i s authenticated but not encrypted. Thus, the AAD is not
included in the AES-GCM output. It can be used to authenticate

pl ai nt ext packet headers. In the CM5 authenti cated-envel oped-data
content type, authenticated attributes conprise the AAD

2. Automated Key Managenent

The reuse of an AES-CCM or AES- GCCM nonce/ key conbi nati on destroys the
security guarantees. As a result, it can be extrenely difficult to
use AES-CCM or AES- GCM securely when using statically configured
keys. For safety’s sake, inplenentations MJST use an automnated key
managenent system [ KEYMGMI] .

The CMB aut henti cat ed- envel oped-data content type supports four
general key managenent techni ques:

Key Transport: the content-authenticated-encryption key is
encrypted in the recipient’s public key;

Key Agreenent: the recipient’s public key and the sender’s
private key are used to generate a pairwi se symetric key, then
t he content-aut henticated-encryption key is encrypted in the
pai rwi se symmetric key;

Symmetric Key-Encryption Keys: the content-authenticated-
encryption key is encrypted in a previously distributed
symretric key-encryption key; and

Passwor ds: the content-authenticated-encryption key is encrypted
in a key-encryption key that is derived froma password or
ot her shared secret val ue.

Al'l of these key managenent techni ques neet the autonated key
managenent systemrequirenment as long as a fresh content-

aut henti cat ed-encryption key is generated for the protection of each
content. Note that sone of these key nanagenment techni ques use one
key-encryption key to encrypt nore than one content-authenticat ed-
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encryption key during the systemlife cycle. As long as fresh

cont ent - aut henti cat ed-encryption key is used each tinme, AES-CCM and
AES- GCM can be used safely with the CM5 authenti cat ed-envel oped-dat a
content type.

In addition to these four general key nmanagenent techni ques, CMS
supports other key managenent techni ques. See Section 6.2.5 of
[CvB]. Since the properties of these key managenent techni ques are
unknown, no statenment can be made about whether these key managenent
techni ques neet the autonated key managenent system requiremnent.

Desi gners and inplementers must performtheir own analysis if one of
t hese ot her key managenent techni ques is supported.

3. Content-Authenticated Encryption Al gorithms

This section specifies the conventions enpl oyed by CM5
i npl ement ati ons that support content-authenticated encryption using
AES- CCM or AES- GCM

Cont ent -aut henti cated encryption algorithmidentifiers are located in
t he Aut hEnvel opedDat a Encrypt edContentlnfo content Encrypti onAl gorithm
field.

Cont ent -aut henti cated encryption algorithns are used to encipher the
content located in the Aut hEnvel opedData EncryptedContentlnfo
encryptedContent field and to provide the nessage authentication code
for the Aut hEnvel opedData nmac field. Note that the nessage

aut henti cation code provides integrity protection for both the

Aut hEnvel opedDat a aut hAttrs and the Aut hEnvel opedDat a

Encrypt edCont ent I nf o encrypt edCont ent .

3.1. AES-CCM
The AES- CCM aut henticated encryption algorithmis described in [CCM.
A brief summary of the properties of AES-CCMis provided in Section
1. 4.

Neit her the plaintext content nor the optional AAD inputs need to be
padded prior to invoking AES-CCM
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There are three algorithmidentifiers for AES-CCM one for each AES

key size:
aes OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3) nistAlgorithm(4) 1}
i d-aes128- CCM OBJECT IDENTIFIER ::= { aes 7 }
i d-aes192- CCM OBJECT IDENTIFIER ::= { aes 27 }
i d- aes256- CCM OBJECT IDENTIFIER ::= { aes 47 }

Wth all three AES-CCM al gorithmidentifiers, the Al gorithm dentifier
paraneters field MJST be present, and the paraneters field nust
contain a CCWVPar aneter:

CCMPar aneters ::= SEQUENCE {

aes- nonce OCTET STRING (Sl ZE(7..13)),

aes-1 CVl en AES- CCM | CVl en DEFAULT 12 }
AES-CCMICVien ::= INTEGER (4 | 6 | 8 | 10| 12| 14 | 16)

The aes-nonce paraneter field contains 15-L octets, where L is the
size of the length field. Wth the CM5, the normal situation is for
the content-aut henticated-encryption key to be used for a single
content; therefore, L=8 is RECOWENDED. See [CCM for a discussion
of the trade-off between the maxi mum content size and the size of the
nonce. Wthin the scope of any content-authenticated-encryption key,
the nonce val ue MJST be unique. That is, the set of nonce val ues
used with any given key MJST NOT contain any duplicate val ues.

The aes-1CVlen paraneter field tells the size of the nessage

aut hentication code. It MJST match the size in octets of the value
in the Aut hEnvel opedData mac field. A length of 12 octets is
RECOMVENDED.

3.2. AES-GCM
The AES- GCM aut henticated encryption algorithmis described in [GCM.
A brief summary of the properties of AES-CCMis provided in Section
1.5.

Nei t her the plaintext content nor the optional AAD inputs need to be
padded prior to invoking AES- GCM
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There are three algorithmidentifiers for AES-GCM one for each AES

key size:
aes OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3) nistAlgorithm(4) 1}
i d-aes128- GCM OBJECT IDENTIFIER ::= { aes 6 }
i d-aes192- GCM OBJECT IDENTIFIER ::= { aes 26 }
i d- aes256- GCM OBJECT IDENTIFIER ::= { aes 46 }

Wth all three AES-GCM al gorithmidentifiers, the Al gorithm dentifier
paraneters field MJST be present, and the paraneters field nust
contain a GCWVPar anet er:

CCMPar aneters ::= SEQUENCE {
aes-nonce OCTET STRING -- recommended size is 12 octets
aes-1 CVl en AES- GCM | CVl en DEFAULT 12 }

AES-CCM I CVlen ::= INTEGER (12 | 13 | 14 | 15| 16)

The aes-nonce is the AES-GCM initialization vector. The algorithm
specification permits the nonce to have any nunber of bits between 1
and 2764. However, the use of OCTET STRING w t hi n GCMPar aneters
requires the nonce to be a multiple of 8 bits. Wthin the scope of
any content-authenticated-encryption key, the nonce val ue MIST be
uni que, but need not have equal lengths. A nonce value of 12 octets
can be processed nore efficiently, so that |length i s RECOMENDED

The aes-ICVl en paraneter field tells the size of the nessage

aut hentication code. It MJST natch the size in octets of the val ue
in the AuthEnvel opedData mac field. A length of 12 octets is
RECOMVENDED.

4. Security Considerations

AES- CCM and AES- GCM neke use of the AES bl ock cipher in counter node
to provide encryption. Wen used properly, counter node provides
strong confidentiality. Bellare, Desai, Jokipii, and Rogaway show in
[BDIR] that the privacy guarantees provided by counter node are at

| east as strong as those for Ci pher Bl ock Chaining (CBC) node when
usi ng the sane bl ock ci pher

Unfortunately, it is easy to nmisuse counter node. |f counter block
val ues are ever used for nore than one encryption operation with the
same key, then the sanme key streamw ||l be used to encrypt both

pl ai ntexts, and the confidentiality guarantees are voi ded.
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5.

5.

Fortunately, the CM5 Aut hEnvel opedData provides all the tools needed
to avoid misuse of counter node. Automated key managenent is
di scussed in Section 2.

There are fairly generic preconputation attacks agai nst the use of
any bl ock cipher in counter node that allow a neet-in-the-mddle
attack against the key [H[B][M]. AES-CCM and AES- GCCM bot h nake use
of counter node for encryption. These preconputation attacks require
the creation and searching of huge tabl es of ciphertext associated

wi th known plai ntext and known keys. Assuning that the nmenory and
processor resources are available for a preconputation attack, then
the theoretical strength of any bl ock cipher in counter node is
limted to 2*(n/2) bits, where n is the nunber of bits in the key.
The use of long keys is the best counterneasure to preconputation
attacks. Use of an unpredictable nonce value in the counter block
significantly increases the size of the table that the attacker nust
conmpute to mount a successful preconputation attack

| mpl enent ati ons nust random y generate content-authenticated-
encryption keys. The use of inadequate pseudo-random nunber
generators (PRNGs) to generate cryptographic keys can result in
little or no security. An attacker may find it rmuch easier to
reproduce the PRNG environnent that produced the keys, and then
searching the resulting snmall set of possibilities, rather than brute
force searching the whol e key space. The generation of quality
random nunmbers is difficult. RFC 4086 [ RANDOM offers inportant

gui dance in this area
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Appendi x:  ASN. 1 Modul e
CMV5- AES- CCM and- AES- GCCM
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) cns-aes-ccm and-gen(32) }
DEFINITIONS | MPLICI T TAGS ::= BEA N
-- EXPORTS Al

-- (bject ldentifiers

aes OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3) nistAlgorithm4) 1}
i d-aes128- CCM OBJECT IDENTIFIER ::= { aes 7 }
i d-aes192- CCM OBJECT | DENTIFIER ::= { aes 27 }
i d- aes256- CCM OBJECT | DENTIFIER ::= { aes 47 }
i d-aes128- GCM OBJECT IDENTIFIER ::= { aes 6 }
i d-aes192- GCM OBJECT I DENTIFIER ::= { aes 26 }
i d- aes256- GCM OBJECT IDENTIFIER ::= { aes 46 }

-- Paranmeters for Aigorithmdentifier

CCMPar anet ers ::= SEQUENCE {
aes-nonce OCTET STRI NG (Sl ZE(7..13)),
aes-|1 CVl en AES- CCM | CVI en DEFAULT 12 }
AES-CCMICVlen ::= INTEGER (4 | 6 | 8 | 10| 12 | 14 | 16)
CGCMPar anet ers ::= SEQUENCE {
aes- nonce OCTET STRING -- recommended size is 12 octets
aes-|1 CVl en AES- CCM | CVI en DEFAULT 12 }
AES-CCM I CVlen ::= INTEGER (12 | 13 | 14 | 15| 16)

END
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2007).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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