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DHCP Server ldentifier Override Suboption
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

This meno defines a new suboption of the DHCP relay information
option that allows the DHCP relay to specify a new value for the
Server ldentifier option, which is inserted by the DHCP Server. This
allows the DHCP relay to act as the actual DHCP server such that
RENEW DHCPREQUESTs will cone to the relay instead of going to the
server directly. This gives the relay the opportunity to include the
Rel ay Agent option with appropriate suboptions even on DHCP RENEW
nessages.
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1.

I ntroduction

There are many situations where a DHCP relay agent is involved, and
it can easily insert a Relay Agent Information option [3] with
appropriate suboptions into DHCPDI SCOVER nessages. Once the | ease
has been granted, however, future DHCPREQUEST nessages sent by a
client in RENEWNG state are sent directly to the DHCP server, as
specified in the Server ldentifier option. |In this case, the relay
may not see these DHCPREQUEST nessages (dependi ng upon network
topol ogy) and thus cannot insert the Relay Agent |Information option
i n the DHCPREQUEST nessages.

This DHCP rel ay agent suboption, Server ldentifier Override, allows
the relay agent to tell the DHCP server what value to place into the
Server ldentifier option [5]. Using this, the relay agent can force
a host in RENEWNG state to send DHCPREQUEST nmessages to the rel ay
agent instead of directly to the server. The relay agent then has
the opportunity to insert the Relay Agent Information option with
appropriate suboptions and relay the DHCPREQUEST to the actual
server. In this fashion, the DHCP server will be provided with the
same relay agent information upon renewals (such as Circuit-ID,
Renmote-1 D, Device Cass, etc.) as was provided in the initial

DHCPDI SCOVER nessage.

In short, this new suboption allows the DHCPv4 relay to function in
the same fashion as the DHCPv6 relay [7] currently does.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWVMENDED', "MAY" and "OPTIONAL" in this
document are to be interpreted as described in [1].

Ter m nol ogy

Thi s docunent uses DHCP terninol ogy as defined in section 1.5 of RFC
2131 [2], with the exception of the term"DHCP rel ay agent" replacing
"BOOTP relay agent".

G her terns used in this docunent:

0 RENEW DHCPREQUEST - a DHCPREQUEST nessage sent by a client in
RENEW NG st at e
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4. Server ldentifier Override Suboption Definition
The format of the suboption is:

Code Len Overriding Server ldentifier Address

+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +

| 21 | n | a1l | a2 | a3 | a4

+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +
Figure 1

The option length (n) is 4. The octets "al" through "a4" specify the
val ue that MJST be inserted into the Server ldentifier option by the
DHCP Server upon reply.

DHCP servers that inplenent this Relay Agent Information suboption
MUST use this value, if present in a DHCP nessage received froma
client, as the value to insert into the Server ldentifier option in
t he correspondi ng response. The DHCP server nust also record the
address in the suboption for use in subsequent nmessages to the DHCP
client until the next DHCP nessage is received fromthe DHCP rel ay
agent.

If a DHCP server does not understand/inplenent this Relay Infornation
suboption, it will ignore the suboption, and thus it will insert its
own appropriate interface address in the Server Identifier option

In this case, the DHCP Relay will not receive RENEW DHCPREQUEST
messages fromthe client. Wen configuring a DHCP rel ay agent to use
this suboption, the adnm nistrator of the relay agent should take into
account whether or not the DHCP server to which the nessage will be
relayed will correctly understand this suboption.

When servicing a DHCPREQUEST nessage, the DHCP server would normally
| ook at the Server ldentifier option for verification that the
address specified there is one of the addresses associated with the
DHCP server, silently ignoring the DHCPREQUEST if it does not match a
configured DHCP server interface address. |f the DHCPREQUEST nessage
contains a Server ldentifier Override suboption, however, conparison
shoul d be made between the address in this suboption and the Server
Identifier option. |If both the Server Identifier Override suboption
and the Server ldentifier option specify the sane address, then the
server shoul d accept the DHCPREQUEST nessage for processing,
regardl ess of whether or not the Server ldentifier option matches a
DHCP server interface.

The DHCP rel ay agent should fill in the giaddr field when rel ayi ng
the nmessage, just as it normally would do.
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In a situation where the DHCP relay agent is configured to forward
nessages to nore than one server, the DHCP relay agent SHOULD forward
all DHCP nessages to all servers. This applies to RENEW DHCPREQUEST
messages as well. The intent is that the DHCP rel ay agent shoul d not
need to maintain state information about the DHCP | ease.

DHCP rel ay agents inplenenting this suboption SHOULD al so i npl enent
and use the DHCPv4 Rel ay Agent Fl ags Suboption [4] in order to
specify whether the DHCP rel ay agent received the original nessage as
a broadcast or unicast. The DHCP server receiving a nmessage
containing the Server Identifier Override Suboption may use this
additional information in processing the nessage.

Note that if the DHCP relay agent becones inaccessible by the DHCP
client or loses network access to the DHCP server, further RENEW
DHCPREQUEST nessages fromthe DHCP client nmay not be properly
processed and the DHCP client’s | ease may tine out.

5. Security Considerations

Message authentication in DHCP for intradonain use where the out-of -
band exchange of a shared secret is feasible is defined in [6].
Potenti al exposures to attack are discussed in Section 7 of the DHCP
protocol specification in [2].

The DHCP Rel ay Agent Information option depends on a trusted

rel ati onship between the DHCP rel ay agent and the DHCP server, as
described in Section 5 of RFC 3046. \While the introduction of
fraudul ent DHCP rel ay agent information options can be prevented by a
peri neter defense that bl ocks these options unless the DHCP rel ay
agent is trusted, a deeper defense using the authentication suboption
for DHCP relay agent information option [8] SHOULD be depl oyed as
wel | .

If a rogue DHCP rel ay agent were inserted between the DHCP client and
the DHCP server, it could redirect clients to itself using this
suboption. This would allow such a systemto |ater deny RENEW
DHCPREQUESTs and thus force clients to discontinue use of their

al l ocated addresses. It could also allow the rogue relay to change
insert, or delete DHCP options in DHCPACK nmessages and extend | eases
beyond what the server has allowed. DHCP authentication [6] and/or
DHCP Rel ay Agent Information option authentication [8] would address
this case. (Note that, as is always the case, |ack of DHCP

aut hentication would allow a rogue DHCP rel ay agent to change the
Server ldentifier Override option in the DHCPOFFER and DHCPACK
messages without detection. This threat is not newto the Server
Identifier Override suboption.)
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8.

8.

Thi s docunent does not add any new vulnerabilities that were not

al ready present, except in the case where DHCP authentication is
already in place, and DHCP clients require its use. It is suggested
that DHCP Aut hentication and DHCP Rel ay Agent Option Authentication
SHOULD be depl oyed when this option is used, or protection should be
provi ded against the insertion of rogue DHCP rel ay agents between the
client and server.

This relay suboption is not intended, by itself, to provide any
additional security benefits.

| ANA Consi derations
| ANA has assigned a suboption nunber (11) for the Server Identifier
Override Suboption fromthe DHCP Rel ay Agent Information Option [ 3]
subopti on nunber space.

Intellectual Property Rights and Copyri ght
The | ETF has been notified of intellectual property rights claimed in
regard to sone or all of the specification contained in this
docunment. For nore information consult the online list of clainmed
rights.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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