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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

| EEE Std 802.16 is an air interface specification for fixed and
nmobi | e Broadband Wrel ess Access Systens. Service-specific

conver gence subl ayers to which upper-layer protocols interface are a
part of the | EEE 802.16 MAC (Medi um Access Control). The Packet
conver gence sublayer (CS) is used for the transport of all packet-
based protocols such as Internet Protocol (IP) and | EEE 802.3 LAN MAN
CSMA/ CD Access Method (Ethernet). |Pv6 packets can be sent and
received via the IP-specific part of the Packet CS. This docunent
specifies the addressing and operation of |Pv6 over the IP-specific
part of the Packet CS for hosts served by a network that utilizes the
| EEE Std 802.16 air interface. It recomends the assignnment of a

uni que prefix (or prefixes) to each host and allows the host to use
multiple identifiers within that prefix, including support for
randomy generated interface identifiers.
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1

I ntroduction

| EEE 802.16e is an air interface for fixed and nobil e broadband

W rel ess access systens. The | EEE 802. 16 [802. 16] standard specifies
the air interface, including the Medium Access Control (MAC) | ayer
and nultiple physical |ayer (PHY) specifications. 1t can be depl oyed
in licensed as well as unlicensed spectrum Wile the PHY and MAC
are specified in | EEE 802. 16, the details of IPv4 and | Pv6 operation
over the air interface are not included. This docunent specifies the
operation of |1Pv6 over the | EEE 802.16 air interface.

| Pv6 packets can be carried over the |EEE Std 802. 16 specified air
interface via:

1. the IP-specific part of the Packet CS or
2. the 802.3[802.3]-specific part of the Packet CS

The scope of this specification is Iimted to the operation of |Pv6
over I[P CS only.

The | EEE 802. 16 specification includes the PHY and MAC details. The
convergence sublayers are a part of the MAC. The packet convergence
subl ayer includes the IP-specific part that is used by the |IPv6

| ayer.

The nmobile station (M5)/host is attached to an access router via a
base station (BS). The host and the BS are connected via the | EEE
Std 802.16 air interface at the link and physical |ayers. The |IPv6
link fromthe M5 term nates at an access router that nay be a part of
the BS or an entity beyond the BS. The base station is a |ayer 2
entity (fromthe perspective of the IPv6 |link between the M5 and
access router (AR)) and relays the | Pv6 packets between the AR and
the host via a point-to-point connection over the air interface.

Ter m nol ogy

The ternminology in this docunent is based on the definitions in "IP
over 802.16 Problem Statenment and Goal s" [PS- GOALS] .

o IP CS - The IP-specific part of the Packet convergence subl ayer is
referred to as IP CS. 1Pv6 CS and IP CS are used interchangeably.

0 Subscriber station (SS), Mbile Station (MS), Mbile Node (M\) -
The terms subscriber station, nobile station, and nobile node are
used interchangeably in this docunent and nean the sanme, i.e., an
I P host.
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3.

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

| EEE 802. 16 Conver gence Subl ayer Support for |Pv6

The | EEE 802.16 MAC specifies two main service-specific convergence
subl ayers:

1. ATM convergence subl ayer
2. Packet convergence subl ayer

The Packet CS is used for the transport of packet-based protocols,
whi ch i ncl ude:

1. | EEE Std 802. 3(Ethernet)

2. Internet Protocol (IPv4 and |Pv6)

The service-specific CS resides on top of the MAC Comrmon Part
Subl ayer (CPS) as shown in Figure 1. The service-specific CSis

responsi ble for:

0 accepting packets (Protocol Data Units, PDUs) fromthe upper
| ayer,

o performng classification of the packet/PDU based on a set of
defined classifiers that are service specific,

o delivering the CS PDU to the appropriate service flow and
transport connection, and

0 receiving PDUs fromthe peer entity.

Payl oad header suppression (PHS) is also a function of the CS but is
opti onal

The figure bel ow shows the concept of the service-specific CSin
relation to the MAC
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______________________________ \
| ATM CS | Packet CS | \
.............................. \
| MAC Common Part Subl ayer | \
| (Rangi ng, scheduling, etc.)] 802. 16 MAC
______________________________ /

Security |/
| CAuth, encryption, key ngnt)| /
| PHY |
Figure 1: | EEE 802.16 MAC
C assifiers for each of the specific upper-layer protocols, i.e.

Et hernet and I P, are defined in the | EEE 802. 16 specification, which
enabl e the packets fromthe upper |ayer to be processed by the
appropriate service-specific part of the Packet CS. |Pv6 can be
transported directly over the I P-specific part of the Packet CS (IP
CS). |Pv4 packets also are transported over the | P-specific part of
the Packet CS. The classifiers used by IP CS enable the
differentiation of IPv4 and |1 Pv6 packets and their nmapping to
specific transport connections over the air interface.

The figure bel ow shows the options for |Pv6 transport over the packet
CS of | EEE 802. 16:

o m e e e e e e me o oo +
| | Pv6 |

e e e a - + e e e a - +
| | Pv6 | | Et her net |
e + e +
| I1P-specific | | 802.3-specific
| part of Packet CS | | part of Packet CS
[ | [ |
| MAC | | MAC |
e + e +
| PHY | | PHY |
e + e +
(1) IPv6 over (2) IPv6 over

| P-specific part 802. 3/ Et her net -

of Packet CS specific part

of Packet CS

Figure 2: IPv6 over |IP- and 802.3-specific parts of the Packet CS
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The figure above shows that while there are multiple nethods by which
| Pv6 can be transnmitted over an 802.16 air interface, the scope of
this docunent is linmted to | Pv6 operation over IP CS only.

Transm ssion of I P over Ethernet is specified in [|IPoE-over-802.16].
Transm ssion of IPv4 over IP CSis specified in [IPv4-over-1PCS].

It should be noted that i mediately after ranging (802.16 air

i nterface procedure) and exchange of SBC- REQ RSP nessages (802.16
specific), the M5 and BS exchange their capabilities via REG REQ
(Regi stration Request) and REG RSP (Regi strati on Response) 802.16 MAC
messages. These nmanagenent frames negotiate paraneters such as the
Conver gence Subl ayer supported by the M5 and BS. By default, Packet,
| Pv4, and 802. 3/ Ethernet are supported. |Pv6 viathe IPCSis
supported by the M5 and the BS only when the | Pv6 support bit in the
capability negotiation nmessages (REG REQ and REG RSP) i nplying such
support is indicated in the paraneter " assification/PHS options and
SDU (Service Data Unit) encapsul ation support” (refer to [802.16]).
Additionally, during the establishnent of the transport connection
for transporting | Pv6 packets, the DSA-REQ (Dynam c Service Addition)
and DSA- RSP nessages between the BS and M5 indicate via the CS-
Specification TLV the CS that the connection being set up shall use.
When the |1 Pv6 packet is preceded by the | EEE 802.16 6-byte MAC
header, there is no specific indication in the MAC header itself
about the payload type. The processing of the packet is based
entirely on the classifiers. Based on the classification rules, the
MAC | ayer selects an appropriate transport connection for the

transm ssion of the packet. An IPv6 packet is transported over a
transport connection that is specifically established for carrying
such packets.

Transm ssion of | Pv6 as expl ained above is possible via nmultiple
nmethods, i.e., via IP CS or via Ethernet interfaces. Every Internet
host connected via an 802.16 |ink

1. MJST be able to send and receive | Pv6 packets via I P CS when the
M5 and BS indicate | Pv6 protocol support over IP CS

2. MJIST be able to send and receive | Pv6 packets over the Ethernet
(802.3)-specific part of the Packet CS when the M5 and BS
i ndicate | Pv6 protocol support over Ethernet CS. However, when
the M5 and BS indicate | Pv6 protocol support over both IP CS and
Et hernet CS, the M5 and BS MJST use |IP CS for sending and
receiving | Pv6 packets.

Wien the M5 and BS support |Pv6 over IP CS, it MJST be used as the
default node for transporting | Pv6 packets over | EEE 802.16 and the
recomendations in this docunent that are followed. Inability to
negotiate a comobn convergence subl ayer for |IPv6 transport between
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the M5 and BS will result in failure to set up the transport
connection and thereby render the host unable to send and receive

| Pv6 packets. |In the case of a host that inplenments nore than one
met hod of transporting | Pv6 packets, the default choice of which

met hod to use (i.e., 1Pv6 over the IP CS or IPv6 over 802.3) is IPv6
over | P CS when the BS al so supports such capability.

In any case, the M5 and BS MJST negotiate at nbst one convergence
subl ayer for IPv6 transport on a given link

In addition, to ensure interoperability between devices that support
di fferent encapsulations, it is REQU RED that BS inpl enentations
support all standards-track encapsul ations defined for 802.16 by the
| ETF. At the tine of witing this specification, this is the only
encapsul ati on, but additional specifications are being worked on. It
is, however, not required that the BS i npl ementati ons use all the
encapsul ati ons they support; some nodes of operation may be off by
configuration.

4.1. |1Pv6 Encapsul ation over the IP CS of the MAC

The 1 Pv6 payl oad when carried over the I P-specific part of the Packet
CS is encapsul ated by the 6-byte | EEE 802.16 generic MAC header. The
format of the |IPv6 packet encapsul ated by the generic MAC header is
shown in the figure below. The fornmat of the 6-byte MAC header is
described in the [802.16] specification. The CRC (cyclic redundancy
check) is optional. It should be noted that the actual MAC address
is not included in the MAC header.

_________ Y R
| MAC SDU |
________ A B
i
VEB \/ LSB
| Generic MAC header| |Pv6 Payl oad | CRC

Figure 3: I Pv6 encapsul ation

For transnission of |Pv6e packets via the IP CS over | EEE 802.16, the
| Pv6 | ayer interfaces with the 802.16 MAC directly. The IPv6 |ayer
delivers the | Pv6 packet to the Packet CS of the |EEE 802.16 MAC.

The Packet CS defines a set of classifiers that are used to determ ne
how to handl e the packet. The IP classifiers that are used at the
MAC operate on the fields of the | P header and the transport

protocol, and these include the IP Traffic class, Next header field,
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5.

Masked | P source and destination addresses, and Protocol source and
destination port ranges. Next header in this case refers to the |ast
header of the |IP header chain. Parsing these classifiers, the MAC
maps an upper-layer packet to a specific service flow and transport
connection to be used. The MAC encapsul ates the |1 Pv6 packet in the
6- byte MAC header (MAC SDU) and transmits it. The figure bel ow shows
the operation on the dowmlink, i.e., the transm ssion fromthe BS to
the host. The reverse is applicable for the uplink transm ssion.

| IPv6 Pkt| | I Pv6 Pkt |
] i)
e[ SAP] - e e [SAP] --------
[1-1 [---------- | | | an |
[\ 0---->[CD1] | | R s |
|| Downlink O\/-->[CaD2] | | | Reconstruct| |
|| classifiersO/\-->[....] | | | (undo PHS)| |
|| 0---->[CiDn] | | e |
A | o 0 |
| {sSby aD,..} | | {sby aD..} |
| | | | I\ |
| v | | | |
------ [SAP] - --------mmmmoo [-------[SAP]---------
| 802.16 MAC CPS [------ >| 802.16 MAC CPS |
BS VS

Figure 4: | Pv6 packet transnission: Downlink
CGeneric Network Architecture Using the 802.16 Air Interface

In a network that utilizes the 802.16 air interface, the host/M5 is
attached to an I Pv6 access router (AR) in the network. The BSis a
layer 2 entity only. The AR can be an integral part of the BS or the
AR could be an entity beyond the BS within the access network. An AR
may be attached to rmultiple BSs in a network. |Pv6 packets between
the M5 and BS are carried over a point-to-point transport connection
which is identified by a unique Connection ldentifier (CID). The
transport connection is a MAC layer link between the M5 and the BS.
The figures bel ow describe the possible network architectures and are
generic in nature. More esoteric architectures are possible but not
considered in the scope of this docunent.
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Option A
S + Cl D1 o +
| M1 |------------ /] BS/ AR [----- [ nternet]
+--- - - + ) A +
[---1
Cl Dn
Fom - + /
| MBn |---/
F--- - +
Figure 5: IPv6 AR as an integral part of the BS
Option B
+----- + Cl D1 +----- + F---- - - +
| M1 |---------- /] BSL |---------- | AR |----- [l nternet]
+omm - + | +----- + Fomm o +
rb
CDn / 0o (0
+o-- - + / L2 Tunne
| MSn |----- /
L +

Figure 6: IPv6 AR is separate fromthe BS

The above network nodel s serve as exanpl es and are shown to
illustrate the point-to-point |link between the M5 and the AR

6. | Pv6 Link

"Nei ghbor Di scovery for IP Version 6 (IPv6)" [RFC4861] defines |ink
as a conmunication facility or medi um over which nodes can

communi cate at the link layer, i.e., the layer immediately below IP
A link is bounded by routers that decrenment the Hop limt field in
the 1 Pv6 header. Wien an M5 noves within a link, it can keep using
its P addresses. This is a layer 3 definition, and note that the
definition is not identical with the definition of the term’(L2)
link’ in | EEE 802 standards.

6.1. |1Pv6 Link in 802.16
In 802.16, the transport connection between an Ms and a BS is used to
transport user data, i.e., |IPv6 packets in this case. A transport

connection is represented by a C D, and nmultiple transport
connections can exist between an M5 and a BS.
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When an AR and a BS are col ocated, the collection of transport
connections to an MS is defined as a single link. Wen an AR and a
BS are separated, it is reconmended that a tunnel be established
between the AR and a BS whose granularity is no greater than 'per M
or 'per service flow (An M5 can have nultiple service flows which
are identified by a service flow ID). Then the tunnel (s) for an M5,
in conbination with the M58 s transport connections, forns a single
poi nt -t o-point |ink.

The collection of service flows (tunnels) to an M5 is defined as a
single Iink. Each link that uses the sane higher-layer protocol has
only an M5 and an AR. Each MS belongs to a different Iink. A
different prefix should be assigned to each unique link. This link
is fully consistent with a standard IP |link, w thout exception, and
conforns with the definition of a point-to-point link in neighbor

di scovery for I Pv6 [ RFC4861]. Hence, the point-to-point |ink node
for 1Pv6 operation over the |IP-specific part of the Packet CS in
802. 16 SHOULD be used. A unique |IPv6 prefix(es) per link (M host)
MUST be assi gned.

6. 2. | Pv6 Link Establishnment in 802.16

In order to enable the sending and receiving of |IPv6 packets between
the M5 and the AR, the link between the M5 and the AR via the BS
needs to be established. This section illustrates the |ink
establ i shment procedure.

The M5 goes through the network entry procedure as specified by
802. 16. A high-level description of the network entry procedure is
as foll ows:

1. The Ms perfornms initial ranging with the BS. Ranging is a
process by which an M5 becones tine aligned with the BS. The M
is synchronized with the BS at the successful conpletion of
ranging and is ready to set up a connection.

2. The M5 and BS exchange basic capabilities that are necessary for
ef fective conmunication during the initialization using SBC REQ
RSP (802.16 specific) nessages.

3. The MS progresses to an authentication phase. Authentication is
based on Privacy Key Managenent version 2 (PKM/2) as defined in
the IEEE Std 802.16 specification

4. On successful conpletion of authentication, the M5 perforns
802. 16 registration with the network
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5. The M5 and BS perform capability exchange as per 802.16
procedures. Protocol support is indicated in this exchange. The
CS capability paranmeter indicates which classification/PHS
options and SDU encapsul ati on the MS supports. By default,
Packet, 1Pv4, and 802.3/Ethernet shall be supported; thus,
absence of this paraneter in REG REQ (802.16 nessage) neans t hat
naned options are supported by the M5/ SS. Support for |Pv6 over
the I P-specific part of the Packet CS is indicated by Bit #2 of
the CS capability paraneter (refer to [802.16]).

6. The M5 MJST request the establishnment of a service flow for |Pv6
packets over IP CS if the M5 and BS have confirnmed capability for
supporting IPv6 over IP CS. The service flow MAY al so be
triggered by the network as a result of pre-provisioning. The
service flow establishes a |ink between the M5 and the AR over
whi ch 1 Pv6 packets can be sent and received.

7. The AR and M5 SHOULD send router advertisenents and solicitations
as specified in neighbor discovery [ RFC4861].

The above fl ow does not show the actual 802.16 nessages that are used
for ranging, capability exchange, or service flow establishment.
Details of these are in [802.16].

6.3. Mximum Transni ssion Unit in 802.16

The MU val ue for |1 Pv6 packets on an 802.16 link is configurable.
The default MIU for |Pv6 packets over an 802.16 |ink SHOULD be 1500
octets.

The 802.16 MAC PDU is conposed of a 6-byte header followed by an
optional payload and an optional CRC covering the header and the
payl oad. The length of the PDU is indicated by the Len paranmeter in
the Generic MAC header. The Len paraneter has a size of 11 bits.
Hence, the total MAC PDU size is 2048 bytes. The |IPv6 payl oad size
can vary. |In certain deploynent scenarios, the MIU val ue can be
greater than the default. Neighbor discovery for |Pv6 [ RFC4861]
defines an MIU option that an AR MJUST advertise, via router
advertisenent (RA), if a value different from 1500 is used. The M\
processes this option as defined in [ RFC4861]. Nodes that inpl enent
Path MIU Di scovery [RFC1981] MAY use the nmechanismto determ ne the
MIU for the | Pv6 packets.
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7. 1Pv6 Prefix Assignnent

The M5 and the AR are connected via a point-to-point connection at
the 1Pv6 | ayer. Hence, each M5 can be considered to be on a separate
subnet. A CPE (Custoner Premn se Equi pnent) type of device that
serves nultiple | Pv6 hosts may be the end point of the connection
Hence, one or nore /64 prefixes SHOULD be assigned to a link. The
prefixes are advertised with the on-link (L-bit) flag set as
specified in [RFC4861]. The size and nunber of the prefixes are a
configuration issue. Also, Dynam c Host Configuration Protoco
(DHCP) or Authentication, Authorization, and Accounting (AAA)-based
prefix del egati on MAY be used to provide one or nore prefixes to MS
for an AR connected over 802.16. The other properties of the
prefixes are also dealt with via configuration

8. Router Discovery
8.1. Router Solicitation

On conpl etion of the establishnent of the IPv6 Iink, the M5 may send
a router solicitation nessage to solicit a router advertisenent
message fromthe AR to acquire necessary information as per the

nei ghbor discovery for |1 Pv6 specification [RFC4861]. An M5 that is
network attached may al so send router solicitations at any tine.
Movenent detection at the IP layer of an M5 in nany cases is based on
receiving periodic router advertisenents. An M5 may al so detect
changes in its attachnment via link triggers or other means. The MS
can act on such triggers by sending router solicitations. The router
solicitation is sent over the IPv6 |ink that has been previously
established. The M5 sends router solicitations to the all-routers
mul ticast address. It is carried over the point-to-point link to the
AR via the BS. The MS does not need to be aware of the link-1loca
address of the AR in order to send a router solicitation at any tine.
The use of router advertisenents as a nmeans for novenment detection is
not recomrended for M\s connected via 802.16 |links as the frequency
of periodic router advertisenents would have to be high

8.2. Router Advertisenent

The AR SHOULD send a nunber (configurable value) of router
advertisenents to the M5 as soon as the IPv6 link is established.
The AR sends unsolicited router advertisenents periodically as per
[ RFC4861]. The interval between periodic router advertisenents is
however greater than the specification in neighbor discovery for

I Pv6, and is discussed in the follow ng section
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8.3. Router Lifetine and Periodi c Router Advertisenents

The router lifetine SHOULD be set to a large value, preferably in
hours. This docunent overrides the specification for the val ue of
the router lifetime in "Neighbor D scovery for IP Version 6 (1Pv6)"
[ RFC4861]. The AdvDefaultLifetine in the router advertisenent MJST
be either zero or between MaxRtrAdvlnterval and 43200 seconds. The
default value is 2 * MaxRtrAdvlnterval

802. 16 hosts have the capability to transition to an idle node, in
whi ch case, the radio |link between the BS and M5 is torn down.
Paging is required in case the network needs to deliver packets to
the MS. In order to avoid waking a nobile that is in idle node and
consumi ng resources on the air interface, the interval between
periodic router advertisements SHOULD be set quite high. The
MaxRt r Advl nt erval value specified in this docunment overrides the
recomendation in "Nei ghbor Discovery for IP Version 6

(I Pv6)"[ RFC4861]. The MaxRtrAdvlinterval MJST be no less than 4
seconds and no greater than 21600 seconds. The default val ue for
MaxRt r Advi nterval is 10800 seconds.

9. |1Pv6 Addressing for Hosts

The addressing schene for |Pv6 hosts in 802.16 networks foll ows the

| ETF' s recommendation for hosts specified in "I Pvée Node Requirenents"
[ RFC4294]. The | Pv6 node requirenents [ RFC4294] specify a set of
RFCs that are applicable for addressing, and the sanme is applicable
for hosts that use 802.16 as the link layer for transporting |IPv6
packets.

9.1. Interface ldentifier

The M5 has a 48-bit globally unique MAC address as specified in

802. 16 [802.16]. This MAC address MJUST be used to generate the

nmodi fied EU -64 fornat-based interface identifier as specified in "IP
Version 6 Addressing Architecture" [RFC4291]. The nodified EU -64
interface identifier is used in statel ess address autoconfiguration
As in other links that support |Pv6, EU -64-based interface
identifiers are not nandatory and ot her mechani sms, such as random
interface identifiers, "Privacy Extensions for Statel ess Address

Aut oconfiguration in I Pv6" [ RFC4941], MAY al so be used.

9.2. Duplicate Address Detection
DAD SHOULD be perforned as per "Neighbor Discovery for IP Version 6
(IPv6)", [RFC4861] and "I Pv6 Statel ess Address Autoconfiguration”

[ RFC4862]. The 1Pv6 link over 802.16 is specified in this docunent
as a point-to-point link. Based on this criteria, it nmay be
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9. 3.

9. 4.

10.

11.

redundant to perform DAD on a gl obal unicast address that is
configured using the EU -64 or generated as per RFC 4941 [ RFC4941]
for the interface as part of the IPv6 Statel ess Address

Aut oconfi guration Protocol [RFC4862] as long as the follow ng two
conditions are net:

1. The prefixes advertised through the router advertisement nessages
by the access router ternminating the 802.16 I1Pv6 |ink are uni que
to that link.

2. The access router ternmnating the 802.16 IPv6 |ink does not
aut oconfigure any | Pv6 gl obal unicast addresses fromthe prefix
that it advertises

St at el ess Address Autoconfiguration

When st atel ess address autoconfiguration is perforned, it MJST be
perforned as specified in [ RFC4861] and [ RFC4862].

St at ef ul Address Autoconfiguration

When stateful address autoconfiguration is performed, it MJST be
performed as specified in [ RFC4861] and [ RFC3315].

Mul ticast Listener Discovery

"Mul ticast Listener Discovery Version 2 (M.Dv2) for |Pv6" [RFC3810]
SHOULD be supported as specified by the hosts and routers attached to
each other via an 802.16 |ink. The access router that has hosts
attached to it via a point-to-point Iink over an 802.16 SHOULD NOT
send periodic queries if the host is in idle/dormant node. The AR
can obtain information about the state of a host fromthe paging
controller in the network.

Security Considerations

Thi s docunent does not introduce any new vulnerabilities to | Pv6
specifications or operation. The security of the 802.16 air
interface is the subject of [802.16]. It should be noted that 802. 16
provi des capability to cipher the traffic carried over the transport
connections. A traffic encryption key (TEK) is generated by the M5
and BS on conpl etion of successful authentication and is used to

secure the traffic over the air interface. An MS nmay still use |Pv6
security nechani sns even in the presence of security over the 802.16
link. In addition, the security issues of the network architecture

spanni ng beyond the 802.16 base stations are the subject of the
docunents defining such architectures, such as W MAX Network
Architecture [W MAXArch] in Sections 7.2 and 7.3 of Stage 2, Part 2.
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Appendi x A, W MAX Network Architecture and | Pv6 Support

The W MAX (Worl dwi de Interoperability for Mcrowave Access) forum
[WWF] has defined a network architecture in which the air interface
is based on the | EEE 802. 16 standard. The addressi ng and operation
of I Pv6 described in this docunent are applicable to the W MAX
network as well.

W MAX is an exanple architecture of a network that uses the 802. 16
specification for the air interface. WMAX networks are also in the
process of being deployed in various parts of the world, and the
operation of IPv6 within a WMAX network is explained in this
appendi X.

The W MAX network architecture consists of the Access Service Network
(ASN) and the Connectivity Service Network (CSN). The ASN is the
access network that includes the BS and the AR in addition to other
functions such as AAA, nobile I P foreign agent, paging controller,

| ocation register, etc. The ASNis defined as a conplete set of
networ k functions needed to provide radi o access to a W MAX
subscriber. The ASN is the access network to which the M5 attaches.
The 1 Pv6 access router is an entity within the ASN. The term ASN is
specific to the WMAX network architecture. The CSNis the entity
that provides connectivity to the Internet and includes functions
such as nobile I P hone agent and AAA. The figure bel ow shows the

W MAX ref erence nodel :

| - ASN | | -]
| IBS|\ R6 ------- |- | | CsN
| MS| - ---- Rl----] ---- \---|]ASN-GN R3 | CSN | RS | |
| IR8 [--]------ R I EEEEE | Horre|
| ---- 1 | | visited| | NSP|
| IBS|/ |1 NP .
| - I R | .
| NAP | \ -1
------------------- \---] /
| | /
| (--1------ [----)
| R4 ( )
| ( ASP network )
————————— ( or Internet )
| ASN | ( )
--------- (----------)

Figure 7: W MAX network reference nodel
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Three different types of ASN realizations called profiles are defined
by the architecture. ASNs of profile types A and C include BS and
ASN- gat eway(s) (ASN-GW, which are connected to each other via an R6
interface. An ASN of profile type Bis one in which the
functionality of the BS and other ASN functions are nerged together.
No ASN-GWis specifically defined in a profile B ASN. The absence of
the R6 interface is also a profile B specific characteristic. The M
at the IPv6 layer is associated with the ARin the ASN. The AR may
be a function of the ASNNGNin the case of profiles Aand Cand is a
function in the ASN in the case of profile B. When the BS and the AR
are separate entities and linked via the R6 interface, |IPv6 packets
between the BS and the AR are carried over a Generic Routing

Encapsul ation (GRE) tunnel. The granularity of the GRE tunnel should
be on a per-Ms basis or on a per-service-flow basis (an M5 can have
multiple service flows, each of which is identified uniquely by a
service flow ID). The protocol stack in WMAX for IPv6 is shown

bel ow:

|- |

N .

[------- | [---e-n e

| | I 1Pv6 | | |

| IPv6 |- - - - - - - - -« - - - - - - - | | | [-->

| | e / | | 1Pve|

|------- | | \Relay/ | | | [- - - | |

| | | \ | | GRE | | | |

| | | \ /GRE| - | | | | |

| |- - - |- I EEEEES | | | |

| 1Pv6CS| [IPv6CS | IP | - | IP | | | |

| ... | [...... [----- | [------ [-------- | [----- |

| MAC | | MAC | L2 | - | L2 | L2 |- - -] L2 |

|- | |- |- - I |- | |- - |

| PHY |- - - | PHY | L2 | - | L1 | L1 [- - - | L1 |
VS BS AR/ ASN- GW CSN Rtr

Fi gure 8: W MAX protocol stack
As can be seen fromthe protocol stack description, the IPv6 end-

points are constituted in the Ms and the AR The BS provides | ower-
| ayer connectivity for the I Pv6 |ink.
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Appendi x B. IPv6 Link in WMAX

W MAX is an exanple of a network based on the | EEE Std 802.16 air
interface. This section describes the IPv6 link in the context of a
W MAX network. The M5 and the AR are connected via a conbination of:

1. The transport connection that is identified by a Connection
Identifier (CID) over the air interface, i.e., the M5 and BS, and

2. A GRE tunnel between the BS and AR that transports the |IPv6
packet s

From an | Pv6 perspective, the M5 and the AR are connected by a point-
to-point link. The conbination of transport connection over the air
interface and the GRE tunnel between the BS and AR creates a (point-
to-point) tunnel at the |ayer bel ow | Pv6

The collection of service flows (tunnels) to an M5 is defined as a
single link. Each link has only an M5 and an AR. Each Ms belongs to
a different link. No two MSs belong to the sane link. A different
prefix should be assigned to each unique link. This link is fully
consistent with a standard IP |ink, wthout exception, and conforns
with the definition of a point-to-point link in [ RFC4861].

Appendi x C. | Pv6 Link Establishnent in W MAX

The nobile station perforns initial network entry as specified in
802. 16. On successful conpletion of the network entry procedure, the
ASN gat eway/ AR triggers the establishnent of the initial service flow
(ISF) for I1Pv6 towards the Ms. The ISF is a GRE tunnel between the
ASN-GW AR and the BS. The BS in turn requests the M5 to establish a
transport connection over the air interface. The end result is a
transport connection over the air interface for carrying | Pv6 packets
and a GRE tunnel between the BS and AR for relaying the | Pv6 packets.
On successful conpletion of the establishment of the ISF, |Pv6
packets can be sent and received between the M5 and AR The | SF
enables the M5 to conmunicate with the AR for host configuration
procedures. After the establishment of the ISF, the AR can send a
router advertisement to the M. An M5 can establish multiple service
flows with different quality of service (QS) characteristics. The

| SF can be considered as the primary service flow. The ASN-GW AR
treats each ISF, along with the other service flows to the sane M5

as a unique link that is nanaged as a (virtual) interface.
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Appendi x D.  Maxi mum Transm ssion Unit in WMAX

The W MAX forum [ W] has specified the Max SDU size as 1522 octets.
Hence, the I Pv6 path MIU can be 1500 octets. However, because of the
overhead of the GRE tunnel used to transport |Pv6 packets between the
BS and AR and the 6-byte MAC header over the air interface, using a
val ue of 1500 would result in fragnentation of packets. It is
reconmended that the MU for | Pv6 be set to 1400 octets in W MAX
networks, and this value (different fromthe default) be conmunicated
to the M5. Note that the 1522-octet specification is a WMAX forum
specification and not the size of the SDU that can be transnitted
over 802.16, which has a higher linmt.
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