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i mpl enent ati on and depl oynent. See RFC 3932 for nore information

Abst r act

Thi s docunent exami nes the inplications of hop-by-hop forwarding,
route aggregation, and route filtering on the concept of validation
within a BGP Autononpbus System (AS) Path.

1. Background

A good deal of thought has gone into, and is currently being given
to, validating the path to a destination advertised by BGP. The
purpose of this work is to explain the issues in validating a BGP AS
Path, in the expectation that it will help in the eval uation of
schenes seeking to inprove path validation. The first section
defines at |east sone of the types of questions a BGP speaker

recei ving an update froma peer not in the |ocal autononmous system
(AS) could ask about the information within the routing update. The
foll owi ng sections exanine the answers to these questions in

consi deration of specific deploynents of BGP
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The exanples given in this docunent are intended to distil
depl oynents down to their nost critical conponents, mneking the

exanpl es easier to understand and consider. |In many situations, the
specific path taken in the exanple may not be rel evant, but that does
not nullify the principles considered in each exanple. It has been

suggested that these exanples are "red herrings", because they do not
illustrate actual problens with specific policies. On the contrary,

t hese exanpl es are powerful because they are sinple. Any topology in
whi ch one of these exanple topologies is a subtopology will exhibit
the characteristics explained in this docunent. Rather than focusing
on a specific topology, then dism ssing that single topology as a
"corner case", this docunment shows the basic issues with assertions
about the AS Path attribute within BGP. These generalized issues can
then be applied to nore specific cases.

Wth the heightened interest in network security, the security of the
information carried within routing systens running BGP, as descri bed
in [RFC4271], is being |ooked at with great interest. Wile there
are techni ques available for securing the relationship between two
devi ces exchangi ng routing protocol information, such as [BGP-M5],

t hese techni ques do not ensure various aspects of the information
carried within routing protocols are valid or authorized.

The following snall internetwork is used to exam ne the concepts of
validity and authorization within this docunment, providing
definitions used through the renai nder of the docunent.

10. 1. 1. 0/ 24- - (AS65000) - - - ( AS65001) - - ( AS65002)

Assunme a BGP speaker in AS65002 has received an advertisenent for
10.1.1.0/24 froma BGP speaker in AS65001, with an AS Path of {65000,
65001} .

1.1. Is the Oiginating AS Authorized to Advertise Reachability to the
Desti nation?

The nost obvi ous question the receiving BGP speaker can ask about
this advertisenent is whether or not the originating AS, in this case
AS65000, is authorized to advertise the prefix contained within the
advertisenent, in this case 10.1.1.0/24. \hether or not a BGP
speaker receiving a route to 10.1.1.0/24 originating in AS65000 can
verify that AS65000 is, indeed, authorized to advertise 10.1.1.0/24
is outside the scope of this docunent.
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1.2. |Is the Path Contained in the Advertised Routing Information Valid?

If a BGP speaker receives an advertisement froma peer outside the

| ocal aut ononous system (AS), the peer sending the update has a path
to the destination prefix in the update. Specifically, are the

aut ononous systens within the internetwork connected in such a way
that the receiver, following the AS Path listed in the BGP update
itself, can reach the originating AS listed in the received AS Path?
Wthin this docunent, this is called path validation

Path validation, in the context of this small internetwork, asserts
that when a BGP speaker in AS65002 receives an advertisenment froma
BGP speaker in AS65001 with the AS Path {65000, 65001}, the speaker
can assune that AS65001 is attached to the local AS, and that AS65001
is also attached to AS65000.

1. 3. Is the Advertisenent Authorized?

There are at |east three senses in which the readverti senent of a
recei ved adverti senent can be authorized in BGP

0o The transnmitter is authorized to advertise the specific routing
information contained in the route. This treats the routing
information as a single, atonmic unit, regardless of the
information the route actually contains. A route to 10.1.1.0/24
and another route to 10.1.0.0/16 are considered conpletely
different advertisenents of routing information, so an AS may be
aut horized to advertise 10.1.0.0/16 without regard to its
aut hori zation to advertise 10.1.1.0/24, since these are two
separate routes. This is called route authorization throughout
t hi s docunent.

o0 The transmitter is authorized to advertise the specific reachable
destination(s) contained in the route. This treats the routing
information as a set of destinations. 10.1.1.0/24 is contained
within 10.1.0.0/16, and authorization to advertise the latter
i mplies authorization to advertise the former. This is called
reachabil ity authorization throughout this docunent.

0o The transnmitter is authorized to transit traffic to the
destinations contained within the route. This ties the concepts
of the route to what the route is used for. |If a BGP speaker is
advertising reachability to 10.1.1.0/24, it is authorized to
transit traffic to all reachabl e destinations within 10.1.1.0/24
along the path advertised. This is called transit authorization
t hr oughout this docunent.
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There is considerabl e tension between these three definitions of

aut hori zation; nmuch of this docunment is built around exploring the
rel ati onshi ps between these different types of authorization, and how
they may, or may not, work in various internetworks. One of the
concl usi ons reached by this docunent is that route authorization
reachability authorization, and transit authorization are often at
odds with each other. Show ng one type of authorization to be true
does not show any ot her types of authorization to be true, and route
aut hori zation is of questionable value because of the intertw ned
nature of these three types of authorization in a routing system

1.4. WII Traffic Forwarded to an Advertising Speaker Follow the
Descri bed AS Pat h?

I f a BGP speaker receives an advertisenent froma peer not in the
local AS, will traffic forwarded to the peer advertising the update
follow the path described in the AS Path? 1In this docunent, this is
cal l ed forwardi ng consi stency.

In terms of the small exanple internetwork, if a BGP speaker in
AS65002 receives an advertisenent froma peer in AS65001 for the
destination 10.1.1.0/24, with an AS Path {65000, 65001}, will traffic
forwarded to the BGP speaker in AS65001 actually be forwarded through
routers wthin AS65001, then AS65000, to reach its destination?

1.5. |Is a Wthdrawi ng Speaker Authorized to Wthdraw the Routing
I nf or mati on?

If an advertisenment is withdrawn, the w thdrawi ng BGP peer was
originally advertising the prefix (or was authorized to advertise the
prefix). This assertion is out of the scope of this docunent.

2. Analysis

To begin, we review sone of the concepts of routing, since we need to
keep these concepts fixed firmy in place while we exam ne these
questions. After this, four exanples will be undertaken with BGP to
show t he tension between the various types of authorization in a path
vector routing system

2.1. A Short Analysis of Routing
Routing protocols are designed, in short, to discover a set of
| oop-free paths to each reachabl e destination within a network (or

i nternetwork). The |oop-free path chosen to reach a specific
destination may not be the shortest path, and it may not al ways be
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the "best" path (depending on the definition of "best"), but it
shoul d al ways be a | oop-free path, otherw se the routing protocol has
fail ed.

This sheds sonme |ight on the purpose of the path included in a path
vector protocol’s routing update: the path is there to prove the path
is loop free, rather than to provide any other infornmation. Wile
Dijkstra's Sender Policy Framework (SPF) and the Diffusing Update

Al gorithm (DUAL) both base their |oop-free path calcul ations on the
cost of a path, path vector protocols, such as BGP, prove a path is

|l oop free by carrying a |list of nodes the advertisenent itself has
traversed. BGP specifically uses an AS Pat h-based nechani smto prove
| oop freeness for any given update so each AS along the path may

i mpl enment | ocal policy without risking a loop in the routing system
caused by conpeting netrics.

We need to keep this principle in mnd when considering the use of
the path carried in a path-vector protocol, and its use by a

recei ving BGP speaker for setting policy or gauging the route's
security |evel

2.2. First Exanple: Manual Intervention in the Path Choice
In the small network:

+---(AS65002) - - -+
( AS65000) - - (AS65001) (AS65004)--10.1.1.0/ 24
+---(AS65003) - - - +

A BGP speaker in AS65000 nay receive an advertisenment froma peer
that 10.1.1.0/24 is reachable along the path {65004, 65002, 65001}.
Based on this information, the BGP speaker nmay forward packets to its
peer in AS65001, expecting themto take the path described. However,
wi t hi n AS65001, the network administrator may have configured a
static route making the next hop to 10.1.1.0/24 the edge router wth
AS65003.

It’'s useful to note that while [ RFC4271] states: "....we assune that
a BCGP speaker advertises to its peers only those routes that it
itself uses...", the definition of the term™"use" is rather |loose in

all known wi dely depl oyed BGP inpl enentations. Rather than neaning:
"A BGP speaker will only advertise destinations the BGP process on
the speaker has installed in the routing table", it generally neans:
"A BGP speaker will only advertise destinations that the |oca
routing table has a matching route installed for, no matter what
process on the local router installed the route". A naive reaction
may be to sinply change the BGP specifications and all existing

i npl enentations so a BGP speaker will only advertise a route to a
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peer if the BGP process on the router actually installed the route in
the local routing table. This, however, ignores the conplex

i nteractions between interior and exterior gateway protocols, which
nmost often run on the sanme device, and the conplexities of route

ori gination.

Al though this is an "extrenme" exanple, since we can hardly claimthe
information within the routing protocol is actually insufficient, we
still find this exanple instructive in light of the questions
outlined in Section 1:

0 |Is the AS Path valid? The AS Path the receiving BGP speaker in
AS65000 receives fromits peer in AS65001, {65004, 65002, 65001),
does exist, and is valid.

0 |s the advertisenent authorized? Since we have no know edge of
any autonompous system | evel policy within this network, we have no
way of answering this question. W can assune that AS65001 has
both route and reachability authorization, but it is difficult to
see how transit authorization can be acconplished in this
situation. Even if the BGP speaker in AS65000 could verify
AS65001 is authorized to transit AS65002 to reach 10.1.1.0/ 24,
this inplies nothing about the authorization to transit traffic
through the path traffic will actually take, which is through
AS65003.

0 |Is the AS Path consistent with the forwardi ng path (does
forwardi ng consistency exist)? No, the advertised AS Path is
{65004, 65002, 65001}, while the actual path is {65004, 65003,
65001} .

Fromthis exanple, we can see forwardi ng consistency is not possible
to validate in a deployed network; just because a BGP speaker
advertises a specific path to reach a given destination, there is no
reason to assune traffic forwarded to the speaker will actually
follow the path advertised. |In fact, we can reason this fromthe
nat ure of packet-forwardi ng networks; each router along a path nmakes
a conpletely separate decision about where to forward received
traffic. Any router along the path could actually change the path
due to network conditions wthout notifying, in any way, upstream
routers. Therefore, at any given tine, an upstreamrouter may be
forwarding traffic along a path that no | onger exists, or is no

| onger optinmal, and downstreamrouters could be correcting the
forwardi ng decision by placing the traffic on another available path
unknown to the upstreamrouter

As a corollary, we can see that authorizing transit through a
specific AS Path is not possible, either. |If the source of a
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specific flow cannot know what path the traffic within that flow wll
take to reach the destination, then there is no neaningful sense in
whi ch downstream routers can authorize the source to use avail able
paths for transiting traffic.

2.3. Second Exanpl e: An Unintended Reachabl e Destination

In this internetwork, we assune a single policy: the system
admi ni strator of AS65000 would not |ike the destination 10.1.1.0/24
to be reachabl e from any autononous system beyond AS65001. [In other
words, 10.1.1.0/24 should be reachable w thin AS65001, but not to
aut ononous systens connected to AS65001, such as AS65002.

10. 1. 1. 0/ 24- - - (ASB5000) - - - (AS65001) - - - ( AS65002)

The system admi ni strator can inplenent this policy by causing BGP
speakers within AS65000 to advertise 10.1.1.0/24 to peers within
AS65001 with a signal that the BGP speakers in AS65001 shoul d not
readvertise the reachability of this routing information. For
exanpl e, BGP speakers in AS65000 coul d advertise the route to
10.1.1.0/24 with the NO ADVERTI SE community attached, as described in
[ RFC4271]. If the BGP speakers in AS65001 are configured to respond
to this cormunity (and we assune they are for the purposes of this
docunent) correctly, they should accept this advertisenent, but not
readvertise reachability to 10.1.1.0/24 into AS65002.

However, unknown to the system admi ni strator of AS65000, AS65001 is
actually advertising a default route to AS65002 with an AS Path of
{65001}, and not a full routing table. |If sone host w thin AS65002,
then, originates a packet destined to 10.1.1.1, what wll happen?

The packet will be routed according to the default route from AS65002
into AS65001. Routers within AS65001 will forward the packet al ong
the 10.1.1.0/24 route, eventually forwarding the traffic into
AS65000.

0 |Is the AS Path valid? This is a difficult question to answer,
since there are actually two different advertisenents in the
exanple. Fromthe perspective of the BGP speaker in AS65002
receiving a default route in an advertisenment froma peer in
AS65001, the AS Path to the default route is valid. However,
there is no route to 10.1.1.0/24 for the BGP speaker in AS65002 to
examne for validity, so the question appears to be out of scope
for this exanple.

o |ls the AS Path consistent with the forwarding path (is there
forwardi ng consistency)? Fromthe perspective of a BGP speaker in
AS65002, traffic forwarded to AS65001 towards a destination within
10.1.1.0/24 is going to actually ternmi nate within AS65001, since
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2.

3.

that is the entire AS Path for the default route. However, this
traffic actually transits AS65001 towards AS65000. Therefore,
forwardi ng consi stency does not exist in this exanple, in which we
are dealing with a case of aggregation, and as Section 9.1.4 of

[ RFC4271], in reference to aggregated routing information, states:
"Forwardi ng al ong such a route does not guarantee that |P packets
will actually traverse only ASes listed in the AS PATH attribute
of the route".

1. Advertisenent Authorization

Is the advertisenent authorized? This exanple higlights the tension
between the three different types of authorization. The three

foll owi ng sections discuss issues with different advertisenents
AS65001 may send to AS65002.

2.3.1.1. Valid Unauthorized Aggregates

The first issue that cones up in this exanple is the case where there
is no expectation of authorization for aggregation. The nbst comon
exanple of this is the advertising and accepting of the default route
(0/0). This is a conmon practice typically done by agreenent between
the two parties. Qbviously, there is not an authorization process
for such an advertisenent. This advertisenent may extend
reachability beyond the originator’s intention (along the lines of
the previous exanple). It nay cause packets to take paths not known
by the sender (since the path on 0/0 is sinply the advertising AS)

It may violate other security constraints. This places linmts on the
power and applicability of efforts to secure the AS path and AS
policies. It does not vitiate the underlying value in such efforts.

2.3.1.2. Owner Aggregation

In the current instantiation of I P address allocation, an AS may
recei ve authorization to advertise 10.1.0.0/16, for instance, and may
aut hori ze sone other party to use (or own) 10.1.1.0/24, a subbl ock of
the space authorized. This is called a suballocation

For instance, in this exanple, if AS65001 were authorized to
originate 10.1.0.0/16, it could advertise 10.1.0.0/16 towards
AS65002, rather than a default route. Assune there is sonme form of
aut hori zati on nechani sm AS65002 can consult to verify AS65001 is

aut hori zed to advertise 10.1.0.0/16. In this case, AS65002 could
exani ne the authorization of AS65001 to originate 10.1.0.0/16, and
assume that if AS65002 is authorized to advertise 10.1.0.0/16, it is
al so authorized to transit traffic towards every possi bl e subbl ock of
(every destination within) 10.1.0.0/16. To put this in nore distinct
terns:
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0 AS65002 verifies route authorization by exam ning the
aut hori zati on of AS65001 to advertise 10.1.0.0/16.

0 AS65002 assunes destination authorization, that AS65001 has the
aut hori zation to advertise every possible subblock of 10.1.0.0/16,
because AS65001 is authorized to advertise 10.1.0.0/16.

0 AS65002 assunes transit authorization, that AS65001 has the
aut hori zation to transit traffic to every possi bl e subbl ock of
10.1. 0.0/ 16, because AS65001 is authorized to advertise
10. 1. 0. 0/ 16.

From t he exanpl e gi ven, however, it is obvious route authorization
does not equal destination or transit authorization. Wile AS65001
does have route authorization to advertise 10.1.0.0/16, it does not
have destination authorization to advertise 10.1.1.0/24, nor transit
aut hori zation for destinations with 10.1. 1.0/ 24.

The naive reply to this would be to sinply state that destination and
transit authorization should not be assuned fromroute authorization
However, the problemis not that sinple to resolve. The assunption
of destination authorization and transit authorization are not
deci si ons AS65002 actually nmakes; they are enbedded in the way the
routing systemworks. The route itself, within the design of

routing, carries these inplications.

Way does routing intertwi ne these three types of authorization? Mst
si mply, because AS65002 does not have any information about subbl ocks
that are part of 10.1.0.0/16. There is no way for AS65002 to check
for destination and transit authorization because this information is
renoved fromthe systemaltogether. |In order to show destination and
transit authorization, this information nust be reinjected into the
routi ng systemin sone way.

For instance, considering destination authorization alone, it is
possi ble to envision a system where AS65001, when suball ocating part
of 10.1.0.0/16 to the originator, nust al so obtain perm ssion to
continue advertising the original address block as an aggregate, to
attenpt to resolve this problem However, this raises some other

i ssues:

o If the originator did not agree to AS65001 adverti sing an
aggregate containing 10.1.1.0/24, then AS65001 would be forced to
advertise some collection of advertisenents not containing the
subal | ocat ed bl ock.

o |If AS65001 actually does obtain permnission to advertise the
aggregate, we nust find sone way to provide AS65002 with
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i nformati on about this authorization for each possibl e subbl ock of
10.1.0.0/16.

In other words, either AS65002 nust receive the actual routes for
each subal |l ocation of 10.1.0.0/16, or it nust receive sone form of
aut hori zation all owi ng AS65001 to adverti se each subal |l ocation of
10.1.0.0/16. This appears to defeat the purpose of aggregation
rendering routing systens nuch | ess scal abl e than current design
allows. Further, this does not resolve the i ssue of how AS65002
woul d actually know what all the suballocations of 10.1.0.0/16
actually are. Sone possible solutions could be:

0 The suballocator nust advertise all suballocations. This could
potentially expose business relationships and patterns that nany
| arge conmercial providers do not want to expose, and degrades the
hi erarchi cal nature of suballocation altogether.

o The I P address space nmust be reconstructed so everyone using | P
address space will know, based on the construction of the IP
address space, what subbl ocks exist. For instance, the |ongest
al | omed subbl ock coul d be set at a /24, and authorization nust be
avail abl e for every possible /24 in the address space, either for
origination, or as part of an aggregate. This sort of solution
woul d be an extrene burden on the routing system

2.3.1.3. Proxy Aggregation

It is also possible for AS65001 to have sone form of agreenment with
AS65002 to aggregate bl ocks of address space it does not own towards
AS65002. This might be done to reduce the burden on BGP speakers

wi thin AS65002. This is called proxy aggregation. \While proxy
aggregation is rare, it is useful to examne the result of agreed
upon proxy aggregation in this situation

Assume AS65001 has an advertisenment for 10.1.0.0/24 from sonme unknown
source, and decides to advertise both 10.1.0.0/24 and 10.1.1.0/24 as
10.1.0.0/23 to AS65002. |If there exists an agreenent for AS65001 to
adverti se proxy aggregates to AS65002, the latter will accept the
adverti senent regardl ess of any attached authorization to advertise.
This may represent a security risk for AS65002, but it m ght be seen
as an acceptable risk considering the trade-offs, from AS65002’ s
perspecti ve.

The problemis, however, this also inpacts the policies of AS65000,
which is originating one of the two routes being aggregated by
AS65001. There is no way for AS65002 to know about this policy, nor
to react toit, and there is actually no incentive for AS65002 to
react to a security threat posed to AS65000, which it has no direct
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relationship with. There doesn’'t appear to be any immedi ately
avai l abl e solution to this problem other than to disall ow proxy
aggregation, even between two cooperating autononpus systens.

2.3.2. Inplications

The basic problemis that AS65002 assunes when AS65001 advertises an
aut hori zed route containing 10.1.1.0/24, either through a valid
unaut hori zed aggregate, an owner aggregated route, or a proxy
aggregation, AS65001 al so has destination authorization for the
subbl ock 10.1.1.0/24, and transit authorization for destinations
within 10.1.1.0/24. These are, in fact, invalid assunptions, but
they are tied to the way routing actually works. This shows the

val ue of route authorization is questionable, unless there is some
way to untie destination and transit authorization fromroute
adverti senents, which are deeply intertw ned today.

2.4. Third Exanple: Follow ng a Specific Path
This exanple is slightly nore conplex than the last two. Gven the
followi ng snall network, assune that A and D have a rnutually agreed
upon policy of not allowing traffic to transit B to reach
destinations within 10.1. 1.0/ 25.
10.1.1.0/25--A---B---C--D
| |
Assume the follow ng
0 A advertises 10.1.1.0/25 to B, and 10.1.1.0/24 to E
0 B advertises 10.1.1.0/25 {B,A} to C

o E advertises 10.1.1.0/24 {E, A} to F, filtering 10.1.1.0/25 {E, A}
based on sone | ocal policy.

o F advertises 10.1.1.0/24 {F,E,A} to Cand to G

o C advertises 10.1.1.0/24 {C, F,E,A} to D, filtering 10.1.1.0/25
{B, A} based on sone |ocal policy.

0o G advertises 10.1.1.0/24 {GF,E, A} to D

o0 D chooses 10.1.1.0/24 {C F,E A} over 10.1.1.0/24 {GF, E A}.

White & Akyol I nf or mat i onal [ Page 11]



RFC 5123 Pat h Val i dation Considerations February 2008

What path will traffic forwarded to C destined to hosts within
10.1.1.0/25 actually foll ow?

o Dforwards this traffic to C, since its best path is through
10.1.1.0/24 {C F, E A}.

o Cforwards this traffic to B, since its best path is through
10.1.1.0/ 25 {B, A}.

o B forwards this traffic to A, since its best path is through
10.1.1.0/25 {A}.

Considering this result:

o Is the AS Path valid? Both {G F, E, A} and {C, F, E, A} are
valid AS Paths, so both AS Paths in this exanple are valid.

0 |s the advertisenent authorized? Assumng Ais authorized to
advertise 10.1.1.0/24, and all the autononous systens in the
exanpl e are authorized to readvertise 10.1.1.0/24, the route is
aut hori zed. However, C does not have destination nor transit
aut hori zation to 10.1.1.0/25, since Bis the best path fromCto
10.1.1.0/25, and D and A have explicit policies not to transit
this path. 1In effect, then C does not have destination or transit
aut hori zation for 10.1.1.0/24, because it contains 10.1.1.0/25.

0 Is the AS Path consistent with the forwarding path (is there
forwardi ng consistency)? While Cis advertising the AS Path {C,
F, E, A to Dto reach destinations within 10.1.1.0/24, it is
actually forwarding along a different path to sone destinations
within this advertisenent. Forwarding consistency does not exist
within this internetwork.

In this exanple, A assunes that Dwll receive both the advertisenent
for 10.1.1.0/24 and the advertisement for 10.1.1.0/25, and wll be
able to use the included AS Path to inpose their nutually agreed on
policy not to transit B. Infornmation about 10.1.1.0/25, however, is
renoved fromthe routing systemby policies outside the know edge or
control of A or D The information remaining in the routing system
inplies D may correctly route to destinations within 10.1.1.0/25
through C, since 10.1.1.0/25 is contained within 10.1.1.0/24, which C
is legally advertising.

The tension between route authorization, destination authorization
and transit authorization can be seen clearly in this slightly nore
conpl ex exanple. Route authorization inplies destination and transit
aut hori zation in routing, but route authorization does not include
destination or prefix authorization in this exanple.
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2.5. Fourth Exanple: Interior and Exterior Paths M smatch

This is the nost conplex exanple we will cover in this docunment. It
can be argued that the configuration described in this exanple is a
m sconfi guration, but we have chosen this exanple for its sinplicity,
as an illustration of the conplexity of the interaction between
interior and exterior gateway protocols within an autononous system
BGP route reflectors, particularly when configured in a hierarchy,
provi de many exanpl es of forwarding inconsistency, but they are nuch
nmore conplex than this small exanple.

- F(9)--------------- H3)-------- +
| — |
| | |
| e |
A(l)----- B(2) R e E(5)--10.1.1.0/ 24
| |
I +--D2)--+ I
R LR R H(6)--J(7)--K(8)--+

In this diagram each router is labeled, with the ASin which it is
contained, in parenthesis following the router label. As its best
path to 10.1. 1. 0/ 24:

0 Router Eis using its local (intra-AS) path.
0 Router Cis using the path through AS3.

0 Router Dis using the path through Router E.
0 Router B is using the path through Router E.

Exani ning the case of Router B nore closely, however, we discover
that while Router B prefers the path it has | earned from Router E,
that path has been advertised with a next hop of Router E itself.
However, Router B's best path to this next hop (i.e., Router E), as
determ ned by the interior routing protocol, is actually through
Router C. Thus, Router B advertises the path {2, 5} to Router A, but
traffic actually follows the path {2, 3, 5} when Router B receives
it.

The system adnministrator of AS1 has determined there is an attacker
in AS3, and has set the policy on router Ato avoid any route with
AS3 in the AS Path. So, beginning with this rule, it discards the
path learned from AS9. It now exanmi nes the two remmini ng paths,
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| earned from AS2 (B) and AS6, and deternines the best path is {2, 5},
through AS2 (B). However, unknown to A, AS2 (B) is also connected to
AS3, and is transiting traffic to AS5 via the path {2, 3, 5}.

Returni ng to our questions:
0o |Is the AS Path valid? The AS Path {2, 3, 5} is a valid AS Path.

o Is the route authorized? Assuming each AS along the path is
aut horized to originate, or readvertise, 10.1.1.0/24, the route is
aut hori zed. Destination authorization is also clear in this
situation, since 10.1.1.0/24 is the single destination throughout
the exanple. Transit authorizationis a little nore difficult to
determne, since the traffic doesn't actually flow along the AS
Path contained in the routing advertisenent. |It’'s inpossible to
claimthe AS Path {2,3,5} is a valid path fromeither the route
originator or the traffic originator, since that AS Path is not
the AS Path advertised. Essentially, Router E assunes transit
aut hori zation fromroute authorization, when there is no way to
deternmine that AS3 is actually authorized to transit traffic to
10. 1. 1. 0/ 24.

0o |Is the AS Path consistent with the forwarding path (is there
forwardi ng consistency)? The advertised AS Path is {2, 5}, while
the traffic forwarded to the destination actually transits {2, 3,
5}. Forwarding is not consistent in this exanple.

3.  Summary

The exanples given in this docunent are not the only possible
exanpl es of forwarding that is inconsistent with the advertised AS
Pat h; [ ROUTINGLOG C] al so provi des sone exanples, as well.

[ ASTRACEROUTE] provi des sone interesting background on the practica
i npact of forwarding that is inconsistent with the advertised AS
Path, in the context of attenpting to trace the actual path of
packets through a large internetwork, running BGP as an exterior
gat eway protocol

Routing strongly intertw nes the concepts of route authorization
destination authorization, and transit authorization. |f a BGP
speaker is authorized to advertise a specific route, routing assumes
that it is also authorized to advertise every possibl e subbl ock
within the destination prefix, and the advertiser is authorized to
transit packets to every destination within the route. By surveying
t hese exanples, we see that route authorization does not, in fact,
equal destination authorization or transit authorization, calling
into question the value of route authorization
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4.

There are no easy or obviously scalable solutions to this problem
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