Net wor k Wor ki ng Group M Bl anchet
Request for Comments: 5156 Vi ageni e
Cat egory: | nformational April 2008

Speci al - Use | Pv6 Addresses

Status of This Menp
This meno provides information for the Internet conmunity. It does
not specify an Internet standard of any kind. Distribution of this
menmo is unlimnted.

Abstract
This docunent is a conpilation of special |Pv6 addresses defined in
other RFCs. It can be used as a checklist of invalid routing
prefixes for developing filtering policies for routes and | P packets.
It does not discuss addresses that are assigned to operators and
users through the Regional |Internet Registries.
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1. Introduction
This docunent is a conpilation of special |Pv6 addresses defined in
other RFCs. It can be used as a checklist of invalid routing
prefixes for developing filtering policies for routes and | P packets.
It does not discuss addresses that are assigned to operators and
users through the Regional |Internet Registries.

The docunent is structured by address types. The docunent format is
simlar to [ RFC3330].

Sone tips about filtering are given, but are not nandatory to
i mpl enent .

The addresses listed in this docunent nmust not be hard-coded into
i mpl enent ati ons.

2. Address Bl ocks
2.1. Node- Scoped Uni cast

::1/128 is the | oopback address [ RFC4291].

::/128 is the unspecified address [ RFC4291].

These two addresses shoul d not appear on the public Internet.
2.2. | Pv4-NMapped Addresses

.. FFFF: 0: 0/ 96 are the | Pv4d-nmapped addresses [ RFC4291]. Addresses
within this block should not appear on the public Internet.

2.3. | Pv4-Conpati bl e Addresses
::<i pv4-address>/96 are the |Pv4-conpatible addresses [ RFC4291].
These addresses are deprecated and shoul d not appear on the public
I nternet.

2. 4. Link-Scoped Unicast

fe80::/10 are the link-local unicast [ RFC4291] addresses. Addresses
within this block should not appear on the public Internet.
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2.5. Unique-Loca

fc00::/7 are the unique-local addresses [ RFC4193]. Addresses within
this block should not appear by default on the public Internet.
Procedures for advertising these addresses are further described in
[ RFC4193] .

2.6. Docunent ati on Prefi x

The 2001:db8::/32 are the docunentati on addresses [ RFC3849]. They
are used for docunentation purposes such as user manuals, RFCs, etc.
Addresses within this block should not appear on the public Internet.

2.7. 6to4

2002::/16 are the 6to4 addresses [ RFC3056]. The 6to4 addresses may
be advertised when the site is running a 6to4 relay or offering a
6to4 transit service. Running such a service [RFC3964] entails
filtering rules specific to 6tod4 [ RFC3964]. |Pv4 addresses
disallowed in 6to4 prefixes are listed in section 5.3.1 of [RFC3964].

2.8. Teredo

2001::/32 are the Teredo addresses [ RFC4380]. The Teredo addresses
may be advertised when the site is running a Teredo relay or offering
a Teredo transit service

2.9. 6bone

5f00::/8 were the addresses of the first instance of the 6bone
experinental network [RFCL897].

3ffe::/16 were the addresses of the second instance of the 6bone
experinmental network [RFC2471].

Both 5f00::/8 and 3ffe::/16 were returned to | ANA [ RFC3701]. These
addresses are subject to future allocation, sinlar to current
unal | ocat ed address space. Addresses within these bl ocks shoul d not
appear on the public Internet until they are reall ocated.

2.10. ORCH D

2001:10::/28 are Overlay Routable Cryptographic Hash IDentifiers
(ORCHI D) addresses [RFC4843]. These addresses are used as
identifiers and are not routable at the IP layer. Addresses within
this block should not appear on the public Internet.
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2.11. Default Route
::/0 is the default unicast route address.
2.12. 1 ANA Speci al - Purpose | Pv6 Address Registry

An | ANA registry (iana-ipv6-special-registry) exists [RFC4773] for
Speci al - Purpose | Pv6 address bl ock assignnents for experinents and
ot her purposes. Addresses within this registry should be revi ewed
for Internet routing considerations.

2.13. Milticast

ff00::/8 are nmulticast addresses [RFC4291]. They contain a 4-bit
scope in the address field where only sone val ues are of gl obal scope
[ RFC4291]. Only addresses with gl obal scope in this block nmay appear
on the public Internet.

Mul ticast routes nust not appear in unicast routing tables.
3. Security Considerations

Filtering the invalid routing prefixes listed in this docunent shoul d
i nprove the security of networks.

4. | ANA Consi derations

To ensure consistency and to provide cross-referencing for the
benefit of the community, |IANA has inserted the foll ow ng paragraph
in the header of the iana-ipv6-special-registry.

"Qther special |IPv6 addresses requiring specific considerations for
gl obal routing are listed in RFC 5156."
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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