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Medi a Server Control Protocol Requirenents
Status of This Meno

This neno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abst r act

Thi s docunent addresses the communi cati on between an application

server and nmedia server. The current work in | ETF worki ng groups
shows these logical entities, but it does not address the physical
deconposition and the protocol between the entities.

This docunent presents the requirenents for a Media Server Control
Protocol (MCP) that enables an application server to use a nedia
server. It will address the aspects of announcenents, Interactive
Voi ce Response, and conferenci ng nedi a services.
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I ntroduction

The | ETF conferencing framework in RFC 4353 [ CARCH] presents an
architecture that is built of several functional entities. RFC 4353
[ CARCH] does not specify the protocols between the functiona
entities since it is considered out of scope.

Based on RFC 4353 [ CARCH], this docunent defines the requirenents for
a protocol that will enable one functional entity, known as an
Application Server (AS), that includes the conference/ nmedia policy
server, the notification server, and the focus, all defined in RFC
4353 [CARCH], to interact with one or nore functional entities,
called Media Server (M), that serves as nixer or nedia server

The nmedi a server can also be used for announcenents and Interactive
Voi ce Response (IVR) functions.

Application servers host one or nore instances of a communication
application. Media servers provide real tine nedia processing
functions. An exanple of the deconposition of a nedia server and an
application server is described in the nedia control franework
docunent [ MEDI ACTRL- FW .

This docunent presents the requirenents for a Media Server Contro
Protocol (MCP) that enables an application server to control a nedia
server. It will address the aspects of announcenents, |VR and
conferencing nmedi a servi ces.

The requirenents are for the protocol and do not address the AS or MS
functionality discussed in the nedia control framework.

Since the nedia server is a centralized conponent, the charter of the
wor ki ng group states that this work will not investigate distributed
nmedi a processing algorithns or control protocols.

Ter m nol ogy

The medi a server work uses, when appropriate, and expands on the
term nol ogy introduced in the conferencing framework [ CARCH and
Centralized Conferencing (XCON) franmework [XCONFRMARK]. The
followi ng additional terns are defined:

Application Server (AS) - A functional entity that hosts one or nore
i nstances of a comuni cation application. The application server may
i ncl ude the conference policy server, the focus, and the conference
notification server, as defined in [CARCH . Also, it may include
communi cati on applications that use I VR or announcenent services.
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Medi a Server (MS) - The nedia server includes the nixer as defined in
[CARCH]. The nedia server plays announcenents, it processes nedia
streanms for functions |ike Dual Tone Milti-Frequency (DTMF) detection
and transcodi ng. The nedia server may al so record nedia streans for
supporting I VR functions |ike announcing participants

Medi a Resource Broker (MRB) - A logical entity that is responsible
for both the collection of appropriate published Media Server (M)

i nformati on and suppl yi ng of appropriate M5 infornmation to consum ng
entities. The MRB is an optional entity and will be discussed in a
separ ate documnent.

Notification - A notification is used when there is a need to report
event-related information fromthe M5 to the AS.

Request - A request is sent fromthe controlling entity, such as an
application server, to another resource, such as a nedia server,
asking that a particular type of operation be executed.

Response - A response is used to signal information, such as an
acknow edgenment or error code in reply to a previously issued
request.

Requi renment s
Medi a Control Requirenents
The following are the nedia control requirenments
REQ- MCP-01 - The Ms Control Protocol shall enable one or nore
application servers to request nedia services fromone or nore

nedi a servers

REQ- MCP- 02 - The M5 Control Protocol shall use a reliable transport
pr ot ocol

REQ MCP-03 - The applications supported by the protocol shal
i ncl ude conferencing and Interactive Voice Response nedia
servi ces

Not e: Though the protocol enables these services, the functionality
i s invoked through other nechani sns.

REQ- MCP-04 - Media types supported in the context of the
applications shall include audio, tones, text, and video. Tones
medi a i ncl ude in-band audi o or RFC 4733 payl oad.
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REQ- MCP-05 - The Ms control protocol should allow, but nust not
require, a nmedia resource broker (MRB) or internmediate proxy to
exi st with the application server and nedia server.

REQ- MCP-06 - On the Ms control channel, there shall be requests to
the M5, responses fromthe M5, and notifications to the AS.

REQ MCP-07 - SIP/SDP (Session Initiation Protocol / Session
Description Protocol) shall be used to establish and nodify nedia
connections to a nedia server.

REQ- MCP-08 - It should be possible to support a single conference
spanning nultiple nmedia servers.

Note: It is probable that spanning nmultiple Mss can be

acconpl i shed by the AS and does not require anything in the
protocol for the scenarios we have in mind. However, the concern
is that if this requirenent is treated too lightly, one may end up
with a protocol that precludes its support.

REQ- MCP-09 - It nust be possible to split call legs individually, or
in groups, away froma main conference on a given nmedia server,
wi t hout perform ng re-establishnent of the call legs to the M5
(e.g., for purposes such as performing IVRwith a single call |eg

or creating sub-conferences, not for creating entirely new
conf erences).

REQ- MCP-10 - The Ms control protocol should be extendabl e,
facilitating forward and backward conpatibility.

REQ- MCP-11 - The Ms control protocol shall include an authentication
conmponent to ensure that only an authorized AS can conmuni cate
with the M5 and vice versa.

REQ- MCP-12 - The Ms control protocol shall use sone form of
transport protection to ensure the confidentiality and integrity
of the data between the AS and M.

REQ MCP-13 - Different application servers nay have different
privileges for using an M5. The protocol should prevent the AS
from doi ng unaut hori zed operati ons on a M.

REQ- MCP-14 - The Ms control protocol requires nechanisns to protect

the MS resources used by one AS from anot her AS since the sol ution
needs to support multiple ASs controlling one M.
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REQ- MCP-15 - During session establishnment, there shall be a
capability to negotiate paranmeters that are associated with nedia
streams. This requirenent should al so enabl e an AS nmanagi ng
conference to specify the nmedia streans allowed in the conference.

REQ-MCP-16 - The AS shall be able to instruct the M5 to perform
stream operations like nmute and gain control.

REQ- MCP- 17 - The AS shall be able to instruct the M5 to play a
speci fi ¢ announcenent.

REQ- MCP-18 - The AS shall be able to request the M5 to create,
del ete, and nani pulate a nixing, |IVR or announcenent session.

REQ- MCP-19 - The AS shall be able to instruct the M5 to play
announcenents to a single user or to a conference m x.

REQ MCP-20 - The Ms control protocol should enable the AS to ask the
M5 for a session sunmary report. The report nay include resource
usage and quality netrics.

REQ- MCP-21 - The Ms shall be able to notify the AS of events
received in the media streamif requested by the AS. (Exanples -
STUN request, Flow Control, etc.)

3.2. Media nmixing Requirenents

REQ MCP-22 - The AS shall be able to define a conference nmix; the MS
may offer different m xing topologies. The conference m x may be
defined on a conference or user |evel.

REQ- MCP-23 - The AS nay be able to define a custom video | ayout
built of rectangul ar sub-w ndows.

REQ- MCP-24 - For video, the AS shall be able to map a streamto a
specific sub-wi ndow or to define to the M5 how to deci de which
streamwi ||l go to each sub-w ndow.

REQ- MCP-25 - The Ms shall be able to notify the ASs of who the
active sources of the nedia are; for exanple, who the active
speaker is or who is being viewed in a conference. The speaker
and the video source nmay be different, for exanple, a person
describing a video streamfroma renote canmera managed by a
di fferent user.
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REQ- MCP-26 - The Ms shall be able to informthe AS which layouts it
supports.

REQ- MCP-27 - The Ms control protocol should enable the AS to
instruct the M5 to record a specific conference m x

3.3. |VR Requirenents

REQ- MCP-28 - The AS shall be able to instruct the M5 to perform one
or nmore | VR scripts and receive the results. The script may be in
a server or contained in the control nessage.

REQ- MCP-29 - The AS shall be able to nanage the | VR session by
sendi ng requests to play announcenents to the MS and receiving the
response (e.g., DIMF). The IVR session flow, in this case, is
handl ed by the AS by starting a next phase based on the response
it receives fromthe M5 on the current phase

REQ MCP-30 - The AS should be able to instruct the MSto record a
short participant streamand play it back. This is not a
recordi ng requirenent.

3.4. (Qperational Requirenents

These requirenents nay be applicable to the MRB, but they can be used
by an ASif it has a one-to-one connection to the MS

REQ- MCP-31 - The Ms control protocol rnust allowthe AS to audit the
M5 state during an active session.

REQ MCP-32 - The Ms shall be able to informthe AS about its status
during an active session.

4. Security Considerations

Thi s docunent di scusses high-level requirenents for MCP. The MCP has
sonme specific security requirenents, which will be summari zed here at
a very high |evel

Al'l of the operations and functions described in this docunent need
to be authorized by an M5 or an AS. It is expected that M resources
will be governed by a set of authorization rules defined as part of
the AS/ MS policy. In order for the policy to be inplenented, the
M5 needs to be able to authenticate requests. Nornal SIP nechanisns,
i ncl udi ng Di gest authentication and certificates, can be used as
specified in RFC 3261 [ RFC3261]. These MCP security requirenments
wi Il be discussed in detail in the framework and protocol docunents.
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Ful I Copyright Statenent
Copyright (C The | ETF Trust (2008).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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